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Preface

Moodle has evolved from an academic project to the world's most popular Virtual
Learning Environment (VLE). During this evolution, its complexity has risen
dramatically and so have the skills that are required to administer the system.

Moodle 2 Administration is a complete, practical guide for administering Moodle
sites. It covers setting up Moodle, configuration, and day-to-day admin task, as well
as advanced options for customizing and extending Moodle.

The author, who has been at the cutting edge of Moodle administration since its
advent, has adopted a problem-solution approach to bring the content in line with
your day-to-day operations. The practical examples will help you to set up Moodle
for large groups and small courses alike.

This is a one-stop reference for any task you will ever come across when
administering a Moodle site of any shape or size.

A special theme has been designed for taking screenshots in this book. Your Moodle
might look slightly different, but the content will be the same.
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What this book covers

Moodle has grown into a mature, sophisticated, and complex software system.

As a result, Moodle administration covers a wide range of topics, which is the

topic of this book. A fun way to demonstrate the various subjects is in the form of
a tube/subway/metro/underground map (under Creative Commons license by

Synergy Learning).
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Part | — Getting started

Chapter 1, Moodle Installation, tells you the most suitable Moodle setup for your
organization, including software and hardware requirements. You will learn how
to install Moodle in three environments, namely, LAMP/UNIX, Windows, and
Mac OS, before manual and semi-automatic Moodle updates are covered in detail.
Throughout, you will also learn how to perform some of the described operations
using Moodle Command Line Interface (CLI).

Chapter 2, The Moodle System, covers the building blocks of the learning platform.
First, we will cover the Moodle architecture, that is, the main Moodle components
and where its data and code is stored. We then provide you with the skills to find
your way around in Moodle via its intuitive user and administration interface.
Finally, we deal with the management of files, which includes Moodle's standard
file management, web host file management, and file management via the File

system repository.

[2]
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Part Il - Moodle configuration

Chapter 3, Courses, Users, and Roles, is an introductory chapter to give you an
overview of Moodle courses, users, and roles. It covers the basics of these three key
concepts and demonstrates how these three core elements are inherently intertwined.

Chapter 4, Course Management, tells you how to set up new courses and how to
organize them in categories. The remainder of the chapter deals with an array of
enrolment options, covering Moodle's internal enrolment (manual, self, and guest),
cohort enrolment and synchronization, and database-driven enrolment; for instance,
via LDAP, meta courses, and payment-driven enrolments.

Chapter 5, User Management, explains how to manage users on your system. We

will first cover what user profiles look like and how they can be extended, before
presenting (manual and bulk) standard user actions. We will then explain how to
add users to Moodle manually (that is, one-by-one) and via batch upload. Then, you
will learn about a plethora of authentication mechanisms Moodle equips us with.
Finally, we will discuss best practices of user naming schemes.

Chapter 6, Managing Permissions: Roles and Capabilities, guides you through permission
management. It applies roles and capabilities to users in different contexts. We will
cover the assignment of roles, the modification of existing roles, and the creation of
new roles before we deal with any administrative role-related settings.

Chapter 7, Moodle Look and Feel, tells you how to adapt your Moodle system to
bring it in line with the corporate branding of your organization. We will cover
the customization of the front page, the creation of Moodle themes, and support
for mobile devices. You will also learn how to support users with accessibility
requirements.

Chapter 8, Moodle Plugins, brings you up-to-date with the vast array of Moodle
plugins. The areas that will be covered are activities, blocks and filters, repositories,
portfolios, text editors, licenses, question types and behaviors, and plagiarism
prevention.

Chapter 9, Moodle Configuration, deals with the pedagogical and technical
configuration of your Moodle system. Pedagogical topics covered are collaboration,
localization, grades and gradebook settings, and a number of miscellaneous
parameters. Technical subjects dealt with include synchronous communication
(instant messaging and video conferencing), asynchronous communication
(messaging and RSS feeds), and a number of experimental settings.

[31]
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Part lll - Moodle maintenance

Chapter 10, Moodle Reporting, will equip you with the tools you require to interpret
and analyze the vast amounts of usage data Moodle is collecting. You will first learn
about the monitoring facilities provided by Moodle that include activity reporting,
user tracking, and some basic statistics. Then, we will take a look at third-party
tools that cover report generation, web log analyzers, and live data trackers,

such as Google Analytics.

Chapter 11, Moodle Security and Privacy, focuses on ensuring that the data in your
Moodle system is protected from any misuse. You will learn about security
notifications, user security, data and content security, and system security. We
conclude the chapter with information on privacy and data protection concerns.

Chapter 12, Moodle Performance and Optimization, makes sure that your Moodle system
runs to its full potential. We will cover configuring, monitoring, and fine-tuning your
Virtual Learning Environment for maximum speed. You will learn how to optimize
Mood]le content before we focus on system parameters, namely, caching settings,
session handling, memory management, module settings, and miscellaneous settings.
We will also present some basic performance profiling and monitoring tools.

Chapter 13, Backup and Restore, focuses on ensuring that, in the event of a disaster,
your data would not be lost. We will cover course backups, site backups, system
backups, and restoring data from the taken data archives.

Part IV — Enhancing Moodle

Chapter 14, Installing Third-party Add-ons, explains in detail how to extend your
Moodle system via third-party add-ons. You will be able to distinguish between
good add-ons and not-so-good add-ons before we cover extensions that are popular
with other users. We will then cover how to install, configure, and uninstall
third-party add-ons.

Chapter 15, Moodle Integration via Web Services, looks at ways to integrate Moodle with
other systems via web services. We provide information about the basic concepts

of Moodle web services, before you learn how to set up external systems and users
controlling Moodle. This also covers the support for mobile apps.

Chapter 16, Moodle Networking, tells you how to connect disparate Moodle systems
either in a peer-to-peer setup or via a Moodle hub. You will also be able to apply
the learned networking techniques to connect the popular open source e-portfolio
system Mahara to Moodle. We will also show you how to connect to the Moodle
Community Hub and how to set up your own MOOCH.

[4]
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Part V — Appendix

The Appendix, Configuration Settings, provides you with a list of parameters that can
be modified in Moodle's configuration file (config.php) and the impact each of the
values will have. The areas covered are administration settings and system settings.

What you need for this book

For Moodle, you must have the following components up and running on
your server:

e Database: MySQL (version 5.0.25 or later, with InnoDB storage engine
acvivated), PostgreSQL (version 8.3 or later), Microsoft SQL Server
(version 2005 or later), or Oracle (version 10.2 or later)

e Web server: Apache is the preferred web server
e PHP: PHP 5.3.3 is required to run Moodle

e PHP extensions: Moodle makes use of a number of PHP extensions, most of
which are compiled into PHP, by default

Depending on your specific setup, additional software and hardware might
be required.

Who this book is for

This book is written for technicians and systems administrators as well as academic
staff, that is, basically for anyone who has to administer a Moodle system. Whether
you are dealing with a small-scale local Moodle system or a large-scale multisite
Virtual Learning Environment (VLE), this book will assist you with all kinds of
administrative tasks. Some basic Moodle knowledge is helpful, but not essential.

VLE job functions
A Moodle administrator is basically a VLE administrator who manages a Moodle
system. A quick search through recruitment agencies specializing in the educational
sector reveal a growing number of dedicated job titles that are closely related to VLE
administration. A few examples are:

e VLE Administrator (or LMS Administrator or MLE Administrator)

e VLE Support Officer

e VLE Architect

e VLE Engineer

e VLE Coordinator

[51]
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The list does not include functions that regularly act in an administrative capacity,
such as IT support. It also does not include roles that are situated in the pedagogical
field but often take on the work of a VLE administrator, such as, learning
technologists or e-learning coordinators.

A VLE administrator usually works very closely with the staff who have
responsibility for the administration of IT systems, databases, and networks. It
has proven beneficial to have some basic skills in these areas. Additionally, links
are likely in larger organizations where content management systems, student
information management systems, and other related infrastructure is present.

Given this growing number of VLE administration-related roles, let us look at some
key obligations of the job function and what skills are essential and desirable.

Obligations and skill sets of a VLE
administrator

The responsibilities of the VLE administrator differ from organization to
organization. However, there are some obligations that are common across
installations and setups:

e User management (learners, teachers, and others)

e Course management (prospectus mapping)

¢ Module management (functionality provided to users)

e Look and feel of the VLE (sometimes carried out by a web designer)

¢ Year-end maintenance (if applicable)

e Beginning-of-year setup (if applicable)

e Support teaching staff and learners
In addition to these VLE-specific features, you are required to make sure that the
virtual learning environment is secure, stable, and performs well. Backups have to be

in place, monitoring has to be set up, reports about usage have to be produced, and
regular system maintenance has to be carried out.

If you host your own system, you will be responsible for all of the listed tasks and
much more. If your VLE is hosted in a managed environment, some of the tasks
closer to system level will be carried out by the hosting provider. So, it is important
that they have a good understanding of Moodle. Either way, you will be the first
person to be contacted by staff and learners if anything goes wrong, if they require
new functionality, or if some administrative task has to be carried out.

[6]
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[ With great power comes great responsibility! ]

While a range of e-learning-related activities are now taught as part of the course
work for some academic and vocational qualifications (for instance, instructional
design or e-moderation), VLE administration, per se, is not. Most VLE administrators
have a technical background and often have some system or database administration
knowledge. Again, it entirely depends on whether you host your VLE locally or it is
hosted externally. The administration skills of a remotely-hosted system can be learned
by anybody with some technical knowledge. However, for an internally-hosted
system, you will require good working knowledge of the operating system on which
the VLE is installed, the underlying database that is used, the network in which

the VLE has to operate, and any further components that have to work with the
learning system.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows:

If the cron. php script is invoked over HTTP (either using wget or curl), more
memory is used than calling directly via the php —f command.

Any command-line input and output is written as follows:

mysgldump -u <user> -p <database> > backup.sql

New terms and important words are introduced in a bold-type font. Words that you
see on the screen, in menus or dialog boxes for example, appear in our text like this:

Clicking on the Enabled protocols link in the Overview screen will guide you to the
Manage protocols screen under Plugins | Web services.

Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

[71
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book, what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply drop an e-mail to feedback@packtpub.com,
making sure to mention the book title in the subject of your message.

If there is a book that you need and would like to see us publish, please send
us a note in the SUGGEST A TITLE form on www. packtpub.com or e-mail
suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www. packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things
to help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our contents, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in text or
code —we would be grateful if you would report this to us. By doing this you can
save other readers from frustration, and help to improve subsequent versions of
this book. If you find any errata, report them by visiting http://www. packtpub.
com/support, selecting your book, clicking on the let us know link, and entering
the details of your errata. Once your errata are verified, your submission will be
accepted and the errata added to the list of existing errata. The existing errata can be
viewed by selecting your title from http://www.packtpub.com/support.
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Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide the
location address or website name immediately so we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and in our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
some aspect of the book, and we will do our best to address it.
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Moodle Installation

Let's get started by installing Moodle.

After providing an overview that describes which setup is most suitable, software
and hardware requirements will be outlined.

We will then cover the following:

* Installation of Moodle in a LAMP/Unix environment

* Installation of Moodle in a Windows environment

* Installation of Moodle in a Mac OS X environment

* Installation of Moodle via the Command Line Interface (CLI)
* Upgrading Moodle manually and via CLI, CVS, and GIT

You will only need to study the section(s) of the operating system(s) you are
planning to use. Moodle can be scaled from a single instructor to an entire
institution. We will only be able to cover the most "popular" installations and
present solutions to some common problems. We assume that you are familiar
with the basic system administration of the operating system on which you will
be installing Moodle.

Moodle installation—an overview

Before we start installing Moodle, you have to decide which setup is right for
your organization. Once you have come to a conclusion, there are a number of
prerequisites that you will need before we can get started.



Moodle Installation

Choosing the best setup

There are a number of different environments in which you can set up Moodle. The
three main criteria that should dictate the choice of the correct setup are:

Flexibility: If you want to have full control over your system, be able to
tweak system settings, and make frequent changes to the setup, then you
are best off hosting your own server. However, if your preferred choice is
to only administer your system while somebody else is looking after the
operating system, the web server, and backups, then you are better off
with a professionally-hosted setup, and particularly offerings provided by
authorized Moodle Partners.

Scalability: This is entirely driven by the number of concurrent users; that
is, the number of active learners and teachers logged in to Moodle at the
same time. A Moodle on a USB memory stick or on a single-processor
desktop computer will not be able to cope with hundreds of simultaneously
logged-in users. A load-balanced cluster, on the other hand, would be
overkill for a small institution with a handful of learners. The following
table provides some indicative setups for different types of educational
organizations but is by no means complete:

Organization Likely setup

Single instructor Desktop, laptop, memory stick

Small school/company Shared server

Large school/company Dedicated server

Medium-to-large college Dedicated application and database servers
University/corporate Load-balanced cluster

Organizations require a server (either dedicated or shared) that is either
hosted in-house or externally. If you decide to go down the hosted route, it is
highly recommended to avoid a "cheap hosting" package, as their systems are
not optimized for Moodle usage. This will have a significant impact on the
performance of the system, especially with an increasing number of users.

Cost: Budgetary constraints will certainly play an important role in your
setup. Unless you already have the appropriate infrastructure in place, it

is likely to be more cost-effective to host your Moodle system externally,

as it saves you from having to purchase servers and provide a 24/7 data
connection that caters to your learners' needs. Licensing cost is significantly
higher if you use commercial operating systems, web servers, and database
systems, instead of an open source solution. Either way, Moodle is designed
to support a wide range of possible infrastructures suitable to your
organization's IT policy needs.
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In addition to these three key criteria that usually influence the decision about the
underlying infrastructure, there are other factors that will have an impact on your
decision, such as in-house expertise, compatibility with other systems, personal
preference, and existing resources.

We will cover the three most popular operating systems for hosting Moodle — Linux,
Windows, and Mac OS. For other setups such as on a memory stick, in a virtualized
environment, or a larger multiserver cluster, please consult your local Moodle Partner
(www.moodle. com). Some hosting companies offer quick one-click installations (often
via the Fantastico installer, which usually doesn't contain the latest version). While the
resulting Moodle system is sufficient for experimental sites, it is certainly unsuitable
for production environments.

Moodle prerequisites

There are a number of hardware and software requirements that must be installed
before we can start installing Moodle.

Hardware requirements

These requirements apply if you host Moodle yourself or if it is hosted on an external
server (shared, virtual, dedicated, or clustered). On cheaper hosting packages, the
hardware configuration is often insufficient to run Moodle efficiently.

* Disk space: Moodle takes up between 150 and 200 MB of disk space.
However, this only provides you with an empty system and does not take
into account the space you require for any learning resources. The faster the
disks, the better. RAIDed disks are recommended, but are not essential on
smaller installations.

*  Memory: The (absolute) minimum requirement is 256 MB for a single-user
instance, but more is necessary in a multiuser setup. A good rule of thumb is
to have 1 GB of RAM for every 30-50 concurrent users. You have to double
this calculation on Windows-based systems due to the higher overhead of the
operating system.

a1

~Q The more RAM the better. The faster the RAM the better.

* Network: While Moodle can run on a standalone machine, its full potential
lies in a networked environment. A fast network card is essential, as is good
upload and download speed if the VLE is accessed over the Internet.
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Software requirements

For Moodle 2, you must have the following components up and running on
your server:

* Database: Moodle officially supports four database systems: MySQL
(version 5.0.25 or later; the ACID-compliant InnoDB storage engine is highly
recommended), PostgreSQL (version 8.3 or later), Microsoft SQL Server
(version 2005 or later), and Oracle (version 10.2 or later).

*  Web server: Apache is the preferred web server option, but Moodle works
well with any other web server that supports PHP, such as Microsoft IIS.

* PHP: PHP 5.3.3 is required to run Moodle 2. There are a number of PHP
settings which you might have to change in the php. ini or the .htaccess file
(see http://docs._moodle.org/en/Installing_Moodle for more details).

e PHP extensions: Moodle makes use of a number of extensions, most of
which are compiled into PHP by default. They are as follows:

° Compulsory extensions: iconv, curl, ctype, zip, simplexml, spl, pcre,
dom, xml, and json

° Recommended extensions: intl, mbstring, openssl, tokenizer, xmlrpc,
soap, and gd

¢ Conditional extensions: mysql, pgsql, odbc (depending on
database) and ldap, ntlm, and so on (depending on authentication
mechanism used)

Depending on your specific setup, additional software and hardware might be
required. It is assumed that the database, web server, PHP, and its extensions have
been installed correctly, as this is not a VLE administrator task. Once this is the case,
we are ready to go.

M Internet Explorer 6 is not supported by Moodle. A modern web
Q browser (Internet Explorer 7+, Firefox 3+, Google Chrome, or
Safari 3+) is required to access Moodle.

Installation in a LAMP environment

Moodle is developed in Linux using Apache, MySQL, and PHP (known as the LAMP
platform). If you have a choice, this is the preferred environment. There is ongoing
debate whether PostgreSQL is the more suitable database option, but we will stick
with MySQL as this is the system most administrators are most familiar with.
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Also, some organizations are bound to using Microsoft SQL or Oracle. If this is the
case, please refer to the respective installation guide as this is beyond the scope
of this book.

Downloading Moodle

Go to download.moodle.org to download Moodle. As you can see, there are quite
a number of distributions to choose from.

Standard Moodle Packages
Moodle is Free, Open Source software (read our GPL licence).

Choose from the following official Moodle packages to install Moodle on your own server. Other ways to get Moodle include downloading Moodle via CVS and via
a third-party integrated distribution such as Debian or Cpanel. We also have some special installer packages for Mac OS X and Windows.

Please help us promote education and develop Moodle further by donating to the Moodle project or by choosing one of the many Moodle Partners for added
services such as hosting or consulting.

Current stable builds

Version Information tgz .zip
Moodle 2.0.1+ This package is built every week with new fixes produced by our stable development process. It contains a number of fixes - —
MOODLE_20_WEEKLY made since the 2.0.1 release and is usually a better choice for production than the actual 2.0.1 package below. ? TfJ'J ' ﬂ”

(1= =

Built Weekly * ‘Progress towards 2.0.2 Download Download
ok L ® Recent changes log 24 s e

e Upgrading notes
.

Requires: PHP 5.2_8, MySQL 5.0.25 or Postgres 8.3 or MSSQL 2005 or Oracle 10.2

Zazus
oty sa7vody

Moodle 2.0.1 This is the official final 2.0.1 build of Moodle. — —

MOODLE_201 T, 1
® Moodle 2.0.1 Release notes - )=

E”—‘ Dgi(-gmbgr 2010 ® Bug fixes and improvements Download Do

e Upgrading notes
® Requires: PHP 5.2.8, MySQL 5.0.25 or Postgres 8.3 or MSSQL 2005 or Oracle 10.2

@ oty

There are four types of builds available on Moodle's download site:

e Current stable builds: For the current version of Moodle, there are two
releases —the latest stable build and the latest official release. The latest stable
version is created weekly (every Wednesday) and is the best choice for a new
server. The latest official release contains the stable build as well as new fixes,
but the version will not have gone through the weekly code review and
might contain unresolved issues.

* Older stable builds: Older versions than the current version are maintained
by the Moodle development team and bug fixes are back-ported. Sometimes,
newly added functionality is back-ported. Currently, the oldest supported
version is 1.9 and it is expected that this version will be supported until
June 30, 2012.

* Legacy versions: For older versions, a stable build and the last release are
made available. However, these are not maintained any further.
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* Upcoming release builds: Moodle also offers you the option to download
beta releases of the software (if available) and also the latest development
release. These should only be downloaded for testing or development
purposes, never in production environments!

Each version is made available in the two compressed formats: TGZ (use the tar
command to uncompress) and ZIP (requires unzip). You can either download them
by clicking on the respective link or, if you have (secure) shell access, retrieve the file
directly by using the wget command (The file name is kept in sync with the current
version number, which increases every 6 months; for example, moodle-latest-22,
moodle-latest-24, and so on):

wget http://download.moodle.org/stable21/moodle-latest-21.zip

[ The location where you install Moodle is referred to as dirroot. ]

Once you have moved the file to the location where you want to install it on your
web server (dirroot), extract the file using the unzip command (or tar xvfz if you
downloaded the TGZ version). In a hosted environment, you might have to use the
uncompressing method provided by the web administration interface (cPanel, Plesk,
or any bespoke system).

unzip moodle-latest-21.zip
tar xvfz moodle-latest-21.tgz

If you place the entire folder in your web server documents directory, the site
will be located at www . yourwebserver.com/moodle. To access your site from
www . yourwebserver .com, copy the contents directly into the main web server's
documents directory.

[ The URL via which Moodle is accessed is referred to as wwwroot. ]

Once this has been successfully done, you have to create the database that Moodle
uses to store its data.
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Creating the Moodle database and the data
directory

Moodle requires a database where it can store its information. While it is possible to
share an existing database, it is highly recommended to create a separate database
for Moodle. This can either be done via a web interface, as provided by hosted
servers, or via the Unix command line.

Using a hosted server

Most hosting providers provide a dedicated web interface to carry out basic
database operations. Alternatively, you can use phpMyAdmin, an open source
software that allows you to manage MySQL databases over the Web. It is part of
most Linux distributions and also part of many control panels, such as cPanel or
Plesk. (phpMyAdmin is often configured not to allow new databases to be created.
If this is the case, you have to create the database from the database manager in your
control panel.)

Once you have started phpMyAdmin, go to the Databases section and create a new
database using the UTF collation. You don't need to create any tables; Moodle will be
populating the database during the installation process.

While you can use the existing account of a database user, it is good practice to
create a dedicated user for the Moodle database. This step is carried out in the
Privileges section.

[ Q Do not use the MySQL root account for your Moodle database! ]

phpMyAdmin allows you to perform both steps —creating a database and adding
a new user —in a single action as shown in the following screenshot. We will create
a user book and also check the Create database with same name and grant all
privileges option.

<" Add a new User

r Login Inf

User name:  Use text field: + beek
Host:  Any host -

Password:  Use text field v ssss

Re-type: seee

Generate Passwaord: | Generate H Copy |

r Datak for user
MNone

@ Create database with same name and grant all privileges
Grant all privileges on wildcard name {userame!_%)

[17]



Moodle Installation

Using the command line

If you don't have access to a web interface to create MySQL databases and user
accounts or if you prefer to use a Linux shell, you can perform the steps via the
command line:

1. Start the database command line tool by entering mysql —u root —p and enter
the password at the prompt.

2. Create a database here (called moodle) by entering CREATE DATABASE
moodle; (all MySQL commands have to be completed with a semicolon).

3. Set the default character set and collation order to UTE8 by entering
ALTER DATABASE moodle DEFAULT CHARACTER SET utf8 COLLATE utf8_
unicode _ci;.

4. Create a user and password (here user and password, respectively) and
grant database access permissions by entering GRANT SELECT, INSERT,
UPDATE, DELETE, CREATE, CREATE TEMPORARY TABLES, DROP, INDEX,
ALTER ON moodle.* TO user@localhost IDENTIFIED BY "password”;

5. Exit the MySQL command tool by entering QUIT.

It is necessary to reload the grant tables using the following command line:

mysgladmin -u root -p reload

You have now completed the database setup. All we have to do now is to create
Moodle's data directory before we are ready to start the installation of Moodle per se.

Creating the Moodle data directory

Moodle stores most of its information in the database you have just created.
However, any uploaded files such as assignments or pictures are stored in a separate
directory. This data directory in Moodle is usually referred to as moodledata.

The location which holds your Moodle data files is referred to
— as dataroot.

Later on, the Moodle installer will attempt to create this directory but, in some
setups, this is not possible due to security restrictions. To be on the safe side, it is
better to create moodledata manually or via a web-based file manager, as provided
by some systems.

1. Create the directory by entering mkdir moodledata.

2. Change permissions recursively by entering chmod —R 0770 moodledata
(if you use 0777 then everybody on the server will have access to the files).
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3. Change the user of the directory to that of your web server (usually apache
or ww-data) by entering chown —R apache moodledata.

4. Change the group of the directory to that of your web server (usually nobody
or ww-data) by entering chgrp —R nobody moodledata.

1
< It is crucial to create mood ledata on your server where it cannot
be accessed publicly, that is, outside your web directory.

If you don't have permission to create the data directory in a secure location, create
the _htaccess file in your home directory containing the following two lines:

order deny,allow
deny from all

This will prevent files from being accessed without the user having permissions
to do so.

Running the installer script

The installer script performs two main actions — populating the database and
creating the configuration file config.php. The Moodle installer is initiated by
entering the URL of wwroot (the location where you copied Moodle) into your
web browser; Moodle will recognize that it hasn't been installed yet and start the
process automatically.

The Moodle installer has to set a session cookie. If your browser has been configured
to trigger a warning, make sure you accept that cookie.

The first screen lets you choose the language to be used during installation. This is
not the locale used for Moodle, only the language for the installation.

Installation

Language

Choose a language

Please choose a language for the installation. This language will also be used as the default language for the
site, though it may be changed later.

Language | english (en) 3]

P rrm—
[ Next» |
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The following screen displays the expected values for the Web address of the site
(wwwroot), the Moodle directory (dirroot)and the Data directory (dataroot).
You might have to modify the data directory entry if the location of your
moodledata differs.

Paths
Confirm paths

Web address
Full web address where Moodle will be aceessad Moo

Web address iy /packe ab iox
Moodie directory /.o webroot/v

Mud /pacct ab.local

Data directory /.0 webroot/moodecan packtab.local

"« Previows | (Nexts

If dataroot cannot be located or does not have the correct permissions, an error
message with details will be displayed. The same applies if dataroot is accessible
directly via the Web and hence is not secure.

In the following screenshot, you have to select which database you wish to
use. On my system, only the standard MySQL driver is installed. To use other
database systems such as PostgreSQL, Oracle, or MS SQL Server, a driver has
to be installed first.

Database

Choose database driver

Moodle supports several types of database servers. Please contact server administrator if you do not know which
type to use.

T improved Wysal (ative/mysa

PostgreSOL {native/pgsgll
QOracle (native foci)
SQL*Server Microsoft (native/sglsrv)

- SQL*Server FreeTDS (native /mssqgl)
fnoodle
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This interface is using the configuration details that have been previously
established. This would look slightly different if you have chosen a different
database driver to the native MySQL.

Database settings

Improved MySQL (native/mysqli)

Now you need to configure the database where most Moodle data will be stored. Database may be created if
database user has needed permissions, usemame and password must already exist. Table prefix is optional.

Database host lecalhost

Database name moodle

Database user user

Database password password
Tables prefix mdl

Unix socket -
= Previous Next =
Setting Description
Database host The default is localhost (127.0.0.1), which is correct if the

database is located on the same server as the web server. If it is
located on a separate server, specify the IP address (preferably
unresolved, to improve performance).

Database name The database name, username, and password you enter when
Database user you run the mysql command.

Database password

Tables prefix All tables that the Moodle installer is going to create will be
prefixed with mdl_. This should only be changed if you run
multiple Moodle installations using the same database.

Unix socket If selected, the connection takes place through the filesystem
as opposed to TCP/IP. A Unix socket file connection is
marginally faster than TCP/IP, but can only be used when
connecting to a server on the same computer.
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Once you see the following screen, you will know the Moodle configuration file
config.php has been successfully created. If the creation of the configuration file
fails (usually because of incorrect permissions) the installer will display the content
of the configuration file. You will have to copy, the text from the screen and paste
it to config.php in your dirroot.

Moodle - Modular Object-Oriented Dynamic Learning Environment

Copyright notice
Copyright (C) 1999 enwards Martin Dougiamas (http://moodle.com)

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

See the Mocdle License information page for full details:
http://docs.moodle.org/en/License

Have you read these conditions and understoed them?

[ Continue )} [ Cancel )
sedtdbiadlogs F | Gl

Before Moodle can proceed with the installation, you have to agree to the GPL license
agreement. You can find the full license text at docs.moodle.org/en/License.

Once you have accepted the license agreement, the Moodle installer checks to see if
certain components are installed. Not all modules are compulsory —see the Moodle
prerequisites section in this chapter and notices on screen. The installer also verifies
the key PHP settings. If any of the tests are not passed, it is important that you go
back to the Software requirements section to resolve any problems and restart the
installation process after the issues have been fixed. Otherwise, some features may
not work or the installer will not continue, depending on the importance of

the module.
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Moodle 2.0.1+ (Build: 20110105)
For information about this wersion of Moodle, please see the onfine Release Nolos
Server checks
Name Indormation  Roport Status
hp_sxdanacn T) heauid be milaled snd enatied kot hasl ety Chack
e Il eslanson n vied 8 osve Alamalondisalon sappsf, weh as Hcals swaw sidng
moodie g 2 oR
uncode ox
satntans s 2614900 P —— ——
hp 1 — — or
— = o
Other checks
Indorrmaiion  Repari Sisius
Shp,_chock pMp53D () I s sl tais. L desles & polenial srosiam Chack
PIP 513 and upeusts & meammandsd
Your server srvionment mests ol minimum mquirements
NOTE: Moodie will fry to downicad updates for your language packs during the upgrade

Once this screen has been confirmed, the Moodle installer will create all tables in the
database. This process might take a few minutes.

Once the table creation and population have been concluded, you will see the screen
to set up the administrator account. The default username is admin, which should be
changed for security reasons. The self-explanatory fields you have to fill in are New
password, First name, Surname, Email address, City/town and Select a country. All
other fields are explained in great detail in Chapter 5, User Management.

Usemame®  |moodieadmin
Choose an authentication Manual accounts

methed @
The password must have at lsast 8 characters, at least 1 digit(s), at least 1 lower casas letter(s), at least 1 upper case letter(s), at lsast 1 non-alphanumasic
character(s)
New password® (J) esressnee ) Unmask

Force password change (§)
First name®  ‘Alex

Sumame® Bachner
Email address”  packi@synergy-eaming com
Email display | allow everyane to see my email adress =
Email format - ety WTML format )
Email digeat typs | o digest (single email per forum post) 4]

Fomum auto-subscribe | yes: when I past, subscribe me to that forum 18

When editing text | Use HTML editar (same browsers anly) 18]

AJAX and Javascrit | Yes: use advanced web features 3]
Screen reader @ | o 18] ———

City/town" 'Belfast e

Select acountry” | United Kingdam  __——
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The last screen of the installation script asks you to enter some front page settings,
namely, the Full site name, Short name for site and Front page description.
These front page settings can be modified later (see Chapter 7, Moodle Look and Feel).
Additionally, the installer allows you to turn on Self registration. Leave

this disabled for now, until you have covered Chapter 5, User Management.

Once this information has been entered and the screen has been confirmed, you are
ready to start using Moodle. However, it is recommended to finalize the installation
and setting up the execution of the Moodle maintenance script.

Finalizing the installation

To make sure that Moodle is running without problems, go to Notifications in the
Site administration menu in the Settings block.

You are logged in as Alex Buchner (Logadt)

Packt

Home P Site administration ® Metifications ( Blocks editing on )

Navigation =10

Enabling the PHP setting display_errors is not recommended on production sites because some error messages may reveal
sensitive information about your server.

Home
My home
b Site pages
b My profile
The cron.php maintenance script has not been run for at least 24 hours. (3)

Settings -1

P My profile settings
* Site administration
Notifications

Regisiralion
[ Advanced features

In my installation, there are two issues —a PHP setting has a value that is not
recommended (I have to change this in the php. ini file) and the so-called cron
maintenance script has not run for 24 hours. We will solve that mystery after we
have registered our site. Other messages might appear in the Notifications area
and you should resolve them in due course.

You might also want to check out http://<yoursite>/admin/health.php,
which provides a mini health center that points out any additional issues. For each
identified problem, a description, its severity level, and a solution are displayed.

Moodle provides some statistics about its usage on www.moodle.org/stats. To be
included in these figures, you have to register your Moodle site. Registration (below
the Notification link) with moodle.org (MOOCH) is optional and free, and you
decide what information will be made public. Even if you opt out of providing any
usage patterns for your site, it is still highly recommended to register, as you will get
occasional notices from moodle.org. For example advanced security alerts.
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After entering the details, you will have to confirm the submission and enter a
reCAPTCHA (a slightly distorted image showing text). You also have the ability
to unregister your site at any time.

Registration information

Name* @) Packt

Privacy @) [ publish the site name only _ﬂ
Description® (@) [Packt Moodle Administration 2.0 book 1 ————————

~Number of role assignments (0)

Number of posts (0)

Number of questions (0)

Number of resources (0)

Average number of participants (0.00)
Average number of course modules (0.00)

(Register with Moodle.org )

The settings for the registration screen are as follows:

Field Description
Name The name of your site, as you just specified in the front page
settings.
Privacy You have the options:
¢ Please do not publish this site (default)
*  Publish the site name only
e  Publish the site name with a link
Description A short narrative describing your site.
Site URL The URL of your Moodle site.
Language The language your site is published in.

Moodle version/release

Moodle version and build.

Postal address/Country Enter your address and select the country in which your
organization is located.

Geolocation The latitude and longitude of your location.

Administrator Your name.

Phone/Email address Your contact phone number and e-mail address.
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Field Description

Contact form By default, Moodle creates a form for other Moodle users to
contact you — this can be turned off.

Email notifications By default, Moodle e-mails you important information, such
as upgrades and security issues.

More information This is the data sent to moodle.org on a regular basis. This
information will not be displayed to the public and will only
be used for statistical purposes.

Setting up the cron process

Moodle has to perform a number of background tasks on a regular basis. The
script that performs these tasks is known as a cron script and is executed by the
so-called cron process. An entire page has been dedicated to this in the Moodle
documentation; you can find it at docs.moodle.org/en/Cron. It is important
that you set up the cron process. Otherwise, any timed Moodle features, such as
scheduled backups, sending forum notifications, statistics processing, and so on,
will not work.

The script cron.php is located in the admin directory and can be triggered manually
through a web browser (unless your security settings have been changed). Once
executed, the output from the script (http://yoursite/admin/cron.php) is shown
on screen and you have to navigate back to your Moodle system manually.

Most control panels allow you to set up scheduled tasks via a cron job management
tool. Bear in mind that this is not part of Moodle but a part of your hosting package.
The following screenshot is from the widely-used Plesk system, which executes the
script every 5 minutes:

Task

Switched on v
Minute * =5
Hour * ®
Day of the Month * =
Month *

@ Enter the value =
in UNIX crontab format e.g. 1, 5-7, */4
Select the month | Januar

Day of the Week = @ Enter the value =

in UNIX crontab format e.g. 1, 46
Select the day of week | zndz

Command = waget -q -0 fdev/null http://book. synergyearning. comfadmin/oror
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There are a number of ways to call the cron script. wget —q —0 /dev/null
http://<yoursite>/admin/cron.php is the most popular option in a Linux
environment (see Command in the preceding screenshot). However, if this does not
suit your setup, check out docs.moodle.org/en/Cron for alternatives.

The interface shown earlier creates an entry in the crontab, a file located in the
/etc directory that contains all system-wide cron entries. This file can also be edited
manually using crontab -e, but be careful to get the syntax right!

This concludes the installation process for Moodle in a LAMP environment. If you
have come across any problems that have not been covered in these instructions, or if
your setup differs from the one described, go to docs.moodle.org/en/Installing_
Moodle, where more installation details are provided and exceptions are covered in
greater detail.

Installation in a Windows environment

XAMPP is a free Apache distribution that contains MySQL and PHP (as well as Perl)
and exists for a number of operating systems. The Moodle distribution for Windows
makes full use of XAMPP and is located at download.moodle.org/windows. The
installation works on all the latest Windows PPC and server variants.

The XAMPP-based Moodle distribution is only suitable for servers with a small
number of users. For larger Windows installations you have to install Moodle
manually. This involves installing a database server (MS SQL or any other support
system), a web server (Microsoft IIS or Apache), and PHP, separately. You find
details about this process at docs.moodle.org/en/Windows_instal lation.

Once downloaded, take the following steps:
1. Copy the distribution to a folder on your PC and unzip the archive in your
folder of choice.

2. Make sure any software that uses port 80 is not running or change its settings
to point it to an alternative port.

Double-click on Start Moodle.exe.
If you have a firewall installed, allow any shown services to be executed.
The XAMPP service will run in the Windows background.

Go to your web browser and enter http://localhost to your address bar.

SAIC LI S
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7. You will see the same installer being launched as the one described for the
LAMP environment. All values have already been populated; all you have
to do is navigate through all the screens until you see the familiar Setup
administrator account. This process will take a few minutes.

Enter the administrator details and select Update profile.
Enter the Front Page settings for your site.

10. Check that no warnings are displayed in the Notifications section of the Site
administration area in the Settings block.

That's it! Your Moodle system is now up and running and you are now able to
use Moodle locally, or from a web browser on another machine, as long as your
IP address is accessible via the network you are on.

To stop using Moodle, double-click on Stop Moodle.exe. If you have a firewall
installed, you might have to allow the program to be executed.

Instead of starting and stopping Moodle manually, you can start Apache and
MySQL automatically as Windows services. In the server directory of your Moodle
system, you find an executable called service.exe which you have to run with the
-install parameter as administrator, as in the following example:

C:/moodle/server/service.exe -install

Installation in a Mac OS X environment

MAMP is a free distribution that contains Apache, MySQL, and PHP for Mac OS

X. Like its Windows counterpart, the Moodle distributions for Mac OS X (10.4 or
higher) are only intended for local installations and not for production environments.
There is also a link on the download site for Mac server installation.

Moodle4Mac is available as universal binaries in XAMPP and MAMP versions,
which are located at download.moodle.org/macosx. The XAMPP version has
a smaller footprint and uses the new innoDB engine, but requires an additional
installation step. The choice seems to come down to personal preference.

Once downloaded, follow these steps:

1. Double-click on the downloaded DMG file to start the installation. This
will open a screen as follows, which explains the remainder of the
installation process.
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000N " Moodle4Mac-XAMPP-20

P OO T Moodle4Mac-MAMP-20

. L of 2 selected, 76.7 MB available e o]

Tnooclle for Mac

2 items, 104.6 MB available et

Tfﬂ@@d]e for Mac OS X

1 - Drag the XAMPP folder on the Applications icon
2 - Go to your Applications folder

3 - Open the XAMPP folder

4 - Fix the rights for Moodle

5 - Start Apache and MySQL with the XAMPP Control
6 - Open your Moodle http://localhost/moodle

. Done! ... hey, that was easy, wasn't it?
... Done! ... hey, that was easy, wasn't it?
i S Drag to install 3 £\ & s "\ﬁ_y
g ™ Sg [Ty e <
v’ | i s
” MAMP Applications
XAMPP Applications

1 - Move the MAMP folder to the Applications folder

2 - Go to the Applications folder

3 - Find the MAMP folder and open it

4 - Doubleclick the MAMP icon to start Moodle

5 - Open the link to Moodle http://localhost:8888 /moodle

2. Drag the XAMPP or MAMP folder on this screen onto the Applications icon
which will copy the Moodle system and its required components.

3. Open the XAMPP or MAMP folder in Applications where you will find the

following relevant icons:

e.sh

FixRightsForMoodl XAMPP Control  Link to Moodle20 MAMP

Link to Moodle

4. This step only applies to the XAMPP installation. Double-click on the
FixRightsForMoodle.sh icon, wait until a terminal has opened, enter you
Mac admin password and close the terminal when the script has completed.

5. Double-click on the XAMPP or MAMP icon to start Apache and MySQL.
There is also a MAMP Control Widget in the same directory, which you

might want to install.

WO MANE

Q-

Starus,

MAMP

manage your website locally

¥ Apache Server
6 My5QL Server

( Stop Servers

(C_Openstartpage )

Preferences... )

Stop servers

Open start page

Quit L)

L i I |

- g\__pu‘!he
i
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6. Double-click on the Link to Moodle icon, which opens your Moodle instance
on your localhost in your default web browser.

And that's it! An installation cannot be easier than that! You don't even have to go
through the installation process. Moodle is already pre-configured and you are ready
to go.

The default password for the admin account is 12345, which you should change in
the user profile.

Moodle for Mac OS X
Please login with admin / 12345 and use it Login =]
Moodle4Mac
: VSIS fe #aa el
This is a complete installation 18 I A "1 L=} admin
package for Mac O X which Az iy lelo)
comes with Moadle 2.0 and m Password
MAMP 1.8.4.
‘We hope you will like it! (@
Lost password?
Navigation El0
Home Calendar (=8|
+ Courses
4 January 2011 >
cﬂurses =10 Sun Mon Tue Wed Thu Fri Sat

£ About Moodle4Mac

2 3 4 5 & 7 8
\ a
%% How to update

Al courses ..

The MAMP folder also includes a shell script called UpdateMoodle20.sh (requires
CVS to be installed — see the Updating Moodle section discussed later). When you
double-click on the file, the script will be executed to download the latest version of
Moodle and install it on your Mac. On all other operating systems, you will have to
go through a more cumbersome update process which will be described further.
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Installation via the Command Line
Interface

Moodle 2 has introduced a Command Line Interface (CLI), which lets you
perform a number of administrative tasks from the Unix shell prompt. There is no
CLI for Windows-based systems. CLI-based installations are useful if you need to
automate setups, for example, in an environment where you have to host multiple
Moodle instances.

The CLI is not for the faint-hearted, so be careful when using it. You have to execute
the installation script as the same user used for the web server, usually wwwroot or
apache. You can run the installation script instal I .php in interactive mode (you
will have to enter any parameters by hand) or in non-interactive mode, where the
script will run silently.

From your dirroot, you can initiate the interactive script as follows:
sudo —u www-root /Zusr/bin/php admin/cli/install._php

More interesting is the non-interactive mode as this can be used for scripting and
automation purposes. The list of all available parameters is displayed using the
--help command.

sudo —u www-root /usr/bin/php admin/cli/install_php --help

Options:
—-chmod=0CTAL-MODE Permissions of new directories created within datarcot.
Default is 2777. You may want to change it to 2770

or 2750 or 750. See chmod man page for details.

-=lang=CODE
==wwwroot=URL

--dataroot=DIR

==dbtype=TYPE
—-dbhost=HOST
—-dbname=NAME
-=dbuser=USERNAME
==dbpass=PASSWORD
—-dbsocket
—=prefix=STRING
—-fullname=STRING
==shortname=STRING
—-adminuser=USERNAME
==adminpass=PASSWORD

—--non-interactive
—-=agree-license

=h, ==help

Installation and default site language.

Web address for the Moodle site,

reguired in non-interactive mode.

Location of the moodle data folder,

must not be web accessible. Default is moodledata
in the parent directory.

Database type. Default is
Database host. Default is
Database name. Default is moodle

Database user. Default is root

Database password. Default is blank

Use database sockets. Available for some databases only.
Table prefix for above database tables. Default is mdl
The fullname of the site

The shortname of the site

Username for the moodle admin account.
Password for the moodle admin account,
reguired in non-interactive mode.

Mo interactive guestions, installation fails if any
problem encountered.

Indicates agreement with software license,

reguired in non-interactive mode.

Print out this help

my=sqgli
localhost

Default is admin
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An example command line would look like the following, where you will have to
adjust the parameters to your local setup:

sudo -u www-root /Zusr/bin/phpinstall_php --wwwroot=http://123.54.67.89/
moodle --dataroot=/var/moodledata/ --dbtype=mysqli --dbhost=localhost
--dbname=moodle --dbuser=moodle --dbpass=Passwordl123! --fullname=moodle2
—--shortname=moodle2 --adminpass=Password123! --non-interactive --agree-
license

There are more Moodle tasks that can be administered via the CLI, for example,
resetting passwords or putting Moodle in maintenance mode. We will show the
relevant syntax at the appropriate places throughout the book.

1
~ If your installer crashes, you might have to increase your PHP
memory_limitand post_max_size settings.

Updating Moodle

Moodle is updated constantly, which is common practice in open source development
environments. A new version containing resolved bug fixes is created every night
and, as mentioned earlier, a fully-tested version is released on a weekly basis. There

is usually no need to install updates every week. However, you should upgrade your
Moodle system when:

* Security patches have been issued
* New features have been added
* Bugs have been fixed that affect your setup
* A major new update is released (every 6 months)
There are two ways Moodle systems can be updated. You can either run updates

manually (using the web interface or the CLI) or stay up-to-date using the CVS or
GIT commands. Both procedures are described in this section.

Either way, before you start, make sure you put Moodle in maintenance
mode to ensure that no other user is logged in during the update. Go to
Server | Maintenance mode, enable the Maintenance mode, and enter
a maintenance message.
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Maintenance mode

Maintenance mode | Enable | %] Defaut: Diabie

For upgrades and other work

Optional maintenance
message
e_message B I U #x x||===||F 2 (3 G é véb'__) || b e

®HEQH |-

We are currently updating your Moodle server. The system will be back online on Saturday, February 26th at 5pm.

Font family |~ || Font size - || Paragraph || ) I =T

ey
L]

We apologise for any inconvenience caused.

Your Moodle Team

B

Path: p

("Save ch anges )

You can also put Moodle in maintenance mode using its CLI as follows:

sudo —u www-root Zusr/bin/php admin/cli/maintenance.php --enable

To change back to normal mode use the --disable parameter instead of --enable
as follows:

sudo —u www-root /usr/bin/php admin/cli/maintenance.php --disable

Manual update

The high-level process for updating a Moodle system is as follows:

1. Creating a backup.
2. Creating a new Moodle system.
3. [Installing the update.
If you are updating from a previous version of Moodle, the process is the same.

However, double-check the Upgrading document at docs.moodle.org/en/
Upgrading for any version-specific issues.

~\l
Q You cannot jump major versions when updating Moodle.
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For example, if your current Moodle system is still on version 1.8 and you wish to
update to version 2.1, you will first have to update to the latest version of 1.9 before
updating to the latest version of 2.1. However, you can update from 2.1 straight

to 2.1.5.

~\‘Q importantly, your staff is likely to require training before the new

Updating from Moodle 1.x to Moodle 2 is a big version jump that
has some serious implications. For example, some theme elements
will have to be re-created, custom code will need adjusting and, most

version is put into production.

Moving from Moodle 1.x to Moodle 2 is more a migration from one
system to another than an update. Setting up a separate system to test
the migration process has proven valuable. You will have to plan and
budget for this.

Creating a backup

Before you install a new update, it is highly recommended that you create a backup
of your Moodle system. While most updates will run smoothly, the backup will be

required if you have to revert the system to the pre-update version. There are three
parts that have to be backed up:

Database: There are two ways you can create a so called database dump
from a MySQL database, either via command line or via Moodle's optional
database interface.

The simplest syntax for the command line tool is:

mysgldump -u <user> -p <database>>backup.sql

To restore the database you need to use the mysql command line tool as
follows:

mysgl -u <user> -p <database><backup.sql

The interface for the database tool is accessed via Server | phpMyAdmin.
This is an optional module and has to be installed separately (it is the
MySQL Admin add-on—see Chapter 14, Installing Third-party Add-ons for
more details).
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Click on the Export link on the front page, select the database to export,
and click on Go, as shown in the following screenshot. The output of the
command will be displayed on screen:

phpiiyAdmin (| 0 lecainaat
AEEEa iy Datat - Ll [{) Variablss [(fiCharsets g Engines P fHExport Thlmpar  MoBynehronize
View dump (schema) of di
moodla (206)
® Ao e
Saleci Al / Unasloct All Add custom commant into header [\ aplits lines)
P st
ThE ek ¥ Commonts
B mai_samn_presat [ Enciose export in & transaction
| ma_samn_piesin_spol ] Disabla forsign key chacks
iE :: e, ::::. ::: :: o S0L compatibility mode { NONE |
}m mdl_sdemn_giesol Nam @ —_
B ma_20mn_Drees AR amr
| mai_assmnmom sport oplions ——————
B [
i _mai | Gl L) i — m—

* Data directory: This is the moodledata directory. Create a copy of this
elsewhere on the server (using cp —R) or create an archive using the tar
command (tar —cvf moodledata).

* Moodle: This is the Moodle software itself. Create a copy of the directory
elsewhere on the server. While only some parts of this backup are required
(config.php, added themes, modified language packs, and so on), it is
good practice to create a backup of the entire software. Finally, rename your
Moodle system from moodle to say, moodle.old (mv moodle moodle.old).

a1

~ For more information on backups, check out Chapter 13,
Backup and Restore.

Creating your new Moodle system

Once you have created a backup, it is time to download the new version of Moodle.
This is done in the same way as described earlier, during the installation process.

First, create a new moodle directory (dirroot) and copy the new version to that
location (using the same unzip or tar command as during the installation). Also,
make sure the permissions, as well as user and group, are correct.

Now, copy the following files and directories from your moodle.old directory
to your new dirroot. Existing files and directories will have to be overwritten:
e config.php
* _htaccess (only if present)

* Any theme folders that have been created
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* Any modified language packs
* The content of the local directory
* Any third-party modules and custom code that are not located in local

That's it! The next time you start Moodle, the update script will kick in. We'll go
through that next.

Once you are more confident with the update process, you can copy the new version,
overwriting the current version, after you have created backups. This will save you
the last steps of manually copying files from the old to the new versions.

Running the update script

Once you go to the location of your Moodle site and login in as administrator,
the system will recognize that a new version is available and kick off the installer
automatically.

The first screen displays the build of the new version (here, 2.0.1+) and asks you
to confirm that you wish to go ahead with the upgrade.

Your Moodle files have been changed, and you are about to automatically upgrade your server to this version:
2.0.1+ (Build: 20110105) (2010122900)

Once you do this you can not go back again.

Please note that this process can take a long time.

Are you sure you want to upgrade this server to this version?

(Continue ) [:Canl:el )

Next, a screen is displayed that provides a link to the release notes and performs the
same server check as the one described during the installation.

Moodle plugins, whether core or third-party, sometimes cause problems when
upgrading Moodle. The installer lists all components and states whether they are
Standard, Non-Standard, Extension, or Incompatible. The Status column highlights
any actions required or problems found. You will need to resolve any issues that
have arisen. See Chapter 14, Installing Third-party Add-ons, for more details.
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This page displays plugins that may require your attention during the upgrade.
Highlighted items include new plugins that are about to be installed, updated plugins
that are about to be upgraded and any missing plugins. Contributed plugins are also

highlighted. Itis recommended that you check whether there are more recent
versions of contributed plugins available and update their source code before
continuing with this Moodle upgrade.

Number of plugins requiring attention during this upgrade: 3

Plugin name  Directory Source Currentversion Mew version Status

Activity modules

*> Feedback jmodfeedback Siandard 2010112302 2011051600 To be upgraded

Text filters

modiwiki  /modiwiki Extension Missing from disk!
Themes

packt ftheme/packt Extension Mo database

Once this screen has been confirmed, the actual installation starts, during which
new database fields are created and data is modified if and when necessary. Any
new system settings that have been added to Moodle are shown and can be changed
straightaway. For example, in the following screenshot, a new Path to dot parameter
has been added to the System paths section.

The settings shown below were added during your last Moodle upgrade. Make any changes necessary to the defaults and then click the "Save changes" button at the bottom of this page.

New settings - System paths

Path to dot Default: Empty
thtodot
e Path to dot. Probably something like fusr/bin/dot. To be able to generate graphics from DOT files, you must have installed the dot executable and point to it here. Note that,
for now, this only used by the profiling features (Development->Profiling) built into Moodle.

Save changes

Once the upgrade process has been completed, make sure you check the
Notifications page as earlier. Also, don't forget to turn off the Maintenance mode!
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Updating Moodle via CLI

As you would expect, Moodle updates can also be run using the already-discussed
CLI. Once you have backed up your data and updated to the latest version, all you
need to do is run the following script:

sudo —u www-root Zusr/bin/php admin/cli/upgrade.php --non-interactive

Updating Moodle via CLI is even more powerful when combined with the CVS or
GIT checkout of the Moodle source code. That is what we will look at next.

Updating Moodle via CVS and GIT

An alternative approach exists to keep a current version up-to-date. It uses open
source versioning systems which are supported by Moodle, namely, CVS and GIT.
All checked-in Moodle code is made available via this method, which allows you to
update only the modules that have actually changed.

The repository cvs.moodle.org is a read-only version of git.moodle.org. First, we
are going to describe the basics of how to set up CVS. CVS has to be installed on your
Moodle server. The first time you use CVS, you have to download the full version of
Moodle, as follows:

cvs -z3 -d:pserver:anonymous@cvs.moodle.org:/cvsroot/moodle co —d
<directory> -r <version>Moodle

<directory> is the location where your Moodle system is installed and <version>
specifies the version you wish to install, for example, MOODLE_21_WEEKLY or
MOODLE_20_STABLE.

Once this has been successful, go to your Moodle site and you will be guided
through the same update process as discussed earlier. If this fails, check that the
user and group permissions are set correctly and adjust them accordingly (chown —R
<user>:<group> moodle).

For further updates you should use the following command, which remembers your
previous settings, such as the chosen mirror site:

cvs update -dP

For further options of how to use CVS from the command line and in operating
systems other than Unix, check out docs.moodle.org/en/CVS_for_Administrators.

Setting up GIT is a cumbersome process, which is beyond the scope of this book.
You can find details at docs.moodle.org/en/Git. However, once set up, GIT

is a very streamlined system to use, particularly in conjunction with the CLI we
discussed earlier.
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The following is a sample script which gets the latest version of the source code, puts
Moodle in maintenance mode, merges the old code with the new, runs the upgrade
script, and disables the maintenance mode.

git fetch

sudo -u www-root /usr/bin/php admin/cli/maintenance.php --enable
git merge origin/cvshead

sudo -u www-root/usr/bin/php admin/cli/upgrade.php

sudo -u www-root/usr/bin/php admin/cli/maintenance.php --disable

If you have changed any core code, potential conflicts might arise and will have to be
resolved (CVS and GIT will prompt you to do so).

You might also come across some conflicting advice on whether to use CVS or GIT
for production sites or not. The advantages are that your system is always up-to-date
and that the updates are carried out automatically. The disadvantages are that the
update process might require intervention to resolve any conflicts or it might fail,
especially when a lot of third-party add-ons have been employed.

Summary

In this chapter, you have learned how to install Moodle on the most popular
operating systems and also how to upgrade the VLE. You have also learned
how to use the powerful command line interface.

The fact that Moodle uses a portable software architecture and facilitates standard
open source components allows the installation on multiple platforms. However,
this also means that different idiosyncrasies have to be considered in different
environments.

Now that your system is up and running, let's have a look at the components of
Moodle which will provide you with a better understanding of the system and
how to administer it.
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Now that your Moodle system is up and running, we will be looking at the building
blocks of the learning platform. Think of these as the foundation on which Moodle is
built. The subjects we will cover are:

* Moodle architecture: In this section, you will learn what the main
components of Moodle are and where its data is stored.

* Finding your way around in Moodle: Moodle has an intuitive user interface
that takes a little time to get used to. You will learn the main navigation and
also where to find help if it is required.

* File management: Dealing with files in web-based applications is not always
straightforward. You will learn the different options available to deal with
this, which will cover:

°  Moodle's file management
°  Web host file management

¢ File management via the File system repository

Moodle architecture

We will first look at the overall LAMP architecture on which Moodle is based, before
we cover the internal components of the VLE layer.
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The LAMP architecture

Moodle has been developed on the open source LAMP framework consisting

of Linux (operating system), Apache (web server), MySQL (database), and PHP
(programming language). Due to the portability of these components and the
modularity of Moodle itself (that's what the "M" stands for), it can support a wide
range of operating systems, database systems, and web servers. The following
diagram shows a simple overview of the overall architecture:

Moodle
(Core, Add-ons)

Programming D:;:,?e anie Web
La(rr‘,f;;ge (MySQL, MS SQL Server, Oracle || zjtr:’:rus)
PostgreSQL, Others) p !

Operating System
(Linux, Window, Mac OS, Others)

The lowest level is the operating system. While Linux is the preferred platform, other
Unix derivatives such as Solaris and AIX are supported, along with Windows and
Mac OS X (preferably the server variants for production sites). Certain libraries will
have to be installed —see Chapter 1, Moodle Installation.

PHP is the programming language in which Moodle is developed (accompanied by
HTML, JavaScript, and CSS files). It is the only component that cannot be replaced
with any other counterpart.

MySQL is the database of choice for most open source applications, but other
database systems such as Microsoft SQL Server, Oracle, and PostgreSQL work
without problems. Some details have been provided in the previous chapter but,
as mentioned before, the focus in this book will be on MySQL.

Apache has become the de facto standard for large-scale web applications, closely
followed by Microsoft IIS. Both web servers are supported like any others offering
PHP support. In this book, we will focus on Apache as it is the most popular option
for Moodle setups.
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The following diagram shows the interaction of the elements in the Moodle
architecture:

i | = Requests __ Galls o __Galls o
= S Web _ =
Displays Server (Returns PH (Returns e
Froode 6—_

The user makes requests via the web browser interface or a mobile Moodle
application (for example, to display a learning resource). The web browser passes
the request on to the web server, which calls the PHP module that is responsible for
the call. The PHP module calls the database with an action (query, update, insert, or
delete operation) that returns the requested data. Based on this information, the PHP
module returns data (usually in the form of HTML or JavaScript code) to the web
server, which passes the information to be displayed back to the user's browser

or application.

The Moodle layer

Now, let's look at the Moodle layer in more detail. Moodle's main building blocks are
shown in the following diagram:

TN
Libraries N
Modules
Courses
Blocks Users
Roles Files
Plug-ins Groups moodledata
Grades
A \/
~_
Code Data

Moodle distinguishes between code (mostly written in PHP, HTML, and CSS) and
data (mostly values added via the Moodle interface).

Moodle libraries, modules (such as resources and activities), blocks, plugins, and
other entities are represented in code. It is always stored in the filesystem in a
Moodle directory referred to as dirroot, which has been specified during the
installation process in the previous chapter. The code includes all elements that
deal with the backend (server) and frontend (user interface) operations.
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Moodle courses, users, roles, groups, grades, and other data such as learning
resources added by teachers, forum posts added by students, and system settings
added by the administrator are mostly stored in the Moodle database. However,
files such as user pictures or uploaded assignments, are stored in another Moodle
directory, known as moodledata, which is located in a directory called dataroot.
Information about files (metadata such as the name, location, last modification,
license, and size) is stored in the database, which references the respective files.

M Moodle manages its files internally and it is important to
Q stress that interfering with any files in mood ledata will
break the application.

Even copying a file from one folder to another or adding a file manually will break
the consistency of your system and further behavior cannot be predicted. Internally,
Moodle uses a mechanism called SHA1 hashing. Moodle fully supports Unicode file
names and also avoids redundant storage when the same file is used twice (even by
different users). Again, unlike in previous Moodle versions, you must not modify
any Moodle files at system level!

Now let's have a closer look how the Moodle files area — the directory structure —is
organized.

Code and data locations

Though Moodle takes care of the organization — of its code and data, it is usually
good to know where a file is located in your learning system; for example, when
installing add-ons or applying patches.

System files —files that are required to run Moodle —are located in a number of
directories under dirroot (the root directory of your Moodle installation):

Directory Functionality Chapter
admin Moodle administration and some unsupported scripts All
auth User authentication plugins 5
backup Backup and restore operations 13
blocks Blocks placed in courses and the front page 7

blog Internal and external blogging functionality 9
calendar Calendar and event management 9
cohort Handling of sitewide groups (cohorts) 4
comment Comments used in courses 9
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Directory Functionality Chapter
course Management of courses and categories plus course formats 4
enrol User enrolment plugins 4
error Error handling; mostly used by developers -
files File management 2
filter Moodle filters applied to text authored in the editor 7
grade Grade and grade book management as well as reports 9
group Groups and groupings handling 4 and 5
install Moodle installation and update scripts 1
iplookup Look up of IP addresses -
lang Localization strings; one directory per language 9
lib Libraries of core Moodle code 2
local Recommended directory for local customizations 14
login Login handling and account creation 5
message Messaging tool supporting multiple channels 9
mnet Peer-to-peer and hub networking 16
mod Core Moodle course modules 9
my Users' personal dashboards, known as myMoodle 7
notes Handling of notes in user profiles 11
pix Generic site graphics -
plagiarism Plagiarism detection plugins 8
portfolio  Portfolio plugins allowing users to export data 8
question Question and question bank handling plus question types 9
rating Ratings used in forums, glossaries, and databases -
repository Repository plugins allowing users to import and load data 8
rss RSS feeds 9
search Local course searches and global site searches 9
Sso Single sign-on operations 5
tag Tagging 9
theme Themes to change branding of site 7
user User management 5
webservice  Web services functionality 15
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The moodledata directory (dataroot) is organized as follows:

cache Caching data
filedir That is the actual user content —files that have been uploaded

repository External location accessible from within Moodle (see File management
via the File system repository section)

search Temporary files when carrying out searches
temp Temporary files
trashdir Deleted files

If problems occur before carrying out an update, it is sometimes necessary to delete
caching data and any temporary information Moodle has created. This data is
located in the respective directories in the structure shown in the preceding table.
In other words, once everybody has logged out, you can safely delete any files in
the directories named cache and temp. This can either be done manually or via
Development | Purge all caches in the Moodle interface, which we will cover next.

Finding your way around in Moodle

As an administrator, you will be performing most tasks from the Site administration
section in the Settings block as shown in the following screenshot, which you will
see once you log in to Moodle. We will cover all aspects of the menus and submenus
throughout the remainder of the book.

Settings -0

P Front page settings

b My profile settings

¥ Site administration
Motifications
Registration
Advanced features
b Users
Courses
Grades
Location
Language
Plugins
Security
Appearance
Front page
Server
Networking
Reports
Development

W YWY VW W W

(‘Search )
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The items displayed in the preceding screenshot will change, depending upon
where in Moodle it is shown. For example, inside a course, an additional Course
administration section will be displayed. As administrator, you will always see the
Site administration section; other users with lesser rights will only see the menu
items that they have access to.

You can dock the Settings block (like any other block) to the left to save space by
clicking on the Move this to the dock icon on the top-right corner of the block.
Once you hover over the docked block it will pop out.

Breadcrumbs

Moodle uses the so-called breadcrumb trail interface for its navigation; the name

has been derived from the Hansel and Gretel fairy tale. Once you select a menu or
submenu item, Moodle displays the respective crumbs in your navigation bar. These
crumbs can be used to jump back to any previous menus. In the following menu, the
trail consists of five crumbs:

You are lopged in as Alex Blchner (Logout)

P Site administration ® Plugins = Repositories »

The first crumb is always the name of the site and represents your Moodle front
page (here called Home). So, if you ever get lost, click on the first crumb and you
will be back in familiar territory. Throughout the book, we will be referring to the
location of menu items in the Site administration section via a consistent notation,
for instance, go to Plugins | Repositories | File system for the trail shown in the
preceding screenshot.

Administrator search facility

To simplify the identification of any settings in the administration section, a search
facility is provided, which is located below the hierarchical Site administration menu.

When searching for any term, Moodle displays the results in an expanded form

that allows you to change settings immediately. For example, when searching for
"calendar", numerous sections appear as a result, which can be changed in each
section straightaway, rather than navigating to each separate section to make changes.

The search facility is also highly beneficial when upgrading from older versions of
Moodle where configuration settings have been re-organized and their location is
difficult to trace.
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Moodle bookmarks

Bookmarks are shown in the Admin bookmarks block, which has to be added by
clicking on Turn editing on and selecting the block from the Add a block pull-
down list. They allow the bookmarking of any admin menu for easy access to the
pages that you require regularly. Select bookmark this page to add a bookmark and
unbookmark this page to delete it. Moodle automatically displays the latter option,
when you are on a bookmarked page.

Admin bookmarks

Browse list of users

Add/edit courses

bookmark this page

In the preceding screenshot, two pages have already been bookmarked (Browse
list of users and Add/edit courses) and the mentioned link is provided to add
more bookmarks.

Moodle Docs and Help

The entire Moodle documentation is online at docs.moodle.org. If you wish to
provide your own documentation, modify the Moodle Docs document root setting
in Appearance | Moodle Docs. On this screen, you can also enable the Open in new
window option, if you want the documentation pages to be opened in a new window.
A link at the bottom of each page provides a reference to the relevant page in the
Moodle Docs. In addition to the actual online documentation, some features provide
inline help, which is indicated by a question mark symbol. When it is clicked, a help
window will appear providing assistance relevant to the respective topic.

Upload users @), =
| Upload users .
Upload
HE|D icon Users may be uploaded (and optienally enrolled in courses) via
File™ (Choosea file.. ) tect file. The format of the file should be as follows:
Mo files attached |« Each line of the file contains one record
o _ |+ Each record is a serles of data separated by commas (or
Cov dalkniar il other delimiters)
Encoding | UTi- e + The first record contains a list of fieldnames defining the
il e formal of th res of th fle
Preview rows | o _;j + Required fieldnames are usemame, password, firstname,
= = |astname, email

Upload type | add new anly, skip existing users. _r]
(@ More help \
P / Help Window

Alternative Link to Moodle Docs There are required fleids in thia form mared®

(@ Moodle Docs for this page M Link'to Maodke Doos

You ane logged in as Alex Buchner (Logout)
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For instance, when clicking on the Moodle Docs for this page link in the Upload
users section, the following article will be opened:

Home » Moodle Docs » English » Upload users

J article page comments edit view source history

navigation
Main Page
Table of contents Upload users
Page notes (Rediracted from admin/uploaduser)
Recent changes
Random page Please refer to these notes before editing this page. Accounts
Help = Browse list of users

Location: Administration > Users > Accounts > Upload users « Bullé tises actions
moodle docs 2.0 Firstly, note that it is usually not necessary to import users in bulk - to keep maintenance work down you u Add a new user
About Moodle should first explore forms of authentication that do not require manual maintenance, such as connecting to = Upload users
Getting Moodle existing external databases or letting the users create their own accounts. See Manage authentication for more = Upload user pictures
Managing a site informatian. = User profile fields
Managing a course If you are sure you want to import multiple user accounts from a text file, then you need to format your text file Managing site users
Learning tools as follows:

= Accounts

For each version of Moodle, separate Moodle Docs are published. The preceding
screenshot is from version 2.0. New Docs will be created for Moodle version 2.1, 2.2,
and so on.

The Moodle community is growing continuously and, at the time of writing, had
well over 1 million registered users (yes, that's 1 million!) of which 5 percent to 10
percent are active. If you cannot find a solution to any of your Moodle problems in
the Moodle Docs, use the Search moodle.org functionality at the top of the screen
at moodle.org. In order of priority, the search brings forth the already mentioned
Moodle Docs, the most active user forums, and the Moodle Tracker, which keeps
track of all issues and feature requests (tracker._moodle.org). A search in the
Moodle forums can often result in a large number of links. To narrow down the
search space, use the Advanced search in the Search forums block. If you still cannot
find the solution to your problem, which is relatively rare, post a question on the
relevant forum and somebody is likely to assist you further.

File management

Dealing with files in web-based applications is not always straightforward. While
Moodle provides a user interface to perform this task, it is sometimes necessary that,
as the administrator, you will have to bypass this mechanism and use other means.
First though, let us look at the built-in file handling that is also the one used by
students and teachers.
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Moodle file management interface

Moodle offers a basic file management interface which lets you upload, move, delete,
and rename files and directories. We have already talked about how Moodle stores
files at system level — the ones we are not to touch! At application level, it arranges
files according to Moodle's structure.

In Moodle, a file is always connected to the particular bit of
L Moodle that uses it.

Personal
Files

Files are organized in a tree-like structure, which has three types of main branches:

* Categories/Courses/ Activities and Resources
* Users (private files and personal backups)

* Front Page (Moodle's home page)

We will be dealing with all those concepts at later stages so, for now, let us just take
them for granted. Courses are arranged in categories (and subcategories) and consist
of activities and resources. There are usually further subdirectories inside activities
and resources.

There are multiple users on your system, each with a dedicated file area that can be
accessed from anywhere in Moodle, but there is only a single Front Page. Remember,
a file is always connected to the particular bit of Moodle content that uses it, which is
reflected in the directory-like structure.
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Front Page Private Files
User
User 1 Backups
User 2 Resource 1
Course 1 Resource 2
Category 1 Course 2 Activity 1
System
Course ... Activity 2
Course 3
Sub-
Category
Category 2 Course 4
Course...

Uploading files takes place in the File picker. The File picker is a tool that is utilized
whenever files have to be added to a particular object in Moodle (usually via the

Add... button).

a1

Q Files in Moodle are (almost) always copied and never linked!

A user can choose from multiple file sources, known as repositories. We will be

dealing with them in Chapter 8, Moodle Plugins and will only cover the basic

aspects here.

Flle picker

1 Server files

T Recentfiles

-’i Upload a file

View as icons | View as list

1 Private files

El (5 Files and subfolders
(3 Test

Information. pdf

i Pic 2.PNG

@ Refresh

System /Miscellaneous /Demo [ .

=M Files (File
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In the preceding screenshot, you can see a sample files area viewed as a list. It shows
two files, Information.pdf and Pic 2.PNG and a Test folder located at System /
Miscellaneous (category) / Demo (course) / Files (resource of type File). Moodle

has created a subdirectory, Files and subfolders. The view from within the content
section of the same resource looks as follows:

Select files Path: Files
(" Add... ) Create folder | Download all ) Maximum size for new files: 2MB
1 Test &
E Information.pdf E
= pic 2.PNG B-
Download
Setmain file
Rename...
Move...
Delete...

The Add... button opens up the File picker, the Create folder button lets you
create a directory, and Download all puts all files in a ZIP file and copies it to your
local drive. Beside each file, a context-sensitive menu is shown with the following
possible options:

Download: Copy file to local drive

Unzip: Extract all files from a ZIP archive (for uploading multiple files)
Set main file: The file that is shown to the viewer of the resource/activity
Rename: Change name of file

Move: Move file to another destination

Delete: Delete file. This irreversible operation has to be confirmed first

Each site and course has a file upload limit, which is set to 2 MB by default. If you
need to support files larger than the 2 MB threshold, you will have to increase the
limit as follows:

In your php. ini file, modify the following two lines; <value> represents
the maximum limit (multiple input formats are supported, for example,
20M or 20971520):

upload_max_Tfilesize = <value>
post_max_size = <value>

If you don't have access to the php. ini file, create a . htaccess file in your
main Moodle directory and add the following two lines:

php_value upload_max_Tfilesize = <value>
php_value post_max_size = <value>
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On some systems, you will also have to increase the LimitRequestBody parameter,
which is usually found in the Apache configuration file httpd.conf.

Once these changes have been applied, make sure the Maximum uploaded file size
in Security | Site policies is set to Server limit. Underneath this parameter, you can
also change the User quota for private files (specified in bytes). When changing these
two values, bear in mind that they could potentially have an impact on bandwidth
and disk space.

Alternatively, you can use other file management operations, which we will
cover next.

Web host file management

Most web hosts offer a web interface that provides a file management facility; for
example, cPanel and Plesk. These interfaces often allow you to upload files and
directories in a more flexible way than by using the Moodle file interface.

The advantages of using a web interface are:

* Ability to upload multiple files
* Usually no upload limit

* Often a more user-friendly interface than the Moodle File picker
The disadvantages of using a web interface are:

* File management is not very flexible

* Uploading large files will still be slow because they are copied over HTTP

It has to be stressed again that you should only modify files in dirroot; for instance,
to install third-party add-ons. Unless you know SHA1, do not change any files in
moodledata. If you do, Moodle will not function correctly afterwards.

For very large files such as high-quality learning resources, it would be useful

to be able to upload the content via (secure) FTP and then use the built-in unzip
functionality in the File picker. However, unlike in previous versions of Moodle, it is
not possible to upload files directly via FTP anymore. Instead, you have to make use
of the file system repository, which is discussed in the following section.
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File management via the File system repository

The objective is to make the files appear in the File picker in a separate section;
Moodle calls them repositories. To achieve this, we have to go to Plugins |
Repositories | Manage repositories. Activate the File system plugin via Enabled
and visible. Click on Settings and check the first box to allow access from courses
before saving the settings (to grant access from users' personal files also, check the
second box).

Manage repositories

Name Active? Order Settings

File system [ Enabled and visible | 3] + Settings

0 Site-wide commeon instance(s)
1 Course-wide common instance(s)
0 User private instance(s)

You might have spotted the repository directory when we looked at the data
locations in the Moodle layer earlier. Any subdirectories in dataroot/repository
can be read from within Moodle. First, create a subdirectory in that folder and copy
or transfer (using FTP) some data into it.

Now go to a course where you wish to allow access to the folder, select the
Repositories link in the Settings block, and click on Create "File system" instance.
Give the new repository a name and select a folder, in case you have created more
than one (we have created three).

Setup repository on file system

Name™ | eaming Resources

andrea

S rs are within the /u0/webroot/moodledata/moodle2.ab.local/repository/ directory.

| Save ) ( Cancel )
g by,
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From now on, any user with access to the File picker in that particular course has
read-only access to the material. How cool is that! You can also grant access to
directories at user level. Go to a user's profile settings where you will see the
same Repositories link as in courses.

File picker
H View as icons || View as list |
™1 Server files & Refrash
Root /
T Recent files [=\ [=\ [=\ [=\ i‘=\
- SCOrmS.zip scorm.zip scormd.zip scorma.zip scormz.zip
== Upload a file
™1 Private files

G’ Google Docs

] Learning Resources

We will be dealing with repositories in more detail in Chapter 8, Moodle Plugins

and have only focused on the files-related ones for now. For more details on the

file system repository, check out docs.moodle.org/en/File_system_repository_
configuration.

Summary

In this chapter, we have learned what the building blocks of Moodle look like and
where they are located. Furthermore, we have dealt with a number of options for
managing files including the basics of some file repositories.

As we found out in the previous chapter, Moodle can be installed on multiple
operating systems, supports a wide range of database systems, and can be used with
different web servers. Due to the openness of Moodle, it should have come across

in this chapter that all its components can be accessed without any restrictions. This
allows the management of files via a number of channels that we have covered; such
as, Moodle's file management, web host file management, and file management via
the File system repository for FTP access.

Now that your system is up and running and you know what its insides look like, it's
time to add courses and users.
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The objective of this chapter is to give an overview of Moodle courses, users, and
roles. The three concepts are inherently intertwined and any one of these cannot be
used without the other two. We deal with the basics of the three core elements and
show how they work together. Let's see what they are:

* Moodle courses: Courses are central to Moodle as this is where learning
takes place. Teachers upload their learning resources, create activities,
assist in learning and grade work, monitor progress, and so on. Students
on the other hand read, listen to or watch learning resources, participate in
activities, submit work, collaborate with others, and so on.

* Moodle users: These are individuals accessing our Moodle system. Typical
users are students and teachers, but also other types such as managers,
parents, assessors, examiners, or guests. Oh, and the administrator, of course!

* Moodle roles: Roles are effectively permissions that specify which features
users are allowed to access and, also, where and when (in Moodle) they can
access them.

Bear in mind that this chapter only covers the basic concepts of these three core
elements. The dedicated chapters — Chapter 4, Course Management, Chapter 5, User
Management, and Chapter 6, Managing Permissions: Roles and Capabilties —will then
deal with the three concepts in great detail.
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A high-level overview

To give you an overview of courses, users, and roles, let's have a look at the
following diagram. It shows nicely how central the three concepts are, and also how
other features are related to them. Again, all of their intricacies will be dealt with in
due course so, for now, just start getting familiar with Moodle terminology.

Let's start at the bottom left and cycle through the pyramid clockwise. Users have to
go through an Authentication process to get access to Moodle. They then have to go
through an Enrolments step to be able to participate in Courses which themselves are
organized into Categories. Groups & Cohorts are different ways to group users at course
level or sitewide. Users are granted Roles in particular Contexts. Which role is allowed
to do what and which isn't depends entirely on the Permissions set within that role.

The diagram also demonstrates a Catch-22 situation. If we start with users, we

have no courses to enrol them in to (except the front page); if we start with courses,
we have no users who can participate in them. Not to worry though. Moodle lets us
go back and forth between any administrative areas and, often, perform multiple
tasks at once.

Moodle courses

Moodle manages activities and stores resources in courses, and this is where learning
and collaboration takes place. Courses themselves belong to categories, which are
organized hierarchically, similar to folders on our local hard drive. Moodle comes
with a default category called Miscellaneous, which is sufficient to show the basics of
courses. We deal with categories in more detail in the dedicated chapter, Chapter 4,
Course Management.
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[ Moodle is a course-centric system. ]
i

To begin with, let us create the first course. To do so, go to Courses | Add/edit
courses. Here, you will see the Miscellaneous category. Select the Add a new course
button and you will be directed to the screen where course details have to be entered.
For now, let us focus on the two compulsory fields, namely Course full name and
Course short name. The former is displayed at various places in Moodle, whereas
the latter is used to identify the course and is also shown in the breadcrumb trail.

General
category @
Course full name ™ @ Test Course
Course short name ™ (?) Test

We leave all other fields empty or at their default values and save the course by
clicking the Save changes button at the bottom.

The screen displayed after clicking Save changes shows enrolled users, if any. Since
we just created the course, there are no users present in the course yet. In fact, except
for the administrator account we are currently using, there are no users at all on our
Moodle system. So, we leave the course without users for now and add some users
to our VLE before we come back to this screen.

Moodle users

Moodle users, or rather their user accounts, are dealt with in Users | Accounts.
Before we start, it is important to understand the difference between authentication
and enrolment.

Moodle users have to be authenticated in order to log in to the system.
Authentication grants users access to the system through login where a username
and password have to be given (this also applies to guest accounts where a username
is allotted internally). Moodle supports a significant number of authentication
mechanisms, which are discussed later in detail.
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Enrolment happens at course level. However, a user has to be authenticated to the
system before enrolment to a course can take place. So, a typical workflow is as follows
(there are exceptions as always but we will deal with them when we get there):

1. Create your users.

2. Create your courses (and categories).

3. Associate users to courses and assign roles.
Again, this sequence demonstrates nicely how intertwined courses, users, and roles
are in Moodle. Another way of looking at the difference between authentication and
enrolment is how a user will get access to a course. Please bear in mind that this is a

very simplistic view and ignores supported features such as external authentication,
guest access, and self-enrolment:

No No
Yes

Authentication Enrolment

During the authentication phase, a user enters his credentials (username and
password). If the account exists locally and the password is valid, he is granted
access to Moodle. The next phase is enrolment. If the user is enrolled and the
enrolment hasn't expired, he is granted access to the course. You will come across
a more detailed version of these graphics later on but, for now, it hopefully
demonstrates the difference between authentication and enrolment.

To add a user account manually, go to Users | Accounts | Add a new user.
As with courses, we will only focus on the compulsory fields, which should be
self-explanatory:

* Username (has to be unique)

* New password (if a password policy has been set, certain rules might apply)

e First name
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Surname
Email address
City/town

Select a country

Make sure you save the account information by selecting Update profile at the
bottom of the page. If any entered information is incorrect, Moodle will display error

messages right next to the field.

General
Username .

Choose an authentication
method (3)

New password” (3)

Force password change @

First name™
Surname *

Emall address ™
Emall display

Emall format

Emall digest type
Forum auto-subscribe
Forum tracking
When editing text
AJAX and Javascript
Screen reader @
Citytown™

Selecta country ™

participant01

( Manual accounts

The password must have at least B characters, at least 1 digit(s), at least 1 lower case letter(s), at least 1 upper case letter(s)

Ounmask

o

Participant

One

participantd1@myschool.edu

(Alow only other course members to see my emall address | §

Pretty HTML format 3

("o digest (single email per forum post) & |

( Yes: when | post, subscribe me to thatforum ¢ )

(" No:don't keep track of posts | have seen # |

((Use HTML editor (some browsers only) # )

[ No: use basic web features $)

Heidelberg

[ Germany
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I have created a few more accounts; to see who has access to your Moodle system, go
to Users | Accounts | Browse list of users where you will see all users. Actually, I
did this via batch upload, which will be dealt with in Chapter 5, User Management.

I
packt@synergy-learning.com Belfast United Kingdom 51 secs
participantd1@myschool.edu Heidelberg United Kingdom Never
participant02@myschool.edu Heidelberg United Kingdom Never
participant03@myschool.edu Heidelberg United Kingdom Never
participant04@myschool.edu Heidelberg United Kingdom Never
participant05@myschool.edu Heldelberg United Kingdom Never
participantO6@myschool.edu Heidelberg United Kingdom Never
participant07 @myschool.edu Heldelberg United Kingdom Never
participant08@myschool.edu Heidelberg United Kingdom Never
participant0S@myschool.edu Heidelberg United Kingdom Never
participant10@myschool.edu Heidelberg United Kingdom Never
tommy@myschool.edu Holywood United Kingdom Never

Now that we have a few users on our system, let's go back to the course we created
a minute ago and enrol new participants to it. The quickest way to get back to the
enrolments screen is via Courses | Add/edit courses, then select the Miscellaneous
category where you will see our demo course. The second icon from the left gets you
to the Enrolled users screen.

Course categories:| Miscellaneous &

Courses Edit Select

gfixzswe O
Enrolled wsers

Move selected courses to... 2

As expected, the list of enrolled users is still empty. Click on the Enrol users button
to change this. To grant users access to the course, select the Enrol button beside
them and close the window. In the following screenshot, two users, participant

01 and participant 02 have already been enrolled to the course. Two more users,
participant 03 and participant 04 have been selected for enrolment.
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i Last sccess i Groups  Enrokmars masors

participant 01 Hever N Manual enrolmenss irom Fricay, 8 July 2011, 1200 AM # 3
partciparsd  myschool edu ione
Manager
T
participant 02 e Envolusg eacher x Manual enrolments irom Fricay, 8 July 2011, 12:00 AM # 3
particpansi2@myschool sdu . Non-editing teacher
Assign
» Enromentoptions
participant 03 [ Ervai |
2 participani03@myschool.edu LEses
participant 04
participaniDd@myschool.edu \
|
participant 05 |
participantD5@myschool.edu {I
participant 06 e

5 participant0B@myschooledy __ ———

You have probably spotted the Assign roles drop-down menu at the top of the
pop-up window. This is where you select what role the selected user has once
he/she is enrolled in the course. For example, to give Tommy Teacher appropriate
access to the course, we have to select the Teacher role first, before enrolling him
to the course.

This leads nicely to the third part of the pyramid; namely, roles.

Moodle roles

Roles define what users can or cannot see and do in your Moodle system. Moodle
comes with a number of pre-defined roles —we already saw Student and Teacher —but
it also allows us to create our own roles; for instance, for parents or external assessors.

Each role has a certain scope (called context), which is defined by a set of
permissions (expressed as capabilities). For example, a teacher is allowed to
grade an assignment whereas a student isn't. Or, a student is allowed to submit an
assignment, whereas a teacher isn't.

[ A role is assigned to a user in a context. ]

Okay, so what is a context? A context is a ring-fenced area in Moodle where roles
can be assigned to users. A user can be assigned different roles in different contexts;
where the context can be a course, a category, an activity module, a user, a block, the
front page, or Moodle itself. For instance, you are assigned the Administrator role
for the entire system, but additionally, you might be assigned the Teacher role in
any courses you are responsible for; or, a learner will be given the Student role in

a course, but might have been granted the Teacher role in a forum in order to act

as a moderator.
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To give you a feel of how a role is defined, let us go to Users | Permissions, where
roles are managed and select Define roles. Click on the Teacher role and, after some
general settings, you will see a (very) long list of capabilities:

|Role name
iShurt name
.‘Daacmm
]Rde archetype @
1c:|:|nt\:rmng,||:m where this
rola may be assigned

Teacher
editingteacher
Teachers can do anything within a course, including changing the activities and grading students.

ARCHETYPE: Teacher (editing)

System
Usear
Calegory

v Course

v Activity module
Black

Filter m

Authorize.Net
Mot set &
enrol/authorize:managepayments

ad CSV file Not set
enrol/authorize:uploadcsv ‘
Category enrolments

Role assignments sy 5¢ Naot set
enrol/category synchronised

System

_ Notgat———""
moodie/blog:create -

moodgigloqzmﬁuan”- e

We will deal with all this in great detail in Chapter 6, Managing Permissions: Roles and
Capabilities so don't panic!

For now, we only want to stick with the example we used throughout the chapter.
Now that we know what roles are, we can slightly rephrase what we have done.
Instead of saying, "we have enrolled the user participant 01 in the demo course

as a student.", we would say, "we have assigned the Student role to the user
participant 01 in the context of the demo course."

In fact, the term enrolment is a little bit of a legacy and goes back to the times
when Moodle didn't have the customizable, fine-grained architecture of roles
and permissions that it does now. One can speculate whether there are linguistic
connotations between the terms role and enrolment.
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Summary

In this chapter, we have very briefly introduced the concepts of Moodle courses,
users, and roles. We have also seen how central they are to Moodle and how they
are linked together. Any one of these concepts simply cannot exist without the other
two and this is something you should bear in mind throughout. Well, theoretically
they can, but it would be rather impractical when you try to model your learning
environment.

If you haven't fully understood any of the three areas, don't worry. The intention
was only to provide you with a high-level overview of the three core components
and to touch upon the basics.

There are dedicated chapters to each concept which will hopefully clarify any
outstanding issues and will also go significantly into more detail. As we did
earlier, let us start with courses.
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Course Management

Moodle stores learning resources and activities in courses, which belong to
categories. In the first part of this chapter, you will learn to:

* Organize courses in categories and sub-categories

* Create and manage courses

* Deal with course requests
In the second part of the chapter, we will cover different ways of enrolling users to
courses. The enrolment mechanisms covered are:

* Internal enrolment (manual, self, and guest)

* Cohort enrolment and synchronization

* Database-driven enrolment (LDAP, external databases, flat files, and IMS
Enterprise files)

e Meta courses

* Payment-driven enrolment (PayPal)

Course categories

The role of the Moodle administrator is to manage categories and courses. It is
possible to delegate these tasks to non-administrators and we will deal with this in
Chapter 6, Managing Permissions: Roles and Capabilities. Let's start with an overview
of course categories.
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Course categories—an overview

Categories act as containers for courses. They can have sub-categories, which can
also have sub-sub-categories, and so on. The arrangement is similar to that of files
and folders on a disk drive, where courses are like files and categories are like
folders. This hierarchical structure can be visualized as follows:

Course
Sub-
Category
Course
Course

A course always belongs to a single category. It cannot belong to multiple categories
and also cannot be without a category. There is one exception to this rule, namely;
the front page. Internally, the front page is treated as a course that neither belongs
to a category, nor can it be deleted.

There are different ways of organizing course and category hierarchies, for instance;

by faculty, by subject area, by intake year, and so on. The following figure shows the
positioning of the same course in hierarchies of two different categories representing
the same organization.
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As you can see, each hierarchy represents the same information, but in different
forms. There is no right or wrong way when it comes to organizing your courses.
The structure depends on:

* The size of your organization
* The number of courses you offer
* The type of courses you run

* The frequency of course commencement (once a term, once a year, roll-on/
roll-off, and so on)

It is highly advisable to get the structure right the first time around, as changing it is
time consuming and potentially irritating for users. Also, try to plan ahead, thinking
about whether the structure will work in the future, for example; when changing
from one academic year to another.

As mentioned before, different organizations apply different categorization
approaches. Some examples of the category levels are:

* Campus | Department/School | Year | Subject
* Year of Entry | Topic | Subject
* Customer | Subject | Proficiency Level

* Trainer | Module

Sometimes, deep levels of categories can be off-putting, as their management is
cumbersome. However, bear in mind that only you, as the administrator, will see the
entire category structure. The students and teachers will only see the courses they are
enrolled in or assigned to.

Managing course categories

Once you have planned your category hierarchy structure, it is time to model the
organization in Moodle. Categories are administered in Courses | Add/edit courses,
as shown in the following screenshot:

Course categories  Courses  Edit Move category to:

2 X Top [4+]

Initially, Moodle comes with a single category called Miscellaneous. You can see in
the previous screenshot that two courses have already been created in that category
in our system.
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Adding course categories

To add a new category, click on the Add new category option and enter a new name
in the Category name field. The Parent category drop-down menu indicates where
in the hierarchy the course is located. We will leave this at Top and come back to

it shortly. It is good practice to provide the optional Description (as shown in the
following screenshot). You can force a theme that will be applied to all courses in the
category. This requires category themes to be enabled in Appearance | Themes |
Theme settings (see Chapter 7, Moodle Look and Feel).

Parent category Top
Category name” Engineering
Description : : A
Font family ~ || Font size - | Format i }5 e tLE]

B 7 U &8¢ %X, x'

=|\|JQEmEA-R-
S EE 2 HEQA -

Courses and qualifications of the Faculty of Engineering.

Path:
HTML format &
Force theme Donotforce  §

Course sub-categories

As mentioned earlier, to improve the organization of courses, Moodle allows the
creation of sub-categories. You can create a sub-category by choosing an existing
category or adding a new category (as shown in the preceding screenshot), and
then moving it into a parent category using the drop-down menus on the Course
categories page. For example, to create sub-categories called Computing-Year 1,
Computing-Year 2, and Computing-Year 3 in Computing, first create the sub-
categories and then, one by one, move them into Computing using the drop-down
menu. Alternatively, you can select the correct parent category when you create the
sub-category, as shown in the following screenshot:

Course categories Courses Edit Move category to:
0 ZxX=8 ¥ [ Top 2]
0 B aEd 4 Computing ?
0 A8 T X Computing _ﬂ
0 EAE T Computing a
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Deleting course categories

When deleting a course category using the cross symbol, any courses belonging to
the category will be moved to the parent category, if one exists, or in the next top-
level category. If there are no higher-level categories, the courses will be moved to
the Miscellaneous category.

The Miscellaneous category can be deleted as soon as other categories are added.
If the last category is deleted from the system, Moodle automatically re-creates the
Miscellaneous category as it cannot operate without categories.

1
‘\Q You cannot delete courses by deleting categories. The courses must

be deleted manually, one by one, or via custom scripts.

Organizing courses

Use the up and down arrows to change the position of a course category. When you
move a parent category, all the child categories will move with it. Unfortunately,
there is no option to automatically arrange categories alphabetically.

You can hide categories using the eye icon. This is usually done when courses within
a category are undergoing development or if you want to create an experimental
area (sandpit) that is not to be seen by anybody but yourself:

Course categories:| Engineering ?]

Sub-categories

Courses Edit Select
Wl awd O
& % wa @t O

Move selected courses to... v 1

Search courses:
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On clicking a course category, you are directed to a screen that shows all sub-
categories and courses belonging to that category. When a sub-category is selected,
a similar screen is shown with the content of that sub-category. When a course is
selected, you are directed to the actual course content.

You also have options to carry out a number of actions. When you choose the
Edit this category option, you can rename its title and change its description.
Furthermore, the Add a sub-category option lets you add a new category,
which Moodle positions automatically in the current category.

There are a number of icons besides each course that trigger the following actions:

Icon name Description

Settings Link to course settings (see the Creating courses section)

Assignroles  Link to course roles (see Chapter 6, Managing Permissions: Roles and
Capabilities)

Delete Remove the course and its content

Show/Hide  Make the course visible/invisible to students

Backup Link to course backup facility (see Chapter 13, Backup and Restore)
Restore Link to course restore facility (see Chapter 13, Backup and Restore)
Up/Down Move courses up and down; to rearrange courses alphabetically,

click on the Re-sort courses by name button

To move a course or a number of courses to another category, first select the
course(s) and then the target course location in the Move selected courses
to... drop-down menu.

On sites with a large number of courses, it is sometimes quicker to search for
courses by their name or part thereof. After clicking on Go, the courses found, their
respective categories, and the same course actions (as in the preceding screenshot)
are shown.

When you click on Turn editing off in the Settings block, you are directed to a
non-editable view of the courses and the course categories, which the students and
teachers see. Lastly, you can add a new course to the current category by clicking
on the Add a new course button, which is dealt with in the following section.
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Creating courses

Once the Add a new course button has been clicked from within the Course
categories screen, Moodle directs you to the screen where course details have to be
entered. We already came across this screen during earlier chapters. These details are
identical to the course settings that can be edited from within a course by a user with
teaching rights. The only difference is that, by default, the teacher does not have the
right to change the category to which the course belongs.

General

Category (3) ( Miscellaneous =
Course full name™ (3) PHP Programming

Course short name™ (3) PHP

Course ID number (3)

COursesumrnary® Font family |~ | Font size ~ || Paragraph ~|| A ﬂ:r =]

B JZ Uuacx, x' ESE JZ @A -
ST =i =¥ 0 &N N J [mrme G~
PHP Programming Unit Year 2

Path: p
Format
Number of weeks/topics -
Course start date (3) (

N

2 4 ) ([June ?) [2011T%)

Hidden sections @ [ Hidden sections are shown in collapsed form | § )

News items to show @

Show gradebook to students (3)

E

Show activity reports (3)

Maximum upload size (3)

Force theme
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The following settings are available:

Setting

Description

Category

Course full name

Course short
name

Course ID
Number

Course summary

Format

Number of
weeks/topics

Course start date

Hidden sections

News items to
show

Show gradebook

to students

Category to which the course belongs.

The full name of the course (displayed at the top of the screen and in
the course listings).

Many organizations have a short form for referring to a course.
This field is compulsory as it is used in several places where the
full name is inappropriate (such as in the breadcrumb trail or when
uploading users in batch files).

Course code (often used in conjunction with external systems).

It is recommended to write a concise paragraph that explains what
the course is about. The summary is displayed when a user clicks on
the information icon, and when the course appears in a list.

By default you can select four formats for a course:

* SCORM format: Shows a SCORM package at the beginning
of the course

* Social format: One main (social) forum, which is listed on
the main course page, for example a notice board

* Topics format: Similar to the weekly format, except that
each week is called a topic and no time restriction applies

*  Weekly format: Course is organized week-by-week, with a
start and a finish date

Additional course formats might have been installed in your
Moodle instance.

In the weekly course format, it is the number of weeks that the
course will run for, starting from the commencement date of the
course. In the topics format, it is the number of topics in the course.
Both of these translate to the number of boxes in the center column
of the course page.

Refers to the starting date of the course.

Determines how hidden course sections are shown. By default, it is
set to Hidden sections are shown in collapsed form, invisible to
the learners. When set to Hidden sections are completely invisible,
learners are not presented with any information.

Determines how many recent items appear on your course home
page in the news section (if any).

Determines whether students are shown the Grades link in their
Settings block. You can set this to No and still grade your activities.
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Setting Description
Show activity Determines whether students can see their own activity reports (see
reports Chapter 10, Moodle Reporting) via their profile page.

Maximum upload This setting limits the size of a file a user can upload into this course.

size

Force theme A theme that is to be used for this course is forcibly applied through
this option. Requires course themes to be enabled in Appearance |
Themes | Theme Settings (see Chapter 7, Moodle Look and Feel).

The fields Course full name, Course short name and Course ID number can be
modified by a teacher, by default. You can disallow this by changing the appropriate
permissions for the Teacher role by navigating to Users | Permissions | Define roles
(search for capabilities starting with moodle/course:change, using the Filter box). We
are going to deal with this in Chapter 6, Managing Permissions: Roles and Capabilities.

The remaining settings cover Guest access, Groups, Availability, Language,
Student progress, and Role renaming, as shown in the following screenshot:

Guest access

Aliow guest access ()

Password (3) Cunmask

Groups

-
rorse papncss @

Default grouping

Availability

Availability (3) ((This course is avallabia to students )

Language

Forca anguage

Student progress

Gompletion tracking [ Enabled, conlrol via completion and activity setiings ¢

Completion tracking a
begins on anrolment

Role renaming (3)

Your word for '"Manager' p——————

Your word for ‘Teacher  Instructor ] ———
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Setting

Description

Allow guest access
Password

Group mode

Force group mode

Default grouping

Availability

Force language
Completion tracking

Completion tracking begins
on enrolment

Allows guest (read-only) access to the course (has to be
allowed sitewide).

If guest access is allowed, you can specify an optional
password.

Sets group mode of the course to:

* No groups: There are no sub-groups. Everyone is
part of one big community or class.

*  Separate groups: Users can only see their own
group, while other groups are invisible.

* Visible Groups: Users work in their own group,
but can also see other groups.

If set, the selected group mode is used for every activity
and group settings in individual activities are ignored. This
is useful when the same course is run multiple times with
separate batches of students. Also, if group mode is forced
and set to No groups, the Groups link will not be shown in
the course administration menu.

If grouping is enabled and used within the course, the one
that is to be used as default can be selected.

If set to This course is not available to students, the course
is hidden. Except for the course teachers and administrators,
no one else will be able to view it in any course listings.

If set, the selected language is used throughout the course
and cannot be changed.

If completion tracking is enabled sitewide, it has to be
activated at course level.

If enabled, lets you specify whether the tracking will start
automatically when students are enrolled or if it has to be
initiated manually.

Once a course has been created, you can assign users to various roles in the course
(such as enrolling students and assigning teachers); we have briefly covered this

in Chapter 3, Courses, Users, and Roles and cover roles management in the dedicated
Chapter 6, Managing Permissions: Roles and Capabilities, and will therefore be ignoring
the Role renaming part, for now.
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For most parameters, you can specify the course default settings when creating
new courses; you can find these in Courses | Course default settings (as shown in
the following screenshot). The fields and values are identical to the ones we have
described in the preceding screenshots.

Course default settings

Format Weekly format = § | Default: Weekly format

moodlecoursa | format : ) : :
The course main page will be displayed in this format.

Number of weeks#opics Default: 10

moodiecounse | numsections o "
Number of weekshopics displayed on the course main page.

Course requests—enabling teachers to ask
for new courses

Only the administrators or course creators (or any other role with course creation
rights) are allowed to create new courses. In order to streamline the procedure
for requesting courses, especially in larger organizations, Moodle offers a course
requesting facility. This is enabled by going to Courses | Course request.

You have to specify a Default category for course requests, which is where the
courses created upon request will be placed. As the courses have to be approved,
you can specify who will receive a Course request notification:

Enable course requests E Default: No
enablecourseraquests This will allow any user to request a course be created.
Default category for | Computing [4] Default: Miscellaneous
course requests - - —
defauttraquesteatagary Courses requested by users will be automatically placed in this category.
Course request MNobody
notification Everyone who can ‘Approve course creation’
courseraquasinatify Alex Bichner
Default: Nobody
Users who will be notified when a course is r Only users who can approve course requests are listed here.

As soon as the feature is enabled, each teacher has the ability to request new courses
(via the Request a course button on the All courses screen). The information that has
to be provided is:

e Course short name
e Course full name
*  Summary

* Reasons for course request
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A new item Courses | Pending approval appears in the Site administration section.
On selection, a list of requested courses is shown, which you can then Approve or
Reject... by selecting the appropriate button:

Courses pending approval
Course short name Course full name Requested by Summary Reason for course request Action
Extreme Extreme Programming Tommy Teacher Part of 2nd Year Computer Science degree

eXtreme Programming Unit

When you approve a screen, the familiar course settings screen appears. This screen
already contains the provided values of the course as well as the default category
specified in the system settings. If you reject a course, a reason has to be given, which
is then e-mailed to the requester.

Creating courses and categories in bulk

So far, all operations in this chapter have been carried out manually. However, in
an organization with a large number of courses and categories, this process should
be automated. Unfortunately, at the time of writing (Moodle 2.1), Moodle does not
yet provide a bulk upload feature for courses or categories. There is also no CLI for
creating and deleting courses and categories as yet.

As this is one of the most requested features in Moodle (search for the tracker item
MDL-13114 at tracker .moodle.org), it is expected to appear sooner or later, as part
of its core. In the meantime, we either have to make use of some of the scripts and
patches floating around on moodle.org, or use an enrolment mechanism that also
supports course creation, which is covered in the following section.

Forms of enrolment

We have already touched upon enrolment in the introductory chapter, Chapter 3,
Courses, Users, and Roles. Now, we will go into more detail and look at the different
mechanisms that can be set up to grant users access to courses. You may recall the
basic enrolment workflow presented in the earlier chapter. Let us have a look at a
more complete version:
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Yes
No
No required
Valid

Invalid
No Yes N
=

Yes
No

Let's start from the top-left, where the user attempts to access a course. If he/she is
already enrolled and the enrolment has not expired yet, he will be granted access. If
he/she is suspended, access will be denied. If he/she is not enrolled, Moodle checks
if guest or self enrolment access is allowed. If either is the case, the enrolment key
will be checked. If it is correct or not required, enrolment will take place and access
will be granted. Lastly, it is checked if payment has been accepted and, if approved,
the user will be enrolled to the courses. You might come back to this diagram when
we deal with a specific enrolment mechanism.

Students need to be given access to a course before they are allowed to use it. Or, in
Moodle-speak, users need to be assigned a role within the course context. They can
be assigned the role automatically via cohorts or external enrolment facilities, by
self-enrolling, or manually via Users | Enrolled users in the Course administration
section in a course.

Granting access is performed via an enrolment mechanism. Moodle supports a wide
range of enrolment options, which are discussed in the remainder of this chapter.

The actual enrolment of students does not require administrator rights, and is a
task that can be performed by teachers. The role of the administrator is to set up
the enrolment mechanisms available sitewide.
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You can access the course enrolments configuration page via Plugins | Enrolments
| Manage enrolment plugins. Each supported enrolment mechanism is represented
by an enrolment plugin that can be enabled and configured separately:

Available course enrolment plugins

Name Instances / enrolments Enable Up/Down Settings Uninstall
¥

1+4

O

+4

F'S

Manual enrolments 4/6
Guest access 3l
Self enrolment 4/0
Cohart sync o/0
LDAP enrolments a/a
oro
oro
oro
oro
oro

a/a

{00 & & & & &

oro

i

For every plugin, the number of instances and enrolments are shown. Each plugin

can be enabled or disabled separately and multiple plugins can be enabled
simultaneously (multi-enrolment). The arrangement of plugins dictates in which
order user enrolments are checked when a user attempts to enter a course. It is
recommended to give the plugins that are used by the majority of users higher priority
over the ones that are only used sporadically, as this will benefit system performance.

All plugins have to be configured; we will deal with those settings when we cover
the individual enrolment mechanisms. While it is possible to uninstall plugins, it is
not recommended. If they are required at a later stage, they will have to be installed
manually. It is preferable to simply leave them disabled.

1
‘Q Students need to have a user account before they can be enrolled

in a course.

Each enrolment type is now covered in some detail except MNet remote enrolments
(Moodle Networking), which is covered in Chapter 16, Moodle Networking and
Category enrolments, which is a legacy solution and has been replaced by cohort
synchronization. The type of enrolment mechanism you choose depends entirely

on the infrastructure you have in place, that is; where and in what format learners'
enrolment data is stored.
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Once an enrolment form has been set up, it has to be configured inside the course in
which it will be used. Go to Users | Enrolment methods in Course administration,
where you will see a list of all enrolment plugins that are active (shown) and not active
(hidden) as in the following screenshot. Each enrolment method comes with a number
of settings (except Guest access), which we will cover as part of the plugin itself.

MName Users Up/Down Edit
Manual enrolments ] + X p =
0 +4 Hoe
] + Xone g

Add metho + Choose...
Self enrolment

Course meta link

Any non-database enrolment method that has been enabled and configured at site
level can be added via the Add method drop-down menu (as shown in the preceding
screenshot). Whether a plugin automatically appears in the list of new courses
depends on the Add instance to new courses parameter. Some plugins, for example,
Self enrolment or PayPal, can be added multiple times in the same course, which is
useful if you need to support multiple roles.

Internal enrolment

Moodle supports three types of internal enrolment:

e Manual enrolment
e Self enrolment
e Guest access

Manual enrolment

Manual enrolment is the default enrolment mechanism when Moodle is installed.
The sitewide settings are set at Plugins | Enrolments | Manual enrolments:

Add instance to new ¥ Default: Yes

courses It s possible to add this plugin to all new courses by default.
enrol_manua! | defaultenro
Enable manual Yes |+ Default Yes
enralments hR : . . y
arivol. il b Allow course access of internally enrolled users. This should be kept enabled in most cases.
Default enrolment 0 Default: 0
period

Default length of the default enrolment period setting (in seconds).

anrol_manual | enmipenod

Default role Student 4] Default: Student

anml_manual | mieid
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Setting Description

Add instance to new Every newly-created course will contain this plugin by default.
course

Enable manual The plugin is enabled by default.

enrolments

Default enrolment Default time, for how long users are enrolled in a course. Oddly,
period this has to be specified in seconds.

Default role The role that manually enrolled users will have by default.

Once the plugin has been set up, you will see a very similar-looking screen under
Users | Enrolment methods | Manual enrolments, in the Course administration
section. Here, a more user-friendly way to specify the default enrolment period has
been implemented.

Manual enrolments

Enable manual [yes 1s ]

enrolments (3}

Default enrolment OB 7 days GRS
period hours

minutes
Default role [Studen  SECOMds B

The actual enrolment of users takes place in Users | Enrolled users, as we have
already covered in the previous chapter. What we haven't covered yet are the
suspension and expiry of enrolments. You can change these via the edit symbol
in the Enrolment methods column of your enrolled course users:

Status ¥ Suspended
Manual enrolments from | -
iuMnday. 7 August 2011, 1.‘3:0;!&@ Enrolment starts | 7 %] | August :| [2011 :| ™ Enable
' Enrolment ends 8 :| | August ¢ [:2031.4 Enable

A teacher can carry out all of these steps, but often their role will be modified so that
only the administrator can deal with enrolments.

icon in the Edit column of Enrolment methods where you can select

M If you need to unenrol multiple users from a course, select the Enrol users
Q multiple users and remove them from the course.
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Self enrolment

The concept of self enrolment is relatively simple. Users choose which courses they
want to participate in. A course can contain a password, known as the enrolment
key. Anyone who knows this key is able to add himself or herself to a course.

An opened-door icon is shown besides courses that allow guest access without a
password; a closed-door icon is shown otherwise.

The enrolment key is set at course level. The teacher has to inform the students about
the key and ideally limit the enrolment period to an appropriate time frame to avoid
any misuse.

Once the enrolment key has been set, learners will have to enter it when they access
the course for the first time. If the key is entered correctly, access will be granted,
otherwise it will be denied.

Q Self enrolment requires manual enrolment to be enabled.

The sitewide settings for self enrolments are found in Plugins | Enrolments |
Self enrolment:

Require enrolment key [} Default: No
enol_sell | requirepassword Require enrolment key in new courses and prevent removing of enrolment key from existing courses,
Use password policy [ Default: No
enmol_sef Use standard password policy for enrolment keys
usapassword policy
Show hint [ Default No
enm!_saf | showhint Show first letter of the guest access kay

Enrolment instance defaults

Default enrolment settings in new courses.

Add instance 1o new ¥ Default Yes
courses It is possible 1o add this plugin to all new courses by default,
enml_sef | defaulienml

Allow self enrolments No & | Default No
snmol_salf | slatus TS

Allow users 1o self enrol into course by defaull

Setting Description

Require enrolment  If enabled, new courses must have an enrolment key. Enrolment
key keys set in existing courses cannot be removed, but can be modified.
Use password If enabled, the password policy (see Chapter 11, Moodle Security and
policy Privacy) will be applied to enrolment keys.
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Setting

Description

Show hint

Add instance to new
courses

Allow self
enrolments

Use group
enrolment keys

Default role
assignment

Enrolment period

Unenrol inactive
after

Max enrolled users

Send course
welcome message

If enabled, the first letter of the enrolment key is shown.

Every newly created course will contain this plugin by default.

This plugin is disabled by default and has to be enabled inside the
course where it will be used.

If enabled, users can self enrol via a group enrolment key which also
makes them a member of that group.

The roles that self-enrolled users will have by default.

Default time (in seconds), for how long users are enrolled in a
course.

Number of days after which users will be unenrolled due to their
inactivity.

Maximum number of users who can enrol in the course (0 means no
limit).

If enabled, a welcome message will be sent to the user by e-mail.

Once the plugin has been set up, you will be able to instantiate it at Users |
Enrolment methods | Self enrolment inside a course:

Self enrolment

Custom instance name Student self

Allow self enrolments (3)

Enrolment key @ ------------ [unmask

Use group enrolment keys @

Assign role ( Student :)

Enrolment period 0 [days  [%)0 Enable

Start date (1774 (uy ¢) (2011 3) ™ Enavle

End date A7 ]%] [ duty #) (2011 [%)0 Enable

Unenrol inactive after @ Never H

Max enrolled users (3) 0

Send course welcome message @ ™

Custom welcome message Welcome to the PHP course. Please contact your tutor if you
lexperience any problems.
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You can create multiple instances of the self enrolment method inside a course,
which is why you have to assign a Custom instance name. This is useful if you need
to give different user roles access to the same course, for instance, Students and
Teachers. In addition to the sitewide default settings, you can specify a course Start
date and End date as well as Custom welcome message which will be sent out to
newly-enrolled users by e-mail.

Guest access

Guest access can be seen as temporary enrolment. Users who are not authenticated
on the system will be granted controlled (read-only) access to a course via the Login
as a guest button on the login screen. Internally, they are allocated a temporary user
ID, which will be disposed of afterwards. The guest icon is shown beside courses
that allow guest access.

The sitewide settings for guest access are found in Plugins | Enrolments |
Guest access:

Require guest access ™ Default: No
password Require access password in new courses and prevent removing of access password from existing courses.
enmal_guest |
requirepassword
Use password policy [ Default: No
nrol_guest | Use standard password policy for guest access passwords.
usep vord policy
Show hint [ Default No
enmol_guest | showhint Show first letter of the guest access passwerd.

Enrolment instance defaults

Default enrolment settings in new courses.

Add instance to new ™ Default: Yes
courses It is possible to add this plugin to all new courses by default.
enml_guast | dataultenm
Allow guest access [No [4] ] Advanced Default No
enrol_guast | status

Allow ternporary guest access by default.

It is possible to specify a password in the course settings for guest access. If you wish
to make this compulsory, select Require guest access password. For newly created
courses, a random password will be generated (unmask the password in the course
settings to view it). It will not be possible to remove guest access passwords from
courses but they can be changed.

The Enrolment instance defaults are the same as for the manual and self
enrolment methods.
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The guest access enrolment method can only be allowed or disallowed inside a
course. Surprisingly, the plugin does not have any local settings. Instead, you have
to go to the course settings where you can set Allow guest access to Yes and also
specify the Password already described. I guess this is for legacy reasons and might
be changed in the future.

Cohort enrolment and synchronization

Cohorts are sitewide or global groups. Once cohorts have been created and
members have been allocated, it is possible to enrol an entire cohort to a course
or to synchronize the membership of a cohort with that of a course.

For example, in a school you might have a class called 7c with 24 pupils. The same
class has to be enrolled in eight different courses, where each course represents a
subject. We only have to create the cohort 7c once and then we can enrol all members
of that cohort to each course one-by-one. Alternatively, we can activate cohort
synchronization with the eight courses and Moodle will take care of the rest. Also, if
a new pupil joins the class, we only have to add his or her account to the cohort and
the enrolment will be done automatically. Similarly, if a cohort member is removed,
the pupil will be unenrolled.

Cohorts are also great for organizations where groups move together between
classes, like an elementary school. Instead of moving individual users from one year
to the next, you will be dealing with cohorts of users, which is less time-consuming
and more fault-tolerant.

The Cohort sync plugin (Plugins | Enrolments | Cohort sync) only contains a single
parameter, the Default role that is given to users when they are enrolled:

Caohaort enrolment plugin synchronises cohort members with course participants.

Default role ["Student [$] Default: Student

enmol|_cohort | roleid

To see cohort synchronization in action, we have to create a cohort and assign some
members to it. Go to Users | Accounts | Cohorts and add a cohort by clicking on
the Add button. Give the cohort a Name (in our case, 7c) and, from the Context
drop-down menu, select the category in which all courses belong to class 7c. Select
System, if that doesn't apply. The Cohort ID and Description are optional fields.
Once saved, you can assign members to the cohort by clicking on Assign.
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At the time of writing (Moodle 2.1), it is not possible to create or populate
cohorts in batch mode. Similarly, it is not possible to perform either task via CLI
scripts. However, as this is a highly sought-after feature, it is most likely that this
functionality will be added in the near future, probably to Moodle 2.2 (search for
the tracker item MDL-26965 at tracker .moodle.org).

4 Add
Remove I

Current users Potential users

Current users (24) ~ Potential matching users (20) m
Emma Abgc, emma.parnell@yourschool.org.uk | Doug Cater, Doug Cater@yourschool.org .uk |
Graham Almond, graham.almond@yourschool.org.uk : Graham Chamberlain, graham.chamberlain@yourschool.org.uk :
Eleanor Armstrong, Eleanor.Armstrong@yourschool.org.uk | Howard Chamberlain, howard.chamberlain@yourschool.org.uk |
Joanne Arnold, joanne arnold@yourschool.org.uk | Jim Charlesworth, jim.charlesworth@yourschoaol.org.uk |
Philip Arthurs, philip.arthurs@yourschool.org.uk | John Clarke, john.m clarke@yourschoal.org.uk |
Lorraine Atkins, lorraine.atkins@yourschool.org.uk : Chris Cole, Chris.m.Cole@yourschool.org.uk :
Hannah Banfield, Hannah.Banfield@yourschool.org.uk \ Tim Collinson, tim.collinson@yourschool.org.uk I
Gareth Banton, gareth.banton@yourschool org.uk | Simon Conlam, Simon.Coniam@yourschool.org.uk |
Chris Barnes, chris.barmnes@yourschool.org.uk | Suzanne Cook, suzanne.cook@yourschool.org.uk |
Rachel Barnes, Rachel.Bamnes@yourschool.org.uk : Elaine Culverwell, elaine.culverwell@yourschool.org.uk :
Matthew Bates, Matthew.Bates@yourschool.org.uk | John Cunningham, john.cunningham@yourschool.org.uk |
James Belok, james.belok@yourschool.org.uk | Darryl Curtis, Darryl.Curtis@yourschool.org.uk |
Anthony Bennett, antony.benneti@yourschool.org.uk | Ben Cuttle, Ben.Cuttle@yourschool.org.uk |
Amanda Binnington, Amanda Binnington@yourschool.org.uk U Chris Driver, chris.driver@yourschool.org.uk :
Andrew Craig, andrew craig@yourschool.org.uk Chris Finnigan, chris.finnigan@yourschool.org.uk |
Andrew Elleray, andrew.elleray@yourschool.org.uk Claire Jacobs, Claire Jacobs@yourschool.org.uk |
Andrew Greenhouse, Andrew.Greenhouse@yourschool.org.uk Catriona McGarvie, catriona megarvie@yourschool.org.uk o
Andy Hodnett, Andy.Hodnett@yourschool.org.uk . Christina Medford, christina. medford@yourschool.org.uk I
Amanda hutchingson, Amanda.Hutchinson@yourschool.org.uk_+ Carol Ann Oswald, carol_ann.oswald@yourschool.org.uk L3

Bearch m Search © m

Search options

Back to cohorts

Once this has been successful, we can synchronize the cohort with our first course.
This can be done as a one-off exercise or as a permanent arrangement. Inside a
course, go to Users | Enrolled users and click on the Enrol cohort button:

[First name / Surname ¥ / Email address Lastaccess Roles Groups Enrclment methods

Enrol cohort *

Enrolcohor | Enmlusers | To 24

evotuor J et ovon

Assign roles: | Student 4

You can see our cohort 7c and two options.
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If we click on Enrol cohort, all 24 users of the cohort will be enrolled and
synchronized. Moodle will automatically create an enrolment method instance for
the course and populate the two fields (Cohort and Role) accordingly. We could
have added the enrolment method as before, but going via the list of already-
enrolled users is a viable alternative. As with self enrolment, cohort sync allows
multiple instances inside a course.

If we select Enrol users, all 24 users of the cohort will be enrolled to the course in a
way similar to manual enrolment. However, no further synchronization is carried
out. It is effectively the same as manually enrolling all 24 users, but in a single step.

Cohort synchronization is a great way to organize your users if you have groups
that have to be enrolled in multiple courses. Whether to use one-off or permanent
synchronization depends on the turnover of group members and whether courses
have to be kept in sync with those groups.

Database-driven enrolment

In larger organizations, it is common to store certain user-related information
on a separate database or directory. If this information contains course-related
information it should be utilized for enrolment. In doing so, you minimize the
effort that is necessary when using manual enrolment.

1
‘Q Unlike internal enrolment methods, database-driven enrolment cannot be

configured at course-level. They are applied across the site once set up.

LDAP

Lightweight Directory Access Protocol (LDAP) is an application standard for
querying and modifying directory services running over TCP/IP. It is used by many
organizations to store learner details and is therefore well suited as an enrolment
source for Moodle.

It is necessary that the PHP LDAP extension is installed on the server for the
enrolment to work. If it is not installed, Moodle will display an error message. The
module also supports Microsoft's implementation of LDAP, called Active Directory,
as well as OpenLDAP, an open source implementation of the authentication
mechanism. Most sites that use LDAP enrolment also use LDAP for authentication,
which is discussed in great detail in Chapter 5, User Management.
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The principle of the enrolment method is rather simple, but effective. The
information stored in the data source about students, teachers, and courses is
mapped to the Moodle counterparts. Enrolments are updated when a user logs
in. All we have to provide are the mappings.

Moodle makes a number of assumptions when working with LDAP enrolment:

*  Your LDAP tree contains groups that map to courses
* Each group has multiple membership entries to map to students

e Users have a valid ID number field

The LDAP settings are located in Plugins | Enrolments | LDAP enrolments.

They have been annotated with detailed explanations hence I will not repeat them;
instead, I will provide additional information where applicable. If you are not sure
where to locate some of the required information, contact your system administrator.

There are six sections of parameters that have to be provided:

* The LDAP server settings establish the connection to the directory. LDAP
servers with SSL encryption are also supported

* The Bind settings specify details about the credentials to access the LDAP
server, that is, the provided username and password

* The Role mapping specifies how user-related information is stored in the
LDAP server. The roles, which contain a context (usually the same as the
one in the server settings) and the member attribute (user IDs), have to be
set. It is important to set the Search subcontexts correctly. If it is set to No,
sub-contexts will not be searched, but the search is potentially faster and vice
versa. Also make sure that the User type is set to the type of server you use,
for example MS ActiveDirectory.

* The Course enrolment settings specify how course and module information
is stored on the LDAP server. It also provides options for different forms
of unenrolment.

* The Automatic course creation settings are a potentially time-saving feature.
A course is created for each entry on the LDAP server in the category
specified. To expedite the process and to guarantee consistency among
courses, you should create a course with the preferred settings and use it
(its course ID) as a template for all newly-created courses.
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* The Nested groups settings let you to configure support for groups of
groups inside your LDAP server

LDAP server settings

HostURL  idap:/12345.67.89 | Default: Empty

snrel_idap | hosl_uf
Specify LDAP host in URL-form like Ydap:/Adap.myong.com’ or 1daps:iidap.myong.com’
Version  [[3]#] Defauit3
wl_idap | Hap_vamion

The version of the LDAF protocol your server is using

LDAP encoding utf-8 Default: utf-8

enml_idap | dapen

coding

Specify encoding used by LDAP server. Most probably utl-8, MS AD v2 uses default platiorm encoding such as cp1252, cp1250, etc

Bind settings
Bind user distinguished groups, de=idap, dc=uni, dc=ac, « Default: Empty
name
enrel ldap |bind_dn vy want 1o use a bind user to search users, specily it here. Someting like 'cn=ldapuser,ou=public.0=0rg’
Password ["mnﬂ«n«»mnucl L\ Uninask

anml_idap | bind_pw

Password for the bind user

Role mappie~—"

Map roles from LDAP  Roles LDnchrltgrrr—f”;’
enrl_idap | mle_mapping e

Manager __ _——

Working with LDAP enrolments often requires a degree of trial and error. It is
recommended to create a number of sample courses and enrolments in a playpen,
before applying the mechanism to your production server.

External database

A lot of organizations use a Management Information System (MIS), either
proprietary or developed in-house, that holds information about staff and/or
learners and the courses that they are enrolled in. It makes perfect sense to utilize
this data for enrolment to Moodle. As all MISs use a database at their core, all we
have to do is to get access to the relevant data.
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The bad news is that there is a plethora of database systems out there that need to
be supported, from the big players such as Oracle and Microsoft SQL Server to the
lesser-known systems such as Informix or Sybase. The good news is that there exists
a layer called ADO, the successor to ODBC, which does all of the hard work for us.
We only have to talk to the ADO layer and its internals will deal with the rest, no
matter what database it is talking to.

The database has to contain course ID and user ID fields. These two fields are
compared with fields that you choose in the local course and user tables.

M Get your database administrator to set up a read-only view of the
Q relevant data and provide you with the details. That way, your enrolment
mechanism is nicely decoupled from the database itself.

To configure database-driven enrolment, go to Plugins | Enrolments |
External database:

External database connection

Database driver Default: Empty

enm|_detabase | dbtype

ADOdb database driver name, type of the external database engine.

Database host http:/f123.45.67.89 Default: localhost

enml_database | dbhost

Type database server IP address or host name

Database user MOODLE Default: Empty
enml_dstabasa | dbusar
Dalabase PASSWONT | seeessesersesrenrens ) unmask ___—m™™
enrol_dslabase | dbpass e

—

R

The database connection settings have been annotated on the screen with good
explanations, which I will not repeat. If you are not sure where to locate some
of the required information, contact your database administrator.

M Some databases, such as Oracle, are case-sensitive, that is, field names
Q have to be provided with the correct casing for the database link to
work properly.
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Flat file

Moodle provides a flat file enrolment mechanism that is configured at Plugins |
Enrolments | Flat file (CSV). The method will repeatedly (via the Moodle cron
process) check for and process a specially-formatted Comma Separated Value (CSV)
file in the location that you specify. The format of the file is as follows:

Field Description

operation add (to add an enrolment) or del (to remove it).

role See Flat file mapping in the lower part of the same screen, for example
student or editingteacher.

idnumber ID number of the user to be enrolled (optional).

(user)

idnumber ID number of course in which the user is to be enrolled (optional).

(course)

starttime/ Start/end time in seconds since epoch (January 1, 1970) (optional).

endtime

Below is a sample file snippet:

add, teacher, 5, Psychologyl

add, student, 12, Psychologyl

del, student, 17, English2

add, student, 29, English, 1207008000, 1227916800

The start time and end time have to be provided together. To generate the numbers
since epoch, it is best to use an online converter.

In the text file settings in Plugins | Enrolments | Flat file (CSV), you have to
provide the absolute file location on the server. Moodle has to be able to read
the file and delete it once it has been processed.
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You can choose to send a logfile to the administrator and a notification to teachers
and students. The default roles (Flat file mapping) can be overridden with other
values, if required:

File location Jpackt.ab.localtempdata/enrol.txt. Default: Empty
enml_flatfile | location
Motify students by email E‘ Default: Mo
enmol_flatfile | maistudents
Motify teachers by email [l Default: No

enml_flatfile | maiteachars

MNotify admin by email | Default: No
enml_flatfile | mailadmins

Flat file mapping

Manager manager Default: manager
enml_fiatfie | map_1
Course creator coursecreator Default: coursecreator
anml_fatfile | map_2
Teacher editingteacher Default: editingteacher
ennol_flatfie | map_3
Non-editing teacher teacher Default: teacher
enml_flatfile | map_4
Student student Default: student
enmol_fiatfie | map_5&

IMS Enterprise file

The IMS Global Learning Consortium has specified an XML file format that
represents student and course information. Moodle is capable of using any file that
conforms to the format as its enrolment source. Like the flat file format, Moodle
checks regularly for its presence and, if found, it will process the file and delete it.
You can find details of the basic structure of the format at docs.moodle.org/en/
IMS_Enterprise.

The plugin is also able to create user accounts if they aren't yet created, or change
user details if requested. Furthermore, new courses can also be created if they are
not found on Moodle.
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All other fields, including role mappings, are self-explanatory. They can be found at
Plugins | Enrolments | IMS Enterprise file:

IMS Enterprise file

This method will repeatedly check for and process a specially-formatted text file in the location that you specify. The file must follow the IMS
Enterprise specifications containing person, group, and membership XML elements.

Basic settings

File location Nariwww/moodiedata/fimx.td Default: Empty
anml_mssntemise |
mafialocation

Log file output location Default Empty
(blank for no logging)

anml_imsontemmse

lglabaation

Notify adminby email () Default: No
anml_msentepnse | maiadmns

User data options

Create user accounts for E Default No
users not yet registered in

Moodle IMS Enterprise enrolmant data typically describes a set

enmnl_imsentepise found in Moodle's database.

crealanowusens

Meta courses—sharing enrolment across
courses

Meta courses are courses that take their enrolment from other courses. They populate
many courses from one enrolment, or one course from many enrolments. There are
two main scenarios when this is useful, which are as follows:

*  When multiple courses want to share information or resources (meta course)

*  When a course is part of a qualification where students have to be enrolled in
a number of courses; each course is set up as a meta course
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Both scenarios are depicted in the following diagram:

Go to Plugins | Enrolments | Course meta link. The list contains any roles that are
not synchronized, that is, users with those roles in child courses will also be given

access to their parent courses:

Course meta link enrolment plugin synchronises enrolments and roles in two different courses.

Roles that are not Manager (manager)
synchronised Course creator (coursecreator)

enrol_meta | nosyncroleids Teacher (editingteacher}
Non-editing teacher (teacher)
Student (student)
Guest {guest)
Authenticated user (user)
Authenticated user on frontpage (frontpage)

Default: None

By default all course level role assignments are synchronised from parent to child courses. Roles that are
selected here will not be included in the synchronisation process. The current roles wil be updated in the

nExt Cron execution.

Teachers have the right to set up meta courses and to manage their dependents via
the Course meta link under Enrolment method in the Users section of a course.
While it is the role of the teacher to manage meta courses, experience has shown
that the administrator is frequently asked to set these up on behalf of others.
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1
‘Q A child course gives its enrolments to the parent course. Create a

link from the parent course to the child course.

To set up the first scenario, as shown in the diagram earlier, where the meta course
holds shared resources, you have to create all four courses first and create three
separate course meta link instances from within the Computer Science Resources
course. Each instance has to link to a separate child course:

Course meta link

Link course™ ¥ Choose...
Extreme Programming [Extreme]

PHP Programming [PHP ]

Induction Program [Induction]

Course Handbook [Handbook]

Test [Test] E ;
Demo [Demo] gt

To model the second scenario, you will have to create all 13 courses (one course for
MSc Software Engineering and a course for each unit) and add a course meta link
method in each of the 12 parent courses to the MSc Software Engineering course.

Meta courses are a great way to synchronize users across courses. There are scenarios
where you can achieve the same with cohorts and cohort synchronization. If this is
the case, it is usually the preferred option to work with cohorts as they are easier to
manage, especially on larger sites.

Enrolment with payment

Moodle comes with a single enrolment plugin that enables you to set up paid
courses. There exist other third-party plugins fulfilling the same purpose, but they
have not been incorporated into the core Moodle system. Popular examples are
Course Merchant (a fully-featured e-commerce service, dedicated to e-learning
applications) and Authorize.net (a payment gateway which supports credit card
and electronic check payments).

PayPal

Moodle supports payments for courses, a feature that has been implemented as an
enrolment plugin. Simply put, once the payment has been successful, the user will be
enrolled in the course.
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You have to specify the default cost and currency at site level (Plugins | Enrolments
| PayPal). This amount can be overridden in the course. If the amount for any course
is zero, students are not asked to pay for entry. If you enter an enrolment key in the
course settings, then students will also have the option to enrol using a key. This is
useful if you have a mixture of paying and non-paying learners.

You require a valid PayPal account that can be set up at no cost at www. paypal . com.
The notification parameters indicate who is going to be sent an e-mail once a

user has enrolled via a PayPal payment. The language encoding has to be set

to UTF-8/Unicode in the More Options area of your PayPal account.

PayPal business email paypal@youremail.com Default: Empty
anmol_paypal |
paypaibusinass
The email address of your business PayPal account

Maotify students Iﬁ Default: No

anmol_paypal | mailstudents

Motify teachers ™ Default: No

anml_paypal | maiteachars

Notify admin [ Default: No

enm|_paypal | mailedmins

Enrolment instance defaults

Default enrolment settings in new courses.

Allow PayPal | ves (3| Default: No
enrolments

enmal_paypal | status !
_paypal| N Allow users to use PayPal to enrcl into a course by default.

Enrol Cost 199 Default: 0

enmol_paypal | cost

Currency | Euros 3| Default US Dollars

ennol_paypal | cumency

efault role assignment [ Student 3] Default: Student
enrol_paypal | roleid

Select role which should ba assigned to users during PayPal enrclments

Enralment period 0 Default 0
enmol_paypal | enmlpenod

Default length of the enrolment paricd (in seconds).
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Inside a course you can create multiple instances of PayPal enrolment methods.
This allows you to charge different amounts to different user groups/roles or in
different currencies.

Pay Pﬂ' 7

PayPal

Custom instance name Payment reduced

Allow PayPal | Yes -:3

enrolments

Enrol Cost [1g8 |

Currency [Euros  |&

Assign role | Student A

Enrolment period 0 days + [ Enable

Start date (14 (3] [February (3] [ 2011 [4] ¥ Enable
End date 13 +| | February || 2011 % |0 Enable

Moodle has the ability to test the PayPal enrolment mechanism using the PayPal
developer sandbox. You will have to add $CFG->usepaypalsandbox to your
config.php file (see Appendix, Configuration Settings for details).

Summary

In this chapter, you have learned everything about courses and categories. As we
have discovered, courses are key to Moodle as they contain all the learning activities
and content prepared by teachers and used by students. Even Moodle's front page is
a course, but we will deal with this later when we customize the look and feel of
your VLE.

Closely related to courses is the enrolment of users. It is important that you
understand the difference between enrolment, which we've covered in this chapter,
and authentication, which we will discuss in great detail in the following chapter.
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In this chapter, you will learn how to manage users in your Moodle system. We will
first look at what information is stored for each user and how we can extend their
profiles. We will then perform a number of standard user actions. Finally, we will
deal with a wide range of user authentication mechanisms, before concluding the
chapter with a best practice section. To summarise; we will cover the following topics:

* User profiles

* Standard user actions (manual and bulk)

* Manual accounts (including batch upload)
* User authentication

* Usernames— best practice

A lot to take in, so we'd better get going!

User profiles

Other than guest users, each user has a profile that contains information about him
or her. We will first deal with the information that is stored for each user and how it
is organized in Moodle.

You can view or change your own profile by clicking on your name, which is usually
found in the header or footer of your system. Click on the Edit profile link in the
Settings block to view the most commonly used fields. To modify the profiles of
other users, click on the Edit link besides their name in Users | Accounts | Browse
list of users.
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Profile fields

Moodle user profiles are divided into a number of categories, of which the first four
cannot be changed via the Moodle user interface:

* General: Standard user fields

* User picture: Image of the user

* Interests: Tags for social networking activities

* Optional: Additional user information

* User-defined: Newly created fields

General category

The following screenshot shows the profile fields of the General category:

General

Username™ admin o

Ch an authenticati Manual accounts e

method (3)

New password (3) ~ |sreesseassecens Unmask

Force password change ] o

@

First name™ Alex :| o

Surname™ Blichner

Email address™ packt@synergy-leaming.com

Email display Allow everyone to see my email address ™ o

Email format | Pretty HTML format 4

Email digest type No digest (single email per forum post) %

Forum auto-subscribe | Yes: when | post, subscribe me to that forum o

Forum tracking No: don't keep track of posts | have seen

When editing text | Use HTML editor (some browsers only) + | o

AJAX and Javascript Yes: use advanced web features * o

Screen reader (3) | Yes 2 o

City/town™ Belfast

Select a country™ United Kingdom

Timezone Server's local time ¢ @

Preferred language English {en) *

Description @ Font family | = | Font size ~ || Paragraph = || £} Ec) St =
B I U #x x| E =||J & || A 22 - on
EEEE 2L Aa® Q H|wm P -
Author of "Moodle Administration 1.9"
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Most of these items are self-explanatory; but there are a few things you need to know
about each of them. Here is a brief description of each profile element, along with
tips on how to use them effectively:

1.

Username: A unique username has to be provided. By default, only
alphanumeric lowercase characters, underscores (_), hyphens (-), periods (.),
or the at symbol (@) are allowed. If you also want to use other characters in
usernames, such as umlauts("), you will have to enable this by turning on
the Allow extended characters in usernames in Security | Site Policies. It is
important to remember that you should have administrator rights to change
the username.

Authentication method: This menu allows changes to the authentication
method for the user. Oddly, it is possible to choose from the list of all
installed authentication plugins, even though only a subset has been
configured and enabled.

1
‘Q Selecting the incorrect authentication method will prevent

users from logging in or even delete their account completely!

Password information: A password should be provided for security reasons.
If the user should change the given (default) password on their first login, the
Force password change option has to be selected. You can unmask (show)
your own password, but not that of other users. However, you can override
the existing password of a user.

If the Password policy is enabled (Security | Site policies), the password
has to adhere to that policy.

For more details on password policy, see Chapter 11, Moodle
s Security and Privacy.

4. First name and Surname: These are compulsory fields for users, for which

diacritical marks are fully supported.
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5. E-mail information: By default, there are three entries dictating how Moodle
and other users can communicate with the current user through e-mail:

Email address This is a compulsory field and has to be unique in
Moodle. It is important that the address is correct, as
Moodle makes regular use of it; for example, to notify
when new posts have been added to a forum.

Email display Choices can be made as to who exactly can see the user's
e-mail address. The choices are: Hide my email address
from everyone, Allow everyone to see my email address,
and Allow only other course members to see my email
address. Administrators and teachers (with editing rights)

will always be able to see e-mail addresses, even if they
are hidden.

Email format This setting dictates whether e-mails sent from Moodle
is formatted using pretty HTML (default) or is sent in
plain text. Most modern e-mail clients have the ability to
receive and display HTML content.

6. Forum information: There are three forum-related entries:

Email digest type This setting determines how a user receives posts from
forums to which a subscription exists. There are three
possible choices, which are: No digest (single email per
forum post), which is the default, Complete (daily e-mail
with full posts), or Subjects (daily e-mail with subjects

only).
Forum auto- This setting dictates whether a user is automatically
subscribe subscribed to forums in which he or she posts.
Forum tracking If enabled, posts that have not yet been read will be

highlighted, which improves forum navigation.

7. When editing text: This option determines whether to use plain text or the
native HTML text editor in Moodle. It can usually be left to Use HTML
editor (some browsers only), which allows for text formatting options. If
a user is experiencing difficulties when editing text, the setting should be
changed to Use standard web forms.
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8. AJAX and JavaScript: Moodle has a drag-and-drop interface that is used at
various places making use of AJAX and JavaScript; for example, arranging
items in courses. If a user's web browser does not support these technologies
(older or unsupported browsers, some Linux browsers, and browsers on
handheld devices and games consoles have occasional problems with this
new technology), the option should be set to No: use basic web features.

9. Screen reader: If enabled, pages will be rendered accessible via screen
readers that are used by visually-impaired users.

For more information on screen readers, see the Accessibility
VS section in Chapter 7, Moodle Look and Feel.

10. Location, Timezone, and Language: City/town and Country are used
to further identify users by geographical location. They are all
compulsory fields.

Timezone is used to convert time-related messages on the system (such as
assignment deadlines) from the local time (typically, the server time) to the
correct time in whichever zone the user has selected. This is necessary as
your users may be geographically spread across a number of time zones.
The default city, country and time zone can be specified in Location |
Location settings.

The default language of the system is shown and can be changed to the
Preferred language of the user. We will deal with localization in Chapter 9,
Moodle Configuration.

Also, a Description field is shown, which is used to provide additional information
about the user. As an administrator, you can leave the field empty. However, when
a user logs in to his or her profile, populating the field is compulsory.

A number of additional options might appear in the user's profile, for example;
Preferred theme or Email charset, but this requires settings to be changed elsewhere.
We will mention these when the respective topics arise.

User picture category

The second category is called User picture and, as the name suggests, deals with the
image attached to a user profile.
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To upload a new picture, click on the Choose afile... button and upload or select the
image from the file picker. The image cannot be larger than the maximum size listed
(here, 2 MB) or it will not be uploaded. If your image is too large, we recommend
reducing its size to a minimum of 100x100 pixels. Supported formats are JPG and
PNG, however, be careful with transparent backgrounds as they are not supported
by older browsers.

The Picture description field is used as alt tag, to conform to accessibility guidelines.

User picture User picture
Currant picture None Current picture i
Delete =)
Dulote =
New picture 0. - e
@ Lo Maximum size for new files: 2MB ey picture @ = t":‘z}.u*"?‘._i Mandirum size for new Sios: 2MB
No files atached
Picture description My picture Pictura description "My picture

Once a picture has been assigned, it will be shown in place of the None label. To
remove the picture, check the Delete checkbox and the picture will be removed
when the profile information is updated.

Moodle will automatically crop the image to a square and resize it to 100 x 100 pixels
for the larger view, and 35 x 35 pixels for the smaller thumbnail view.

u Both of these small images are created by Moodle in the
~ upload process, which also reduces the file size to around
Q 4K. All uploaded user pictures can be viewed by a logged-in
administrator via the URL <moodleurl>/userpix.

If you suspect that your learners are likely to misuse this feature by uploading
unsuitable pictures, you can disallow the functionality. Go to Security | Site policies
and check the Disable user profile images checkbox. Bear in mind that once this
feature is disabled, pictures cannot be assigned to any users (except the administrator),
nor will it be possible for teachers to represent groups in courses with images.

Interests category

Interests, such as hobbies or professional activities, can be entered and have to be
separated by commas. The given List of interests represents tags, which are used
by Moodle activities such as the Flickr and Youtube blocks. You can find more
information about tagging at docs.moodle.org/en/Tags and in the Collaboration
section in Chapter 9, Moodle Configuration.
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Interests
List of interests @

Enter tags separated by commas

Moodle, Mahara, triathlon, R.EM

Optional category

More personal details are grouped under the Optional category:

Optional
Web page
ICQ number
Skype ID
AIMID
Yahoo ID
MSN ID

ID number
Institution
Departmeant
Phone
Mobile phone

Address

WWw.synergy-leaming.com

synergy-leaming

+44 (0)28 9028 8830

Unit 5b Weavers Court Linfle

1. Web page: This is the URL of the user's web or home page.

2. Messenger Information: Moodle supports a range of popular messenger
services. These are: ICQ, Skype, AOL Instant Messenger (AIM), Yahoo
Messenger, and Microsoft's MSN. When entering any of the services' IDs,

Moodle will make use of their functionalities, if possible (for instance,

displaying the user's Skype status information in their profile).

3. ID number, Institution, and Department: This contains IDs of students or

staff and information on school and department.
4. Contact Details: It has the user's phone numbers and postal address.

Some organizations rename some of these fields to ones that are required in their

setup. For more information on how to do this, see the Localization section in

Chapter 9, Moodle Configuration.
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Creating user-defined profile fields

Moodle allows new arbitrary fields to be added to the user profile. This feature can
be found in Users | Accounts | User profile fields.

Profile categories

The profile fields are organized into categories (General, User picture, Interests, and
Optional). Additional categories can be created and user-defined fields can then be
placed within this new categories. A default category called Other fields is already
present, which can be deleted or renamed via the standard Moodle icons. To create

a new category, click on the Create a new profile category button.

No fields have been defined

Parental Responsibilities .

No flelds have been defined

Create a new profile field:
Date/Time

IOR Menu of choices
Text area

Text input Create a new profile category

You will be asked to provide a unique category name. The category will be displayed
at the bottom of the user profile, once profile fields have been added to the category.

Profile fields

Once a category has been created, five types of profile fields can be added to Moodle
via the Create a new profile field pull-down menu:

* Checkbox (values can be true or false/yes or no/on or off)

* Date/Time (date and an optional time field)

* Menu of choices (selection of a value from a pre-defined list)

e Text area (multiline formatted text)

* Text input (single line of text or a number)
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Once you have chosen your field type, you will be taken to a settings screen for that
field. It has two sections. The Common settings section deals with parameters that
apply to all fields and the Specific settings section deals with parameters that apply
only to the chosen field type.

Common settings

Short name {must be unique)™ Contact_1

Name™ 1. Contact Person

Description of the field Font family - | Font size - || Paragraph = || %} 3 "\:r =
B I Usmx, x| EE=|F L EEIA - -1 1

EHEQH|me-

. £y
= i=

Primary contact person

Path: p y
HTML format  +
Is this field required? No
Is this field locked? Yes +
Should the data be unique? No
Display on signup page? No
Who is this field visible to? (3) Visible to user
Category Parental Responsibilities -

The Short name is a unique identifier of the field that is accompanied by the Name
textbox, in which the name specified is the label displayed in the profile. An optional
description of the field can be given in Description of the field.

If the field is to be made compulsory, the Is this field required? option has to be set
to Yes. The field can be locked. That is, the user can be prevented from modifying it.
If the value entered needs to be unique, the Should the data be unique? field must
be changed accordingly.

When self-registration is enabled, a number of default fields have to be provided at
signup. If the new field is also to be displayed on the signup page, the Display on
signup page? option has to be set to Yes. This can be very useful in a commercial
training setting, when additional information such as the address of the learner or
previous qualifications are required.
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The custom field can be given one of the following three visibility settings:

The Not visible setting is typically set by an administrator who wants
to hold private data on the users

The Visible to user setting is normally selected for fields that hold
sensitive information

The Visible to everyone setting is used for any other type of information
This is the default setting.

A Category has to be selected from the list of created values entered before the
specific settings can be provided for each field type. It is only possible to select
newly-created categories; unfortunately, default categories cannot be selected. For
example, if you wish to extend the existing address field with a zip code, you will
have to do this in a separate category.

In addition to the common field settings, specific settings also need to be provided
for each profile field type:

Checkbox: This type has only a single setting. It specifies whether the
checkbox will be checked by default in new user profiles, or not.

Date/Time: The Start year (by default, the current year) and the End year (by
default, the current year + 30) have to be specified. Additionally, an optional
time field can be included by checking the include time? option.

Menu of Choices: For this type, a list of Menu options (one per line) and
an optional Default value have to be provided. The list consists of a single
item per line. In the following screenshot, three options (Father, Mother,
and Carer) have been entered, with Mother being the default value:

Specific settings

Menu options (one Father
per line) Mather
Carer

Default value Mother

If you wish to allow empty values, leave the first entry empty.

Text Area: This type allows users to define a Default value in a
free-form textbox.
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* Text Input: For this type, a Default value, the Display size (size of textbox),
and the Maximum length have to be provided. Additionally, it has to be
specified if the field is a password field, which will lead to masking being

turned on, if enabled.

The Link field lets you create dynamic links, where a $$ represents the
parameter that will be replaced with the entered text. In the following
screenshot, we have specified http;/twitter.com/$$. The transformed link
will be shown in the user profile. The Link target specifies where this link
will be opened once selected.

Specific settings
Default value

Display size

Maximum length

Is this a password field?
Link (3)

Link target

30
2048

| No 3|

http:/ftwitter.com/$$

| Mew window  + |

Once all the required fields have been added, the order in which they will be
displayed in the user profile can be changed by using the up and down arrows,
as shown in the following screenshot:

Parental Responsibilities .

Profile field

1. Contact Person
Relationship
Parent at work?
Comment

Expiry date

Twitter ID

Edit

"X ¥
H#XT ¥
5#XT ¥
“#X1T¥
H#XT ¥
H5X1T
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These fields will now be shown in the user profile in the same way as generic
Moodle fields:

Parental Responsibilities

1. Contact Person Andrea McAlister
Relationship Mother | &
Parent at work? ¥

Comment

Font family | = | Font size + || Paragraph - = |
B J Usx x| EEE|J 2 0HEA - - mm
:EEE *;E &n@szﬁHTmI?v
Hearing difficulties
Path: p A
| HTML format _C]
Expiry date 15 % | | February 2011 %] [ 1614 ]| [ 4543 ] [ Enable
Twitter ID

Standard user actions

So far, you have learned what type of user information Moodle holds and how to

extend the information that is stored in each profile. Now, it is time to work with
existing users on your system.

Browsing users

The quickest way to get access to your Moodle users is via Users | Accounts

| Browse list of users. Initially, a list of users is displayed (as in the following
screenshot), ordered by First name. Thirty users are shown at a time and, if
applicable, you can navigate via the (Next) and (Previous) links or jump directly to
another page by clicking on the respective number. Each column can be sorted in
ascending or descending order by clicking on the column header:
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147 Users

Page: 1 2 3 4 5 (Next)
New filter
§ show acvanced |
User full name [ contains ry
Add filter
First name / Surname Email address City/town Country Last access
Adam Stevenson Adam.Stevenson@yourschool.org.uk Belfast United Kingdom Never Edit = Delete
\Alan Kerley alan.kerley@packtbook.com Belfast United Kingdom Never Edit Delete
\Alex Biichner packt@synergy-learning.com Belfast United Kingdom 1sec Edit
|Alex Newton Alex.Newton@yourschool.org.uk Belfast United Kingdom Never Edit = Delete
/Amanda Binnington Amanda.Binnington@yourschool.org.uk Belfast United Kingdom 9 hours 1 min Edit Delete

You can view an individual's profile information by clicking on a user's name in the
first column. Here, you are looking at your own (admin) profile and not the profile of
another user:

Settings Alex Blchner

¥ My profile settings

" Edit profile I
" Change password S Gountry: United Kingdom
. City/town: Belfast
Roles Address: Unit 5b Weavers Court Linfield Road
B Sacurity keys Email address: @synergy-learning.com

e alnE Web page: v.Synergy-lea _u ._-!\.g com
— Skype ID: synergy-learning ‘&3
¥ Blogs Twitter ID: mebuchner
4 Site administration Course prafiles: Extreme Programming, PHP Programming
First access: Saturday, 8 January 2011, 07:15 PM (37 days 23 hours)
Last access: Tuesday, 15 February 2011, 06:21 PM (15 secs)

The profile provides detailed information about the user. Hyperlinks are provided
to e-mail, web pages, and some messaging services. For instance, in the preceding

screenshot a link is provided to launch Skype, indicating that the user is currently

unavailable.
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When you look at the profile of another user account, you will see a Login as link in
the Settings block, which lets you masquerade as another user. This is useful when
tracking down issues, which you cannot locate as administrator. To view all user
profile fields of a user or to modify any of them, as discussed earlier, click on the
Edit profile link.

You can specify which information about a user is shown on a user's public profile
and thus is visible to others. Go to Users | Permissions | User policies and select
the fields that should not be shown in the Hide user fields list.

To delete a user, go back to the user list and click on the Delete link in the right-hand
column. A confirmation screen has to be answered before the user is irreversibly
removed from Moodle. Actually, the user is irreversibly removed only from
Moodle's user interface. Internally, the user is still retained in the database with the
deleted flag turned on. This is necessary so that certain contributions of that user
don't disappear, for instance, forum posts.

Filtering users

Very often, we may be required to search for a particular user or for a number of
users. Moodle provides a very powerful and flexible filtering mechanism to narrow
down the list of displayed users. In basic mode, you can filter by full name, that is,
first name and last name combined. The following filter operations are available, all
of which are case-insensitive:

Filter operation Description

contains The provided text has to be contained in the field

doesn't contain Opposite of contains

is equal to The provided text has to be the same as the value of the field
starts with The field has to begin with the provided text

ends with The field has to end with the provided text

is empty The field has to be empty
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For example, when adding a filter Full name starts with "chr", all users whose name
begins with "chr" are displayed. See the following screenshot:

Active filters

[ User full name starts with “chr”

First name / Surname Email address City/town Country Last access

Chris Barnes chris.barnes@yourschool.org.uk Belfast United Kingdom Never Edit Delete
Chris Cole Chris.m.Cole@yourschoal.org.uk Belfast United Kingdom Never Edit  Delete
Chris Driver chris.driver@yourschool.org.uk Belfast United Kingdom Never Edit Delete
Chris Finnigan chris.finnigan@yourschool.org.uk Belfast United Kingdom Never Edit Delete
Christina Medford christina.medford @yourschool.org.uk Belfast United Kingdom Never Edit Delete

You can see at the top that the added filter is now active. This becomes more
useful once multiple filters have been added, which is done in the advanced mode
(the Show Advanced button). Now, we have the ability to apply filters to a wide
range of fields:

User full name
Surname’

First name”
Email address”
Cityltown™
Country”
Confirmed”
Course role”
System role”
Cohort ID”
First access ™
Last access
Last login™

Last modified”

Username”

Authentication™

| contains ol
| contains 3
| contains e
| contains il
| contains ol

| is any value % || United Kingdom

| any value |

 Fice advanced

| any role + || any category T
| any role 3
| is equal to 3
[ is after| 26 | | July 2011 :
[l is before| 26 | | July 200102 Never included
[ is after| 26 & | | July 2011 3
[ is before| 26 & | | july 207103 Never included
[l is after| 26 = | | July 2011 :
™ is before| 1 ¢ | [ January s || 2011 ¢ | Meverincluded
[ is after] 26 : | | July 2011
[l is befora| 26 | | July 203102 Never included
| starts with 3|07
| any value =
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For instance, in the preceding screenshot, we were looking for all users whose
username starts with 07, (our naming scheme starts with the year of entry) and who
haven't used the system this year. Using this mechanism, it is possible to add as
many filters as required.

Every time a filter is added, it will be shown in the Active filters frame and will be
applied to the user data in Moodle:

Active filters
] Lastlogin is before Saturday, 1 January 2011, 12:00 AM
] Citytown is equal to "London™

] Email address ends with "yourschool.org.uk”

Here, three self-explanatory filters have been added. It is now possible to either
delete individual filters (select the filter and click on the Remove selected button)
or Remove all filters.

The filter criteria for text fields have been described earlier in this section. Depending
on the field type, there are a number of additional operations that can be used, as
listed in the following table:

Filter Operation Field Type Description

is any value Lists All values are acceptable; filter is disabled

is equal to Lists List value has to be the same as the one selected.
isn't equal to Lists Opposite of is equal to.

any value Yes/No Value can be either Yes or No; filter is disabled.
Yes Yes/No Value has to be Yes.

No Yes/No Value has to be No.

is defined Profile fields  The field has to be defined for the user.

isn't defined Profile fields =~ Opposite of is defined.

is after Date All dates after specified day, month, and year.
is before Date All dates before specified day, month, and year.
Never included Date Users who have never logged in.

The Authentication criterion offers a selection of all authentication methods
supported. We will deal with these later in the chapter.

If user profile fields have been specified, an additional Profile criterion is shown,
offering a choice of all user-defined fields (as specified earlier).
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The current filter settings are saved and can be used the next time you log in. Not
only that, they are also saved for bulk uploading, which is covered next.

Bulk user actions

There are several actions that Moodle allows you to take on many users at a time.
You can:

* Confirm registration

* Send a bulk message

* Delete users

* Display a summary of their profile

* Download their profile details to a file

* Force a password change

As an administrator, you can apply these operations, which Moodle calls bulk user
actions. They are accessed at Users | Accounts | Bulk user actions.

New filter

User full name contains + | chris

Users in list

Users (3) Awvailable |All users (158) Selected |All selected (5/155)
Adam Stevenson Chris Barnes
Alex Biichner Chris Cole
Alex Newton Chris Driver
Amanda Binningten Chris Finnigan
Amanda hutchingson Christina Medford
Andrew Craig
Andrew Elleray

Andrew Greenhouse
Andrew Simpson

Andrew Wright
Andy Hodnett
Andy Lowes
Anthony Bennett
Barrie Saxby
Selected user list... (3)
+ Choose..

. Confirm
With selected users.. .., message
Display on page
Download
Force password change

The screen contains two main parts. The first part is the familiar filter and is identical
to the one in the Browse list of users submenu. Interestingly, filters that are already
created will also be displayed in this screen, as they have been saved.
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The second part displays the users that match the specified filter criteria in the
Available list. Before you can do anything with the users, you will have to move
them into the Selected list using the Add to selection button. In the preceding
screenshot, five users have been moved across. To move them back to the Available
list, select the users and press the Remove from selection button. Two shortcut
buttons exist, which allow you to Add all users from the Available list to the
Selected list and to Remove all users (move them in the opposite direction).

The advantage of this approach is that you can apply a number of filters in
succession and select the respective users. For example, if you wish to select

all users from two entry years, you can create a User full name starts with "07"
filter for all usernames starting with "07" and select all the users that show up in
the results. You can then delete the filter and create another filter for all usernames
starting with "08". For the theorists amongst you, this is the equivalent of a logical
UNION operator.

When the Go button for the With selected users... drop-down menu is clicked,
the operation selected will be performed on the users from the Selected list. The
available operations are shown in the following table:

Action Description

Confirm After a confirmation screen, pending user accounts will be confirmed.
This is only applicable to self-registrations.

Send a message You are asked to write a message body, which will be sent to the
selected users.

Delete After a confirmation screen, users will be irreversibly removed from
the system (see information about user deletion in the Browsing users
section discussed earlier).

Display on page User information is shown on screen. The fields displayed are Full
name, Email address, City/town, Country, and Last access.

Download You can choose between three download formats:
*  Text: Comma-separated text file
* ODS: Open Document Format
e Excel: Microsoft Excel
The fields that are included are (Moodle's internal user) id,
username, email, firstname, lastname, idnumber, city, and country.

Force password Users will have to change their password next time they log in
change to Moodle.

Now that we know how to deal with existing users, let's have a look at how they are
added to the system.
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Manual accounts

There are two ways for users to manually access an existing Moodle system and its
courses. This can be done by:
* Adding individual users

* Uploading users in bulk

You will learn how to perform and support each type in the two sections that follow.

Adding individual users

To add user accounts manually, go to Users | Accounts | Add a new user. You will
be confronted with the same screen as when you edit a user's profile.

You should avoid adding individual users as much as possible as it is a very time-
consuming, cumbersome, and potentially error-prone procedure. However, there
are situations when you cannot avoid it. For example, when a pupil joins the school
halfway through the term.

If you have more than one user to add, use Moodle's batch uploading facility, which
we will look at next.

Bulk uploading and updating users and their
pictures

Uploading users in bulk allows you to import multiple user accounts from a text file
or you can update user accounts that already exist in your system.

Student information is often available in existing applications, such as the internal
student management information system, which can export data to an Excel
spreadsheet or directly to a text file.

= -
] ] )
J ; —— Moodle
= ©
MS Excel Comma Separated Moodle
Spreadsheet Value(CSV) File Course(s)

You will find good documentation on uploading and updating users in batch mode
at docs.moodle.org/en/admin/uploaduser.
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Text file format

Before uploading users, you have to generate a text file that must conform to a
certain format. Its general format is that of a Comma Separated Value (CSV) file,
which is a flat text file format. You can create such a CSV file in Excel or any other
spreadsheet application. Use the first row to provide field names, and then fill in
each cell with the required data. Then save the file as CSV, making sure that you
specify that the top row contains field names.

The format of a text file has to be as follows:

* Each line of the file must contain a single record

* Each record must be a series of data separated by commas or other delimiters

* The first record of the file must contain the list of field names that will define
the format of the rest of the file.

An example of a valid input file is as follows:

username, password, Ffirstname, lastname, email

galmond, pwd, Graham, Almond, graham.almond@yourschool.ac.uk
earmstrong, pwd, Eleanor, Armstrong, eleanor.armstrong@yourschool.ac.uk
jarnold, pwd, Joanne, Arnold, joanne.arnold@yourschool.ac.uk

The first line contains the list of fields that is provided, while the remaining three
lines represent individual users to be uploaded.

Moodle's upload function supports five types of data fields:

* Required: Compulsory fields which have to be included

* Optional: If no value is provided, specified default values will be used
* Custom: User-defined profile fields

* Enrolment: Deals with courses, roles, and groups

* Special: Used for changing or removing users

Required fields

When adding new users, only the firstname and lastname are compulsory. When
updating records, only the username is required. You might recall that the user
profile has a few more compulsory fields, such as the e-mail address. If these fields
are not provided, a default value has to be specified via a template. We will deal with
this a little later.

The sample file is an example of a valid input file containing five fields, including the
required firstname and lastname.

[118]



Chapter 5

Optional fields

Optional fields do not have to be specified. If they are not included in the text file,
default values are taken, if present. These are listed as follows:

Field Values

address Text

ajax 0: No, 1: Yes

auth Text (from existing list)

autosubscribe 0: No, 1: Yes

city Text

country Text (from existing list) — two letter code in capitals
department Text

description Text

emai Istop 0: enabled, 1: disabled

htmleditor 0: standard web forms, 1: HTML Editor

icq Text

idnumber Text

institution Text

lang Text (from existing list)

maildisplay 0: Hide, 1: Allow everyone, 2: Allow course members

mai lformat

0: Pretty, 1: Plain

password Text
phonel Text
phone2 Text
timezone Text (from existing list)
url Text

Let us assume that the default city has been set to Birmingham. In order to override
the field for users who are not living in the default town, the following sample file
can be used:

username, password, Firstname, lastname, city, email

galmond, changeme, Graham, Almond, London, graham.almond@yourschool.
ac.uk

earmstrong, changeme, Eleanor, Armstrong, , eleanor.armstrong@
yourschool .ac.uk

jarnold, changeme, Joanne, Arnold, York, joanne.arnold@yourschool.
ac.uk
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In the preceding sample file, a city field has been added. After uploading the file,
city for Graham Almond is set to London and that for Joanne Arnold is set to York.
The city for Eleanor Armstrong has been left empty and will be set to the default
value of Birmingham.

It is important to include empty fields in the data when the default setting is used.
It must be left empty even if it is the last field in each record. An empty field is
represented by two consecutive commas (as shown in the preceding sample file).

If you set the password to changeme, the user will be forced to
change the password when they log in for the first time. This only
R works if the password policy has been deactivated. A better way to do
Q this is by using the Force password change in Bulk user actions.

If no password is set, Moodle will generate one and send out a

welcome e-mail.
__] [

In fields that have numeric values, the options are numbered in the same order
as they appear in the Moodle interface; the numbering starts with 0. For instance,
Email display allows the following settings:

0. Hide my email address from everyone

1. Allow everyone to see my email address

2. Allow only other course members to see my email address
For Boolean fields, such as Forum auto-subscribe, use 1 for Yes and 0 for No.

If any fields in your upload file contain commas (for example, in the Description),
you have to encode them as &#44; the upload function will automatically convert
these back to commas.

Custom fields

Any user-defined fields you specify (in our case, the ones for parental
responsibilities) can also be used as part of the batch upload process. Each field has
to be preceded by profile_field_, for instance, the field representing the Twitter
ID would be called profile_field_twitter.

Custom fields are treated in the same way as optional fields. If they are specified, the
values are taken, otherwise default values will be used, if present.
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Enrolment fields

Enrolment fields allow you to assign roles to users, that is, you can enrol them to
courses and also groups. Groups are created by teachers in courses. Roles will be
covered in great detail in Chapter 6, Managing Permissions: Roles and Capabilities.

Each course has to be specified separately by coursel, course2, course3, and so
on. The course name is the short name of the course. Each corresponding type, role,
and group has to have the same postfix, that is; rolel and group1 has to correspond
to coursel.

It is possible to set the role of a user in a course. Each role has a role short name and
arole ID, either of which can be specified. If the type is left blank, or if no course is
specified, the user will be enrolled as Student.

If you want to assign users to groups in a course (groupl in coursel, group2 in
course2, and so on) you have to specify the group name or ID. If a specified group
does not exist, it will be created automatically.

The following example demonstrates some of the enrolment features:

username, coursel, rolel, course2
galmond, Advanced, editingteacher, Staff
earmstrong, Advanced, examiner, Staff
jarnold, Basic, 3, Staff

As before, the first line specifies the fields in the file. coursel and its corresponding
rolel as well as course2 are optional enrolment fields. Graham Almond will be
assigned the editingteacher role in the Advanced course and a student role in
the Staff course (no role has been specified and hence the default is set). Eleanor
Armstrong will be assigned the examiner role and also a student role in the Staff
course. Joanne Arnold will be an editingteacher (the role ID is 3) in the Basic
course and a student in the course labeled Staff.

Special fields

Two special fields are supported that allow you to change user names or delete
users. The former is represented with the field name oldusername, while latter is
called deleted.
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Uploading users

In order to upload or update users in batch mode, go to Users | Accounts |
Upload users:

Upload

File™

CSV delimiter
Encoding UTF-8
Preview rows 10

The following settings are available:

Setting Description
File The name of the comma-delimited text file selected from the file
picker.

CSV delimiter Specify whether the delimiter is a comma (default), semi-colon, colon,
or tab. In most European locales, for instance, German, French, and
Dutch, the default delimiter is a semi-colon!

Encoding Encoding scheme of your uploaded file, which specifies the locale in
which it has been saved (default is UTEF-8).
Preview rows The number of rows that will be displayed on the preview screen.

Once this screen has been confirmed, you will see the following four sections:
* A preview of specified number of rows that will be uploaded. Records to be
skipped will not be shown.
* Settings, which will depend on the selected upload type.
* All user fields for which default values can be set.

* Any user-defined fields grouped by category, if present.
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Settings

Upload type

New user password
Existing user details
Existing user password
Allow renames

Allow deletes

Prevent email address
duplicates

Standardise usernames

Select for bulk operations

CSV line usemame coursel rolet course2 Status
2 ) ( Advanced editingteacher Staff
3 [ t Advanced examiner Staff
4 rmold Basic 3 Staff

Add new only, skip existing users

Create password if needed =

No changes

No changes =

No

No

Yes

Yes : e e — T
No o —

Bear in mind that not all settings exist for all upload types; they will remain grayed
out if they are not applicable. The following settings have to be applied:

Setting

Description

Upload type

New user password

Existing user details

There are four self-explanatory upload types:
* Add new only, skip existing users

* Add all, append number to usernames if
needed

* Add new and update existing users
* Update existing users only

Moodle either requires a password to be in the file
(Field required in file) or the upload process will
generate a password automatically if none is specified
(Create password if needed). This has to be changed by
the user via the lost password mechanism.

Specifies what is done with the existing user details
when an account is updated. The options are:

* No changes
¢ Opverride with file
¢ Opverride with file and defaults

e  Fill in missing [fields] from file and defaults
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Setting Description

Existing user password Specifies what is done with users' passwords when the
user details are updated. The password can either be left
unchanged (No changes) or be overridden (Update).

Force password change This item will only appear if there are empty or weak
passwords in the CSV file. The options are Users having
a weak password, None, and All.

Allow renames Specifies whether changing of usernames is allowed.
This only applies to the special field oldusername.

Allow deletes Specifies whether removing of users is allowed. This
only applies to the special field deleted.

Prevent email address Specifies whether the same e-mail address is allowed for

duplicates multiple users. This should be set to Yes to avoid any
conflicts.

Standardise usernames Removes any invalid characters from usernames

(extended characters, unless allowed, as well as spaces)
and ensures that all characters are lowercase.

Select for bulk operations  You can specify if New users, Updated users or All
users should be selected for bulk operations. You will
see the respective names in the Selected list for Bulk
user actions.

Setting default values and templates

As mentioned earlier, the Moodle batch upload function supports default values
that are used instead of optional fields, if no value has been set. This includes all
the values in the user profile that can be uploaded and also any user-defined
custom fields.

Each text-based field can be populated using a template. This is useful for some
fields, for instance; the URL of students' websites, and is compulsory for required
fields if not specified in the CSV file. For example, username and emai . Moodle
will warn you if the latter is the case. For example, in the following screenshot, the
Username has not been provided which is indicated by the red warning message:

Default values

Username™ Required. You may use template syntax here (%l = lastname, %f = firstname, %uU = username). See help for details and examples.

Email display | Allow only other course members to see my email address ?
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The template (or pattern) will create a value based on the values of other fields and
the standard characters you specify. For example, if the username should be the first
name of a user, followed by a period, and then the surname; the template you will
have to specify would look like this: %f_%1.

Four replacement values can be used:

* %F will be replaced by the firstname

* %l will be replaced by the lastname

* %u will be replaced by the username

* %% will be replaced by % (required if you need a percentage sign in the

generated text)

Between the % sign and any of the three code letters (%1, %f and %u), the following
four modifiers are allowed:

: value will be converted to lowercase
: value will be converted to UPPERCASE

: value will be converted to Title Case

+

l

* #: value will be truncated to that many characters (where the hash represents
a decimal number)

For instance, if firstname(%f) is Caroline and lastname(%1) is Gordon, the following
values will be generated:

Pattern Value

%%l CarolineGordon
%1%F GordonCaroline
%1%2F GordonCa

%-F_%-1 caroline_gordon
http://www.youruni . http://www.youruni .
edu/~%-1f%-1/ edu/~cgordon/

The last template is an example of embedding the replacement values inside other
text, in this case a URL that represents a user's homepage.
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Loading of data

Once all settings have been specified, all the default values have been set, and
the Upload users button has been pressed, Moodle will finally start the actual
importing process.

Moodle displays a large table that contains all the user fields that have been added
and/or changed. It also displays a status for each field, including any problems or
errors that have occurred.

At the end of the user upload process, a short message is displayed, summarizing
the upload process. It contains the number of users created, the number of users
updated, the number of users having a weak password (according the password
policy), and the number of errors occurred, as in the following screenshot:

User 142 285 jwatts John Watts John.Watts@yourschool.org.uk Missing

not password or

updated invalid

- error password
policy for
internal
authentication

User 143 286 dwilliams David Williams David.Williams@yourschool.org.uk

updated

New 144 293 pkennedy Peter Kennedy Peter.Kennedy@yourschool.org.uk changeme

user

User 145 287 pwilliams Paul Williams paul.williams@yourschool.org.uk

updated

User 146 288 nwilson Nigel Wilson Migel Wilson@yourschool.org.uk

updated

User 147  2B9 awright Andrew  Wright Andrew w.wright@yourschool.org.uk

updated

Users created: 1

Users updated: 138

Users having a weak password: 0
Errors: 7

It is recommended that you identify the respective users immediately and modify
their user settings manually.

Uploading user pictures

The process to upload users, described so far, does not support user profile pictures.
These have to be uploaded separately at Users | Accounts | Upload user pictures,
as in the following screenshot:
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File™

User attribute to use to match pictures:

username ¥

Overwrite existing user pictures?

No &

The pictures to be uploaded have to be archived in a ZIP file. The name for each
image file has to conform to the format user-attribute.extension. The User
attribute to use to match picture field is set to any one of these values —username,
idnumber, or the id of the user. This attribute is used to match the picture to an
existing user and you will have to select the attribute in the respective pull-down
menu. The extension is the filename extension (. jpg or .png). Names for image files
are not case-sensitive.

For example, if the username consists of an initial and a surname (%1F%1, if expressed
in template style), valid filenames are asmith.png, ejones.png, and mstripe.png.
If the users exist, the pictures will be added to their profile. If a picture already exists
for a user, it will only be replaced if you have enabled the Overwrite existing user
pictures? option.

Manual account settings

You have the ability to lock fields for manually created accounts or uploaded via
batch files at Plugins | Authentication | Manual accounts. This is useful whenever
you do not want users being able to change certain data in their user profiles; young
students may misuse the Description field, the ID number may be used by Moodle
for linking to other systems, the Email address might have been provided by the
company, and so on.

If a field is Locked, the user will not be able to change its value. If you lock any
compulsory fields, you will either have to make sure that they are populated
correctly or you set its lock state to Unlocked if empty. This will force the user to
enter the value and then it will be locked. In the following screenshot, this has been
done for the Email address field. If a required field is locked and not populated,
Moodle will not operate correctly:
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Unfortunately, the locking mechanism is only available for a certain number of user
fields as you can see in the screenshot:

This method removes any way for users to create their own accounts. All accounts must be manually created by the admin user.
Lock user fields
Firstname | pocked v s | i intai
You can lock user data fields. This is useful for sites where the user data is maintained by
Brinie, — the administrators manually by editing user records or uploading using the 'Upload users'
Eoeken "= facility. If you are locking fields that are required by Moodle, make sure that you provide
: that data when creating user accounts or the accounts will be unusable.
Emall | unlocked if empty l-;}
address
Citytown [ Uniocked [2] Considersetting the lock mode to 'Unlocked if empty' to aveid this problem.
Country | Unlocked ke
Language | Unlocked 5
Description | Unlocked Iy
Web page | Unlocked s
ID number | unlocked 5
Institution | Unlocked 5
Department | Unlocked 'y
Phone 1 | Unlocked 5
Phone2 | Unlocked v
Address | Unlocked ke

User authentication

Now that you know everything about users and the information that is stored
about them, let's look at how to authenticate them with Moodle. So far we have

only dealt with manual accounts, which are activated by default after the
installation of Moodle.

Moodle supports a significant number of authentication types. Furthermore, Moodle
supports multiauthentication; that is, concurrent authentication from different
authentication sources. For example, your organization might use an LDAP server
containing user information for all your full-time students and staff, but wishes to
manage part-time users manually.
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Remember the basic authentication workflow we looked at in Chapter 3, Courses,
Users, and Roles? Now, we can have a look at a more complete picture shown in the
following diagram:

Let's start at the top where the user enters his or her user credentials. That is;
username and password. Bear in mind that this could take place automatically; for
example, in a single sign-on setup. Moodle checks whether a profile exists for the
user. If it does and the account is authenticated via an internal mechanism, Moodle
only has to check that the password is valid.

If it doesn't exist, which is usually the case the first time a user attempts to log in,
Moodle checks for any enabled and configured external authentication mechanisms.
If there is a valid entry, an account will be created and any existing data for which a
mapping exists will be copied to the local user profile and access will be granted.

Once the profile exists and authentication is external, Moodle checks whether
the credentials are valid for the set authentication method. If this is the case, any
modified data in the source will be updated and access will be granted.

To access all authentication plugins go to Plugins | Authentication | Manage
authentication. You can see a list of Available authentication plugins. Each plugin
can be activated by clicking on the closed-eye icon. If you click on the opened-

eye icon, it will be deactivated again. Settings for each type, which are discussed

in this section, are accessed by their respective links or directly through the Site
administration block, once the settings are active.
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You can also change the order in which Moodle attempts to authenticate users, via
the up and down arrows. The order in which authentication plugins are applied will
have an impact on how long it takes for users to login, so make sure that the main
ones are at the top:

Available authentication plugins

Name Enable Up/Down Settings
Manual accounts

No login

Emnail-based self-registration
LDAP server

MNet authentication

L0404 L4 4 4 44 4 4 & & &

Please choose the authentication plugins you wish to use and arrange them in order of failthrough.
Changes in table above are saved automatically.

Additional authentication methods are supported by external plugins on moodle.
org; for example, OAuth and SAML. Once installed (see Chapter 14, Installing
Third-party Add-ons), they will appear in the list alongside all core mechanisms.

Common authentication settings

First of all, let's have a look at the common authentication, which you will see
underneath the list of available plugins. Whatever your preferred authentication
system(s) are, there are a number of common settings which apply across

all mechanisms:
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Self ragistration

mgatemuth

Autofocus login page
form

iognpagesstatacus

Guest login button

guestioginbution

Commeon settings
Disable 2 | Defaiilt: Disabls
If an authentication plugin, such as email-based self-registration, is seleciad, then it enables potential users 1o regisier hemselves and create

accounts. This resullts in tha possibility of spammers crealing accounts in order 1o Usa lorum posts, blog eniries aic. lor spam. To avold this risk, salt
registration should ba disabled or limitad by Aliowed emall domains seting

¥ Default: No

Enabling this option improves usability of the login page, but automatically focusing fields may be considered an accessibility issue.
Show : | Defaull: Show

You can hige or shaw the guest login bution on the login page

Forgotten password

URL

Alternate login URL | Default: Empty
allematologiud
IF'you enter a URAL here, it will be used as the login page for this site. The page should contain a form which has the aclion property sat lo
‘hepimoodie2 1.ab.Jocalfeginindex.php” and return fislds usermame and password.
Be careful not 1o énter an incomect URL as you may lock yourself out of this site.
Leave this satiing biank o usa the dafault Iogin page.
Forgotten password Default: Empty
URL
forgolienpeswsond,yd if you enter a UAL here, it will be used as the lost password recovery page for this site. This is intended for sites where passwonds are handied
entiraly outside of Moodle. Leave this blank o use the default password recovery.
Instructions Font family |~ | Font size ~| Paragraph |||/} R
Pr——— —_—
BJ Oasx, x| EESR | J2EMA -2 -|wn ;_77'7,,—7’
SRR wi gl WA T
Usemames have the following format: ggmﬁ‘”/

Setting Description

Self registration Here you specify which plugin is used for self-registration
(see next section for details).

Autofocus login page When enabled, the cursor on the login page will always

form jump directly to the username input field, if empty, or to the
password field otherwise.

Guest login button By default, guest access to your Moodle system is allowed. If
you disable this, which is recommended for most educational
and commercial sites, the guest login button will not be shown
on the login screen.

Alternate login URL By default, users have to log on to Moodle via the standard

login screen. However, to change the source of the login
credentials (username and password), enter the correct URL
here. This is necessary if you wish to have a login block on a
separate web page, such as your home page. Details of this
mechanism are shown in Chapter 7, Moodle Look and Feel.

Moodle has a built-in mechanism to deal with lost or forgotten
passwords. If you use an authentication method that has its
own system to do this, you will have to enter its URL here.
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Setting

Description

Instructions

Allowed email domains

Denied email domains

Restrict domains when
changing email

It is good practice to provide information on how to sign up
for the system and what format the username should have
(only applies to self-registration).

You can restrict the e-mail domains that are allowed on your
system when new user accounts are created; for example,
yourschool .ac.uk or .edu.

Similarly, you can specify which e-mail domains are not
allowed on your system.

If enabled, the two e-mail domain settings, mentioned earlier in
the table, will be applied when an e-mail address is changed.

ReCAPTCHA public This is the key for displaying the reCAPTCHA element on the
key signup form (see the Email-based self-registration section).
ReCAPTCHA private This is the key for communicating with the reCAPTCHA

key server (see the Email-based self-registration section).

Email-based self-registration

Moodle supports a mechanism that allows users to create an account without any
intervention or knowledge of the administrator. When a new user signs up with
Moodle via the Create new account button on the login screen, she or he can choose
her or his own new username and password. Once this step has been completed, a
confirmation mail is sent to the user's e-mail address containing a secure link to a
page where the user has to confirm the account. The signup screen looks as follows:

rChoose your usemame and password

Username™ |a.bittner

The password must have at least B characters, at least 1 digit(s), at least 1 lower case letter(s),
at least 1 upper case letter(s), at least 1 non-alphanumeric character(s)

Password® essssssss [ Unmask

rMore detail:

Emalil address™ |a.bittner@myschool.sch.uk

Email (again)® a.bittner@myschool.sch.uk

First name™ Aileen

Surname™ Bittner
City/town™ Heidelberg
Country® | Germany ﬂ

reCAPTCHA (3

080 ikvene
Enter the words above 1985 taimenc

Get another CAPTCHA
Get an audio CAPTCHA

e
| Create my new account || Cancel |
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When dealing with user-defined profile fields, we saw how to add more items to
the signup screen (Display on signup page option) in the Profile fields section. This
is often invaluable in commercial training settings when additional data, such as the
address of the learner, has to be gathered.

Moodle supports a CAPTCHA mechanism that has been activated on the signup
screen as shown in the preceding screenshot. The facility is used to avoid automated
signups by bots. In order to activate this facility, you will have to sign up for a free
account at ww.google.com/recaptcha, add the public and private key provided
in the Common settings in the Manage Authentication area, and enable the
reCAPTCHA element, as shown in the Common authentication settings section.

a1

~Q The PHP cURL extension has to be installed for reCAPTCHA to work.

The same locking settings can be set for self-registration as for manual accounts
(Plugins | Authentication | Email-based self-registration). Also, the same
restrictions apply as described earlier. Additionally, you have the option to
Enable reCAPTCHA element.

If a site policy has been specified in Security | Site policies, a link to the agreement
with the confirmation checkbox —I understand and agree —is shown on the
signup screen.

LDAP server

We have already seen a basic introduction to LDAP in the previous chapter when
we dealt with enrolments. Now, let's look at how it can be utilized for authentication.
We will only cover basic LDAP settings and exclude advanced setups; such as,
multiple LDAP servers and secure LDAP. These are discussed in greater detail in

the Moodle Docs at docs.moodle.org/en/LDAP_authentication.

The principle of the authentication method is rather simple, but effective. If the
entered username and password are valid, Moodle creates a new user account in its
database, if it doesn't already exist. Once it does exist, the credentials are checked
against LDAP for validity.

1
‘Q It is necessary for the PHP LDAP extension to be installed on

the server for the authentication to work.
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Go to Plugins | Authentication | LDAP server to see the settings, which also cover
Microsoft's implementation of LDAP, Active Directory. There are a significant number
of parameters that you have to set to communicate with an LDAP server. The settings
have been amended with detailed explanations (which I will not repeat). I will only
provide additional information when applicable. If you are not sure where to locate
some of the required information, contact your system administrator.

There are two types of parameters that must be populated to make Moodle work
in your LDAP setup, namely; settings and mappings, which are discussed in the
sections that follow.

LDAP Settings

There are nine sections of LDAP settings that must be provided:

* The LDAP server settings establish the connection to the directory. LDAP
servers with SSL encryption are also supported

* The Bind settings specify details about the credentials to access the LDAP
server. If you have multiple contexts, it is recommended to put them in
order of importance as Moodle stops searching once it has found an entry.
For example, if you have ou=Students and ou=Staff and your students
make up 90 percent of the logins, we recommend putting them before
their lecturers, unless staff are given priority.

* The User lookup settings describe how and where a user is stored on your
LDAP directory. Make sure you select the correct User type. For multiple
contexts, the same applies as for the distinguished name in the bind
settings. It is important to set Search subcontexts correctly. If it is set to No,
subcontexts will not be searched, but the search is potentially faster, and
vice versa.

* Force change password specifies whether and how passwords can be
changed by users on their first access to Moodle

* LDAP password expiration settings are concerned with passwords lapsing
and how this is dealt with

* Enable user creation lets you activate a mechanism similar to self-registration
but, in addition to that, an account is created with values from your LDAP

* Course creator specifies which LDAP user groups will have course creator
permissions in Moodle

* The Cron synchronization script setting specifies what Moodle should do
with local user accounts when these have been deleted on the LDAP server
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e  NTLM SSO: In a Windows-based environment with MS-AD active, NTLM,
if configured correctly, supports single sign-on. That is, users logged in via
the Windows domain do not have to re-enter their credentials when accessing
Moodle. Check out docs.moodle.org/en/NTLM_authentication for details.

Data field mappings

User profile information is stored in the LDAP server. In order to connect the two, a
mapping must be provided where a counterpart in the directory has to be specified
for each field in Moodle. All fields are optional. Default values are used if you leave
any of the fields blank:

Data mapping

These fields are optional. You can choose to preill some Meodle user fields with information from the LDAP fields that
you specify here.

If you leave these fields blank, then nothing will be transtermed from LDAP and Moodle defaults will be used instead.

First name | givenName
Update local | On creation
Update extemnal | Never
Lock value | Locked

Sumame | sn In githar case, the user will be able 1o edit all of these fisids after thay leg in.

Update local | On every login

Update extemnal | Never
Lock value | Locked

Update local: || enabied, the field will be updated (from external auth) every time the user logs in of there is a user
synchronization. Fislds set to update locally should be locked.

Email address

City/town

Country

[email

Update local | On creation Lock value: If enabled, will prevent Moodle users and admins from editing the field directly. Use this oplion if you are
Uipdate extemnal “Never maintaining this data in the exteral auth system.
Lock value | Uniocked if empry &
Update external: |If enabled, the external auth will be updated whan the user record is updated. Fields should be unlocked
to allow edits,
Update local | On ereation
Update external | Never 1
Lock value | Unlocked Note: Updating exiernal LDAP dala requires that you set binddn and béindpw 10 a bind-user with editing privileges to all the|
user records. |t currently does not preserve multi-valved altribules, and will remove extra valves on update,

Update local | On creation 2 i
Update extemnal | Never & e
Lock value | Unlocked 2l

If you provide field information, you will have to set four parameters for each data

field, as follows:

Setting

Description

Field name
Update local

Update external

Lock value

Field name in the external database representing the value in Moodle.

For each external user, information is stored locally. You can update
this information on creation (faster, but potentially not up-to-date) or
every login (a bit slower, but always up-to-date).

If a user updates the value of the data field in Moodle, you can decide

if you write that information back to the external database (on update)
or not (never). Often, the external database is a read-only view, which

will prevent Moodle from updating data in it.

You can specify if the value can be modified by the user. The setting is
identical to the lock field explained earlier.

[135]



User Management

If you use Microsoft's Active Directory, check out the Data Mapping section at docs.
moodle.org/en/LDAP_authentication for details.

When using LDAP you might come across a situation where you wish to assign
courses to users before they have logged in to the system for the first time. This
scenario regularly applies before the start of the academic year. The problem is that
the local user accounts do not exist yet and you cannot access this information as it is
only stored in the external directory. A way around this is to create the user accounts
via batch files and set the auth field to Idap. You effectively mimic the initial logging
in of each user.

The same applies to all external authentication mechanisms, including external
databases.

External databases

Most commercial organizations use a Management Information System

(MIS) —either proprietary or developed in-house —which holds information

about staff and learners. It makes perfect sense to utilize this data for authentication
in to Moodle. As all MISs use a database at their core, all we have to do is to get
access to the relevant data.

MIS departments are usually not too keen for external systems to connect to their
database. A mechanism that has proven valuable is the read-only view. This has a
number of advantages:

* A view can be prepared for Moodle usage, that is; only required fields are
shown in the required format

e No write access to the database

* If the database schema of the MIS ever changes, only the view has to be
adapted, not Moodle

The external database authentication method contains two types of parameters that
you have to provide at Plugins | Authentication | External database, namely;
connection settings and data field mappings.

Connection settings

The database connection settings have been amended with good explanations
(which I will not repeat). If you are not sure where to locate some of the required
information, contact your database administrator.
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M Some databases, such as Oracle, are case-sensitive, that is; field
Q names have to be provided with the correct casing for the database
link to work properly.
Host  localhost The computer hosting the database server.
Database | gracle =] The database type (See the for details)
Use sybase [ yes | 3] Sybase style single quote escaping - needed for Oracle, MS SQL and some other databases. Do not use for MySQL!
quotes —
DBname 'MIS Name of the database itself
DB user 'moodle Username with read access to the database
Password  moodle Password matching the above username
Table [USERS Name of the table in the database
Username D Mame of the field containing usernames
field
Pa55v¥o|‘-§ PASSWORD Name of the field containing passwords
e

Password i -
format (Paintexe T2 Specify the format that the password field is using. MDS hashing is useful for connecting to other common web

applications like PostNuke.

Use ‘internal'if you want to the external DB to manage usernames & email addresses, but Moodle to manage
passwords. If you use ‘internal’, you must provide a populated email address field in the external DB, and you must
execute both adminfcron.php and auth/db/clifsync_users.php regularly. Moodle will send an email to new users with a
temporary password.

External db  [ytf-8 Encoding used In external database
encoding
SQL ssetup SQL command for special database setup, often used to setup communication encoding - example for MySQL and
command PostgreSQL: SET NAMES 'utf8’
Debug | No ﬁ Debug ADOdb connection to external database - use when getting empty page during login. Mot suitable for
ADOdb —— production sites.
Password- Here you can specify a location at which your users can recover or change their username/password if they've
change forgotten it. This will be provided to users as a button on the login page and their user page. If you leave this blank the
URL button will not be printed
Removed | Keep internal ] Specify what to do with internal user account during mass synchronization when user was removed from external
extuser — source. Only suspended users are automatically revived if they reappear in ext source.

If you experience problems establishing a connection between Moodle and the
external database, use the debug mode (Debug ADOdb), which will display
information that is useful in locating the source of the problem.

Data field mappings

User profile information is stored in the external database. In order to connect the
two, a mapping must be provided where a counterpart in the MIS has to be supplied
for each field in Moodle. All fields are optional. Default values are used if you leave
the any of the fields blank.

This mechanism is identical to the one for mapping data in the LDAP setup, which
we covered prior to this section.
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Other authentication mechanisms

In addition to the popular authentication mechanisms that we have dealt with so far,
Moodle supports a number of additional external authentication methods as well as
some internal ones, which we will cover in the following sections.

External Moodle authentication methods

Due to the fact that these external authentication methods are less popular than
LDAP and external databases, we will only cover them in brief. I will provide some
pointers to web sites for further information.

CAS Server (SSO): CAS (Central Authentication Service) is an open source
authentication server based on Tomcat that supports single sign-on in a web
environment. CAS is gaining in popularity, in particular in environments
that comprise multiple authentication sources and consumers. It utilizes
LDAP and therefore requires the PHP LDAP modules to be installed.

More information on CAS can be found on the JA-SIG website at
http:// www.ja-sig.org/products/cas/overview/cas2_architecture/
index._html.

FirstClass Server: FirstClass, by Open Text Corporation, is a commercial
client/server groupware, e-mail, online conferencing, voice/fax services,

and bulletin-board system for Windows, Macintosh, and Linux. The product
is used for authentication of pupil accounts. In addition to some FirstClass
specific settings, user fields can be locked in the same way as described earlier.

IMAP Server: IMAP (Internet Message Access Protocol) is a standard
used by many e-mail servers such as Microsoft Exchange. The user contact
information in the server is used for Moodle authentication. In addition to
some IMAP-specific settings, user fields can be locked in the same way as
described earlier.

The IMAP consortium has a dedicated website, which can be found at
www . imap.org.

NNTP Server: NNTP (Network News Transfer Protocol) is mainly used
for transferring articles and Usenet messages between news servers. Its
user details are used for Moodle authentication.

PAM: PAM (Pluggable Authentication Modules) is yet another
authentication scheme that maps user information onto a higher-level
application interface. PAM is open source and has been adopted as the
authentication framework of the Common Desktop Environment and
is currently supported by all main Linux derivatives. The PHP PAM
Authentication module has to be installed on the Moodle server.
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* POP3 Server: POP3 (Post Office Protocol version 3) is a standard used by
many e-mail servers. The user contact information on the server is used for
Moodle authentication. In addition to some POP3-specific settings, user fields
can be locked in the same way as described earlier.

* RADIUS Server: RADIUS (Remote Authentication Dial In User Service)
is a protocol for controlling access to various network resources. It supports
authentication, authorization, and accounting and is used by Internet
Service Providers.

It is necessary for the Auth_RADIUS module to be installed on the server.

* Shibboleth: Shibboleth is an open source middleware that provides Internet
single sign-on across organizational boundaries. Privacy and security are at
the heart of Shibboleth, which is the main reason for its growing popularity.
However, the price to pay is a complicated setup process that has been
detailed in the readme file at auth/shibboleth/README. txt of your
Moodle site.

More information on Shibboleth can be found at shibboleth. internet2.edu.

* Web services authentication: This plugin is for users who are being
authenticated via external clients communicating with Moodle via web
services (see Chapter 15, Moodle Integration via Web Services for details).
The authentication plugin has no settings.

Other external authentication modules are available as contributed
third-party modules, for instance, OAuth and SAML. These can be found in
the Downloads section on moodle.org. More details on third-party add-ons
will be covered in Chapter 14, Installing Third-party Add-ons.

Internal Moodle authentication methods

Moodle provides three authentication methods, which are used by a range of
internal operations.

* No login: This plugin has no settings and cannot be disabled. Its purpose
is to suspend a user from logging in to your Moodle system. This is done in
the user's profile, where you have to select the authentication method in the
Choose an authentication method drop-down list.

¢ No authentication: When this method is enabled, users can create accounts
without any kind of authentication and without email-based confirmation.
It is highly recommended not to use this method as it creates a very insecure
Moodle site, and should only be used for testing or development purposes.

Only user fields can be locked in the same way as described before.
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* Moodle Network authentication: Moodle networking allows the connection
of multiple Moodle sites in a peer-to-peer or hub style. Chapter 16, Moodle
Networking has been dedicated to the details of this powerful feature.

Usernames—best practice

User management in an organization is a critical subject for a range of reasons:

*  Once implemented, it is difficult to change (sustainability)
* A system that is too simple is potentially unsafe and not future-proof

* A system that is too complicated is unlikely to be accepted by users and is
likely to cause administrative difficulties.

There is no ideal user management scheme, as the preference in every organization
is different. However, there are a number of issues that are considered best practice.

Usernames have to be unique. The simplest way to implement this is to give each
user a unique number, which is never reused even after students have finished a
course. However, such a number-based system will be very difficult for learners to
remember, especially younger ones. It is therefore necessary to come up with a more
user-friendly scheme considering the following potential issues:

e fTirstname. lastname causes difficulties when the same name exists twice

e class. firstname. lastname causes difficulties when the same name exists
twice in a class. Also, when learners transfer from one class to another, there
is a potential conflict.

* startyear.firstname. lastname causes difficulties when the same name
exists more than once in a year. Furthermore, students who have to repeat
a class or join a school at a later stage will be out of sync with the rest of
the learners in the same class. The same holds for the naming scheme
endyear . firstname. lastname.

A system-compliant naming scheme would therefore be startyear.firstname.
lastname, with an optional number added in case there is an overlap. Students who
repeat or join the school at a later stage would then be changed manually to be in
sync with the rest of their peers in the year. Examples are 04_caroline.killen,
O5.jim.smith.1,05.jim.smith.2 and 06.caroline._hinds.
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For smaller learning organizations, a system that uses firstname. lastname as a
scheme with an added number (in case of name duplication) is usually sufficient.
The same applies to training providers who have rolling start dates of users.

Some schools still do not make use of e-mail addresses. As it is a compulsory field in
Moodle, it is necessary to work around this issue. You will have to come up with a
unique dummy e-mail address scheme or void e-mail addresses that have to be used
for identification purposes. In order to avoid the usage of the actual e-mail address, it
is necessary that you deactivate it in the user's profile.

Summary

Phew! That was a lot to take in for one chapter. This chapter demonstrated

the different ways Moodle provides to manage users. We first looked at what
information is stored for each user and how their profiles can be extended. We
then performed a number of standard manual and bulk user actions.

We finally dealt with a wide range of user authentication types, before concluding
the chapter with a best practice section. The next step is to grant user roles, that is;
what they can and cannot do. This will be dealt with in the next chapter.
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Managing Permissions: Roles
and Capabilities

We already touched upon permissions in Chapter 3, Courses, Users, and Roles. Now
we want to cover roles and capabilities fully, which is a complex but powerful
subject. Roles define what users can or can't see and what they can or can't do in
your Moodle system.

In this chapter, we will:
* Understand how permissions work and how they fit into different contexts
* Assign roles to different users in different contexts
* Modify roles and create new ones, including a role for parents or mentors
* Manage a range of administrative role-related settings.

Let us start with a short definition that should be borne in mind when
managing permissions:

[ A role is a collection of capabilities. ]

Moodle predefined roles

Moodle comes with a number of predefined roles. These standard roles are suitable
for most educational setups, but some institutions require modifications to the roles
system to tailor Moodle to their specific needs.

Each role has capabilities for a number of actions that can be carried out. For
example, an administrator and a course creator are able to create new courses,
whereas all other roles are denied this right. Likewise, a teacher is allowed to
moderate forums, whereas students are only allowed to contribute to them.
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The description of each standard role and the short names that are used, internally
and in operations such as user batch upload, given by Moodle, are listed in the table
that follows:

Role Description Short Name
Administrator Administrators have full access to the ~admin
entire site and to all courses.
Course creator Course creators can create new coursecreator
courses, but not participate or teach in
them.
Manager Managers can access courses and manager
modify them, without participation.
Teacher Editing teachers can do anything editingteacher

within a course, including changing
activities and grading students.

Non-editing teacher =~ Non-editing teachers can teach in teacher
courses and grade students, but not
alter any activities.

Student Students can participate in courses. student

Guest Guests have minimal privileges and guest
usually cannot enter any content.

Authenticated user ~ All logged-in users. user

Authenticated user ~ All users logged in to the frontpage frontpage
on frontpage course.

Before we can actually do anything with roles, we need to understand contexts,
which are dealt with in the following section.

Contexts

Contexts are the areas in Moodle where roles can be assigned to users. A role
(remember, a collection of capabilities) can be assigned within different contexts. A
user has a role in any given context; a context can be a course, a course category, an
activity module, a user, a block, or Moodle itself. Moodle comes with seven contexts
that you will come across a lot in this chapter:

Context Scope
System Entire Moodle system (also known as core or global context)
Course category Categories and sub-categories organizing courses
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Context Scope

Course Courses

Activity module Course activities and resources

Block Moodle blocks

User Users

Front page Front page and files that can be accessed outside courses

Each context is like a ring-fenced area in which certain actions can be carried out. It is
also sometimes referred to as a scope. You can compare this to a large company with
multiple divisions and departments. A manager of the finance division has certain
rights and responsibilities for every department in his division, but these do not
apply to departments in other divisions of the organization.

To implement such a structure, it is important that role assignments to users be made
at the correct context level. For example, a Teacher role should be assigned at Course
context level, a moderator for a particular forum should be assigned at Activity
context level, an administrator should be assigned at System context level, and so on.
While it is technically possible to assign any role in any context, some roles just don't
make any sense. Unfortunately, Moodle doesn't warn you about this, since it cannot
distinguish between intentional and unintentional assignments.

Contexts are hierarchical; that is, permissions are inherited by lower contexts from
higher contexts. Rights in a higher context are more general, whereas the ones

at a lower context are more specific. The same applies in the company structure
mentioned earlier. A sales manager at country level would have the same rights at
regional level, whereas the opposite is not true.

The following diagram shows the contexts that exist in Moodle and how they are
arranged hierarchically:
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The System context is the root node of the hierarchy, that is, every role assigned in
this context will apply to any other context below it. The Course Category context

on the next level acts as a parent to the Course context. If sub-categories and sub-
sub-categories, and so on, have been created, respective contexts will exist. On the
lowest level, you can see the Module and Block contexts, respectively. Like the Course
context, the Front Page context has a Module and Block sub-context (the front page is
internally treated as a course). The User context is a standalone entity that does not
have any children in the hierarchy.

For example, Jim is a teacher for a course. He is assigned a Teacher role in the
relevant context (that is, the class he is teaching). He will have this role in all areas of
the course, including blocks and activity modules (that is, activities and resources).
If however, Jim had been assigned the Teacher role in the Course category context
instead, he would have the same rights in all courses in this category and all its
sub-categories. This also means that he will receive e-mails about all assignments,

in all courses, even if he doesn't teach in them.

Organizing contexts hierarchically has a number of advantages that will sound
familiar to readers who have knowledge of object-oriented technologies:

* Inheritance: Rights and permissions set at one level are passed down to
lower levels, which simplifies maintenance.

* Overriding: Rights and permissions can be changed at lower levels, which
we will deal with later on.

* Extensibility: New contexts might be added in future versions of Moodle,
for example, Tenancy to model the planned multi-tenancy setups, without
changing any of the exiting role system.

Assigning roles

As mentioned before, assigning roles to users is done for, and in, a particular context.
The process of the actual role assignment (except for courses) is similar for each
context. What is different is the location of each context and the method of its access.
The process of assigning roles to users is described first, before outlining how and
where to assign them in individual contexts:

1. Navigate to any Assign roles screen for the required context, for example,
Front page | Front page roles (I will explain how to find the Assign roles
screen for each context later). You will see a screen as follows:
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Role

Please choose a role to assign
Description Users with role

Managers can access course and modify them, they 0
usually do not participate in courses.

Teachers can do anything within a course, including 2
changing the activities and grading students.

Mon-editing teachers can teach in courses and grade 0
students, but may not alter activities.

course.

Students generally have fewer privileges within a 18

In this preceding screenshot, you can see that there are currently two
Teachers assigned (Matthew Bates and Mary Fawcett) and 18 Students

(only up to 10 names are displayed).

2. Select the role to which you wish to assign a user by clicking on the role
name or, if there are more than 10 assignees, click on the More than 10 link.
For example, if you wish to allocate more Student roles you will be directed

to the following screen:

Existing users

Users In this Course (18)
Eleanor Armstrong, Eleanor.Armstrong@yourschool.org.uk
Joanne Arnold, joanne.arnold@yourschool.org.uk
Philip Arthurs, philip.arthurs@yourschool.org.uk
Lorraine Atkins, lorraine.atkins@yourschool.org.uk
James Belok, james.belok@yourschool.org.uk
Nicola Brooks, nicola.brookes@yourschool.org.uk
Doug Cater, Doug.Cater@yourschool.org.uk
Ben Cuttle, Ben.Cuttle@yourschool.org.uk
Eamon Dignam, Eamon.Dignam@yourschool.org.uk
Nicky Docherty, nicky.docherty@yourschool.org.uk
Chris Driver, chris.driver@yourschool.org.uk
Frank Harris, Frank.Harris@yourschool.org.uk
Janet Pontefract, janet.pontefract@yourschool.org.uk
David Pytches, David Pytches@yourschool.org.uk
Jinny Reyatt, jinny.reyatt@yourschool.org.uk
Andrew Simpson, andrew . simpson@yourschool.org.uk
Adam Stevenson, Adam.Stevenson@yourschool.org.uk
Lee Tibbit, Lee Tibbit@yourschool.org.uk

Search

a

Keep selected users, even if they no longer match the search

If anly one user matches the search, select them sutomatically

O =

Match the search text anywhere in the user's name

Assign another role| Student (18)

Potential users

Potential users (82)
Michelle Ball, michelle ball@yourschool.org.uk
Chris Barnes, chris.barnes@yourschool.org.uk
Rachel Barnes, Rachel.Barnes@yourschool.org.uk
Anthony Bennett, antony.bennett@yourschool.org.uk
Amanda Binnington, Amanda.Binnington@yourschool.org.uk
Mike Boddington, mike boddington@yourschoal.org.uk
Jo Brooke, jo.brooke@yourschool.org.uk
Paul Brown, paul].brown@yourschool.org.uk
Alex Buchner, alex.buchner@synergy-learning.com
Jim Charleswarth, jim.charlesworth@yourschool.org.uk
John Clarke, john.m.clarke@yourschool.org.uk
Chris Cole, Chris.m.Cole@yourschool.org.uk
Simon Conlam, Simon.Conlam@yourschool.org.uk
Andrew Craig, andrew.cralg@yourschool.org.uk
Elaine Culverwell, elaine culverwell@yourschool.org.uk
John Cunningham, john.cunningham@yourschool.org.uk
Darryl Curtis, Darryl.Curtis@yourschool.org.uk
Ben Delaloye, ben.delaloye@yourschool.org.uk r]
Richard Dickens, richard.dickens@yourschool.org.uk .

Search
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3. Assign the role to users by selecting their names from the Potential users list
and moving them to the category using the Add button. Hold down the Shift
key to select a range of users and the Ctrl key (Apple or Command key on a
Mac OS) to select multiple users. To revoke users' role assignments, select the
person in the Existing users list, and move them back to the Potential users
group by clicking on the Remove button.

Once a user has been assigned a role, permissions will be
s granted immediately. There is no need to save any changes.

If your list of potential users contains more than 100 entries, no user names are
shown and you will have to use the Search box to filter the list of accounts. Moodle
uses a live search, that is, as soon as you start typing, the list of users is updated
immediately. There are a number of self-explanatory Search options underneath
the left Search box. You might have to expand this area if it is collapsed:

* Keep selected users, even if they no longer match the search
* If only one user matches the search, select them automatically

* Match the search text anywhere in the user's name

So far, we have dealt with the general concept of contexts, and looked at how to
assign roles to users within a context. We will now deal with each individual context,
as shown in the diagram towards the beginning of this chapter, depicting Moodle's
context hierarchy.

\ Assigning roles in the incorrect context is a common
~ source of problems. It is highly recommended to check
Q the current context regularly to make sure no unintended
rights are granted.

System context

The System context covers the entire Moodle system. Assignment takes place from
Users | Permissions | Assign system roles. In our system, only two roles appear
that can be assigned. We mentioned already that it doesn't make sense to assign
certain roles in certain contexts. Inside a role, it is possible to specify in which context
types may be assigned. Only these two roles have been selected, which is the reason
for the limited choice.
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WARNING! Any roles you assign from this page will apply to the assigned users throughout the entire system, including the front page and all the courses.

Please choose a role to assign

- Users with
Role Description e
Managers can access course and modify them, they usually do not 0
participate in courses.
Course creators can create new courses and teach in them. 0

You will see this familiar screen that allows the assignment of roles to users. The
only difference from the generic screen outlined earlier is the following warning:
WARNING! Any roles you assign from this page will apply to the assigned users
throughout the entire system, including the front page and all the courses.

In most Moodle systems with predefined roles, it only makes sense to assign the
Manager role if you wish to allow read-only access to a user for all courses; for
example, an Inspector or School principal. Assigning the Course creator role to
a user allows him or her to create new courses in any category. If, for example, a
Teacher role is assigned in the System context, it means that the user would not
only be allowed access to every single existing course in the site, but also to all
courses created in the future.

There are scenarios when global roles are justified; for instance, in very small
organizations, or if Moodle hosts only a very small number of courses that are
attended by all users. Also, some new user-defined roles, such as a School
Inspector, are designed to be assigned at global level.

One role that should be assigned at system level is the Administrator role. This task
has been given a dedicated area under Users | Permissions | Site administrators.
When you installed Moodle, a primary administrator was created, which cannot be
modified or deleted. You can, however, create additional administrator accounts.
The procedure is identical to assigning users in any other context, with the exception
that you have to confirm the assignment.

\ Make sure you keep the number of Moodle
~ administrators to a minimum! This will improve
Q consistency of your system, increase security, and avoid
potential mismanagement of the site.
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Course category context

The Course category context covers all courses within a category and all of its sub-
categories. The role assignment takes place under Courses | Add/edit course, where
you have to select the course category you wish to deal with and click on the Assign
roles link in the Settings block. The same mechanism applies to sub-categories,
sub-sub-categories, and so on.

A typical role that is assigned in the Course category context is the Course creator
role. It will allow a dedicated user to create new courses within the specified
category, which is very often a department or division. The standard Course creator
role does not include teacher capabilities, that is, a course creator cannot edit course
content. In smaller organizations, it may be required to grant the Teacher role access
to all courses within the category.

Course context

As the name suggests, in this context, all role assignments that cover a course are
granted. The assignment takes place in the actual course. We have already come
across this in Chapter 4, Course Management, when we dealt with enrolments. In fact,
enrolments in courses are treated as roles in the Course context. Because enrolments
contain some unique options (start date, end date, and a suspension option) and due
to the fact that these enrolments are often carried out by (non-technical) teaching
staff, a different user interface has been implemented. However, within a course,
when you go to Users | Enrolment methods in the Settings block, and then click
on the Enrol users icon in the Edit column of the Manual enrolments method, you
will see a familiar-looking screen. We have already dealt with the additional expiry
options in the center of the screen when we covered enrolments.

Manual enrolments

Enrolled users Not enrolled users
Assignrole
Enrolied users (18) e T Not enrolied users (82)
Philip Arthurs, philip.arthurs@yourschool.org.uk Eleanor Armstrong, Eleanor Armstrong@yourschaol.org.uk
Lorraine Atkins, lorraine atkins@yourschool.org.uk Joanne Amald, joanne armald@yourschool.org.uk U
Chris Barnes, chris.bames@yourschaol.org.uk ) Michelle Ball, michelle.ball@yourschool.arg.uk
Anthony Bennett, antony.bennett@yourschool.org.uk Enrolment duration Rachel Bames, Rachel Bames@yourschool.org.uk
Mike Boddington, mike boddington@yourschool.org.uk Unlimited | James Belok, james.belok@yourschool.org.uk
Jo Brooke, jo.brooke @yourschaol org.uk Amanda Binnington, Amanda Binnington@yourschool.org.uk
John Cunningham, john.cunningham@yourschool org.u Nicola Brooks, nicola.brookes@yourschool.org.uk
Eamon Dignam, Eaman.Dignam@jyourschool.org.uk Starting from Paul Brown, paulj.brown@yourschool.arg.uk
Simon Dower, simon.dower@yourschool.org.uk Today (27/02/11) : Alex Buchner, alex.buchner@synergy-learming.com
Joseph Duhig, joe.duhig@yourschool.arg.uk Doug Cater, Doug.Cater@yourschaol.org.uk
Kevin Hamer, kevin.hamer@yourschaol.org.uk Jim Charlesworth, jim.charlesworth @yourschaol .org.uk
Frank Harris, Frank.Harris@yourschool.org.uk John Clarke, john.m.clarke @yourschool.arg.uk
Andy Hodnett, Andy.Hodnett@yourschool arg.uk Chris Cole, Chris.m.Cole@yourschool.org.uk
Jill Medway, Jill Medway@yourschool.org.uk Simon Conlam, Simon.Caniam@yourschaol.org.uk
Jenny Nicholson, jenny.nicholson@yourschool.org.uk Andrew Craig, andrew.craig@yourschool.org.uk
Sarah Priestly, sarah.priestiey@yourschool.org.uk Elaine Culverwell, elaine.culverwell@yourschool.org.uk
Andrew Simpson, andrew.simpson@yourschaol.org.uk Darryl Curtis, Darryl.Curtis@yourschaol .org.uk
John Watts, John.Watts@yourschaol.org.uk Ben Cuttle, Ben.Cutle@yourschool.org.uk K
Ben Delaloye, ben.delaloye@yourschool.org.uk B
Search Search
Search options p
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When a student is enrolled in a course, either by self-enrolment or any other
enrolment mechanism, Moodle will automatically assign the Student role in the
relevant Course context. This also applies if you upload users in batch mode and
specify a course to which a user has to be enrolled.

If you want to assign roles to users who are not enrolled, but have a role in the
course, go to Users | Other users in the Settings block and click on the Assign roles
button. This applies to the Manager role, for instance, or a newly created role, such
as Supervisor teacher. The user interface is in line with the enrolment interface, not
the general roles interface:

The following users are not enrolled in this course but do have roles, inherited or assigned within it.

/ L Lastaccess Roles
I Amanda Binnington [ Search. x Manager {Assigned in this course) X
B Amanda.Binnington@yourschool——
Gavin Davis 17 Matthew Bates Manager {Assigned in this course) X

Gavin.Davis@yourschool.org.uk

Ben Delaloye
ben.delaloye@yourschool.org.uk

Justin Dobson
Justin.Dobson@yourschool.org.L

Nicky Docherty
nicky.docherty@yourschool.org.L

Peter Kennedy
Peter.Kennedy@yourschool.org.

21

Search

Matthew.Bates@yourschool.org.uk

James Belok
james.belok@yourschool.org.uk

Anthony Bennett
antony.bennett@yourschool.org.uk

Mike Boddington
mike.boddington@yourschool.org.uk

Nina Bokil
Nina.Bokil@yourschool.org.uk

Assign role:

Assign role:

Manager {Assigned in this course) X

Manager (Assigned in this course) X

Manager (Assigned in this course) X

d from course categ

-

The preceding screenshot also displays any users who have inherited a role in this
course; for instance, one user has been assigned in the Course category context
(see arrow in the screenshot).
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Module context

Once you are inside a course, it is possible to assign roles to users for individual
modules; such as the resources and activities. While editing the module properties,
you will see three role-related links in the Settings block. The one labeled Locally
assigned roles will lead you to the familiar screen to Assign roles. The Permissions
and Check permissions links let you change inherited roles and verify roles of
individual users. We will deal with this later in the chapter:

e
Please choose a role to assign
¥ Forum administration

B Editsetiing Role Description Userésl:lth
Teachers can do anything within a course, including changing 0

- the activities and grading students.
Nan-editing teachers can teach in courses and grade students, 0
but may not alter activities.

Students generally have fewer privileges within a course.

The Module context is often used by teachers to grant additional rights to their
students. A regularly-cited example is that of a forum moderator. If you wish to put
a student in charge of a forum so she or he learns how to moderate discussions, she
or he requires the rights to edit and delete posts (among others). These rights are
provided by the Teacher role and it is perfectly feasible to assign a Teacher role to a
student in a single activity.

By default, users with a Teacher role have the rights to assign roles in the Module
context. However, it is often up to the Moodle administrator to carry out the task on
their behalf, due to the complexity of the roles system. The same applies to the Block
context, which is covered next.

Block context

Similar to the Module context, the Block context allows the assignment of rights on
block level within a course. You will see an Assign roles icon at the top-left corner of
each block, clicking on which will lead to the Assign roles screen (editing has to be
turned on).
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If your system doesn't contain a role that has been granted rights to be assigned in
the Block context, you will see a message that reads: You are not able to assign any
roles here. This is the case, by default. We will deal with modifying roles in the Roles
definitions section further down.

It is possible to control the users who can view blocks. For example, you might have
a block that you don't want guest users to see. To hide that block from guests on the
front page, access the roles page of the block by clicking on the Assign roles icon.
Click on the Permissions link, select the Guest role from the Advanced role override
drop-down list, set the moodle/block:view capability to Prevent, and click on Save
changes. We will deal with capabilities later on.

The same mechanism also applies to blocks outside courses, whether on the front
page, in My Moodle, on the default profile page, or inside activities.

User context

The User context is a standalone context, which has only the System context as
parent. It deals with all issues relating to a user outside a course. They include the
user's profile, forum posts, blog entries, notes and reports, logs, and grades.

The assignment of roles takes place via the Profile settings for <user> | Roles | This
user's role assignments link in the Settings block, on the profile page of that user.
This link does not appear by default. You need to have a role that can be assigned

in the User context. None of the predefined roles make sense to be applied in such a
way, which is why this only applies to user-defined roles. An often-cited example of
a custom role to be applied in the User context is the Parent/Mentor role, which we
will deal with in the Creating custom roles section.
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Roles assigned in the User context will only have access to information accessible
from the user screen. They will not have access to any courses:

¥ Profile settings for Nick
Eisenmann

Front page context

In Moodle, the front page is a course and, at the same time, not like a course. In other
words, it is a special course! The Front page context has the System context as parent
and, like the Course context, Module and Block as the sub-contexts. It is accessed via
Front Page | Front page roles:

Sattings /"1 Front page roles

13
Frontpage safings Please choose a role to assign
| 4
My profile settings
= Role Description Senrmal
Siwe administration
B Motifications Manager Managers can access course and modify them, they usually 0
| 3 do not participats in courses.
E = ::1_:—— Teach: 1]
i Teachers can do anything within a course, including
[ Frontpage changing the activities and grading students.
Ia'-".-r:! page setings
@ Non-ediing leacher  Mon-aditing teachers can teach In courses and grade 0
Front page roles studanis, but may not alter activities.
S 1 L]
Students generally have lewer privileges within a course.
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A typical user in the Front page context is a designer who is responsible for the
layout and content of the front page of the Moodle system. When assigned, only
the Front page menu and its submenus are accessible. Most sites apply either the
Teacher role or create a dedicated Designer role.

Multiple roles

It is common for a user to be assigned more than a single role. For example, a class
teacher is also made course creator for the year group he or she is responsible for
(Category), or is in charge of the Moodle administration (Site), or acts as a support
teacher in a different class (Course), or is the parent of a child (User). In fact, every
logged-in user is automatically assigned the Authenticated user role in the System
context. We will deal with this later in the chapter.

A significant part of the roles infrastructure in Moodle is the ability to assign
multiple roles to a user at the same time. The equivalent in our initial company
example is a member of staff who is in charge of the Marketing department, but is
also temporarily in charge of the Sales division.

To specify an additional role, the actual context has to be selected, as discussed
earlier. You will then be able to assign additional roles as necessary.

It is technically possible to assign two or more roles to the same user in the same
context. Having said this, it is hard to think of situations where such a setup would
actually make sense. The real problem is the potential for conflicts, which Moodle
has to resolve. For example, if one role has the ability to delete a forum post and
another one does not, but a user has been assigned both roles in the same context,
which right applies? While Moodle has a built-in resolution mechanism for these
scenarios, it is best to completely avoid them.

If you are desperate to know about the built-in resolution
%j@i\ mechanism mentioned earlier, see docs.moodle.org/
’ en/How_permissions_are_calculated.

Capabilities

So far, we have given users existing roles in different Moodle contexts. In the
following few pages, we will have a look at the inside of a role where capabilities
dictate what functionality is allowed. Remember, a role is a collection of capabilities.
Once we have understood these, we will modify existing roles and create entirely
new custom ones.
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Role definitions

Existing roles are accessed via Users | Permissions | Define roles. The screen
that will be shown is similar to the familiar Assign roles screen, but has a very
different purpose:

Settings cim

Manage roles

12 My profile settings

¥ Site administration

Description Short name Edit
Managers can access course and modify them, they usually do not participate in courses. manager & 2
Course creators can create new courses and teach in them. coursecreator 4 J & <2 ¥
¥ Users Teacher . . . editingteacher 4 § &f 2 X
Teachers can do anything within a course, including changing the activities and grading
¥ Accounts students.

¥ Permissions

L i r Non-editing teachers can teach in courses and grade students, but may not alter activities. teacher + 4 2%
N - student x;
i Students generally have fewer privileges within & course. T s2x
Define roles
A Guest Guests have minimal privileges and usually can not enter text anywhere. guest 4+ 4 2
user =2
Alllogged in users. L

When you click on a role name, its composition is shown. Each role contains a
unique Role name, a unique Short name (used when uploading users), and an
optional Description:

Viewing the definition of role Teacher' @
Ea

Role name Teacher
Short name editingteacher
ription Teachers can do anything within a course, including changing the activities and grading students.
Role archetype (3) ARCHETYPE: Teacher (editing)
Context types where this System
role may be assigned User
v/ Category
v Course
v/ Activity module
v Block
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The Role archetype specifies which permissions are set if the role is reset to its
default value. The setting further determines what values any new permissions will
have, when introduced in future versions of Moodle. These settings will then be
applied during the update process.

The Context types where this role may be assigned field is set to the context in
which the role will be allowed as an option. This reduces the risk that roles are
assigned in contexts where they shouldn't. We have already come across this when
we tried to assign roles in the Block context and were told that this is not possible.
In the preceding screenshot, we have changed it and added the Block as well as the
Category context as options.

In addition to these five fields, each role consists of a large number of capabilities.
Currently, Moodle's role system contains almost 400 of them.

[ A capability is a description of a particular Moodle feature. ]

These include grading an assignment or editing a wiki page. Each capability
represents a permissible Moodle action and is displayed as a single row in the
list of all capabilities.

To simplify searching for capabilities, use the provided Filter mechanism. It only
shows the capabilities (with both the name and the description) that match the
filter criterion:

Filter upload
Capability Permission (33  Risks
Authorize Net
enfuls’authorize:uplnadc&v s ‘
System
moodle/site:uploadusers tHe ‘"i\" é‘
Repository: Upload a file
T Allow

repositony/upload . view Default: Not set
Course

. ; Allow ‘ i\ ,Q\
moodle/restore.uploadfle
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Each capability has the following components:

* Description: For example, Upload new users from file provides a short
explanation of the capability. On clicking a capability, the online Moodle
documentation for that capability is opened in a separate browser window.

* Name: For instance, moodle/site:uploadusers follows a strict naming
convention— level/type: function—which identifies the capability in the
overall role system. The level states to which part of Moodle the capability
belongs (such as, moodle, mod, block, gradereport, or enrol). The type is
the class of the capability, and the function identifies the actual action.

* Permission: Each capability has to have one of four values, explained in the

following table:
Permission Description
Not Set By default, all permissions for a new role are set to this value. The value in

Allow

Prevent

Prohibit

the context where it will be assigned is inherited from the parent context. To
determine this value, Moodle searches upward through each context, until
it finds an explicit value (Allow, Prevent, or Prohibit) for this capability;
that is, the search terminates when an explicit permission is found.

For example, if a role is assigned to a user in a Course context and a
capability has a Not set value, then the actual permission will be whatever
the user has at the category level, or, failing to find an explicit permission, at
the site level. If no explicit permission is found, then the value in the current
context is set to Prevent.

To grant permission for a capability, set the permission to Allow. It applies
in the context in which the role will be assigned and all contexts which are
below it (children, grand-children, and so forth).

For example, when assigned in the Course context, students will be able

to start new discussions in all forums in that course, unless some forum
contains an override or a new assignment with a Prevent or Prohibit value
for this capability.

To remove permission for a capability, set the permission to Prevent. If it
has been granted in a higher context (no matter at what level), it will be
overridden. The value can be overridden again at a lower context.

This is the same as the Prevent permission, but the value cannot be
overridden again at a lower context. The value is rarely needed, but useful
when an administrator wants to prohibit a user from certain functionality
throughout the site, in which case the capability is set to Prohibit and then
assigned in the site context. A situation where this applies is when a user is
a "bad student" who is not allowed to post to the forums.
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Principally, permissions at lower contexts override permissions at higher
contexts. The exception is Prohibit, which, by definition, cannot be
overridden at lower levels.

Risks: Moodle displays the risks associated with each capability; that is, the
risks that each capability can potentially raise. They can be any combination
of the following five risk types:

Risk Icon Description

Configuration rFy Users can change site configuration and behavior.

XSS ‘ Users can add files and texts that allow cross-site scripting
(potentially malicious scripts which are embedded in web
pages and executed on the user's computer).

Privacy oy Users can gain access to private information of other users.

Spam r";\ Users can send spam to site users or others.

Data loss ‘ Users can destroy large amount of content or information.
Risks are only displayed. It is not possible to change these settings as they are
only acting as warnings. When you click on a risk icon, the Risks documenta-
tion page is opened in a separate browser window.

Moodle's default roles have been designed with the following capability risks
in mind:

Role Allowed Risks

Administrator All capabilities, with a few exceptions.

Teacher Certain capabilities with XSS and privacy risks, mainly adding and

updating content.
Student Certain capabilities with spam risks.
Guest Only capabilities with no risks.

Modifying roles

To edit a role, either click on the Edit button at the top of the Viewing the definition
of role screen or select the appropriate icon in the Edit column on the main

roles screen.

"Viewing the definition of role Teacher'
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When editing a role, you can change the standard fields as well as its permissions.
For example, some schools change the role name "Student" to "Pupil", while some
training organizations change the role name "Teacher" to "Instructor". Bear in mind
that this only changes the name of the role, not the corresponding labels used
throughout Moodle. You will learn how to do this in the Localization section in
Chapter 9, Moodle Configuration.

When you change capabilities in a role that has been derived from a Role archetype,
its original values are highlighted when you click on the Show advanced button.
For example, in the following screenshot, Manage templates has been set to Not set,
but the Allow value remains highlighted. Do not forget to save your role changes,
once applied:

Role name Instructor

Short name instructor

Description Fortfamily |=| Font size = | Format - e |
BJ U&x, x* EESE JLB0A2-

R 8 A ey
Duplicate of the Teacher roke with some modifications in the Database activity.

Path:
Role archetype (3) [ ARCHETYPE: Teacher (editing) $)

Context types where this role | System
may be assigned User
Category
v Course
v Activity module
Biock

The permissions selected in the table below are the defaults for the role archetype selected above.
Fiter template | Clear |

Capability Permission ¢ Risks
System

moodie/my:configsys pages Hoi'snt Allow Pru;rem Prom

Activity: Database

mod/data:managetemplates Notset Alow Prevent Prohibit A A

modidata:manageuserpresets =

Unless you are confident with your role modifications, we recommend that you
duplicate a role first (using the Duplicate role button) and then edit it. Keeping
the default roles untouched also makes maintenance easier in case multiple
administrators work on the same system or a third party provides support.
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For example; if, due to privacy or other reasons, your organization decides not to
allow users to see the profiles of other users, you could edit the Student role, search
for the moodle/user:viewdetails capability, and change it from Allow to Not set:

moodlefuserviewdetails Not set Allow Prevent Prohibit

It is not possible to modify the Administrator role via the
L Moodle interface.

Overriding roles

It is possible to override permissions of a role in a given context using the
Permissions link in the role assignment screen. You are shown a screen that
describes which role has been given or has inherited permission for any of the
capabilities of the current module activity (here, an assignment):

Permissions in Aéaﬁnmenf: .éoursewark |

Advanced role override| Choose... -:-]

Capability Risks Roles with permission Prohibited
Course
View hidden activities Non-editing teacherX, TeacherX, ManagerX "
moodle/course:viewhiddenactivities +

all g : Non-editing teacherX, TeacherX, ManagerX "

:accessallgroups +

Always see full names of users Non-editing teacherX, TeacherX, ManagerX "
moodle/site:viewfullnames +
Activity: Assignment
Export own submissior StudentX, Non-editing teacher, TeacherX, ManagerX *
mod/assignment.exportownsubmission +
Grade assignment A Non-editing teacherX, TeacherX, ManagerX *
mod/assignment:.grade +
Submit assignment StudentX "
mod/assignment:submit +

View assignment GuestX, StudentX, Non-editing teacherX, TeacherX, ManagerX "
mod/assignmentview +

[161]



Managing Permissions: Roles and Capabilities

Overrides are specific permissions designed to change a role in a specific context,
allowing you to tweak your permissions as required. Tweaking involves granting
additional rights or revoking existing rights. Once you select a role from the
Advanced role override drop-down menu, you will see a familiar screen that
shows the details of each activity's capability for this particular role.

For example, while learners with the role of Student in a course are usually allowed
to start new discussions in forums, there may be particular forum for which you
want to restrict that capability; you can set an override that prevents students from
starting new threads in this forum (namely, mod/forum:startdiscussion).

Overrides can also be used to open up areas of your site and courses to grant extra
permissions to users. For instance, you may want to experiment with giving students
the ability to grade some assignments (see the following screenshot) or to peer rate
forum posts:

Override permissions for role 'Student' in Assignment: Coursework | g

The highlighted cells in the table below show the permission (if any) that will be inherited. Apart from the
capabilities whose permission you actually want to alter, you should leave everything set to Inherit.

Capability Permission (3 Risks

Course
moodle/course:viewhiddenactivities Inherit (Notset)  Allow Prevent Prohibit
moaodle/site accessallgroups Inherit (Not set) Allow Prevent Prohibit

Always see full names of users ® (8] O ®]
moodle/site viewfullnames Inherit (Not set) Allow Prevent Prohibit

Activity: Assignment

Export own submissio ® O ) O
od/assignmentexportownsubmission Inherit (Allow) Allow Prevent Prohibit

rade assignment 0 ® 0 0 A

mod/assignmentgrade Inherit (Not set) Allow Prevent Prohibit

Submit asslanment & & "J

modfasslghmem:submit Inherit (Allow) Allow Prevent Prohibit

lew assig ent ,':‘, ,:\ {

mod/assignment:view Inherit (Allow) = Allow Prevent Prohibit

Manager (0}

Course creator (0}
Teacher (D)
Mon-editing teacher (0)

Override anoter o EENTAUNI
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Depending on the context in which permissions are being overridden, only relevant
capabilities are shown. In the preceding screenshot, only seven capabilities are
displayed. The underlying gray boxes show permissions that have been copied.
The highlighted value is that of the permission in this role, in the parent context. In
the screenshot, it would therefore make no difference whether the capability values
Submit assignment and View assignment are set to Allow or are left to Inherit.

Creating custom roles

Moodle allows the creation of new roles. Examples of such custom roles are Parent,
Teaching assistant, Secretary, Inspector, and Librarian. New roles are defined at
Users | Permissions | Define roles using the Add a new role button.

Adding a new role &

Name Parent

Short name parent

Description Font family = Font size - || Paragraph [+ ) 34 h.t = |
B I Usmx x| EEE|F L EGHA - -

a— a—

q
il

25| | 2 ﬂs]_-i? Hrmn.":f"!

== i— A=
— i—

Parent, mentor or guaradian.

Role to be assigned in the user context.

Path: p y
Role archetype (3) | None .;]
Context types where [ System
this role may be ™ User
assigned ! Category
|| Course

Duplicating a role is a common way of creating a new role. It not only minimizes
the amount of work required, but also reduces errors in creating new roles.
Alternatively, you can create a new role and use the Role archetype of an
existing role.

Make sure that you specify the Context types in which this role may be assigned. If
you miss out a context, it will not be possible to assign the role. If you allow a context
that is not suitable for the role, you run the risk that it will be assigned at a later stage
and potentially cause problems.
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Example roles

Moodle Docs has provided a number of sample roles that might be relevant to your
organization. If not, they offer a good starting point to create other roles, which are
listed as follows:

Inspector: This role provides external inspectors or verifiers with the
permission to view all courses in Moodle without being required to enrol
(for more details on this role, see docs.moodle.org/en/Inspector_role)

Demo teacher: This role provides a demonstration teacher with an account
that has a password and profile that cannot be changed (for more details on
this role, see docs.moodle.org/en/Demo_teacher_role)

Forum moderator: This role enables moderation in a particular forum

and provides a user with the ability to edit or delete forum posts, split
discussions, and move discussions to other forums (for more details on this
role, see docs.moodle.org/en/Forum_moderator_role)

Calendar editor: This role enables a user to add site events to the calendar (for
more details on this role, see docs.moodle.org/en/Calendar_editor_role)

Question creator: This role enables students to create questions for use in
quizzes (for more details on this role, see docs.moodle.org/en/Question_
creator_role)

Blogger: This role limits blogging to specific users (for more details on this
role, see docs.moodle.org/en/Blogger_role)

Parent/Mentor role

One of the most popular and sought-after custom roles in Moodle is the one of a
parent, guardian, or mentor. The idea is to grant permission for users to view certain
profile information; such as, activity reports, grades, blog entries, and forum posts
of their children, wards, or mentees. This can be achieved with the creation of a new
role. Furthermore, the specially-introduced Mentees block has to be placed on the
front page to give users who have been assigned the role, access to the User context.

1.

Create new role: For creating a new role, follow these steps:
a. Goto Users | Permissions | Define roles.

b. Add a new role and name it Parent or Mentor. Provide an
appropriate Short name and a Description.

c. Leave the Role archetype type set to None.
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d. Check the User checkbox for the Context types where this role may
be assigned field.

e. Change the capability moodle/user:viewdetails to Allow. This grants
access to the user profile page.

f. Change the following capabilities in the Users section to Allow,
which grants access to individual areas on the user profile page:

* moodle/user:readuserposts: to read the child's forum posts.
* moodle/user:readuserblogs: to read the child's blog entries.

* moodle/user:viewuseractivitiesreport: to view the child's activity
reports and grades.

2. Create user account for parent: Each parent requires a separate user account,
which is set up as explained in the earlier chapter (go to Users | Accounts |
Add a new user and add details for the parent or use Moodle's bulk upload
facility). In our example, the father is Roy Harris and his children are Frank
Harris and Paul Harris, as shown in the following screenshot:

Frank.Harris@yourschool.org.uk London United Kingdom Never
paul.harrs@yourschool.org.uk London United Kingdom Mever

roy.harris@yourschool.org.uk London United Kingdom Mever

3. Link parent to pupil: Each parent has to be linked to each respective child.
Unlike the creation of users, this process cannot be automated via batch files
yet and so is a potentially time-consuming process. It is expected that this
feature will be added to user batch creation in the near future.

a. Access the first child's profile page and click on the Roles | Assign
roles relative to this user link in the Settings block.

b. Choose Parent as the role to assign.

c. Select the parent (Roy Harris) from the Potential users list and add
him to the Existing users list.

d. Repeat the steps (a) to (c) for the second child, Paul Harris.

4. Add mentee block: A special Mentees block has been introduced to facilitate
access to user information.

a. Go to your front page and click on the Turn editing on link.
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b. Add the Mentees block to the front page (it can also be added as a
sticky block in My Moodle) and change its title to Parent access via
the Configuration icon.

c. Login as Roy Harris and you should see the following block:

When a name is clicked on, the respective user profile will be shown, which
includes any posts sent to forums, blog entries, and activity reports, including
logs and grades.

Testing new roles

After creating a new role, it is recommended to test it thoroughly before it is assigned
to any users. To do this, create a test account and assign the new role to it. Log out

as administrator and log in as the newly-created user to test the new role or use

the Login as function to masquerade as the test user. Alternatively, use a different
browser to test out the role without logging out as administrator.

If you have modified a predefined role and would like to roll back to its factory
settings, go to Users | Permissions | Define roles, select a role, and click on the
Reset to defaults button. This will replace its existing values with those from the
built-in capabilities.

The complexity of the roles system and the ability to assign multiple roles to
multiple users in multiple contexts calls for a mechanism to verify the correctness
of permissions set. This problem is amplified by the fact that permissions can be
inherited and then overridden again at lower levels.

Moodle has a built-in permission checker that displays the values of any capabilities
in the context in which the checker has been called. This facility is called via

the Check permissions link in a specific context. For example, in the following
screenshot, we have called the permission checker in the User context of Paul Harris
and showed the permissions of user Roy Harris. It confirms the settings of the
earlier-created Parent role:
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Check permissions in User: Paul Harris

Permissions for user Roy Harris

Capability Allowed
Users
No
“Wosdatsserndicidia No
Manage blocks on user profile of other use No
moodle/user: manageblocks
all user blogs Yesg
moodlea’user readuserblogs
See all user posts ¥
moo dleruserreaduserposm s
B ok No
moodleruservlewalldetalls
yEe USer aclvity reports Yesg
moodle/userviewuseractivitiesreport
Course
ies of other users Nao

moodlefgrade viewall

Select another user

Potential users matching *harris' (3)
Frank Harris, Frank.Harris@yourschool.org.uk
Paul Harris, paul.harris@yourschool.org.uk
Roy Harris, roy.harris@yourschool.org.uk

Search harris

Search options p

At site level, there are two additional mechanisms that help to identify any potential
issues with roles. The capability report (Users | Permissions | Capability report)
shows, for a selected capability, what permissions it has in the definition of one or
many selected roles. It also shows if the capability has been overridden anywhere in
the system, which is a great help when you're trying to locate any local modifications.
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In the following screenshot, I have selected the capability mod/forum:rate: Rate posts
and All roles. The report that follows shows the values of the capability in the Student
and the Teacher role, and also a forum in a course, where it has been overridden:

mod/forum:postwithoutthrottling: Exempt from post threshold
moed/forum:rate: Rate posts

Roles:

All

Manager

Course creator
Teacher
Non-editing teacher
Student

Guest
Authenticated user
Authenticated user on frontpage
Parent

Get the report

Report for capability 'Rate posts'

For roles Teacher, Student
System

Teacher Allow
Student Mot set

+ Category: Engineering
+ Course: Course Handbook
+« Forum: News forum

Student Allow  <femmm

The second tool can be found at Users | Permissions | Unsupported role
assignments. As the name suggests, it lists any role assignments that are not valid.
This usually happens when you upgrade from a previous version of Moodle. If any
assignments are listed, you will have to manually modify or remove them.

Roles management

We have now dealt with the most important tools to use, modify, and create roles.
Moodle offers a number of system settings that are important when working
extensively with roles.
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Allowing roles assignments and overrides

By default, some roles have the right to allow other roles to assign roles. For instance,
a teacher is only allowed to assign Non-editing teacher and Student roles, whereas
the manager is allowed to assign all roles except the Guest, the Authenticated

user, and Authenticated user on front page roles (because these are automatically
assigned when a user signs in for the first time). There are instances when you either
wish to change the default settings, for example, when a teacher assigns roles to
other teachers, or when newly created roles have to be managed. To do this, select
the Allow roles assignments tab in Users | Permissions | Define Roles:

Allow role assignments

You can allow people who have the roles on the |eft side to assign some of the column roles to other people

Manager E:;:;i? Teacher g:r;heetli_iting Student Guest ﬁ;;r:enticated ‘L?gg:mﬂf?iﬁgage Par
Manager ™ E]
Course creator
Teacher

Mon-editing teacher
Student
Guest

Authenticated user

0O000000®

0O0000®&O

0O0000 &0 ®&

OO0O0OO0O0OO0Ooo
OO0O0O0CO0OO0oao
0O00 0000 o
OO0O0O0O0O0oo

0O0O00O0O0oo

Authenticated user on
frontpage

®|O0OO0DOO []E][:I =

(
&

(
(
(
o
O
O

Parent

In the preceding screenshot, the modified allowances have been highlighted. The
teachers are allowed to assign the Teacher role; both the course creators and the
teachers are allowed to assign the new Parent role.

The identical mechanism exists for role overrides and role switches. They are
accessed via the Allow role overrides and Allow role switches tabs respectively,
on the same screen.
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Assigning of default roles

In certain situations, standard roles are assigned. These can be specified in the User
policies section under Users | Permissions:

Role for visitors Guest (guest)  + | Default: Guest (guest)
noteggedinmied
Users who are notlogged in 1o the sile will be trealed as |f they have this role granied 1o them at the sile coniext. Gues! s almost always
what you want here, but you might want to create roles that are less or more restrictive. Things like creating posts still require the user 1o
log in properly.
Role for guest Guest@guesy ¢ Default: Guest (guest) ‘
guesiroiaid

This role is automatically assigned to the guest user. It is also temporarily assigned to not enmolled users that enter the course via guast
enrolment plugin

Default role for all Authenticated user (user) 2 | Default: Authenticated user (user) ‘
users
defauluseroied All logged in usars will be given the capabilities of the role you specify hera, at the sita lavel, iIn ADDITION to any other roles they may

have been given. The default is the Authenticated user role. Note that this will not conflictudsi st
capabilities, it just ensures that all users have capabilities It}a"\g[-anm-*** -
calendar, elc). —

The preceding screenshot shows the assignment of the default role for visitors (users
who are not logged in) and the role for guest.

Moodle comes with a predefined role called Authenticated user, which is the default
role for all logged-in users. It is assigned to every logged-in user, in addition to any
other roles. The role has been created to grant users access to certain functionality;
for example, posting blog entries, managing personal calendar entries, changing
profile fields, and so on, even if they are not enrolled in a course.

You can further specify what role is given automatically (via the Creator's role in
new courses drop-down list) to users who have created a course, but don't have any
permissions yet in the course. This applies to restoring courses from backups (see
Chapter 13, Backup and Restore).

There are three more self-explanatory settings that are not explicitly related to
roles — Auto-login guests, Hide user fields, and When selecting users, search
and display.

M Changing settings in User policies can have a major impact on
Q what new users are allowed to do on your Moodle system, so
double-check the default roles before they are applied!
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In addition to the default roles in the User policies section, it is also possible to
specify a default front page role. This can be accessed in Front page | Front page
settings. To enable logged-in users to participate in activities positioned on the front
page, the Default frontpage role field can be set, usually to Student or Teacher. It is
also possible to allow logged-in users to participate in these activities by setting an
authenticated user role override.

Default frontpage role Student [ Default: None

defaultfrontpagemisid

Moodle role assignment—best practice

Roles can sometimes cause problems in Moodle sites, and you are therefore advised
to follow these recommendations:

*  Only assign the roles once you have understood them thoroughly

* Never grant a user a role that is beyond his or her competence

* Avoid assigning multiple predefined roles to users if possible

* Avoid system roles as much as possible

* Avoid role assignments that don't make sense

* Keep track of role assignhments to ensure maintainability in the future

* Do not change the permissions of predefined roles

Summary

In this chapter, you have learned what roles are and how they are applied in
different contexts. We then covered the modification of existing roles before creating
our own custom roles such as Parent, Inspector, or Librarian. Finally, we looked at
the management of administrative role-related settings.

Getting your head round the roles concept in Moodle is vital if you wish to add,
modify, or remove functionality for a distinct group of users. As always, there is a
trade-off between the complexity of such a system and its flexibility. While you can
argue about the user-friendliness of the roles system, it has certainly proven to be
one of the most powerful concepts in Moodle.

The interconnectedness between courses, users, and roles is crucial. Once this
has been set up and configured properly, your Moodle is technically ready to go.
However, before that, you probably want to change the look and feel first. This is
what the next chapter is all about.
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Your system is now fully operational with users, courses, and roles in place. Now, it is
time to change its look and feel. Out goes the standard white Moodle standard theme
and in comes a site that is in line with the corporate branding of your organization!

After providing a general overview of Moodle's look and feel elements, we will cover
the following subjects:

* Front page customization: This includes front page settings, block
arrangement, front page roles, backup, restore, and questions. You will also
learn how to support personalization through the My Moodle feature, and
how to make blocks sticky.

* Moodle themes: This includes theme selection, theme types, and theme
settings. We will also cover support for mobile devices; that is, cell phones
and tablets.

* Accessibility: This includes support for Moodle users with different
accessibility problems, such as visual impairment and motor difficulties.

Theme creation is not covered in this book, as it is not the task
M of an administrator, but of a designer with good CSS skills.
Q Packt Publishing offers Moodle 1.9 Theme Design: Beginner's
Guide, which is a good read to familiarize yourself with Moodle
theme basics.

Look and feel overview

Moodle can be fully customized in terms of layout, branding, and device support. It

must be stressed that certain aspects of changing the look and feel require advanced

design skills. While you, as an administrator, will be able to make some adjustments,
it will be necessary to get a professional designer involved, especially when it comes
to styling.
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The two most relevant components for customization are the Moodle front page and
Moodle themes. Before we cover these areas, let's try to understand which part is
responsible for which element of the look and feel of your site.

In the screenshot on the following page, have a look at the front page of the Moodle
site after we have logged in as administrator (designed by, and courtesy of, Synergy
Learning). It is not obvious which parts are driven by the Moodle theme and which

ones by front page settings. The following table, which looks at the page's elements

from top to bottom, sheds some light upon this:

Element Settings Theme Other
Logo X

Logged-in information (location and font) X
Language drop-down X X
Dockable sidebar X
Pull-down menu

Navigation and Settings blocks (position)

xX X X X

Available courses block (position)
Available courses block (content) X

Course categories and Calendar block X
(position)
All courses link in Course categories block X

Icons, font colors, header, borders, and so X
on, of all blocks

Show icons to collapse blocks X
Show icons to dock blocks X
Footer text

Copyright statement

X X X X

Number of columns

While this list is by no means complete, it hopefully gives you an idea that the look
and feel of your site is driven by a number of different elements. It should also give
you an idea about elements that can be modified:
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You arelogged in as (

]
2
% English (en) +
E ‘ Packt  Synergy Learning  Moodle ‘
S| Moo+ =
R Calendar =l
< March 2011 >

This is a course to demonstrate some features of the Pack

My home
% Maadle 2.0 Administrator book. 5 % =L
= Site homa un Mon Tue Wed Thu i at
12 3 4
’ Site 5 B8 9 10 11
page: . 115 18 17 18
P " 21 22 23 24 25
ly profile
Induction Program 28 20 a0 3
¥ Gourses
Course Handbook
Settings sl |

P Front page settings

I My profile settings

¥ Site administration

In short, the settings (mostly front page settings as well as a few related parameters)
dictate what content users will see before and after they log in. The theme is
responsible for the design scheme or branding; that is, the header and footer

as well as colors, fonts, icons, and so on, used throughout the site.

Customizing your front page

Moodle's front page changes after a user has logged in. The content and layout of the
page before and after login can be customized. Look at the following screenshot. It

is the same site that the preceding screenshot was taken from, but before a user has
logged in:

You are not logged in. (Login)

‘Packt Synergy Learing  Moodle |

R

Username Engineering 4 Mareh 2011 >
| admin | Computing 1

w Miscellaneous Sun Mon Tue Wed Thu Fri Sat
Password o o 1 2 3 4 5
[Cersrneerns | »” Dema course 8 7T &8 9 40 1 12

1 14 15 18 17 18 10
20 29 22 23 24 25 26

o
'o® Induction Program
m 2728 29 30 B

.
Lost password? " Course Handbook
Collapse all Expand all Course categories ] |
Navigation =0} —
o 4 Cgmpuung
% » Miscellaneous
¥ Gourses
All courses ...
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In this particular example, the Login block is shown on the left and the Course
categories and Courses are displayed in the center, as opposed to the list of
available courses. Additionally, the Settings block is not displayed.

Front page settings

In order to customize the front page (Front page | Front page settings), you
either have to be logged in as Moodle administrator, or have been granted front
page-related permissions in the Front page context:

Full site name: Packt Moodle 2.0 Administrator
fullname
Short name for site (eg Home
single word)
shortname
Front page desfﬂ?ﬂf,’; Fontfamily |~| Fontsize | =| Paragraph |~ ||¥) (|33 25 3|
B 7 Uwmx, x| EEE|JSL@EA-2-"n
= = AR a2 W B QF|m D |

The site is accompanying the authoring of Moodie 2.0
Administration by Packt Publishing (www.packtpub.com).

Path: p )

This description of the site will be displayed on the front page.

Front page [ Combo list e
frontpage -
| None -
| None :
| None s
The items selected above will be displayed on the site's front page.

Front page items when [Ustof courses =
logged in rrm—————————— e
frontpageloggedin M_; P
| None H "

]
| None T

Setting Description

Full site name This is the name that appears in the browser's title bar. It is
usually the full name of your organization or the name of
the dedicated course or qualification that the site is used for.

Short name for site This is the internal name of your site that is used at various
places, for instance, as part of the backup name or when
networking the site.
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Setting Description

Front page description This description of the site will be displayed on the front
page, on the Site description block. The description text
is also picked up by the Google search engine spider, if
allowed.

Front page Moodle can display up to four elements in the center
column of the front page, when not logged in:

e A list of courses
* Alist of categories
* News items

* A combo list (Categories and Courses)

The order of the elements is the same as the one chosen in
the pull-down menus.

Front page items when Same as Front page, but can be used when logged in.
logged in
Maximum category depth When course categories are shown, this setting specifies

how many levels of the hierarchy are displayed. It is useful
to limit this, if your category hierarchy's depth is greater
than three or four.

Include a topic section If ticked, an additional topic section (just like the topic
block in the center column of a course) appears on top of
the front page's center column. It can contain any mix of
resources or activities available in Moodle. It is very often
used to provide information about the site, or to include an
image or video.

News items to show Number of news items that are displayed.
Comments displayed per This setting dictates how many entries are shown if the
page Comments block is used on the front page. This setting

really belongs to the Comments block and might be moved
in the near future.

Courses per page This is a threshold setting that is used when displaying
courses within categories. If there are more courses in a
category than specified, page navigation will be displayed
at the top of the page. Also, when a combo list is used,
course names are only displayed if the number is less than
the specified threshold. For all other categories, only the
number of courses is shown after the category name.

Default front page role If logged-in users are allowed to participate in front page
activities, a default front page role should be set. The
default is None.
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The Front page settings mainly dictate what is displayed in the center of the page.
Now, let's have a look at the blocks at the left and the right.

Arranging front page blocks

To configure the left and right column areas with blocks, you have turn on editing
in the Front page settings area of the Settings block. Once turned on, you will

see the Add a block block, which contains all available blocks that can be added
to the front page (except the ones that have already been added and only allow a
single instance). Some of these are not available in Courses, such as Course/Site
description, Main menu, or Network servers:

¥ Add...
Activities
Admin bookmarks
Blog menu
Blog tags
Comments
Course completion status
Course/5Site description
HTML
Latest news
Logged in user
Mentees
Messages
Metwork servers
Online users
People
Random glossary entry
Recent activity
Recent blog entries
Remote RSS Feeds
Search forums
Self completion
Tags
Upcoming events

Blocks are added to the front page in exactly the same way as in courses. To change
their position, use the Move icon. Some blocks have settings that are unique to that
block, and which can be accessed through the Configuration icon. For example, the
Navigation block allows you to specify whether the block can be docked and how
certain types of content are displayed:
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Configuring a Navigation block

Block settings

Allow the user to
dock this block

Display categories
as links

Trim mode

How many
characters to trim
to

navigation for the
following

| Yes |»¢3
[ No --33

| Trim characters from the right w‘.‘ri

50

Generate

Categories and courses
Categories, courses, and course structures
Categories, courses, and course Activities

In addition to block-specific settings, every block contains two sets of parameters
that control its behavior. These two sections, Where this block appears and On this

page, will be shown for every blo

ck:

Where this block appears

Original block location (3}
Page contexts (3}
Default region (3}
Default weight (3)

On this page
Visible

Region

Weight

Front page

| Display on the front page only

| Left

| 5

| Yes #|

| Right % |

| -10 (first) =

A block, like a role, can be assigned in a context (here, Front page) and its properties
are inherited and overridden in sub-contexts. The first set of settings specifies where
the block will be displayed and what the default properties are. The second set of
settings specifies the properties in the current context. The following parameters

are available:

Setting Description

Original block location

This shows the context in which the block has been created.
This is sometimes referred to as home context. As with
roles, pages may inherit blocks from a parent context.
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Setting Description
Page contexts This setting dictates on which pages the block will be
(not in all contexts) shown. The following options are available:

* Display on front page only

* Display on the front page and any pages added to
the front page

* Display throughout the site
In other contexts, such as Courses, other (context-sensitive)

options will be shown, depending on the original block
location and your current location.

Display on page types The options available depend on the context the block is
(Unavailable on front shown in, for example, Only user profile pages and My
page) home page in the User context, or Any page, Any course

page, and Any type of course main page in Courses.
Default region (Left, Whether the block's position is on the left or on the right.
Right)

Default weight (-10...10) Think of a block as a balloon: The lighter the block weight,
the higher up its position and the heavier the weight, the
further down it will be placed.

Visible (Yes, No) Whether the block is shown or hidden.

Region (Left, Right) Same as Default region. On the My Moodle and profile
pages, content is offered as a third option (see the My
Moodle and Profile pages section further on).

Weight (-10...10) Same principle as Default weight.

In the preceding screenshot, the block is shown in the right-hand column, at the
first position. However, when it is displayed on any other page, the block is initially
shown on the left and has a weight of -5.

The Main menu block allows you to add any installed Moodle resource or activity
inside the block. For example, using labels and links to (internal or external)
websites, you are able to create a menu-like structure. Another block that has proven
popular on the front page is Online users, which displays a list of everybody
currently logged in to your Moodle site. The HTML block lets you add any HTML
code, which is useful for any type of content that cannot be displayed using standard
Moodle blocks.

If the Include a topic section parameter has been selected in the Front page settings,
you must edit the area and add any installed Moodle activity or resource. This topic
section is usually used by organizations to add a welcome message to visitors, often
accompanied by a picture or other multimedia content.
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M Double-check what your site looks like when you are not
Q logged in. Make sure no information is visible that should only
accessible to logged-in users.

Log in from a different website

The purpose of the Login block is for users to authenticate themselves by entering
their credentials in the form of username and password. It is possible to log in to
Moodle from a different website, maybe your organization's home page, effectively
avoiding Moodle's front page and Login block. To implement this you must add
some HTML code on the remote page from which you wish the user to log in:

<form class="loginform"” name="login" method="post' action="http://www.
mysite.com/login/index.php">
<p>Username :
<input size="10" name="username' />
</p>
<p>Password :
<input size="10" name="password" type="'password" />
</p>
<p>
<input name="'Submit” value="Login" type="submit"” />
</p>
</form>

This form will pass the username and password to your Moodle system. You will
have to replace www.mysite.com with your URL; this address has to be entered in the
Alternate Login URL field at Plugins | Authentication | Manage authentication.

Other front page items

The Moodle front page is being treated as a standalone component in Moodle and
has therefore been given a top-level menu with a number of features that can all be
accessed through the Front page item in the Site administration section:

¥ Front page
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We have already looked at the Front page settings; now, let us have a brief look
at the other available options. As the front page is treated like a course (internally,
it has course ID 1), a number of settings are available, which are identical to their
course counterparts.

Front page roles

The front page has its own context in which roles can be assigned to users. This
allows a separate user to develop and maintain the front page without having access
to any other elements in Moodle. As the front page is treated as a course, a Teacher
role is usually sufficient for this.

We have discussed this feature in detail in the previous chapter, which dealt with the
management of roles.

Front page filters

Any filters that have been activated can be configured at course level. The same
applies to the front page. We will discuss filters in detail in Chapter 9, Moodle
Configuration, when we look at different configuration settings.

Front page backup and restore

The front page has its own backup and restore facilities to back up and restore any
elements of the front page, including any content. The mechanism of performing
a backup and restore is the same as for course backups, which is dealt with in
Chapter 13, Backup and Restore.

Like all other course backups, front page backups are stored in the User backup
folder of your user file (System/<your name>/User backup).

Front page questions

Since the Moodle front page is treated in the same way as a course, it also has its
own question bank, which is used to store any questions used on front-page quizzes.
For more information on quizzes, question types, and the question bank, go to the
Moodle Docs at docs.moodle.org/en/Quiz.
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Customizing navigation

By default, every user has the main front page, also known as Site home, as their
top-level page, which is indicated by the Home label in the breadcrumb trail.
Every user also has a personal page, known as My home, but often referred to as
My Moodle. This page can be customized by the user, and is accessed through the
Navigation block, can be set.

When you go to Appearance | Navigation, you have the option to specify the
Default home page for users. The options are Site (default), My Moodle (personal
page), and User preference (the user can make this choice in Settings | My profile
settings | Make this my default home page). In the following screenshot, you can
see the impact on the breadcrumb trail and Navigation block for the settings My
Moodle (left) and Site (right):

1 I Courses P Miscelansous # Home I Courses I M % >
¥ Site pages » Site pages

Additional navigation settings that specify which courses and categories are shown
in the Navigation block:

Default home page for ¥ Site Default: Site
users My Moodle

defaulthomepage A
' g User preference e page for logged in users

Showcourse ™ Default Yes
categories Show course categories in the navigation bar and navigation blocks. This does not occur with courses the user is
fievahowcatogonos currently enrolied in, they will still be listed under mycourses without categeries.

Show all courses !:! Default: No
s bt ot b Ly Setting this ensures that all courses on the site are shown in the navigation at all times.
Course limit 20 Default: 20

nawvcoursalimit P o+ A A
Limits the number of courses shown to the user when they are either not logged in or are not enrolled in any courses.

The subject of displaying courses and categories comes up regularly when
customizing Moodle sites. The common cause for concern is that the amount of
courses seen on the screen is overwhelming and it's difficult for users to navigate
through the entire category hierarchy.
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1
‘\Q Only you, as the administrator, will see the long list of all courses and

categories. Users will only see the courses they are enrolled in.

Bearing this in mind, there are a number of ways the entire category structure can be
exposed to users:

* Through the All courses link in the Courses block, unless the Hide all
courses link option has been checked in Plugins | Blocks | Course list.
Here, you can also specify that the admin only will see their courses.

* By selecting List of categories or Combo list in the front page settings.

e Through the Courses listing in the Navigation block. This is controlled by
the settings in the preceding screenshot.

Which users are shown alongside the course description is related to the way in
which courses and categories are presented to the user. By default, this is only users
with the Teacher role. You can change this is Appearance | Course contacts.

My Moodle and Profile pages

There are two special pages that users are able to customize themselves. These are
the My Moodle page and the Profile page. This facility is similar to a customizable
dashboard. Once logged in, users will have the ability to edit the pages by adding
blocks to the respective areas and changing any blocks that have already been added
by default. You, as the administrator, have the ability to specify what these default
blocks are, where they are positioned, and control how much customization can be
carried out.

This two default settings can be found at Appearance | Default My Moodle page
and Appearance | Default profile page, respectively. Once on either page, you have
to click on the Customize this page button. Any blocks you place on the default
pages will appear on users' pages. Interestingly, using the standard Move icon,

you can place blocks in the center column! It is a shame that the same functionality
does not (yet) exist on the front page, or even in courses, by default, as shown in the
following screenshot:
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-0 My private files i
99w s xar = 53

Mo course information to show.
No files available

-0
Heaxe
Sun Mon Tue Wed Thu Fri Sat
1 2 3 4
7 8 g 10 11 Online users =]}
14 15 18 17 18 T
21 22 23 24 25 e mxu
28 20 30 31 (last 5 minutes)

Moving this block ( )]

Not only that, you can also make blocks sticky. These are blocks that you wish to
display on every page, making them effectively compulsory blocks that cannot be
modified or deleted. To facilitate this, the block settings must be extended with the
Select pages setting that is shown in the properties of any block, on the Default My
Moodle page:

Where this block appears

Original block location (3 System

FAge norre @ Aoy age matching the sbove
Select pages
Default region (3) 'm'

Default weight (3) 1

On this page

Visible Yes

Region content |

Weight ol

If set to Any page matching the above, the block will appear on all those sub-pages
and cannot be modified, effectively making the block sticky. The same mechanism
applies to the default profile page.

To prevent users from editing their My Moodle and Profile pages, change the
moodle/my:manageblocks and moodle/user:manageownblocks capabilities
in the Authenticated user role.
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Replacing the front page

As we have seen so far, Moodle provides us with a great set of tools to customize the
front page. Sometimes though, you might want to replace this with a custom front
page. The home page of www.moodle.org is a good example of where this has been
implemented successfully.

Moodle lets you add a custom script to the front page. To implement this feature,
you will have to add the following line to your config.php file:

$CFG->customfrontpageinclude = "<dirroot>/local/<your front page>";

Bear in mind that this will display the output of the <your front page> PHP file at
the top of the content area, in addition to any elements of the front page. That way
you have the best of both worlds —the Moodle elements (disable the ones you don't
require) and your custom elements.

Moodle themes

Moodle provides a flexible skinning mechanism to brand your site according to
existing guidelines. As mentioned in the introduction, we only cover theme settings
that can be accessed from the Moodle administration menu. For details on how

to create Moodle themes, refer to Moodle 1.9 Theme Design: Beginner's Guide by
Packt Publishing, or contact your Moodle Partner, who will be able to offer you
professional theme design services.

Selecting a Moodle theme

Moodle comes with a number of standard themes, which are selected through
Appearance | Themes | Theme Selector:
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Device type Theme

Clear theme caches

default
i Eli i
WMaln'meny el | Welcome to the Online Learn
B site news ‘
Navigation IR Available courses
Home Moodle Features Demo
B My home
w
Site es i
ey Site news
o Participants
B Blogs
legacy ¢ Standard Theme i s A U
3 Available Courses Calendar
?' - Aerd 2040 .
a_ Pw:nmlr?kﬂzﬂrmw mystories T T
i, penguien e Ry o
w s e u
Elaghant Minlatusisation 161 Upeaming Evants
Epiorn the many diforent spprsaches Baing Esken boday, fom g:::mmumnq
X i thetagh o b ) evanthing alss
ENTOeR; ovety bl Ga o ealendar
heerw Event
Cacking with Aardvarks 101
Merasages
& sy o i hamdid diwn Brough the aged
Yo rrewiaged wadng
Ve o i s AU (Lot
[fnoodle)
1]
mobile No theme selected
tablet No theme selected

Information

Select theme

Select thema

[187]



Moodle Look and Feel

You can select up to four themes for your site, each supporting one of the following
device types:

* default: This is the theme to be used, unless any of the other types are
detected. Device detection has to be enabled in the theme settings.

* legacy: If you have users on your system who are stuck in the previous
millennium; that is, still using Internet Explorer 6, this theme will be used,
instead of the default one. Moodle ships with a Standard (legacy) theme, which
is effectively the Standard theme with built-in, non-maintained IE6 support.

* mobile: This theme is used when a smartphone is detected.

* tablet: This theme is used when a tablet (iPads or Android Honeycomb)
is detected.

M All modern browsers (Firefox 3.5+ and 4+, Internet Explorer 7/8/9,
Q Safari 5+, and Chrome) are fully supported by Moodle. Internet
Explorer 6 and other old browsers are not explicitly supported!

User-created themes also appear in the list of themes to choose from; for example,
the Packt theme in the previous screenshot (courtesy of, and designed by, Synergy
Learning). There is a database of public Moodle themes at http://www.moodle.
org/themes. Alternatively, you can commission a Moodle partner to develop a
professional theme for your site.

The Clear theme caches button at the top of the screen is relevant if changes have
been made to themes but updates have not propagated yet.

M Older themes (themes from Moodle 1.9 or previous versions) will
Q not work in Moodle 2. You must only use themes that support the
Moodle 2 theme engine.

Theme types

To understand most theme settings, we need a little bit of background. Like roles,
themes are assigned in different contexts, namely Site (System), User, Course, and
Category. However, two additional areas, that is, Session and Page, are supported
by Moodle. These so-called theme types are explained in the following list:

* Site theme: If no other theme is selected, this theme is applied throughout
the site. This is the default when you first install Moodle.

* User theme: If enabled, users are allowed to select their personal theme as
part of their profile.
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Course theme: If enabled, each editing teacher can specify a course theme in
the course settings (Force theme parameter in course settings).

Category theme: A theme can be set for each course category (Force theme
parameter in category settings).

Session theme: If you need to apply a theme temporarily (that is, until you
log out), you add the theme parameter to the URL of a course. For example,
on our site we would replace http://. . ./course/view.php?id=5 with
http://.../course/view.php?id=5&theme=packttheme.

There are a number of scenarios where this feature is useful:

°  Theme testing

°  Provision of themes through links instead of Moodle settings (theme
gallery or theme switching)

°  Provision of themes for different devices; for example, for PDAs,
mobile phones, or game consoles

* Page theme: Page themes are set in code and have only been added for

completeness.

The following table shows theme priority; where it is displayed, and where the
setting is changed. To change the precedence order, modify the $CFG->themeorder
parameter in config.php. The default is set to array(“page”, “course~,
"category”, "session”, "user”®, "site");

Type Overrides Displays Setting Location

Site None All pages, except course ~ Theme Selector
and category, if set.

User Site All pages, except course  User profile
and category, if set.

Course Site/ User/Category/ Course Course settings

Session

Category  Site/User/Session All courses in category, Category editing
except course, if set.

Session Site/User All pages, except course ~ config.php
and category, if set.

Page All Depends on code. In code

There is some trade-off when allowing theme types other than the site theme; while
allowing User, Course, Category, and other such themes, additional processing is
required that will add overhead to your system and place increased demand on your
server. However, not allowing these themes limits the level of customization that can

be carried out on your site.
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Theme settings

Armed with all the information up to this point, the theme settings (Appearance |
Themes | Theme settings) are almost self-explanatory:

Theme list

thermalist

standard, splash, packt Default: Empty

Leave this blank 1o allow any valid theme 10 be used. i you want 10 shonen the theme menu, you can spedity a comma-separated
list of names here (Don use spaces!). For example: standard, g i

Theme designer mode

themedesignemode

Defauit: No
Normally all theme images and styla sheets are cached in browsers and on the server for a very long time, for performance. if you
are designing themes or developing code then you probably want to turn this mode on so that you are not served cached
versions. Wamning: this will make your site slower for all users! Allernatively, you ¢an also reset the theme caches manually from
the Theme selection page.

Allow user themes

@ Default: No

sliowuserihemas

If you enabla this, then users will be allowed 10 set their own themes, Lisac thamss=—

Setting

Description

Theme list
Theme designer mode

Allow user themes
Allow course themes
Allow category themes

Allow theme changes
in the URL

Allow users to hide
blocks

Allow blocks to use
the dock

To limit the number of available themes, name them in the text
box, separated by commas and with no spaces!

Only for theme designers or developers. Effectively turns off
theme caching.

Users will be able to set their own themes.
Editing teachers can set course themes.
Enables category themes.

Enables session themes.

By default, users are allowed to show and hide blocks through
the icon at the top-right of each block, which toggles between
a plus and minus symbol. This can be turned off if the
functionality is not wanted.

By default, all blocks can be docked in the sidebar through
the dock icon. This can be turned off if the functionality is
not required.
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Setting

Description

Custom menu items

Enable device
detection

Device detection
regular expressions

Here, you can add a drop-down menu underneath the
header of your page. Each entry represents a menu item in
the form of <Indent><Text>[|<ULR>][]<Tooltip>]
[ I<Language>].

<Indent> is a series of hyphens; no hyphens represents a
top-level menu; one hyphen, a sub-menu; two hyphens, a
sub-sub-menu; and so on. <Text> is the label of the menu
item; the optional <URL> is the internal or external link; and
<Tooltip> is the optional balloon help.

For example, the following Custom menu items entry will
generate the menu shown in the theme in the first screenshot
of this chapter:

Packt|http:/fwww.packtpub.com

Synergy Learning

FMoodle

—Hosting|http:fww synergy-learning.com/moodle/moodle_hosting php|Hosting
—Supporthhttp:/iwww.synergy-learning.com/moodle/moodle_support.php|Support
—Training|http:/iwww.synergy-learning.com/moodle/moodle_training.php|Training
—Theme Design|http/fww synergy-learning.com/moodle/moodle_themes.php|Themes
FMahara

—Hosting|httpfwww .synergy-learning.com/mahara/mahara_hosting. php|Hosting
—Support|hhttp:www.synergy-learning.com/mahara/mahara_support.php|Support
—Training|http:iwww.synergy-learning.com/mahara/mahara_training.php|Training
—~Theme Design|http/fwww synergy-learning.com/mahara/mahara_themes.php|Themes
Moodle|http:/imoodle.org y

Since Moodle 2.1, you can add a language code or a separated
list if codes as the last item, which will only be shown if the
user has currently selected the listed language, for example:

English|http://www.synergy-learning.com]|en
German|http://www.synergy-learning.de| |de,de_
kids

Moodle can distinguish between default and legacy browsers

as well as mobile and tablet devices. If enabled, different
themes can be selected for each device type.

Unsupported device types can be added, if you know the
regular expression (also known as mobile browser ID or
user-agent string) that will be sent by the device.

Now that we have the skill-set, it is time to customize existing themes.

Customizing themes

As an administrator, you are unlikely to be involved in the creation of a full-blown
custom theme as this task requires strong designing skills. However, you will be
able to make basic modifications to existing themes.
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Theme customization basics

Moodle uses Cascading Style Sheets (CSS) to describe the presentation of each
element that is displayed. CSS is used to define different aspects of HTML and
XHTML presentation including colors, fonts, layout, and so on. You can find more
information about the specification of CSS at www.w3.0org/Style/CSS.

To read more on theme basics go to docs.moodle.org/dev/Themes_2.0, where you
will find a very well-documented and detailed help section. You might also want to
install a number of useful tools when customizing themes such as the popular Firebug
or the CSS theme tool block (docs.moodle.org/dev/CSS_theme_tool_block).

At the heart of CSS, are so-called styles; Moodle uses consistent plain English for the
naming of styles. For the forum elements displayed in the following screenshot, a
few sample styles have been labeled:

forumheaderlist.discussion.starter forumheaderlist td

Discussion Started by Last post

@ Week 1
A="d by Max Mcalister - Friday, 28 March 2008, 07:40 PM

e aa
forumpost.left forumpost.content

_.i"—) Re: Week 1
e by Philip Arthurs - Friday, 28 March 2008

forumpost.topic

forumpost.commands

You see that each element of Moodle is represented by a style. In total, there are well
over 2,000 (!) styles in Moodle, which gives a designer much freedom.

Moodle themes can be customized through their respective settings in Appearance |
Themes | <Theme name>. Different themes provide different settings. A

good example is the Formal white theme, as it contains many different types

of parameters:
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Formal white [

Font size refersnce 13px 3 | Defaull: 13px

hpme_formal

This allows you 10 set the defaull lon size lor this theme. B is not recommended 10 sel this higher than 13px as It is knawn 1o cause display problems with

cartain blocks.
Formal white 1.9 ook Default: No
thams_lormal_whits
nolrame Select this oplion 10 require your moodle page 1o look like moodie 1.°, alias, without the surrounding frame.
Display moodie loge  * | Default: Display moodie logo

Choose whether display moodie Iogo of page heading text in the header.

logo Default: Empty
theme_formal_white | oge
Changa tha logo of this thema by entering the URL 10 & new one (1o, htpMivww.somesita/animage png). As a referance, the delault logo is 300px wide
by BOpx high. A ransparent .png will work best.
The chasen logo will ba shown In each page of the site without any distinction between front page and ather pages.

Header background
colour

veme_formal_white

headetgs

WEADFD4 | Proview VST P

This sets the blocks header background colour for T thas="""

These theme settings include the following elements:

¢ Font size: Default font size is used in themes.

* Color picker: Here, the background color for blocks can be selected
(foreground and background). Other themes let you specify other styles,
such as link color or header color. The color picker offers a preview, which
is quite helpful.

* Logo: A URL can be specified to replace the one shown in the header. Other
themes allow the customization of the tag line, or the background image.

*  Column width: You can choose the width of the center column, in pixels.
Other (usually fixed-width) themes let you specify the width of the left
and right hand column separately.

* Languages menu: This checkbox indicates whether the languages menu
is shown.

* Footnote: The footnote text can be fully customized through the standard
Moodle editor; that is, images or HTML code can be also added.
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* Custom CSS: This text box, which has been added to all themes that ship
with core Moodle, lets you change any style in the theme. In the following
example, the body background has been changed to black with yellow text.
Additionally, the font-size has been increased to 16px. These settings are
useful for learners that are visually impaired:

Custom CSS
fhama_fomnal mhits | Sstomcs background-color: #000000;
background-image: none;
color=#FFFFO00;
I

p{
font-size: 16px;

Iy

Default: Empty

Accessibility

In most educational settings, accessibility (the ability for users with certain
disabilities to access Moodle's functionality), is now a legal requirement. So, it is
important to make sure that your system complies with the respective standards.
An area has been dedicated to Moodle accessibility in the Moodle Docs, which you
can access at docs.moodle._org/en/accessibility. It provides useful links to
standards, guidelines, legislation, and also subject-related tools and resources.

Guaranteeing accessibility through Moodle
themes

CSS is Moodle's representation layer that is independent from the content layer,
which is represented in XHTML 1.0 Strict. Thus, accessibility can be achieved
through the theme itself.

Once you have implemented your accessibility styles, either directly in the theme

or through the Custom CSS, as shown in the preceding example, Moodle provides
links to three external sites, which check the current page for standard compliance.
To activate these, go to Development | Debugging and check the Show validator
links box. After saving the changes, links to Validate HTML, Section 508 Check,
and WCAG 1 (2, 3) Check will be displayed at the bottom of your page (if supported
by your theme).
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One popular option is to incorporate accessibility options and offer them in the
theme as options. Have a look at the header of the following theme (courtesy of,
and designed by, Synergy Learning). It contains a color switcher in the top-right
to cater for different visual impairments. Additionally, three different font sizes
can be selected:

PACKT COLLEGE

ot

Site News

A
EHEEEEE "R RESEE - -

Packt College > Course = Test Course

There is also a useful third-party Accessibility block, which lets the user change
the font size and background color of his or her Moodle site. It further supports
text-to-speech functionality. You can find it in the Modules and Plugins section
on www.moodle.org. The installation of third-party modules is covered

in detail in Chapter 14, Installing Third-party Add-ons.

Accessibility support through the Moodle
editor

Moodle is fully compliant with all major accessibility standards. This has been
achieved by implementing XHTML 1.0 Strict, which only allows the usage of
compliant HTML constructs and the implementation of the Moodle forms library.
This guarantees consistency across forms and also supports standard screen readers.

The compliance is only guaranteed for Moodle pages but not for newly-created and
uploaded content or any third-party learning resources. We recommend that you
encourage the creation of XHTML Strict content if new web content is developed
using the built-in TinyMCE editor.
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The Moodle interface is accessed through the keyboard only but, at the time of print,
not all required functionality can be accessed that way, by default. In order to resolve
this shortcoming, you need to install the MDL-21246 patch (tracker.moodle._org/
browse/MDL-21246). This will add about 20 shortcuts to improve accessibility, such
as visual aids. It is expected that this patch will eventually make

its way into the Moodle core.

Screen reader support

A screen reader is a form of assistive technology used by blind and partially-sighted
users to interpret what is displayed on the screen. Once the information has been
located, it can be vocalized using speech synthesis software and audio hardware.

Moodle supports screen-reading devices. This setting has to be enabled separately
for each user requiring the assistive mode. This is done in the user's profile, where
the Screen reader setting has to be changed to Yes.

Screen readers can only read text and the ALT tag in images. We therefore
recommend that you provide these tags in any images used.

Summary

After providing a general overview of look and feel elements in Moodle, this chapter
covered front page and Moodle themes customization as well as accessibility. We
also dealt with supporting mobile devices. Read more on this in Chapter 15, Moodle
Integration via Web Services, when we cover web services, which allow the usage of
your site with dedicated mobile apps.

As mentioned before, the front page in Moodle is a course. This has advantages
(you can do everything you can do in a course, and a little bit more), but it also has
drawbacks (you can only do what you can do in a course and might feel limited by
this). However, some organizations are now using the Moodle front page as their
home page. Again, this might or might not work for you.

Also, there has been some criticism about the non-state-of-the-art look and feel of
Moodle. The Moodle theme engine is flexible, powerful and has proved you can
create a professional look and feel for your site.

Now that your Moodle looks (hopefully) the way you want it to, it is time to enable
all the functionalities that you wish to offer your users. These configuration settings
are dealt with in the next chapter.
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Your system is now fully operational and has the look and feel to reflect the
branding of your site. As with all complex software, there are a significant number
of configuration activities that can be carried out to bring Moodle in line with your
organization's needs and requirements.

One of Moodle's many strengths is its pluggable architecture. Moodle supports a
wide range of plugins, which will be covered in this chapter. Some will only be dealt
with in brief as they are described elsewhere, whereas others are covered in detail:

* Module plugins: This covers core functionality available in a course, the
front page, My Moodle page, and the user profile pages. They include
Activity modules, Blocks, and Filters.

* Repositories: Repositories allow incorporating data into Moodle, either from
internal sources or from external sites.

* Portfolios: These are the opposite of repositories. Portfolios allow exporting
content from Moodle to other applications or data storage.

* Miscellaneous plugins: These include Text editors, Licences, Question
types, Question behaviours, and Plagiarism prevention.

There are a number of additional plugin types that have been covered in other
chapters; namely, Enrolments (Chapter 4, Course Management), Authentication
(Chapter 5, User Management), Message outputs (Chapter 9, Moodle Configuration),
Licences (Chapter 15, Moodle Integration via Web Services), and Web services
(Chapter 16, Moodle Networking).
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Plugins—an overview

Moodle plugins are modules that provide some specific, usually ring-fenced,
functionality. You can access the plugins area via the Plugins menu that is shown in
the following screenshot:

v Plugins
4 Activity modules

¥ Blocks

» Message outputs

»

Authentication

»

Enrolments

¥ Text editors

-

Licences

-

Filters

-

Portfolios

-

Repositories

Web services

-

Cuestion behaviours

-

Question types

-

Plagiarism prevention

-

Local plugins

Plugins overview displays a list of all installed plugins. The information shown for
each plugin includes the Plugin name, an internal Identifier, its Source (Standard
or Extension), its Version (in date format), its Availability (enabled or disabled),

a link to the plugin Settings, and an option to Uninstall the plugin. The table is
useful to get a quick overview of what has been installed on your system and what
functionality is available.

Some areas contain a significant number of plugins, for instance, Authentication and
Portfolios. Other categories only contain one or two plugins. The expectation is that
more plugins will be developed in the future, either as part of the Moodle's core or
by third-party developers. This guarantees the extensibility of Moodle without the
need to change the system itself. We will be dealing in detail with third-party add-
ons in Chapter 14, Installing Third-party Add-ons.

‘“Q Be careful when modifying settings in any of the plugins. Inappropriate

values can cause problems throughout the system.
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The last plugin type in the preceding screenshot is labeled Local plugins. This is

the recommended place for any local customizations. These customizations can

be changes to existing functionality or the introduction of new features. For more
information about local plugins, check out the readme . txt file in the local directory
in your dirroot.

Module plugins

Moodle distinguishes between three types of module plugins that are used in the
courses — the front page (which is treated as a course), the My Moodle page, and the
user profile pages:

* Activities modules (which also covers resources)

* Blocks

e Filters

Activities modules

Navigating to Plugins | Activity modules | Manage activities displays the
following screen:

Activity module Activities Version Hide/Show Delete Settings
& Assignment 2010102600 &5
() Chat 0 2010080302 &
? Choice 0 2010101300 4
&) Database ] 2011052300 4
? 0 v
[ Folder 0 2010101400 4
[ Forum 2011052300

|5 Glossary o 2011052300 4
& IMS content package 0 2010101400 &4
Label 2010080300 &
23 Lesson 0 2010122200 &5
Page 2010101400 4
Quiz 2011070100 a4
[] File 2011022700 4
¢ SCORM package 0 2011021402 &
i+ Survey ] 2010080300 4
@1 URL 2010101400 4
7% Wiki 0 2011011001 4
& Workshop 0 2011061000 4
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The table displays the following information:

Column Description

Activity module Icon and name of the activity/resource as they appear in courses and
elsewhere.

Activities The number of times the activity module is used in Moodle. When you

click on the number, a table, which displays the courses in which the
activity module has been used, is shown.

Version Version of the activity module (format YYYYMMDDHH).

Hide/Show The opened eye indicates that the activity module is available for use,
while the closed eye indicates that it is hidden (unavailable).

Delete Performs delete action. All activities, except the Forum activity, can be
deleted.

Settings Link to activity module settings (not available for all items).

Clicking on the Show/Hide icon toggles its state; if it is hidden it will be changed

to be shown and vice versa. If an activity module is hidden, it will not appear in the
Add an activity or Add a resource drop-down menu in any Moodle course. Hidden
activities and resources that are already present in courses are hidden but are still in
the system. It means that, once the activity module is visible again, the items will also
re-appear in courses.

You can delete any Moodle Activity module (except the Forum activity). If you delete
an activity or resource that has been used anywhere in Moodle, all the already-created
activity modules will also be deleted and so will any associated user data! Deleting an
activity module cannot be undone; it has to be installed from scratch.

\ It is highly recommended not to delete any activity modules unless you
~ are 100 percent sure that you will never need them again! If you wish to
Q prevent usage of an activity or resource type, it is better to hide it instead
of deleting it.

The Feedback activity has been around for some time as a third-party add-on. It is
hidden by default because it has been newly introduced in the core of Moodle 2, due
to its popularity. You might probably want to make this available for your teachers.

The settings are different for each activity module. For example, the settings for the
Assignment module only contain three parameters, whereas the settings for the
Quiz module allow the modification of a wide range of parameters.
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The settings for Moodle Activity modules are not covered here, as they are mostly
self-explanatory and also dealt with in great detail in the Moodle Docs of the respective
modules. It is further expected that the activity modules will undergo a major overhaul
in the 2.x versions to come, making any current explanations obsolete.

Configuration of blocks

Navigating to Plugins | Blocks | Manage blocks displays a table, as shown in the
screenshot that follows. It displays the same type of information as for Activity
modules. Some blocks allow multiple instances, that is, the block can be used more
than once on a page. For example, you can only have one calendar, whereas you can
have as many Remote RSS Feeds as you wish. You cannot control this behavior, as it
is controlled by the block itself.

You can delete any Moodle block. If you delete a block that is used anywhere in
Moodle, all the already-created content will also be deleted. Deleting a block cannot
be undone; it has to be installed from scratch.

~“Q

Most blocks are shown by default (except the Feedback and Global search blocks).
Some blocks require additional settings to be set elsewhere for the block to function.
For example, RSS feeds and tags have to be enabled in Advanced features, the
Feedback activity module has to be shown, or global search has to be enabled

(via Development | Experimental | Experimental settings).

Do not delete or hide the Settings block, as you will not be able to access
any system settings anymore! Also, do not delete or hide the Navigation
block, as users will not be able to access a variety of pages.

Name Instances Version Hide/Show Delete Settings
Activities 0 2007101509 4

Admin bookmarks 2 2007101509 a4

Blog menu 0 2009071700 &5

Recent blog entries 0 2009070900 5

Blog tags 0 2007101509 4

Calendar 1 oomespssse—— R

The parameters of all standard Moodle blocks are explained in the respective Moodle

Docs pages.
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Configuration of filters

Filters scan any text that has been entered via the Moodle HTML editor and
automatically transform it into different, often more complex, forms. For example,
entries or concepts in glossaries are automatically hyperlinked in text, URLs pointing
to MP3 or other audio files become embedded, flash-based controls (that offer pause
and rewind functionality) appear, uploaded videos are given play controls, and

SO Oon.

Moodle ships with 12 filters, which are accessed via Plugins | Filters | Manage filters:

Filter

Multimedia plugins

TeX notation

Glossary auto-linking

Display emoticons as images

Active? Order Apply to Settings Delete
On ¥ Content B
T+
| Off, but available | & | Content :
_ 4
[ Off, but available | 4] Content o
| On & | Content and headings | &
.Disabled _ﬂ Content
[ Disabled Content
[ Disabled B Content
Disabled _ﬂ Conten
‘Disabled ¥ Content
| Disabled + Content
[ Disabled _ﬂ Conten
[ Disabled Content

By default, all filters are disabled. You can enable them by changing the Active?
status to On or Off, but available. If the status is set to On, it means that the filter is
activated throughout the system, but can be de-activated locally. If the status is set to
Off, but available, it means that the filter is not activated, but can be enabled locally.
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In the preceding screenshot, the Multimedia plugins and Display emoticons as
images (smileys) filters have been turned On and will be used throughout the
system, as they are very popular. The TeX notation and Glossary auto-linking
filters are available, but have to be activated locally. The former is only of use to the
users who deal with mathematical or scientific notation and will trigger the Insert
equation button in the Moodle editor. The Glossary auto-linking filter might be
used in some courses. It can then be switched off temporarily at activity module level
when learners have to appear for an exam.

Additionally, you can change the order in which the filters are applied to text, using
the up and down arrows. The filtering mechanism operates on a first-come, first-
served basis, that is, if a filter detects a text element that has to be transformed, it will
do so before the next filter is applied.

Each filter can be configured to be applied to Content and headings or Content only,
that is, filters will be ignored in names of activity modules. The settings of some
filters are described in detail in the Moodle Docs. As with activities and blocks, it is
recommended to hide filters if you don't require them on your site.

In addition to the filter-specific settings, Moodle provides a number of settings that
are shared among all filters. These settings are accessed via the Filters | Common
filters menu and are shown in the following screenshot:

Common filter settings

Textcache lifetime [ Lminutes [3] Default: 1 minutes
cachetext
For larger sites or sites that use text filters, this setting can really speed things up. Copies of texts will be retained in thei
pracessed form for the time specified here. Setting this too small may actually slow things down slightly, but setting it too
large may mean texts take too long to refresh (with new links, for example).

Filter uploaded files ¥ None Default: None
fiteruploadedfies Al files

HTML files only  TML and text files with the fiters before displaying them, only uploaded HTML files or none at all

Filter match once per ] Default: No
page
fitarmatchonepemage Autormnatic linking fiters will only generate a single link for the first matching text instance found on the complete page. Al

others are ignored.

Filter match once per ] Default: Mo
text
fitermatchonepertext Automatic linking fiters wil only generate a single link for the first matching text instance found in each item of text (e.g.,
resource, block) on the page. All others are ignored. This setting is ignored if the one per page setting is yas.
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Setting

Description

Text cache lifetime

Filter uploaded files

Filter match once per page

Filter match once per text

It is the time for which Moodle keeps text to be filtered in
a dedicated cache (for more details, see Chapter 12, Moodle
Performance and Optimization).

By default, only text entered via the Moodle editor is
filtered. If you wish to include uploaded files, you can
choose any one from the HTML files only and All files
options.

Enable this setting if the filter should stop analyzing text

after it finds a match, that is, only the first occurrence will
be transformed.

Enable this setting if the filter should only generate a single
link for the first matching text instance found in each item
of text on a page. This setting is ignored if the Filter match
once per page parameter is enabled.

Moodle repositories

The File picker is central to almost all file operations in Moodle. Files can be selected
from a wide range of sources known in Moodle as repositories. Moodle repositories
are accessed via Plugins | Repositories | Manage repositories:

Name

Server files

Recent files

Uplead a file

Private files

File system

Google Docs

Legacy course files

Youtube videos

Alfresco repository

Active? Order Settings

Enabled and visible = +

Enabled and visible | ¥

Enabled and visible * +4

Enabled and visible | 4+ 4

Enabled and visible * +4
0 Site-wide common instance(s)
2 Course-wide common instance(s)
0 User private instance(s)

Enabled and visible | T4

Enabled but hidden * +4

Enabled and visible :| 4 _Setting -

Disabled
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Each repository has one of three states:

* Enabled and visible: The repository will be available throughout the system.

* Enabled but hidden: Already set up repositories will be available, but no
new instances can be created. This only applies to repositories that allow
multiple instances (discussed later in this section).

* Disabled: The repository is not available in your Moodle system.

The order in which the repositories are listed reflects the order in which the
repositories appear in the File picker. This can be changed using the up and

down arrows. As soon as a repository has been enabled, a Settings link will be
displayed for almost all repositories. Every repository has a Repository plugin
name parameter that lets you override its default name. Some repositories also have
additional settings, which will be discussed throughout this chapter.

R When you disable a repository plugin, its settings and all of its
~ instances will be removed. Any content that has been added via the
Q plugin will remain, as data is (almost) always copied or streamed
from the external source.

Some repository types support multiple instances. The number of existing sitewide,
coursewide, and private user instances are displayed under the Settings link. These
can then be configured in the relevant context, that is, in Course administration |
Repositories in the course settings, and in My profile | Repositories in the user
profile page:

Name Repository plug-ins  Settings Delete
Server files Server files
Recentfiles Recentfiles

Upload a file Upload a file
Private files Private files
FTP Directory File system
Google Docs Google Docs

Youtube videos Youtube videos

Create a repository instance

L

L
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Sitewide instances are created as part of the Settings when managing the plugins,
for example, the File system repository:

Setup repository on file system

Allow users to add a repository instance into the &
course (can be fi d only by admins)

Allow users to add a repository instance into the ™
user text (can be figured only by admins)

Repositories instances of the site

Name Repository plug-ins Settings Delete

FTP Directory File system

For simplicity, we are distinguishing between internal and external repositories. An
internal repository is one that accesses internal Moodle files. An external repository
is located outside Moodle, either on some local media, in another application's data
storage, or in the cloud.

Internal repository plugins

There are a number of internal repository plugins to choose from:

Name Description Settings

Serverfiles  Files on your Moodle system, to which
a user has access. Files are arranged in
a hierarchy, reflecting Moodle contexts

(see Chapter 2, The Moodle System).
Recent files  Recently used and uploaded files. Number of recent files

Private files Personal files of a user, which can be
accessed throughout Moodle.

File system  Allows access to sub-directories in Allow users to add a repository
$CFG->dataroot/repository. A instance into the course
directory has to be selected for each .
instance. Setup and access has been Allow users to add a repository
covered in Cha pter 2 The Moodle instance into the user context
System.

Legacy Access to files after migrating from

course files Moodle 1.9
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Server files, Recent files, and Private files are managed by Moodle. The User quota
parameter can be specified for private files in Security | Site policies. The default
value is 100 MB. The File system plugin has already been described in detail in
Chapter 2, The Moodle System, when external access to the Moodle filesystem was
required; for example, to upload files via FTP.

One area that requires some attention is the Legacy course files plugin. In Moodle
1.x, all files were stored in a course files area. They were not linked to a specific
activity or resource, nor did personal files, which can be accessed across courses,
exist. This caused problems with backups, data security, and data integrity. A new
File API has been introduced in Moodle 2, which rectifies these shortcomings. An
issue arises when updating from Moodle 1.9 to Moodle 2.0. During the migration
process, Moodle is able to allot files to activities and resources, but it does not know
what to do with unused files or files that have been linked from within certain
resources. It stores these in the Legacy course files area. Users will have to move
those files to the appropriate place manually, that is, their personal files area as
well as resources and activities.

1
¥ Legacy course files are intended to be a temporary measure. The
objective is to discontinue its use once all files have been migrated.

External repository plugins

External repository plugins will add, that is copy, stream or link, new files or content
to your Moodle system. They might be uploaded from your local computer, a USB
pen drive, a network drive, or cloud storage such as Dropbox, Box.net, and Amazon
S3. Additionally, external applications such as Alfresco, Google Docs, Flickr, Picasa,
and YouTube are supported as sources.

It is expected that the number of repository plugins will grow in the near future to
access other storage types and applications. The Repository API of Moodle makes
the development of these add-ons relatively painless for a programmer.
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Data storage repositories

The following repository plugins come as part of core Moodle and act as file or

data storage:

Name

Description Settings

Upload afile

WebDAV
repository

Google Docs

Dropbox

Box.net

Amazon S3

URL
Downloader

Manually uploading a file that can be
accessed from your local PC or Mac.
This will be used a lot by all users.

Access to a WebDAV server. A Allow users to add a repository
repository instance has to be created  instance into the course

in the course or user context, where .

a number of parameters have to Allow users to add a repository
be specified: Name, WebDAV instance into the user context
type, WebDAYV server, WebDAV

path, Authentication, the optional

WebDAYV server port, WebDAV

server user, and WebDAYV server

password parameters.

Access to users' documents in Google
Docs. Access has to be granted by
each user when the plugin is used for
the first time.

Access to a single Dropbox folder, Dropbox API Key
not one for each user. Click and
follow the Dropbox developers link
under the Settings link and click

on the Create an App button to get
access to the two required parameters
(App key and App secret).

Dropbox Secret

Similar to Dropbox repository. API key
Follow link on Settings page and log
on for an API key.

Access to Amazon S3 storage service. Access key

Secret key

Importing a file via a URL link. This
can be an internal or external web
address.
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Application repositories

The following repository plugins that connect to applications come as part of

core Moodle:

Name Description Settings
Alfresco Access to Alfresco, a commercial, open Allow users to add a
repository source content management system. repository instance into the
Both copying and linking are supported.  course
Allow users to add a
repository instance into the
user context
Flickr Access to personal accounts of photo API key
sharing site Flickr. Login required for the
first time. Secret
Flickr public  Access to public area of photo sharing API key
site, Flickr.
Allow users to add a
repository instance into the
course
Allow users to add a
repository instance into the
user context
Picasa web Access to Picasa web albums. Login
album required.
Youtube Access to YouTube video platform.
videos Videos will be streamed to Moodle, not
copied.
Merlot.org Access to MERLOT (Multimedia License Key
Education Resource for Learning and
Online Teaching).
Wikimedia  Access to Wikimedia Commons

platform.

A number of shared settings can be found at Plugins | Repositories | Common
repository settings. The Cache expire setting specifies the amount listings stored
locally. The default value of 120 seconds is sufficient unless you have users with
erroneous connections.
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By default, the Allow external links setting is enabled. External links are supported
by some repositories, for instance, Alfresco. Legacy course files have been discussed
earlier; unless really necessary, it is recommended to leave the Legacy course files in
new courses checkbox unchecked.

Common repository settings

Cache expire 120 Default: 120

mepositorycacheexpire

The amount of time that file listings are cached locally (in seconds) when browsing external repositories.

Allow external links ™ Default: Yes
repositoryallowextemaliinks
This option enables all users to choose whether or not external media is copied into Moodle or not. If this is off then media is always
copied into Moodle (this is usually best for overall data integrity and security). If this is on then users can choose each time they add
media to a text.

Legacy course files in [ Default: No
new courses
legacyfiesinnewcourses By default legacy course files areas are available only in upg Please note some features like single activity
backup/restore are not compatible with this settings.

Once the repository setup has been completed, it is best to test out access from a
number of contexts (users, site, and course) and also make sure that no users have
access to sources they shouldn't have and vice versa.

File picker *

View as icons || View as list |

mq f rh

Server files @ Refresh EL’.\QUUI
Dropbox /
T Recent files R . =
x .
IPad Intro,pdf IPhone intro.pdf

‘ AB Book JM Shared

2 Upload a file

T Private files u; g. E; g;

Maobile Photo 1 Maobile Photo 2 Mobile Photo 6 Mobile Photo & Maobile Photo 6
Feb 201012 37 Jun 2010 11 38 Aug 2010 16 08 Aug 2010 17 24 Aug 2010 17 28

& Google Docs 16.jpg 01.Jpg 28.Jpg 02)pg 57.)pg
e | |
] =2 ) = ]
EdFre Directory Mabile Photo 6 Mobile Photo 6 Mabile Phota 12Mobile Photo 16Mobile Photo 18
Jan 2010 10 31 Jan 2010 10 32 Apr2010 1308 Apr201017 14 Jan 2010 1229
= 58.jpa 16.jpa 33 jpa 05.pg 04.jpa
Alex
= J
z Mobile Photo 20Moblle Photo 21 Mobile Photo 26 Mobile Photo 26Moblle Photo 27
A Dropbox Oct 2008 21 52 Dec 2009 09 32 Apr2010 10 13 Nov 2008 12 06 Jun 2010 14 20
30.Jpo 11.Jpg 28]pg 51)pg 40jpg
Bl e i
@ @ .
=" . A
Mobile Photo 28 Mobile Photo 29 Moodle Moodlemoot Photos v
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Now that our File picker is fully populated and your users are able to get content in
to Moodle, let's have a look at how they can achieve the opposite and get content out
of Moodle.

Additional information about all mentioned Moodle repositories can
e be found at docs.moodle.org/en/Repositories.

File management

Moodle 2 contains a number of idiosyncrasies when it comes to file management. We
covered these in Chapter 2, The Moodle System. The two main disadvantages are:

* Due to the fact that files are always copied, it is not possible to use a file in
multiple locations (courses) and update all instances at once

* Creating a file pool that can be shared across teachers in the same course is
not supported

While these issues are on the roadmap and will be addressed in the near future, in
the meantime, you will have to revert to external systems that overcome the existing
shortcomings. Two popular candidates are Alfresco and SharePoint.

The Alfresco plugin ships as part of Moodle core and supports linking of files.
This means that the files are not copied to Moodle, but remain stored in the content
management system and only links are provided. The plugin works with all three
available editions (Community, Team, and Enterprise).

There is currently a commercial SharePoint plugin in development that will also
support linking from files. This useful for in particular organizations that already
have a SharePoint infrastructure and wish to reuse learning resources that are stored
init.

Two things you have to bear in mind when working with systems that link files
instead of copying them:

* Linking of files is not supported throughout: The Link external checkbox is
only supported by a few features; for example, when adding links inside the
HTML editor or when adding images. It will not appear when a teacher is
adding resources or activities.

e  Moodle won't have control over the content: This is, for instance, relevant
when a submission deadline is in place. Moodle can control that the file won't
be changed if it is stored in its filesystem. This is not the case for linked files.
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Moodle portfolios

According to Moodle Docs, Moodle portfolios enable data, such as forum posts or
assignment submissions, to be exported to external systems.

Moodle portfolios have to be enabled by selecting the Enable portfolios parameter
in Advanced features. Once this has been done, you have access to all available
portfolio plugins in Plugins | Portfolios | Manage portfolios.

Portfolio plugin

File download [ Enabled and visible |
Flickr.com 'm_ﬂ
Google Docs | ‘Enabled and visible _ttl
Picasa _.Enébl-ed hut'}.'\icii:ien?"l
Box.net | Disabled &
Mahara ePortfolic  Disabled (3}

Each portfolio has one of three states:

* Enabled and visible: The portfolio will be available throughout the system
* Enabled but hidden: Portfolios have to be activated to be used

* Disabled: The portfolio is not available in your Moodle system

Once at least one portfolio has been set up, users will see an Export to portfolio link

or icon at various places in their courses (for instance, assignment submissions, forum
posts, and glossary entries). When this link is clicked, they will have to select one of
the existing destinations from the Select destination drop-down menu. Depending on
the chosen portfolio type, additional actions have to be taken, for example, log in to the
site, confirm file type, or grant access to the external application.
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Export formats that are currently supported are HTML, LEAP2A, images, and text. It
is expected that additional formats, such as PDF, will be in added in future.

Select destination

Exporting content from Forum: News forum

File download

Select destination

Mahara ePortfolio

Like repositories, each portfolio plugin has a Name setting, where the default plugin
label can be changed. Unlike repositories, multiple instances do not exist, nor is it
possible to change the order of the plugins.

The following portfolio plugins come as part of core Moodle:

Name Description Settings
Box.net Follow onscreen instructions to obtain an API key. API key
Login to Box.net is required. If successful, users will have
to specify whether the created HTML file will be shared
and in which folder it has to be placed.
Google Docs Permission has to be granted at first use. An HTML file
will be created automatically in the users' Documents
area.
File Export formats supported are HTML and LEAP2A (a
download popular e-portfolio format).
Flickr.com Follow onscreen instructions to obtain an API key. API key
Authorization required at first use. Secret string
Mahara Disabled by default. Only available if a valid network MNet host
ePortfolio connection to a Mahara system has been established
and the MNet authentication plugin has been enabled. Enable
Chapter 16, Moodle Networking has been dedicated to LEAPZ{&
networking. portfolio
support
Picasa Access has to be granted when used for the first time.

The picture will be placed in the Drop Box area of the
users' Picasa albums.
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Users have the ability to select which available portfolios are presented in their
Export to portfolio list. Under My profile settings | Portfolios | Configure in the
Settings block, they have the option to hide any configured portfolio plugin.

Manage your portfolios

Name Partfolio plugin

File download download &
Flickr.com flickr et
Google Docs  googledocs &

Furthermore, under My profile settings | Portfolios | Transfer logs, each user is
shown a list of any Currently queued transfers and Previous successful transfers.
The former lists all pending exports, which can either be continued (green button) or
cancelled (red button). The latter displays details about all recent transfers:

Currently queued transfers

Exportarea Portfolio plugin  Export info Transfer expiry time

Assignment Flickr.com Exporting content from Assignment: Assignment  Sunday, 13 March 2011, 06:23 PM @@
Assignment Mot yetselected Exporting content from Assignment: Assignment  Sunday, 13 March 2011, 06:20 FM @@

Previous successful transfers

Portfolio plugin Exportarea Transfer time

Unknown (may have since been removed by an administrator) Forum Saturday, 12 March 2011, 05:45 PM
Picasa Assignment  Saturday, 12 March 2011, 05:36 PM
Google Docs Forum Saturday, 12 March 2011, 05:29 PM
File download Forum Saturday, 12 March 2011, 05:29 PM

There are a number of settings that apply to all portfolios, which can be accessed
under Plugins | Portfolios | Common portfolio settings. They include two
thresholds for file sizes (Moderate transfer filesize and High transfer filesize)
and two for the number of database records (Moderate transfer dbsize and High
transfer dbsize). If the actual values exceed the threshold values, users will be
warned that the export might take some time.
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Moderate transfer | 1MB .:! Default: 1MB

filesize
rifoli derata_files
P Bl‘.,.o E::g Filesizes over this threshold will be considerad to take a moderate amount of time to transfer
High transfer filesize | sMB | 4| Default 5MB
partfolio_high_filesize_thras
hald
Filesizes over this threshold will be considered to take a high amount of time to transfer
Moderate transfer 20 Default 20
dbsize

portolio_moderate_db_thre i - 2 :
shoid Number of db records over which will be considered to take a moderate amount of time to transfed
High transfer dbsize 50 Default 50

portfolio_high_db_threshaold

Number of db records over which wil be considered to take a high amount of time to transfar

Additional information about all mentioned Moodle portfolios can
L be found at docs._moodle.org/en/Portfolios.

Miscellaneous plugins

There are a number of additional plugin types that are used less frequently than the
ones covered. It is expected that more will be added to these categories in the future,
either as part of Moodle core or as third-party add-ons.

Text editors

Moodle uses the TinyMCE HTML editor text editor as default for entering HTML
text. Additionally, a Plain text editor has been implemented for entering any text
that does not require formatting. The idea of the Text editors plugin area is that
additional editors can be installed and utilized throughout Moodle. These can either
be replacements for the default editors or editors for entering specialized content.

To get access to the available editors and their settings, go to Plugins | Text editors
| Manage editors:

Manage editors

Available text editors

Name Enable Up/Down Settings
TinyMCE HTML editor =53 4
Plain text area 53 +

Please choose the editor plugins you wish to use and arrange them in recommended order.
Changes in table above are saved automatically.
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You can enable/disable each editor, change the order (in which they will be
displayed when choosing an editor), and adjust the editor settings through the
Settings link. For TinyMCE HTML editor, the only setting is to select the engine
from the Spell engine drop-down menu that is used for spell checking.

Question types and behaviours

Moodle's Quiz activity module ships with a number of question types, such as,
Multiple choice, Short answer, and Embedded answers. Moodle has a powerful
question engine that supports a range of question behaviours. These are ways

in which submitted questions are being dealt with. In true Moodle style, both
constructs are handled as plugins and it is possible to add additional Question types
and Question behaviours to the system.

To see the available question types, go to Plugins | Question types | Manage
question types:

Question type No. questions Version Requires Available? Delate Settings

% Calculated 0 2011051900 Mo &gy

¥ et

% Calculated simple 0 2011051900 Mmerca &4y

[ Description 0 2011051200 &4y

2% Embedded answers (Cloze) 0 2011051200 St anwwer, Numercal, Matigle choce g g, 3

[] Essay 0 2011060300 &1y

§:1 Matching 2011051200 @&

? Missing type 0 2011051200 .. ., td Pt S |
§= Muitiple choice 32011051300 -

You can only enable/disable each question type, change the order in which they
will be displayed when choosing a question, and delete them. The Settings column
is reserved for third-party types and more sophisticated question types being
introduced in future versions of Moodle. When clicking on the number of questions,
you will be shown a screen that shows all the courses that contain questions of the
respective type.
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To see the available question Behaviour, go to Plugins | Question behaviours |

Manage question behaviours:

Behaviour No. question attempts
Adaptive mode

Adaptive mode (no penalties)

Deferred feedback with CBM

Deferred feedback

Immediate feedback with CBM

Immediate feedback

behaviour for information items

Interactive with multiple tries

Interactive with multiple tries (credit for earlier tries)

Manually graded

Missing behaviour

Version

No database

No database

No database

No database

No database

No database

No database

No database

No database

No database

No database

Requires

Adagiive mode

Deferred feadoack

Immediate feedtack, Defered feedoack win CBM

Intersctive wiln mulliple tries

Available? Delete
ey
B
1
ey
1y
ey
+4
ey
+4
ey
+4

For each behaviour under the Behaviour column, the No. question attempts and its
Version are listed. If a type has one or more prerequisites that have to be installed,

they will be displayed in the Requires column. The Available? and Delete columns
have the same functionality as in the settings for question types.

Plagiarism prevention

Plagiarism prevention has to be enabled by selecting the Enable plagiarism plugins
parameter in Advanced features. Once this has happened, you have access to any
installed plagiarism prevention plugins in Plugins | Plagiarism prevention |

Plagiarism settings.

At the time of writing, three plugins are available that cater to plagiarism prevention,

namely, Turnitin, Crot, and Urkund:

* Turnitin: It appears to be the most popular option among educational
organizations, which is why it has been described in more detail later in this

section.

* Crot: It is an appealing open source alternative (wvw.siberiasoft.com). The
Docs page is located at docs.moodle.org/en/Plagiarism_Prevention_

Crot_2.0.

* Urkund: It is another commercial plagiarism prevention tool. You can find
details about the Moodle plugin at docs.moodle.org/en/Plagiarism_

Prevention_URKUND.
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The add-ons have to be downloaded from the Modules and plugins area at moodle.
org and installed on your Moodle server (see Chapter 14, Installing Third-party Add-ons).

A paid subscription is required from www. turnitin.com. Once installed and
configured, the Turnitin plagiarism prevention functionality will be available
as part of the Assignment module inside courses.

Enable Turnitin ]

Turnitin API* @ https://api.tumitin.com/api

Turnitin Account ID You must enter a number here.

@

Turnitin Secret Key™  sssssssssinss Unmask
@

Enable Grademark S— ——
(Experimental) (3) e

Once you have entered your Turnitin Account ID and Turnitin Secret Key, you
are ready to configure the plugin on the screen shown and the Turnitin Defaults
tab. It might be best to involve someone who deals with educational and curriculum
matters in your organization. More details and further information on these settings
can be found at docs.moodle.org/en/Turnitin_administration.

Summary

In this chapter, you have learned how to configure different types of plugins
in Moodle. We covered four main types of plugins, namely module plugins,
repositories, portfolios, and miscellaneous plugins.

The consistent manner in which plugins have been implemented demonstrates the
modular architecture of Moodle and flattens the learning curve when additional
modules will be added in the future that have to be administered.

Now, let's move on to the last part of Moodle configuration.
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Moodle comes with a multitude of configuration options. In this chapter, we will
cover the most important settings, some of which might not be relevant to your
organization. We will distinguish between pedagogical and technical configuration:

e Pedagogical configuration: These settings are likely to require input
from other stakeholders in the organization, as they cover areas that are
of an educational (not technical) nature. Areas covered are collaboration,
localization, grades and gradebook, and a number of miscellaneous settings.

¢ Technical configuration: These are settings that require some
technical knowledge about your infrastructure. Topics dealt with are
synchronous communication (instant messaging and video conferencing),
asynchronous communication (messaging and RSS feeds), and a number
of experimental settings.

There are a number of additional configuration topics, covered in dedicated chapters.
These topics include plugins (Chapter 8, Moodle Plugins), security (Chapter 11, Moodle
Security and Privacy), optimization (Chapter 12, Moodle Performance and Optimization),
and networking (Chapter 16, Moodle Networking).

Collaboration

One of Moodle's many advantages is its built-in support for collaboration among
learners and instructors. This ranges from a number of collaborative course activities,
such as, Wiki, Glossary, and Database, the ability to run activities in group mode,
and the support for groupings. Social networking is the latest buzz on the Internet
that conforms with Moodle's pedagogical philosophy of social constructivism. There
are three activities in Moodle that have to be configured by the administrator. These
activities include blogs, comments, and tags, discussed in the following sections.
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Blogs

Blogs are a means for users to express themselves, either in the form of a learning
journal or as a personal account of events. The blogging mechanism provided to
users allows for the creation of personal as well as public entries and also posts
relating to a course.

As an administrator, you will have to specify the Blog visibility in the Advanced
features menu. The self-explanatory options are:

e The world can read entries set to be world-accessible

e All site users can see all blog entries (default)

e Users can see only their own blog

e Disable blog system completely

The choice of option depends on the policy of your organization and how blogs
are used as part of the learning process. If blogs are enabled, there are a number
of settings available in Appearance | Blog:

Enable blog
associations
JEED-J;EEEC:-TJ-J':E

Blog visibility

blogleve

Enable external blogs
useextemnalblogs

External blog cron
schedule
axtemalblogcrontime

Maximum number of
external blogs per user
maxextemalblogsperusar

Enable comments
blogusecommeants

Show comments count
blogshowcommentscount

™ Default: Yes
Enables the association of blog entries with courses and course modules.

The world can read entries set to be world-accessible
¥ All site users can see all blog entries

Users can only see their own blog

Disable blog system completely | be viewed on this site. Note that they specify the maximum context
O VIEVWER O e DosTar or e Ty ies 0T Doy poSISTEIogsTan also be disabled completely if you don't want them at all

Default: All site users can see all blog entries

™ Default: Yes

Enables users to specify external blog feeds. Moodle regularly checks these blog feeds and coples new entries to the local blog of that
user.
24 hours |5 | Default: 24 hours

How often Moodle checks the external blogs for new entries.

1 Default: 1
The number of external blogs each user is allowed to link to their Moodle blog.
™ Default: Yes
Enable comments
™ Default: Yes

Show comments count, it will cost one more guery when display comments link

In addition to the Blog visibility that has already been covered, there are three
groups of blog settings:
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If the Enable blog associations checkbox is checked, course and activity blogs are
available, which allows learners to choose link entries to a course or course module.
If it is unchecked, all blog posts are user blog posts. The setting can be overridden
locally via the moodle/blog:associatecourse and moodle/blog:associatemodule
role capabilities.

e Moodle supports external blogs, for example, from WordPress or Google's
Blogger. If Enable external blogs is enabled, users will have the ability to
link their blogs via My profile settings | Blogs | Register an external blog
in the Settings block. The entries will be shown as if they have been entered
in the Moodle blog but cannot be modified. How often the update is carried
out is set in the External blog cron schedule parameter (options are 12 hours,
24 hours, 2 days, or 7 days). You can further specify the number of external
blogs each user is allowed to link to their Moodle blog in the Maximum
number of external blogs per user field.

o A key feature of blogs is the ability for others to provide comments on blog
posts; for instance, a teacher can leave private or public feedback on a journal
entry. You can also enable the Enable comments and the Show comments
count options.

Comments

We have just come across comments in blogs. Moodle comes with a generic
comments functionality that is independent of the one in the blogging module.
It allows the placement of the Comments block in any context of the system, for
instance, in a course or in an individual activity.

This feature is enabled by default but can be disabled via the Enable comments
parameter in the Advanced features link.

There are a number of areas where additional comments-related settings can be set,
for instance, whether they are included in backups or supported by certain activities.
You can search for "comments" using the Search box to see all of these settings. As
always, these settings can be overridden locally via the respective role capabilities.

Tags
Tagging is the process of describing artefacts or users using key words. These tags

are then harnessed for searching, sharing, and other collaborative activities in order
to match interests.
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As with blogs and comments, tags can be enabled (default setting) and disabled for
the entire site. This can be done via the Enable tags functionality parameter in the
Advanced features link.

Users create their own tags that represent their private or educational interests

and, depending on the size of their social network (in our case Moodle and any
Internet services that can be incorporated), matching will take place. However, as

an educational institution, you might want to create a number of sitewide tags that
can be used in addition to the user-defined tags. Examples of these global tags are
organization-related keywords, topics that your entity is specializing in, campaigns
your company is running, or newsworthy topics that are relevant to your institution.
To do this, go to Appearance | Manage tags:

Triathlon

Firstname : All A
Surname : All

'_rwnh selacted tags... |+ ( OK)

el t +
5 Triathlon Alex Bichner 1 1 52secs |Sports Gfﬁciai_ﬂ ]
3mins 7 T
1 E 2 a T ahih Default bsd [
4mins2 """ (araa Bl M
2 1 a et [official 1) O

3 mins | Nfcial 2l
3 1 1 a 57 secs Official bey [
3mins

4 Tot ! 1 0 i official 3] O

You can add a sitewide tag by entering its name in the textbox at the top and clicking
on the Add official tags button. All global tags are shown in the list underneath,
where, for each tag, the name, creator, usage counter, number of tags that have been
flagged as inappropriate, and time since last modified are listed. Tags can further be
renamed and their type can be changed (Official or Default). Additional operations
that are available for selected tags are Reset flag, Delete, Change tag type, and
Change tag name.

It might also be necessary to block a user from certain tagging activities. The two
relevant capabilities are moodle/tag:create and moodle/tag:edit.

Moodle also supports course tags, allowing students to tag courses. This has to be
enabled via the Show course tags parameter in Plugins | Blocks | Tags.
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Localization

Localization is concerned with the adaptation of software so it can be used in
different locales. A locale is linked to a region where certain cultural aspects apply,
such as, language, formatting of dates and times, calendric representation, and so on.

As Moodle is used throughout the world and given the fact many educational
establishments spawn across continents, it is important that localization is fully
supported. The key areas in which Moodle can be configured are language-related
settings and calendric information.

\ If your main language is something other than English,
~ make sure you select this during installation. That way,
@ locale settings as well as role names and descriptions
will be localized.

Languages

Moodle supports over 75 languages, including Latin! To represent the character sets
of multiple languages, a standard called Unicode has been adopted; it covers most
modern scripts used throughout the world. Moodle also fully supports right-to-left
writing systems such as Arabic.

” Packt Synergy Learning  Moodle |

This is a course to demonstrate some features of g 4 March 20 >
.the Pack Moodle 2.0 Administrator book Demo course S
O FOR BT RO U
4 3 2 1
M 10 & a 7

18 1 186 16 14

Teacher:
Teacher:

| ciakaa
g ¥ Teacher: £

B ¥ il 25 24 23 22 2o
3 0 29 28

{uecti P aram
Induction Program

Courea Handbank
Lourse nandbooK

et i

Rl e
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Language packs

Locales are characterized by standardized two-letter region codes representing a
language and optional letters. For example, pt represents Portuguese as spoken in
Portugal whereas pt_br represents Brazilian Portuguese. Moodle uses the same
representation for its more than 100 available language packs. Some packs of non-
standardized languages have made their way into Moodle such as Deutsch-Kids, an
adopted version targeted at young learners. For these specialized packs, new codes
have been made up by their creators, for example, de_kids.

In order to support a language, you have to install its language pack, which contains
all the terms used in Moodle. Moodle will download any requested language

packs from download.moodle.org. Go to Language | Language packs to include
new packs:

Language import utility

Installed language packs

List of available languages

Deutsch [de) e ar)

English {(en) Asturianu (ast)

Frangais (fr) Azarbaycanca (az)

Pelski (pl) Benapyckan (be)

e (ar) Bwnrapckw (bg)

PRI (zh_cn) @ (bn)
Bosanski (bs)
Catala jca)
w25~ [Ckb)
Cestina (cs)
Cymraeg (cy)
Dansk (da)
Deutsch (de)

Deutsch - Du (de_du)
Deutsch - Kids (de_kids)

In the preceding screenshot, six language packs, consisting of Arabic, German,
English, French, Polish, and Simplified Chinese, have been installed (you see them
in the list on the left). To add more language packs, select the locale on the right and
click on the Install selected language pack button. To reverse this operation, select
a language pack in the list on the left and click on the Uninstall selected language
pack button. The English (en) language pack cannot be uninstalled. It is used as a
reference language in cases where strings in other languages are not translated.

Once installed, the user can choose a language (if configured) from the language
menu, which is usually located in the header, or from within their profile. Bear in
mind that only terms and phrases that are part of Moodle will change. Any content
created will not be translated, unless the content is configured to make use of the
multilingual feature (see the Language customization section).
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Ceutsch (de)
+ English {en)
Frangais (fr)

= (ar) pase
EHP I (zh_cn)

Language packs are kept and maintained at download.moodle.org/langpack/2.x
(where x is the current release version number). Some packs are updated more
frequently than others; clicking on the Update all installed language packs button
copies the latest versions to your server.

Language settings

Moodle offers a number of language settings that you can find at Language |
Language settings:

Language autodetect

sulslang

Default language
lang

Display language menu
langmen.

Languages on
language menu
lnnghst

Language settings

™ Default Yes
Detect defaul language from browser setting, i disabled site defaul is used.
Deutsch (de)
Default: English (en)
Frangais (fr)
CRo0ES i BeEul Bnguage Tor the whole sie. Usars can override this setting using the language menu or the setting in their personal profile.
# Default Yes

Choose whather or not you want 1o display the general-purpose language menu on the homa page, iogin page eic. This does not affect the vser's abiity 1o set the:
preferred language in their own profile.

an frde Default Empty

Leave this blank 10 allow users to choose from any language you have in this imeti—" R
comma-separated list of language codes thal youmesss-=e—""

These settings are listed in the following table:

Settings Description

Language By default, Moodle detects the language from the used web browser

autodetect locale. If you wish to override this and use the default site language
instead, uncheck the checkbox.

Default Allows you to select the language that will be used throughout the site,

language unless overridden by individual users via the language menu or from

their profile. Only those languages appear for which a language pack
has been installed and which are shown in the language menu.
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Settings

Description

Display
language menu

Languages on
language menu

Cache language
menu

Cache all

language
strings

Sitewide locale

Excel encoding

If enabled, the language menu will be displayed on the front page
header. The user will always have the ability to change the language in
their profile, no matter what the setting is. Some themes do not support
this feature.

If left empty, all installed languages appear in the language menu. To
narrow down this list, specify a comma-separated list of locale codes.

Unless you are adding or removing language packs, it is recommended
to leave this setting enabled. It caches the language menu on the front
page.

Unless you are modifying a language pack, it is recommended to leave
this setting enabled. It caches all language strings rather than loading
them dynamically.

The localization operations are internally driven by system locales,
which are selected on the basis of the chosen language pack. If you
wish to change this (which is hardly ever required), select the sitewide
locale in its operating system format, such as en_US.UTF-8. The file
has to be installed as part of the operating system.

When downloading data in Microsoft Excel format (such as in
gradebook reports or logfiles), Moodle uses the Unicode format. Older
versions of Excel only support Latin encoding.

There are two additional language-related settings placed under Security |

Site policies:

e The Full name format drop-down menu allows you choose the format of the
full name. If the Language option is selected, the decision of how names are
displayed is made by the respective current language pack. This way, you
can cater to local sensitivities with regard to first names.

e The Allow extended characters in usernames parameter removes the
limitation of only using alphanumeric characters in usernames.

Language customization

Each phrase, term, and string used in Moodle is represented in language files, which
are tied to certain modules in Moodle (located in the lang directory). There are over
16,000 (!) language strings in Moodle, which demonstrates the scale of the system.
You have the ability to change any language string in Moodle. You might want to
change words or phrases, for example, you may want to change "Grades" to "Marks",
"Outcomes" to "Work indicators", "Teacher" to "Instructor", and so on.
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To customize a language file, go to Language | Language customization, where you
will first have to choose a language to be customized. Click on the Check out strings
into translator button, which will lead to a check-out step; this might take a few
seconds. Once this has been done, you can click on the Continue button.

\ Moodle creates a local directory located somewhere inside
~ $CFG->dataroot, where it stores your edited phrases. Make
Q sure that you have write access to the lang directory to avoid
any error messages.

Moodle keeps a separate language file for each module. This separation is beneficial

as it frees the underlying code (developed by programmers) from the localization
(worked on by translators). However, the disadvantage is that you need to know
where (that is, in which PHP module) the respective strings are located. However,
Moodle offers a good filter mechanism to simplify the search for strings to be modified.

Let's say you wish to change the term "Guest" to "Visitor". As it is likely that the term
"Guest" appears in a number of different modules, it is safe to select all items in the
Show strings of these components menu.

You further have filter criteria to choose from. The options include Customized only
for strings that have been changed in previous sessions, Help only for balloon help
tooltips, and Modified only for phrases changed in the current session. The Only
strings containing parameter requires the word or phrase you are looking for (in our
case, guest). Internally, Moodle uses string identifiers, which can also be used for
searching. To do this, just enter the string identifier in the String Identifier textbox.

Filter strings

Show strings of these core 3
components mood|e.php {
access.php
admin.php
auth.php
backup.php .
block.php v
Customized only 8]
Help only a
Modified only =
Only strings containing guest

String identifier
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Once the search has been successful, the following information is shown for each
string that matches the filter:

Component Siring Standard text Local customization
Fore guast Guest Visitor
Forw st cription Guests have minimal privileges and vsually can not enter text anywhen. Visitors have minimal pivileges and vsually can nol enter lext anywhere
=] guastskiy Allow guests who have tha key Allow visitors wha have the key
sorm pstsrn D rot allow guests in Do nat aliow visitors in
core guastsnotaliowed Sorry, T8a) does not allow guests to anter, Somy, "[Sa) doas not allow vis: -IE-"E to antar. . =—
Item Description
Component System component to which the string belongs. This also
includes third-party add-ons.
String String identifier (mainly used by programmers).
Standard text String text or phrases in English. If the language chosen is other

than English, the translated version is displayed underneath.

Local customization This is where you can override the current text.

You might have spotted the $a parameter in the fifth phrase from the top. This is a
so-called placeholder, which is substituted on the fly; in this instance, with name of a
course. These have to be included in the local customization. Some placeholders will
contain a parameter, such as $a->id or $a->query. You should keep them as they
are to avoid any problems.

Make sure that you click on the Save and check in strings into files button to reflect
the changes on your Moodle site. These changes will be maintained when your
site is updated.

You can grant a user access to the Language customization menu via the report/
customlang:edit and report/customlang:view role capabilities.

There is also a setting in Development | Debugging called Show origin of
languages strings, which is useful when you customize a language pack. If this
setting is enabled, it shows the file and string identifier besides each string as the
output on screen.
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If you wish to contribute to a language pack or want to create a new one, go to
the Moodle languages portal at lang.moodle.org. On this site, you will find
information on how to utilize the AMOS tool and the AMOS Moodle block
(for more details, see docs.moodle.org/en/AMOS).

If you have users who deal with multi-language content, it is recommended

to turn on the Multi-Language Content filter in Plugins | Filters | Manage

filters. The Multi-Language Content filter supports the <span lang=""xx"
class="multilang"> tag by default; the older <lang> tag can be enabled as well,
in the settings of the filter. Your designers and content creators might want to make
use of this feature, especially when dealing with language-related content.

One more thing about content: sometimes, it is necessary to replace a string, for
example, a URL that has changed, throughout your site. There is a script located at
your-moodle-domain.com/admin/replace.php that performs the replacement. It
performs a search-and-replace for text throughout the whole database. Be careful,
though, as this operation affects your entire Moodle system and may be irreversible!
It is recommended to put your system in maintenance mode and create a sitewide
backup before making use of this script.

Calendric information

Different cultures represent calendric information — date, times, and time zones —in
different formats.

1
‘Q Locales have to be installed for non-English calendars to work

properly. On Unix systems, check with the locale -alocale.

Calendars

Moodle formats date and time according to the set locale for Gregorian calendars
(others are currently not supported). A few additional settings are changeable at
Appearance | Calendar. These settings are shown in the following screenshot
(only fields relevant to localization are shown):

Time display format ¥ Default Default: Default
calendar_site_timeformat 12-hour [anl,’pm) .
24-hour les in either 12 or 24 hour format for the whole site. If you choose "default”, then the
TormEt Wil e chosen according to the language you use in the site. This setting can be overridden

by user preferences.

Start of week Monday %] Default: Sunday

calendar_starwday

Which day starts the week in the calendar?

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
ET .:. :. .: -:. :. |21

Weekend days

calendar_weeke
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Times are displayed according to the selected locale, which can be overridden by a
12-hour or a 24-hour clock. Different countries have a different start day for the week,
for instance, in North America, the week starts from Sunday whereas in Europe it
starts from Monday. Users can override both settings in their Calendar preferences.

Not all countries use the default values of Saturday and Sunday as the weekend
days. For example, in Islamic countries, the weekend is on Friday and Saturday
whereas Sunday is a normal working day. This can be specified in the Weekend
days parameter.

Time zones

Moodle supports systems that span across time zones. This happens in three scenarios:

e In countries which cover more than a single time zone

e Sites which have learners from multiple countries/time zones

e  Where the server is hosted outside the time zone of the organization, for
example, with an Internet Service Provider

To modify the default time zone parameters, go to Location | Location settings:

Drodasll -t cne Server's lacsltime = | Dofaull: Servor's Iocal tima:

Yau can ot the detiult fimazon har. This s the onky the DEFAULT imezono for displirying distes - gach user can ovosride this by sotfing their awn in thair pmfile. *Soerver Smo” hor will make Moodk
SN I e STV CDAMENNG SIS STING, DUL“SErVEr IMe” N & uSSr Drofile will MAke ME USST JEMLN Y NS BMaZons 321NY. CronjiDs that SEpend on & 1M of GaY I fun will Uss T8 ime1ons,

Forca dafault Users tan ehoose their own limesone 3 | Dofault: Usars can choosa thelr own timazone

tumnzong
" You can alow USars 1 Individually sebect thenr bmerone, or Kirte a IMe2one 1or evaryone.
Diefsult countey United Wingdom + | Defuull: Choose...

¥ you st a country here, thon this couniry will be salesod by detaul an now ssr accounts. To forme users ta chaoso & country, just Inaue tis umset

Dfaull city London Default: Empty

A ity ersred hate will be the Selaulrcity when ersating new uses acesunsy

The value selected in the Default timezone parameter is used throughout the
system. The default value is Server's local time, which might not reflect your local
time. Each learner can change this setting in his or her user profile, unless it is forced
to a particular time. Displayed times, for example, for an assignment deadline, are
adjusted to the selected time zone. If specified, the Default country and Default city
are used for new user accounts.

Every so often, rules in certain time zones (there are over 2,000 separate ones!)
change, for instance, the adjustment of daylight savings time. In this case, you should
update these settings via Location | Update timezones. New versions of Moodle
always contain the latest version of the time zone rules.
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Grades and gradebook settings

The gradebook is one of the most important constructs of any virtual-learning
environment, and Moodle is no exception. A gradebook is a container holding
grades for all learners in Moodle. The flexibility and customizability of the Moodle
gradebook results in a very high degree of complexity. As a consequence, there are a
huge number of administrator settings at your disposal that affect the way teachers
use grades throughout the system.

The majority of settings are tightly linked to the gradebook and the related reports
dealt with by teachers at course level. A sitewide agreement on default values and
global settings for grades should be in place for your organization.

Additionally, the inline help for each setting is very comprehensive, as is the
accompanying area in the Moodle Docs at docs.moodle.org/en/Gradebook,
which contains a number of pages dedicated to administrators. We briefly describe
each section (submenu) in the Grades area in the Site administration section and
highlight some key parameters, which are listed as follows:

e General settings: These are parameters that influence the gradebook and
grades in general. A setting that is turned off by default and is required
often is Enable publishing (the ability to publish results via external URLs).
Another setting that is changed frequently is the Navigation method, in
which most users prefer the Tabs option as it is consistent with the rest
of Moodle.

e Grade category settings: Grades are organized into categories and, here, you
set the relevant settings.

e Grade item settings: These are settings that impact individual grades and
grade items.

e Scales: Here, you can specify sitewide scales that are used for grading and
rating. The global scales are often linked to qualifications that are offered
by your organization. Most sites remove the provided scale Separate and
Connected ways of knowing as it doesn't map to their learning environment.

Each scale comprises of a name, the scale itself (a list of comma-separated
items) and an optional description. Scales can be uploaded indirectly via
the Outcomes menu at course level.

¢ Outcomes: Outcomes are used by most vocational and some academic
curricula to specify the expected competencies or goals of a subject being
taught. Outcomes have to be enabled in the Advanced features link.

You can either add global (standard) outcomes one-by-one or create a CSV
file and upload it in batch mode from the Outcome menu at course level
(select the Import as standard outcome option).
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Each outcome comprises of a full name, a short name, a scale and an optional
description. The import file supports the following values in its header:
outcome_name, outcome_shortname, outcome_description, scale_name,
scale_items, and scale_description.

Letters: A lot of education systems use a system of letters (A, A-, B+, ..., F) to
grade items. Here, you specify which percentage range corresponds to which
grading letter.

Report settings: Moodle comes with a number of predefined gradebook
reports. The respective settings determine appearance and content of the
reports. If additional user-defined reports (plugins) are installed on your
system, this list is likely to have a separate configuration page for each report
type (a good tutorial on how to create your own custom reports can be found
at docs.moodle.org/en/Development:Gradebook_Report_Tutorial). The
different types of reports are:

°  Grader report: These settings include whether to show calculations
and show or hide icons, column averages, and so on. Teachers can
override most settings in My report preferences tab.

° Overview report: Two settings that determines whether ranking
information is shown and how to deal with totals that contains
hidden grades, respectively.

° User report: It shows the settings that determine whether ranking
information is shown and how to deal with hidden items.

We only touched upon the customization options of the gradebook. Some Moodle
Partners run courses that are dedicated to the management of usage of the
gradebook and any related functionalities.

Miscellaneous pedagogical settings

There are a number of remaining settings and parameters that might have to
be configured on your system, depending on whether the functionalities will
be used by your teachers and learners. These settings are:

Conditional access: This is a feature often required by course authors and
teachers. By default, this is not activated; it has to be turned on in Advanced
features | Enable conditional access.

Completion tracking: This is needed in courses if progress of learners has to
be tracked. Again, this feature is disabled by default and has to be turned on
in Advanced features | Enable completion tracking.
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o Other settings: Other course-related settings are Course default settings
(Courses | Course default settings) as discussed in Chapter 4, Course
Management and Chapter 8, Moodle Plugins.

Communication

Communication is a key feature in Moodle as it enhances the learning experience of
all users involved. Moodle supports synchronous and asynchronous communication,
which have to be configured by the administrator.

Synchronous communication

We cover two types of synchronous communication in Moodle: instant messaging
and video conferencing, both of which are discussed in the following sections.

Instant messaging

Moodle's on-board facility for instant messaging is the Chat activity that is used in
courses or the front page. The module works out of the box, without configuration,
using the Ajax method (default) or Normal method. However, it creates significant
load on the server on large installations or when chat rooms are used intensively.

Chat mathod 4 Hax method Ofaut: Ajme roathod
- Nonmal method
Chat server datmon i B bl Eased ERAY INevERCe, [l SONNCES Barver rogulirty lor update. Tha nomal chal Mmemod Imvolaes the clients reguiary comacting e sanver iof updaies. R reauins no
CONBGUFRIGN NG WOTEE verywhane, DUl il can create & Mnge Iead 0n e served with many chafers. Using & secmr daamon nequines shedl acceds 1o Unix, Dut 1 resuls in & fast scalable chat
anvrearn

Refresh user st o | Default: 10
How ofen should e ks of users be refreshed? (in seconds)
Disconnect limeout £ Dotault: 35

Whiat i3 B8 mamum Sme that may pass belore we detec! Tala user has disconnected {in seconds)? This is et an——

D DTG O U BT B iy AT LB T TRl tind oaseem—— N
e —— I

These settings matier only i you have selectad "Ohat server dasmon™ for chat_method

Soever rame moodieZ1.ablocal " Defauit: moodie21.ab jocal

Ther hostname of e computer where tha seneer daemon is

Server ip FILTE] " Defsult: 127.0.0.1
The numerical IP ad@mness Tal maches e abowe hosname

Sanver port 9111 | Defaui 9311
Port10 use on et Sarvat o7 th Jaamon
Max users 100 Defauit: 100

Max rusmbssr of cliorts allowed

To rectify this, the activity supports a chat server daemon, which has to be
configured. The setting up of the daemon takes place in Plugins | Activity
modules | Chat.
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To make use of a chat server daemon, you will have to change the Chat method
to—you guessed it! — Chat server daemon. The daemon, usually called chatd, has to
run in the background on your Unix system (it does not work on Windows servers).
This might either be a PHP script or an executable. The Refresh user list (interval for
updating user list) and Disconnect timeout (time without connection after which a
user is treated as disconnected) parameters are common for both chat methods and
might have to be adjusted if you experience connection issues.

The chat server daemon-specific settings require a Server name, the Server IP
address, and the Server port that is used by chatd. These can be on the same system
as Moodle (as shown in the preceding screenshot) or, for better performance, on

a separate or dedicated server. The Max users parameter specifies the maximum
number of users who can use a chat simultaneously.

An alternative method to the chat daemon is the use of a stream for updating
conversations in the normal chat method. However, Apache has to be configured
to support this update method.

Video conferencing

One often-requested synchronous feature that is absent from Moodle core is video
conferencing. However, there are number of external systems for which Moodle
plugins have been developed. The most popular ones are:

e Adobe Connect: It is an enterprise web conferencing solution for online
meetings, e-Learning, and webinars

¢ BigBlueButton: It is an open source web conferencing system

e OpenMeetings: It is an open source, browser-based software that allows you
to instantly set up a conference

e  WizIQ: It is a commercial virtual classroom system

Providing video conferencing to your teachers and learners has one major technical
drawback — depending on what types of tools are used (audio, whiteboard sharing,
recording, video) and what quality is chosen (sampling rate and resolution), the
facility can be very bandwidth-hungry. This is why most providers offer dedicated
hosting services in addition to local installation options.

The installation of third-party add-ons is covered in detail in Chapter 14, Installing
Third-party Add-ons. All video conferencing systems mentioned also come with
comprehensive configuration and usage instructions. The following screenshot is
of the configuration screen of the Adobe Connect Pro add-on for Moodle:
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Host

adobaconnact_host

Meeting domain

adobeconnect meethos!

Port

sdobaconnact_port

Adobe Connect

localhost/api/xm| Default: localhost/api/xm|
Where REST calls get sent 1o

localhost

Default: localhost
Domain where the Adobe server s installed

80 Default: 80

Port used to cos=-—""

Asynchronous communication

There are two types of asynchronous communication options available in

Moodle —messaging and RSS

feeds.

Messaging configuration

Moodle comes with a flexible messaging facility that can be seen as a basic
multichannel communication system. It supports input plugins (providers), which
send messages, and output plugins (processors), which receive messages. Currently,
only messages from other Moodle users and notifications from activities can be
received, but it is expected that this will change in the future, with third-party
plugins supporting external applications.

Moodle
Notification

External
Application

Messaging has to be turned on by checking the Enable messaging system checkbox

in Advanced features.
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Each user has the ability (via My profile settings | Messaging) to configure how to
receive messages, depending whether they are online or offline. For each notification
type (such as, subscribed forums, posts, or feedback notifications), the following so-
called message outputs can be selected, once they have been enabled and configured:

e Popup notification: This uses the built-in messages tool and does not require
any customization.
e Email: The message will be forwarded to an e-mail address.

e Jabber message: Jabber is an instant messaging protocol that is used by a
number of popular clients, such as Google Talk and Apple's iChat. Other
applications (for example, Facebook) provide an interface to Jabber.

e Other: It is expected that additional channels, for example, Twitter, Google+,
or SMS, will be added in the future, most likely as third-party plugins.

Email and Jabber message (and any additionally installed notification methods)
have to be configured before they are available to users in your Moodle system. This
configuration takes place in Plugins | Message outputs | Manage message outputs:

Manage message outputs

Name Enable Settings

popup i
jabber Mot cenfigured

email 3

From this screen, you also launch the settings screen for the respective message
output via the respective Settings link:

Email configuration

Like instant messaging, Moodle e-mail works without configuration, using its
internal PHP-based method. To improve its performance and to make use of your
existing e-mail infrastructure, you have to configure an SMTP host:
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SMTPhosts  ralay.yDUr-organisaton com Dafault Empty

amizhosts

G the 1l name of 008 of Mol ioal SMTP Sarvirs that Moodis should #5010 send mad (og 'mala.com’ of 'mal .com:mal beom). To specily 8 non-dolaul port (Le other than
port 25), you can use the [served]{porf] syntax (op ‘malla com:S87". i you leave i blank, Moodie will use the PHP defaul method of sanding mail

SMTP usemame [mail@your-organisation.com | Default: Empty
i
Hyod have spacfisd an SMTP Sorvar above, &nd The S6Mvar FeqUires Suthantication, than ST M LEATRATS SN PASEWOD haf.
SMTP password [ ———— N R T
. ) H you have spocified an SMTP server above, and the server requiros authontication, then onter the username and password hano.

IE] T Default 1

Maximum number of Massages Sent por SMTP Sassion. Grouping MESSAg0s Mary SO 1ot
each email ——

Setting Description

SMTP hosts Name or IP address of the SMTP server. If multiple servers exist,
they have to be separated by a semicolon (;). Standard port
syntax is supported.

SMTP username Self-explanatory.
SMTP password Self-explanatory.

SMTP session Number of messages (groups) sent per SMTP session.

limit

No-reply address The "From" address for a user when a notification is sent from an
activity; for example, a forum.

Hour to send Users can receive their messages bundled in so-called digests.

digest emails This setting specifies at what hour of the day the e-mails will be
processed.

Character set Character set to be used for sending e-mails.

Allow user to Whether users are allowed to override the default setting in their

select character set  user profile.

Newline character  Different mail servers treat and convert newline characters
in mail differently. Change this only if you experience problems with
line spacing.

If you experience issues sending e-mails, check the Debug email sending checkbox
under Development | Debugging. This will display detailed information when
sending emails via SMTP.
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Jabber configuration

You require access to a Jabber host to be able to use this feature. You can either set
up your own XMPP server or use a commercial host; for example, Google Talk. The
Jabber configuration settings are shown in the following screenshot:

Jabber host talk.google.com Default: Empty

jabbarhost

The server to connect to to send jabber message notification

Jabber server Default: Empty

XMPP host ID (can be left empty if the same as Jabber host)

Jabber user name Default: Empty

jabberusemame

The user name to use when connecting to the Jabber server

Jabber password Unmask
jsbberpassword

The password to use when connecting to the Jabber server

Jabber port 5223 Default: 5222

jabberport

The portto use when connecting to the Jabber server

Once the self-explanatory fields in the Jabber configuration screen have been
set up, each user will have the ability to specify their Jabber ID in My profile
settings | Messaging.

Default message outputs

Once your message outputs have been configured, each user has the ability to set
preferences for any notification types they have permissions to receive and each
configured message output. This takes place in My profile settings | Messaging. As
the administrator, you should specify default values for these settings. Additionally,
you can decide which settings non-administrator users cannot change:

Popup notification Jabber message Email
Assignment notifications Permitted * Disallowed * Forced
Defaults Defaults Defaults
@ Online Online ¥ Online
Nnt anlina Not online v Not online
Disallowed
Backup notifications Permitted  + Permitted
Farced Defaults Defaults
(1 Online Online ™ Online
_| Not online _| Not online & Not online
Confirmation of your own quiz submissions Permitted  * Permitted ¢ Permitted
Defaults Defaults Defaults
Online [ Onli
[ ,M apliam—
e
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For each notification type, you can individually specify for each message output
(Popup notification, Jabber message and Email) whether the default settings are:

e Disallowed: If selected, the functionality is deactivated
e Permitted (default): If selected, users can change settings in their profile

o Forced: If selected, values are frozen and cannot be modified locally

The values under Defaults are Online (when logged in to Moodle) and Not online
(when not logged in).

In the preceding screenshot, users will receive an e-mail about Assignment
notifications, whether or not they are online. They cannot change this setting so
can avoid claims that they were unaware of any deadlines. When they are online,
they will receive a pop-up message. This setting can be overridden in their profile
message settings. Jabber has been disallowed for this notification type.

Support contact

A topic related to asynchronous communication is users of your Moodle system
seeking assistance. Under Server | Support contact, Moodle lets you specify a
Support name, a Support email address, and a Support page.

The contact details are displayed at various places throughout Moodle, for instance,
during self-registration. There is no support block you can put in the front page,
but you can easily mimic this using a (sticky) HTML block.

Support name Alex Biichner Default: Alex Blichner
supportname

This is the name of a person or other entity offering general help via the support email or web address.

Support email packt@synergy-learmning.com Default: packt@synergy-leamning.com
supportema
This email address will be published to users of this site as the one to email when they need general help (for
example, when new users create their own accounts). If this email is left blank then no such helpful email address is
supplied.

Support page packt.synergy-learming.com Default: Empty
EJDD-J'[DB-;?
This web address will be published to users of this site as the one to go to when they need general help (for
example, when new users create their own accounts). If this address is left blank then no link will be supplied.

There is a great third-party add-on called Help Desk block. Unfortunately, it has not
been updated to Moodle 2 yet. Keep an eye on its status, as I am sure that this will be
updated soon.
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RSS feeds configuration

RSS (Really Simple Syndication) feeds have to be enabled via the Enable RSS
feeds setting in Advanced features. Moodle supports the consumption as well
as the production of RSS feeds!

The RSS consumption takes place in the Remote RSS Feeds block and can be
configured in Plugins | Blocks | RSS client. The parameters available are Entries
per feed (number of atoms loaded and displayed) and Timeout (amount of time
before the feed expires in cache).

The RSS production can take place from within a number of activities, namely, Blog,
Database, Forum, and Glossary. Each module has a setting, Enable RSS feeds,

in their respective plugin settings. For security and privacy, each RSS feed URL
contains an automatically-created token for the user. If there is a suspicion that this
has been compromised, users can reset this in My profile settings | Security keys.

Experimental settings

Moodle is a very dynamic software that evolves and improves constantly. Some
functionality is still in the experimental stage, but is sufficiently mature to be
included in a shipped version. These features are located under Development |
Experimental | Experimental settings.

The list changes over time. Some features have passed quality assurance and moved
to the set of core features (for instance, AJAX support resided in the experimental
section for almost two full versions) while others will be included over time. At
present, the following three settings are available:

Experimental seftings

Enable global search # Default: No
enableglobalsearch
This setting enables global text hing in and activities, it is not compatible with PHP 4.
Enable Safe Exam [ Default Mo
Browser integration
enablesafebrowserintegrati This adds the cholce 'Require Safe Exam Browser' to the 'Browser security’' field on the quiz settings form. See
el hitp:/iwww safeexambrowser.org/ for more information.
Enable group members ) Default: No
only
enablagroupmembarsanly It enabled, access to activities can be restricted o group members only. This may result in an increased server load. In addition, gradebook
categories must be set up in a certain way to ensure that activities are hidden from non-group members.
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Setting Description

Enable global search The default search functionality is restricted to a course.
To enable global searching that takes into account set
permissions of the user carrying out the search, check this
checkbox.

Enable Safe Exam Browser  This will be dealt with in Chapter 11, Moodle Security and
integration Privacy.

Enable group members only If enabled, the Available for group members only setting
will appear in the advanced section of the Common
module settings of all core activities and resources.

It is needless to say that any functionality in the experimental section should be used
with caution and that potential problems are possible to be encountered.

Summary

In this chapter, you have learned how to configure relevant system settings that
are not dealt with in a dedicated chapter. We covered pedagogical configuration,
dealing with collaboration, localization, grades and gradebook, and a number of
miscellaneous settings. We then moved on to the more technical configuration,
which mainly focused on synchronous and asynchronous communication as well
as some experimental settings.

The abundance of features available via the Site administration section can initially
be overwhelming, but you will get to terms with them relatively quickly. Also,
expect this number to increase with every new version of Moodle.

This concludes Part II of the book that dealt with Moodle configuration and we are
now ready to move on to all aspects of Moodle maintenance.
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Moodle Reporting

Moodle collects usage data from all activities taking place from the time a user logs
in until he or she logs out. This data can be utilized for a range of reporting activities
that will be dealt with in this chapter. After an overview, you will learn about four
reporting techniques:

Moodle's reporting facilities: This includes activity reporting and user
tracking as well some basic statistics

Report generation: This covers some powerful add-ons to create
user-defined reports

Data analysis: This includes web log analyzers and live data trackers such as
Google Analytics

Miscellaneous reports: This covers a number of additional reports provided
by Moodle

Reporting overview

Moodle records a detailed log of each action performed by a user. Each record (or
hit) contains data about:

Who did (user)

What (action)

When (date and time)
Where (IP address)

Given this trail of information, it is possible to perform two reporting tasks using
Moodle's on-board facilities; namely, reporting and statistics.
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Reporting is mainly concerned with summary information of users' activities. For
instance, the number of views of a learning resource in a particular course. Ideally,
reports allow some interaction to drill down to more specific information, usually
via filters. This is useful if you need to locate data about an individual, an activity,
or a course. For example, a pupil insists that he or she has submitted an assignment,
which cannot be located; the tracking log will be able to shed light on this.

Moodle offers a Statistics mode, which provides a graphical summary about the
number of hits in courses and the entire site.

Bear in mind that most information you retrieve as part of data reporting is also
available to teachers at course level. While teachers use this information mainly in a
pedagogical context (to monitor progress and to measure performance), your role as
administrator requires you to view this data in a sitewide context. Furthermore, you
are the one who will be approached if any problems occur; for example, if a student
claims to have submitted an assignment that is not on the system, or a teacher is

not able to log in from home. Additionally, the local course view provides activity
reports that are more targeted from a teacher's perspective and, if activated, also
some basic statistics.

Moodle's reporting facilities

A report presents the content of the Moodle log in some sort of uniform format.
Different reports make use of the same log. The sitewide logs can be accessed via
Reports | Logs. At the top of the page, you have the ability to drill down to the data
via filters:

Choose which logs you want to see:

Packt Moodle 2.0 Administrator (Site) + || All participants + || Today, 26 March 2011 = |

AII actiuiliesm_:'j ijlnactions _:' Disp_l-av on page

The following seven filters are available:

Field Description
Courses Select a specific course or the entire Moodle site.
Groups Select a specific group or All groups —only displayed if group mode is

enabled in the selected (filtered) course.
Participants ~ Select a specific user or All participants.

Date Specify a particular day or all days of activity. Unfortunately, it is not
possible to specify date ranges.
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Field Description

Activities Select whether to run a report of All activities or Site errors.

Actions You can choose from All actions, View, Add, Update, Delete, and All
changes options.

Display Specify how to display the report on a page (in your web browser); in an

Excel spreadsheet, in ODS format, or in a text file.

Once you have selected a course and clicked on the Get these logs button, the
content in each drop-down menu changes in a context-sensitive manner. For
example, the participants menu contains all the names of users who have a role in
the course and the activities menu is populated with all activities and resources.

If you watch the breadcrumb trail, you can see what happens internally. Moodle
temporarily redirects the reporting tool inside the selected course where the course
log viewer is called, which is identical in appearance.

Once you have selected your filtering criteria, a report is displayed as follows:

Displaying 113 records
Page: 1 2 (Nexi)

Time IP address Full name Action Information
Sat26 March 2011,04:28 PM 192 168.56.1 Alex Blchner ourse report log Demo course
Sat 26 March 2011, 04:27 PM g2 =le 1stro A forum
Sat 26 March 2011,04:2TPM  19¢ E stro mé Log Test
Sat 26 March 2011, 04:27 PM 56 ganor Armstro | =) A forum
Sat 26 March 2011, 04:27 PM Ele stro e Afile
Sat 26 March 2011, 04:27 PM GE Eleanor Armstror Demo course
Sat 26 March 2011, 04:26 PM X Bi ser Eleanor Armstrong
Sat 26 March 2011, 04:25 PM g2 ] Alex B 2] Jurse re ‘] Demo course
Sat 26 March 2011, 04:25 PM 58.5¢ ax B a Demo course
Sat 26 March 2011, 04:25 PM 2 ex Blchne 55 BNt view Assignment
Sat 26 March 2011, 04:24 PM 68 w Eleanor Armstrong
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The header displays the number of records that are being displayed. In this case,
all usage data from the Demo course has been selected, which returns 113 hits.
This tabular information is displayed in reverse order of user's access date and
time; that is, the last hit is displayed first. The columns of the table represent the
following information:

Field Description

Time Date and time of the hit.

IP Address The (unresolved) IP address; this is useful to see from where the user
accessed the page (for example, from home or within the organization).

Full Name Name of the user —if a particular user is selected, the same value will be
displayed in each row.

Action Short description of what the user has been doing — this is very useful to see
what resources are being accessed, or to check whether an individual has
viewed the resource he or she claims to have read.

Information More details on the action.

When you click on the IP address in the log, a new window will open that displays
the location of the user as a pin on the world map (this is not the case for local or
private IP addresses), as shown in the following screenshot. The default database
used is called NetGeo, which is not maintained anymore and often provides
incorrect positions. You can improve this shortcoming by either installing the

GeolP City binary data file (both commercial and free versions are available) or by
specifying a Google Maps API key. Both settings are found in the IP address lookup
section under Location | Location settings.

-]
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Live logs

Moodle provides a live view of activities in the last hour, as you can see in the
following screenshot. It is a prepared report that shows activities that took place in
the previous 60 minutes and is updated automatically every 60 seconds. It can be
accessed from the Live logs from the past hour link found on the Reports | Live

logs page.

This is useful if you have changed the configuration, for instance a supported
authentication or enrolment mechanism, and want to monitor that it is working
properly. Alternatively, you can just sit back and watch what is happening on
your site.

Note that the first entry in the live log is the one for you, as you are looking at it!

8no

Live logs from the past hour (Updates every 60 seconds)

(2 moodle2.ab.local/course/report/log/live.php?id=1

| Packt Synergy Learning Moodle

Course

Time
Sat26 March 2011, 04:40 PM
Sat 26 March 2011, 04:39 PM
Sat 26 March 2011, 04:31 PM
Sat 26 March 2011, 04:28 PM
Sat 26 March 2011, 04:27 PM

Sat26 March 2011, 04:27 PM

Sat26 March 2011, 04:27 PM 2

Sat 26 March 2011, 04:27 PM 4

Sat26 March 2011, 04:27 PM Aforum

Sat 26 March 2011, 04:27 PM Log Test A
Sat 26 March 2011, 04:27 PM A forum Y

IP address

Displaying 32 records

Full name Action

Information

Packt Moodle 2.0 Administrator
Packt Moodle 2.0 Administrator
Packt Moodle 2.0 Administrator
Demo course

Packt Moodle 2.0 Administrator

Packt Moodle 2.0 Administrator
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Error reports

When selecting Site errors from the activities drop-down menu, all errors (mainly
failed logins that have occurred) are displayed. For example, the report that is shown
in the following screenshot displays all invalid logins:

Course Time IP address Full name  Action Infarmation
Sat 26 March 2011, 04:44 PM admin
Sat 26 March 2011, 04:44 PM 3 acraig
Sat 26 March 2011, 04:43 PM aileen
Sat 26 March 2011, 07:17 AM ! admin
Sat 26 March 2011, 07:07 AM admin
Sat 26 March 2011, 07:05 AM ; admin

It is a good practice to check the error logs on a regular basis to identify problems
on your site and potential unauthorized access attempts. These reports can also be
set up to be sent by e-mail to the site administrator (see Chapter 11, Moodle Security
and Privacy).

Export of logs

Unlike other applications (such as web servers), Moodle does not save its log
information in text files but stores it in the Moodle database (in the md1_log table).
This allows the exporting of data (via Moodle or phpMyAdmin) for more detailed
analysis in third-party applications.

In order to make further use of the information, export the data in either a comma-
separated text file or an Excel or ODS spreadsheet by selecting the Display filter
accordingly. This will show the same information as shown in Moodle, but it will
be possible to massage and analyze the data further or run a valid spreadsheet
operation against it:
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3

[ € ] D

LA |
|2 |

| 3 |Course
4 |Packt

| 5 | Packt

B |Packt

| 7 | Packt
!_ig_gF'achl

21 | Packi
[£2 | Packl

25 |
|26 | Packt
_E__I{__; Packl

Tirme

2011 March 26 16:48
2011 Margh 26 16:45
2011 March 26 16:45
2011 Margh 26 16:45
2011 March 26 16:45
2011 March 26 16:44
2011 March 26 16:44
2011 March 26 16:44
2011 March 26 16:43
2011 Mareh 26 16:43
2011 Mareh 26 16:43
2011 Mareh 26 16:43
2011 Mareh 26 16:43
2011 Mareh 26 16:43
20711 March 26 16:43
2011 March 26 16:43
20711 March 26 16:41
2011 March 26 16:41
2011 March 26 16:40
2011 Margh 26 16:39
2011 March 26 16:31
2011 Margh 26 16:28
2011 March 26 16:27
2011 Margh 26 1627

1 |Saved al:26 March 2011, 04:48 PM

IP address Course full name
182 168.56 Alex Bichner
192 168 56 Alex Bluchner
152 168,56 Alax Buchnar
192 168,56 Alex Bluchner
1592 168.56 Alex Buchner
192 168.56.1

152 168.56.1

192 168.56 Alex Buchner
152 168.56 Alex Buchner
182 168.56 Alex Blchnar
182 168.56 Alex Buchnar
182 168.56 Alex Blchnar
182 166.56 Guesl user
182 166.56 Guesl user
152 168.56 Guesl user
152 168.56 Alex Blchner
152 168,56 Alex Buchner
152 168.56 Alex Blchner
152 168,56 Alex Buchner
152 168.56 Alex Blchner
152 168,56 Alex Buchner
152 168.56 Alex Blchner
152 168,56 Alex Buchner
152 168.56 Alex Blchner

Action

course report log
course reporl log
course report log
COUrse viow
user login

lagin arror

lagin arror

user legoul
course report log
course report 16
COUrSE vigw
user login

lagin arror
COUrse vigw
user login

user logoul
course report log
course report log
course report live
course report live
COUrse vigw
course report l6g
course report 169
COUrse vigw

Infarmation

Packl Moodle 2.0 Administrator
Packl Moodie 2.0 Administrator
Packl Moodle 2.0 Adminisirator
Packl Moodie 2.0 Administrator

admin
acraig

Packt Moodle 2.0 Administrator
Packl Moodle 2.0 Administrator
Packl Moodle 2.0 Administrator

aileen
Packt Moodhe 2.0 Administrator

Packl Moodle 2.0 Administrator
Packl Moodie 2.0 Administrator
Packl Moodle 2.0 Adminisirator
Packl Moodie 2.0 Administrator
Packl Moodle 2.0 Adminisirator
Demo course

Packl Moodle 2.0 Administrator
Packl Moodie 2.0 Administrator

For example, the preceding data can be presented in a spreadsheet with the
introduction of an additional column to calculate how much time a user has spent on

a particular

activity.

Course and user reports

Moodle supports reporting at course and user level. This feature can be utilized by
teachers to monitor progress of students for particular activities, or it could be used
by managers to view the access patterns of their staff. Given the sensitivity of such
data and the policies in your organization, the access to some operations can be
deactivated via roles and capabilities.

The reports Moodle provides via Courses | Reports in the Navigation block are:

Report Description Capability
Course Progress report listing students versus criteria coursereport/
completion matrix (course completion has to be enabled). completion:view
Logs Same as sitewide logs, but with the courses menu  coursereport/
frozen to the current course. log:view
Activity Shows number of views, related blog entries, and  coursereport/
report last access for each activity and resource in the outline:view

current course.
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Report Description Capability

Participation For a selected activity module or resource and coursereport/

report time period, all actions by user are shown. participation:view

Activity A matrix showing users versus activities and their =~ coursereport/

completion completion status. progress:view

Statistics View course statistics report (see the Statistics coursereport/
section ). stats:view

The types of reports Moodle provides via the Activity reports section in the user
profile are shown in the following table. Access to the menu can be controlled via the
moodle/user:viewuseractivitiesreport capability but not access to individual reports.

Report

Description

Outline report

Complete report
Today's logs
All logs

Statistics

Grade

Lists each topic or week and displays a summary of activity modules
for each item. It displays the title of the resource (hyperlinked), the
number of views, the last access, and the time since the last access.

Displays same information as in the Outline report, just in a different
format.

Same as site logs but only for today's data of the current user;
supplemented by an hour-by-hour graph.

Same as site logs but only for the current user; supplemented by a
day-by-day graph.
View course statistics report for that user (see the Statistics section).

User report of the gradebook for the current user.

An example report is shown in the following screenshot, where today's hits for the
user Donna Kennedy are displayed for the Packt course:
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Today's hits on Packt by Donna Kennedy

Hits

0 1 2 3 4 5 6 7 8 9 10 M1 12 13 14 15 16 17 18 19 20 21 2 23

Displaying 78 records
Course Time |F address Full name Action Information
Sat 26 March 2011, 08:00 PM Donna Kennedy course user report Donna Kennedy

Sat26 March 2011,07:59 PM 1982.168.56.1 Donna Kennedy o 58 user report Donna Kennedy

Sat 26 March 2011, 07:58 PM

Al

~Q The GD PHP extension has to be installed for bar charts to be shown.

As mentioned before, teachers in a course have full access to the same information
to monitor progress and track performance. However, you, as the administrator, are
often approached with claims, problems, or any other anomalies. To shed light on
these, you will have to revert to the preceding logging data.

Statistics information has been mentioned a few times in course reports, which we
will cover next.

Statistics

Moodle has a built-in statistics module, which you can reach via Reports | Statistics.
By default, the component is disabled; this has to be changed first (Enable statistics
in Advanced features), along with some settings.
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Statistics settings

The Statistics module is deactivated by default due to the fact that the component
is very resource-hungry both in terms of disk space usage and, more importantly,
memory usage.

a1

Q

Use the Statistics module only if you really require the information
and can accept some potentially significant performance reduction.

Maximum processing
interval
statsfirstrun

Maximum runtime
statsmaxruntima

Days to process
stalsruntimadays

Run at

statsruntimastsrthour

User threshold

statsusarthmeshold

["None ? Default: None

This specifies how far back the logs should be processed the first time the cronjob wants to process statistics. If you have a lot of traffic and are on
shared hosting, it's probably not a good idea to go too far back, as it could take a long time to run and be guite rescurce intensive. (Note that for this setting,
1 month = 28 days. In the graphs and reports generated, 1 month = 1 calendar month.)

Until complete | 3] Default Until complete

Specify the maximum time allowed 1o calculate the statistics for one day, bearing in mind that stats processing can put a big load on the server. The
maximum number of days processed in one cron can be specified below.

31 Default: 31

Specify the maximum number of days processed in each stats execution. When stats are up-to-date, only one day will be processed, so adjust this value
depending of your server load, reducing it ¥ shorter cron executions are needed.

3 i ]:f_d 3] Default: 0:0
‘What time should the cronjob that does the stats processing start? Please specify different times if there are multiple Moodles on one physical server.
] Default: 0

This setting sg the minimum number of enrolled users for a course o be included in

The statistics settings are located in Server | Statistics. The following parameters

are available:

Setting

Description

Maximum

processing interval

Maximum runtime

Days to process

After enabling the Statistics module, Moodle utilizes the logs
described here to derive statistical information. Here, you need to
specify the time Moodle should go back by, to gather the stats. Be
aware that this is quite a resource-intensive operation.

You can limit the time for which the statistics gathering process
is allowed to run; this is another mechanism to avoid too much
burden on the system.

Number of days that will be processed in each statistics execution.

Run at Time at which the statistics processing should start. It is highly
recommended that this does not clash with the site backup as both
operations are potentially very resource-intensive.

User threshold Here, the statistics module can be instructed to ignore courses with

less than a certain number of enrolled users.
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Now, let us have a look what statistics actually look like.

Statistics view

Once you have selected the Course, the Report type (views, post, logins, or all), and
the Time period, a graph and some tabular information is displayed. Basically, the
data shown represents the number of "hits" on a certain day, broken down by roles:

Course | Training -:! Reporttype | all activity (all roles) | :! Time period - last: | 1 weeks -:! m
Training - All activity (all roles)
25
o0 L
15
10 +
5 -
0 I . I
g g S & & & &
5 5 S S S S S
5 | 3 3 5 3 5
= = = = = = =
& b a & & & &
Period ending (day) Guest Student All Logs H Guest
B Student
27 March 2011 0 1 25 Course Logs W Al
25 March 2011 0 0 0
24 March 2011 0 0 0
23 March 2011 0 0 0
22 March 2011 0 0 ]
21 March 2011 0 1 1
20 March 2011 5 0 9

If no data is displayed, you might have to readjust your statistics settings. Also,
while the statistics gathering is in progress, a message might be displayed stating
that the module is in catch-up mode. If this is the case, you have to wait until the
processing has been completed.

I don't know about you, but I find this information unsatisfactory. Given the burden
the module places on our system and the amount of data available, this seems to be
a very simplistic—some would say useless —way to display statistics.
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To rectify the situation, let us look at report generation and alternative techniques
that make use of external data analysis tools.

Report generation

Moodle comes with a number of pre-defined reports that are based on the log
information stored. While this is sufficient for certain activities, there are two
drawbacks to this approach:

* Itis not possible to create your own reports

¢ Additional data stored in the database is not taken into account

The following two tools rectify this situation. Currently, neither is part of Moodle
core, but it is expected that one of them, or a variation thereof, is likely to be added in
the near future.

Configurable Reports

Configurable Reports is a third-party add-on for Moodle, which will appear as a
block once it has been installed. It can be downloaded from the Modules and plugins
section on the Download menu at moodle.org. We will deal with the installation of
the Configurable Reports module in Chapter 14, Installing Third-party Add-ons.

Anyone who has been given permission can create new reports at site or course level.
Configurable Reports supports five types of reports:

* Courses report: Reports using course data

* Categories report: Reports using category data plus optional embedded
course reports

* Users report: Reports using user data and their course activities
* Timeline report: Reports across time for courses, users, and their activities

* SQL report: Any valid SQL statement can be used to query the Moodle
database

Depending on what type of report has been chosen, different selection criteria

(fields, conditions, ordering, and calculations) are offered. Additionally, filters for
drill-down can be specified, the layout can be created, and permissions for who is
allowed to run the report can be set. Furthermore, the report builder has the ability
to plot different types of graphs. A sample report that shows information about users
and their time dedication to courses, which can be filtered by city, is shown in the
following screenshot:
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View report
Filter
Belfast
Citytown 4 Heidelberg
London
u Belfast
London
= Heidelberg
95% - 1%
, 1%
3%
First Name 4 Last Name * City * Course dedication time -
Joanne Arnold Londan now
Philip Arthurs London now
Chris Barnes Landan now
Roy Harris London now
Alex B Heidelberg now
Adam Stevenson Landan 4 mins 51 secs
Eleanor Armstrong London 2 mins 22 secs
Donna Kennedy Belfast 14 hours 10 mins

Further information about the Configurable Reports module can be found at its
Moodle Docs page at docs.moodle.org/en/blocks/configurable_reports.
One feature this add-on is missing is the ability to schedule reports to be created
automatically and e-mailed to specific users. The next tool adds, among other
interesting features, this option to the mix.

Totara report generation

An alternative to Configurable Reports is the report generator that comes as part of
Totara (www. totaralms.com). Totara is an open source, subscription-based custom
distribution of Moodle, designed for the corporate and public sector. It provides
additional functionality such as competency management, individual learning plans,
organizational mappings, program management user dashboards, and a powerful
report generator.
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A report that lists details about users, their competencies, organization, position,
proficiency level, and completion date is shown in the following screenshot. It also
shows nicely the Moodle-style filters:

User’s Fullname (&) [ =]

Participant’s Current Organisation | isequalto | &|Germany| s ™ include sub-categories?

Organisation when completed” @ [ is anyvalue | e Include sub-categories?

Participant’s Current Position” @ [is anyvalue | F Include sub-categories?

Pasition when completed” @ [isanyvalue |5 e Include sub-categories?

Competency Name'’ e ["contains 2|

Completed Date™ @) Ois after| 28 3| [ March +] (2011 %) Ois before| 28 7| [ March
201114

Proficiency o [isequalto |4 ¥ Competent

Competent with supervision

Expert

Intermediate

Beginner

Competency Name User's Organisation Name User's Position ency
Totara Belfast Developer Competent with supervision 24 Mar 2011
Yair Spielmann Moodle Belfast Developer 24 Mar 2011
[Thomas Worthington Totara Belfast Developer 23 Mar 2011
Totara Belfast Developer 24 Mar 2011
[Thom Totara Belfast Developer 23 Mar 2011
Time M; Germany Director Competent 24 Mar 2011
imin Use 1.3 Germany Directar Competent with supervision 24 Mar 2011

In addition to pre-defined embedded reports; such as report of learning based on
competencies or the team members of a manager, the team builder lets you create
new reports based on a number of sources; for example, competency evidence,
courses, face-to-face sessions, site logs, SCORM, and many more. For each report,
Columns (including summary information and sorting), Filters (search options),
Content control (contextual information), and Access (which role is allowed to view
the report in which context) can be specified.

Reports can be exported to CSV, Excel, ODF, and Google Fusion tables. Furthermore,
reports can be scheduled for execution by each user, who will then receive a report
by e-mail.

[256]



Chapter 10

For more information about Totara and its powerful reporting
i capability, contact a Totara Partner.

It has to be noted that there are two more alternative Moodle distributions that
target the commercial sector. ELIS (a community edition for Moodle 1.9) is available
in the Modules and Plugins section at moodle.org and Joule can be found at

www .moodlerooms.com/Ims-solutions/joule. Both provide comprehensive
reporting solutions for the underlying Moodle systems.

Data analysis

If these described reporting facilities do not satisfy your hunger for usage data, you
might consider using external web analysis tools such as Web Log Analyzers. You can
also utilize a live data tracking system, such as Google Analytics, that can be embedded
in your Moodle site.

Web Log Analyzers

Web servers, such as Apache and Microsoft IIS, keep textual logfiles that keep track
of every hit on a web site. The fields and their formats can be customized so each
logfile will look potentially different. The following two lines are from our Moodle
test site (IP addresses have been replaced and server directories shortened):

123.45.67.89 - - [26/Mar/2010:08:15:30 +0000] "GET .../synergy-
learning/packt/httpdocs/course/view.php?id=3 HTTP/1.0" 404 1045 "-*

123.45.67.89 - - [26/Mar/2010:08:15:30 +0000] "GET .../synergy-
learning/packt/httpdocs/mod/quiz/view.php?id=12 HTTP/1.0" 404 2180 "'-"

As you can see, these files are not meant to be read by human beings. Instead, web
log analysis software exists, which can read and interpret these files. Open source
examples are AWStats, Webalizer, and munin; a popular commercial product is
WebTrends.

These tools produce detailed statistics that look at the logfiles from every possible
angle. The problem when using Web Log Analyzers with Moodle is that it is
database-driven, which requires parameterized URLs (the ?id=12 part). You will
have to configure the software you use to reflect these parameters; for example, at
course level.
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Google Analytics

Google Analytics is a free service (google.com/analytics/) that tracks any
traffic to your site. You have to sign up for an account before using this service,
which offers an abundance of statistics about visitors, traffic sources, content, and
user-defined goals. You can find a detailed list of features at www.google.com/
analytics/features.html.

Once set up, you will be able to see powerful analytics of your Moodle site, as shown
in the following screenshot:

Feb 21, 2008 - Mar 22, 2008
Dashboard Comparing to: Site ()

Exporiz [ C7 Emal i Calendar [RITOAN
“ January 2008 February March »  Date Range

SMTWTF5 5MTWTF S MTWTF S 02212008 |- 03222008
3 :]

112 3 45

B 7 B 8 10 1112 Comparison
13 14 15 16 17 18 19
20 21 72 23 24 25 28

27 28 29 10 31 1 -

Site T

Visits == Pages/\isit

& 80
ey Visits 72 / Ay \ e
L ,_/"'-' N March 5, 2008 .—.\. / * .—-t\./ o .,
’ y 10

Pages/\Visit 3.54

TFebruary 25, 2008 Tiarch 3, 2008 Titareh 10, 2008 Tiarch 17, 2008
site Usage
VRO 1,534 visits Tt 46.09% Bounce Rate
VN 5,251 pageviews st 00:01:58 avg. Time on Site
e 3 42 pagesivisit T B2.53% o New visits

# Traffic Sources Overview # Map Overlay

M Referring Sites
599 (45.57%) 5

M Search Engines

544 (41.98%)
M Direct Traffic
191 (12.45%)

view report view report

All you have to do is add the following piece of code into the footer.html file of
your theme before the </body> tag;:

<script type=""text/javascript'>
var gaJsHost = (("'https:" == document.location._protocol) ? "https://
ssl." - "http://www.");
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document.write(unescape(""%3Cscript src="" + gaJsHost + '"‘google-
analytics.com/ga.js" type="text/javascript %3E%3C/scripth3E™));
</script>

<script type=""text/javascript'>

var pageTracker = _gat._getTracker (""UA-XXXXXX-X"");
pageTracker._initbata();

pageTracker._trackPageview();

</script>

You need to update the XXXXXX-X in the preceding sample with your own Google
Analytics account number. While it is possible to add the code in the header.html
file, it is not recommended to do so, as it has an impact on the perceived performance
of your system.

Miscellaneous reports

Moodle ships with a number of additional reports, which assist the administrator
in monitoring certain activities that take place. Some are only described briefly; for
others, references to dedicated chapters are given. All reports are accessible via the
Reports menu. These reports are listed as follows:

* Comments: A table is shown containing the Author and Content of any
comment left on the system. You have the ability to delete any of the
comments. For more information on this topic, see the Collaboration section in
Chapter 9, Moodle Configuration.

* Backups: For each automated backup, the Course, Time taken, Status (OK,
Skipped, Unfinished, or Error), and time of the Next backup are listed. For
more information on backups, see Chapter 13, Backup and Restore.

* Config changes: This table shows any changes made to any settings in the
Site administration section. For each modification, the Date, First name /
Surname, Plugin, Setting, New value, and Original value are shown.

This is a great tool when something has gone wrong on your site, as you
can go back and check what has been changed recently. This report is also
useful when you have to support a site administered by another user (see
the following screenshot).

Additional information about these config values is provided in the Appendix,
Configuration Settings.
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te 1
Sunday, 27 March 2011, 08:56
AM
Sunday, 27 March 2011, 08:56
AM

Sunday, 27 March 2011, 08:56
AM

Saturday, 26 March 2011,
05:00 PM

Saturday, 26 March 2011,

Page:1234567889 9 (Next)
ame/ | Plugir
Admin User core statsruntimestarthour 9 3
Admin User core statsfirstrun all none
Admin User core statsruntimestarthour 3 0
Admin User moodlecourse showreports 1 0
Admin User quiz review 71760879 1073741823

05:00 PM

Course overview: This report shows some basic statistics about courses. The
options for a period to be selected are:

o]

Most active courses —number of hits per course

° Most active courses (weighted) —based on activities per user

o

Most participatory courses (enrolments)
°  Most participatory courses (views/posts)

In each report, a table is shown and also a graph visualizing the course data
(PHP GD extension has to be installed).

Question instances: This report shows the Context (usually course) and
Total, Visible, and Hidden instances in which questions of a selected type or
all types are used.

Security overview: A list of some key issues that can compromise the
security of your system, listed under the Issue column, with links to the
relevant settings, its Status (OK, Information, Warning, Critical) and a
Description. We will cover this report in Chapter 11, Moodle Security and
Privacy.

Spam cleaner: If your system has self-registration activated, and user
profiles have been created by spammers, this report will list and clean all
compromised profiles according to the provided key words. We will cover
this in Chapter 11, Moodle Security and Privacy.
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Summary

In this chapter, you have learned how to report on user activities using Moodle's
internal reporting facilities, to use report generation alternatives, as well as external
web analytics tools. We have also dealt with a number of miscellaneous reports
provided by Moodle.

Early on, we mentioned a student who insisted that he or she has submitted an
assignment that cannot be located. The student will approach the teacher who will
then use the course logs to identify the file. If this remains unsuccessful the teacher
will contact you as the administrator to shed some more light on the issue. You
can then use the sitewide logs for the user, in case the file has been uploaded in a
different course. This escalation is typical in scenarios when problems arise that
cannot be resolved at course level.

One concern about reporting on user activities is the preservation of the users'
privacy and protection of associated data stored. The next chapter will cover
these aspects.
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Moodle Security and Privacy

Moodle, like any other web application, has the potential to be misused. Moodle has
dedicated an entire administration section to security settings, using which you can
fine-tune its safety. After an overview of Moodle security, you will learn about the
following topics:

Security notifications: We will learn how to set up a number of notification
mechanisms that warn you about potential security issues and look at the
built-in security report.

User security: We will look at access to Moodle (self-registration, guest
access, protection of user details, and course contacts), Moodle passwords,
security in roles, and spam prevention.

Data and content security: We will deal with potential issues in content
created within Moodle, and visibility of content. You will learn how to set up
a site policy and how to configure the antivirus scanner.

System security: We will discuss configuration settings (location of the
dataroot directory and the cron process), HTTPS, IP blocker, Module
security, and Safe Exam Browser integration.

We'll conclude the chapter with information on privacy and data
protection concerns.

Packt Publishing has a dedicated title on Moodle Security in its portfolio at
www . packtpub .com/instal l-and-configure-moodle-in-the-most-secure-way/
book. While it covers Moodle 1.9, the majority of topics are relevant to Moodle 2, too.



Moodle Security and Privacy

Security—an overview

Moodle takes security extremely seriously and any potential issues are given highest
priority. Fixed vulnerabilities often trigger the release of minor versions, which
emphasizes the importance of the subject.

The security of a system is as good as its weakest link. Moodle relies on significant
software, hardware, and network infrastructure; security can potentially be
compromised in a number of areas. As the focus of this book is on Moodle and
the administration thereof, we only cover security elements of Moodle per se. The
following areas are not dealt with, and it is necessary to consult the respective
documentation on security issues:

e Software: As described in Chapter 2, The Moodle System, Moodle's key
components comprise of a web server (usually Apache or Microsoft IIS),
a database server (for example, MySQL, MS SQL Server, or Oracle),
and a programming language (PHP). Additional PHP and operating system
extensions are required, for instance, to support multiple locales
or networking.

e Hardware: Moodle runs on (physical or virtual) servers that have to
be physically hosted. There is ongoing debate about the safety and
security of such systems, which is reflected by ever-extending precautions
by data centers.

e Network: Any system that is part of a network is potentially vulnerable.
Configuration of firewalls, proxy servers, and routers as well as general
network security are key aspects in protecting your system from any attacks.

A number of these topics are covered in docs_moodle.org/en/Security.

One rule that applies to all elements is that the latest software updates should be
installed regularly. Updating Moodle was covered in Chapter 1, Moodle Installation.

With the increasing complexity and growing popularity of Moodle, it is imperative
that you make sure all possible measures are taken to prevent any security issues.
Let's get started.

Security notifications

Moodle has set up a dedicated site that you can find at security.moodle.org,
dealing with security issues. If you register your Moodle site, which is highly
recommended, your e-mail address will automatically be added to the security alerts
mailing list. To set this up, go to Registration and click on the Register with Moodle.
org (MOOCH) button.
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Moodle notifications

When you click on the Notifications link in the Site administration section, Moodle
will display any potential issues with your site. This link is also used to initiate
installed Moodle updates and add-ons (see Chapter 14, Installing Third-party Add-ons).

Some sample messages are displayed in the following screenshot; the first issue
would clearly fall into the security category:

Your site configuration might not be secure. Please make sure that your d. di Yy (variwwwir 2)is
not directly accessible via web.

Enabling the PHP setting display_errors is not ded on p tion sites b some error ges may reveal
sensitive information about your server.

Database tables are using MylSAM database engine, Itis to use ACID compliant engine with full transaction

support such as InnoDB.

The cron php mainienance script has not been run for atleast 24 hours. @

Moodie 2.0.2+ (Build: 20110323
Copyright © 1999 onwards, Martin Dougiamas
and many other contributors,

Moodle monitors failed login attempts in its logfile, as described in Chapter 10,
Moodle Reporting. Repeated login failures can indicate that unauthorized users are
trying to get access to your system. In addition to checking your log files regularly,
you should consider monitoring these activities by configuring the settings at
Security | Notifications:

Display login failures to ¥ Nobody | Default: Nobody
Administrators and teachers | users about previous failed logins.
Everybody
Email login failures to Mobody
natifylaginfailures Everyone who can 'Change site configuration’
Alex Blchner

Default: Nobody
If login failures have been recorded, email notifications can be sent cut. Who should see these notifications?

Threshold for email [ 10 .-.:,3 Default: 10
notifications
notifyloginthreshold i oo 5 x 3 : 2 " =i o
If netifications about failed logins are active, how many failed login attempts by one user or one |P address is it worth notifying about?

You can specify who will see a message displayed on screen and who will be
e-mailed about login failures. You can further set the number of failed logins from
the same IP address that will trigger these notifications.
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While this is not foolproof, it can potentially highlight some problems within your
system, and it is recommended that you activate it. Another benefit of getting these
notifications e-mailed to you is the "customer care" aspect of being able to get back to
legitimate users who have felt frustrated when trying to get into your site.

Security report

Another mechanism we already touched upon in Chapter 10, Moodle Reporting is the
security report (Reports | Security overview):

Issue Status Description
oK Register globals are disabled.
oK Dataroot directory must not be accessible via the web.
Warning The PHP setting to display errors is enabled. It is recommended that this is
disabled.
OK No authentication plugin is disabled.
v EMBED and OBJECT OK Unlimited object embedding Is not allowed.
Critical Flash media filter is enabled - this is very dangerous for the majority of servers.
OK Login is required before viewing user profiles.
OK Search engine access Is not enabled.
policy Warning Password policy not set.
Password salt oK Password salt is OK
OK Confirmation of change of email address in user profile.
OK config.php can not be modified by PHP scripts.
Warning RISK_XSS - found 24 users that have to be trusted.
OK Found 2 server administrator(s).
Warning Found 1 roles, 0 overrides and 2 users with the ability to backup user data.
oK Default role for all users definition is OK.
OK Guest role definition is OK.
Information  Frontpage role is not set.

The report shows a number of potential key security issues, their status

(OK, Information, Warning, and Critical), and a short description (as shown

in the preceding screenshot). When you click on the issue name, you will be
re-directed to a page that provides more information about the problem and, if
available, also a further link to the settings page where you can rectify the situation
(here, Manage filters):
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lssue Status Deseription Configuration

] Critical Flash media filter is enabled - this is very dangerous for the majority of servers.

Automatic swf embedding is very dangerous - any registered user may launch an
XS5 attack against other server users. Please disable it on production servers.

The Security overview report is a good starting point to identify some potential
issues. However, it does not replace a full security audit, penetration test, or health
check, as offered by some Moodle Partners.

User security

The key to the security of your system lies in making sure that users only have access
to their privileged areas in Moodle. In this section, we will be dealing with access to
Moodle, passwords, security in roles, and spam prevention.

Access to Moodle

Users can access Moodle in different ways and it is important to configure access
mechanisms correctly.

Self-registration

Self-registration is a great feature, which reduces the workload of the administrator
significantly. However, it poses a potential risk that unwanted users may create an
account either manually or automatically. To reduce this risk, two pairs of settings
are located in the Common settings section under Plugins | Authentication |
Manage authentication:

e Allowed and denied e-mail domains
e ReCAPTCHA private and public keys

The settings have been described in detail in Chapter 5, User Management.
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Guest access

Moodle provides a feature called guest access to users who do not wish to register
with a site. While this is very useful for some public sites (such as moodle.org), it is
unwanted in most educational and commercial settings. To deactivate guest access,
go to the Common settings section under Plugins | Authentication | Manage
authentication and change the Guest login button setting from Show to Hide.

A second setting that relates to guest access is located in Users | Permissions | User
Policies, where you will find the Auto-login guests checkbox. Turn this on only if
you want to log in visitors automatically when entering a course with guest access.

If you allow guest access as an authentication method, you can specify inside courses
if guest access is available as an enrolment mechanism and also specify a guest access
password. We dealt with this in Chapter 4, Course Management.

Protection of user details

Identity theft is a common problem on the Internet, and Moodle is no exception.
To avoid the possibility of fraudsters gathering details about authenticated users, a
number of settings are located in Security | Site Policies:

Protect usernames E Default: Yes

profectusemames

By default forget_passweord.php does not display any hints that would allow guessing of usernames or emai addresses.

Faorce users to login ] Default: Na
forcalagin
MNormally, the front page of the site and the course listings (but not courses) can be read by people without logging in to the site. I you want to force people
to log in before they do ANYTHING on the site, then you should enable this setting.

Foree users to login for # Default: Yes
profiles
forceloginforprofiles This setting forces people to login as a real (non-guest) account before viewing any user's profile. If you disabled this setting, you may find that some users

post advertising (spam) or other inappropriate content in their profiles, which is then visible to the whole world.

Open to Google ] Default: No
opentogoogle
If you enable this setting, then Google will be allowed to enter your site as a Guest. In addition, people coming in 1o your site via a Google search will
automatically be logged in as a Guest. Note that this only provides transparent access to courses that already allow guest access.

Profile visible roles [ Manager
profileroles ] Gourse creator
Teacher
Non-editing teacher
Student
Guest
Authenticated user
Authenticated user an frontpage

0O
&

=)
]
S
o
=
=1

Default: Teacher, Non-editing teacher, Student

List of roles that are visible on user profiles and participation page.
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Setting

Description

Protect usernames

Force users to login
Force users to login
for profiles

Open to Google

Profile visible roles

If a user cannot remember his/her username or password Moodle
provides a Forgotten password screen. By default, the message
displayed reads: If you supplied a correct username or email
address then an email should have been sent to you. If the
protection is turned off, however, the message reads as An email
should have been sent to your address at ******@<domain name>
which could allow the guessing of a username.

By default, the front page of Moodle is visible to everyone, even if
he/she is not logged in to the site. If you wish to force users to log in
before they see the front page, change this parameter.

When set to Yes (default setting) users will have to log in with

an authentic account before they can access the profile pages of
other users.

Moodle can be configured to allow Google to crawl through courses
with guest access and add the content to its search engine database.
This functionality is turned off by default.

Any role selected will be visible on user profiles and participation
pages.

At the bottom of the Site policies screen, you have the ability to activate Email
change confirmation. If set to Yes, users will be sent an e-mail to confirm that their
change of e-mail address in their profile is genuine.

Course contacts

When courses are displayed on the front page, users that are not logged on to the
system can see a description and the names of the course managers of each course by
clicking on it. By default, these are the teachers of the course. To change the names
that are displayed for each course, go to Appearance | Course contacts and select
the roles to be displayed:

Course contacts
coursacontact

|

Ooooo

] Parent
[_] Translator

This setting allows you to control who appears on the course description. Users need to have at least one of these

| Manager

Course creator

Teacher

Nan-editing teacher

Student

Guest

| Authenticated user

| Authenticated user on frontpage

Default: Teacher

roles in a course to be shown on the course description for that course.
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To hide names completely, deselect all roles. As a result, no names will appear when
course descriptions are shown.

Moodle passwords

Moodle offers a password policy feature that applies to manual accounts and which
can be configured in Security | Site policies, as shown in the following screenshot:

Password policy l*_’ Default: Yes

Turning this on will make Moodla chock user passwords against a vakid password policy. Use the settings bolow to specify
your policy (they will be ignored if you set this o No').
Password length B Default: 8
minpasswordlangth
Passwords must be at least these many characters long.
Digits 1 | Default:1
passworddigis

Passwords must have at least these many dgis

Lowercase lefters 1 Default 1 ) L —

The following self-explanatory constraints for passwords are available:

e Password length (=0)

e Digits (0..9)

e Lowercase letters (a..z)

e Uppercase letters (A..Z)

¢ Non-alphanumeric characters (such as $%&*)

e Consecutive identical characters (=0)

¢ Group enrolment key policy (whether the specified password policy rules

should apply to group enrolment key or not)

Moodle's site policy does not provide a password expiry parameter. However,
if you use an LDAP server, this limitation can be overcome by specifying an
expiry duration.

(long, complex, and random) for the Moodle administrator

M It is highly recommended to use a strong password
Q account even if the password policy is deactivated.
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Moodle stores passwords in an encrypted form using a so-called MD5 hash. To
improve the security of the passwords further, Moodle supports password salting,
which is activated by default. You should not deactivate this measure as it will

be easier for hackers to gain unwanted access to your site. Password salting adds
a random string to the MD5 hash — the longer the string, the harder it is to crack
the password.

The password salt for each Moodle site is stored as an entry in the config.php file:

$CFG->passwordsaltmain = "a long random string added as salt";

The salt cannot be accessed via the Moodle interface for security reasons. It is
recommended that you also store the salt somewhere else, in case it gets lost or you
have to migrate your site.

If you need to change the salt, you have to retain the old salt, which is supported for
up to 20 changes:

$CFG->passwordsaltaltl = "first long random string added as salt”;
$CFG->passwordsaltalt2 = "second long random string added as salt”;
$CFG->passwordsaltmain = "current long random string added as salt";

If you ever lose your admin password and have no means of recovering it, you
are able to manually override the password field in the mdl_user table in the SQL
database. Because the passwords are stored MD5 hash encrypted, you will have
to replace the current value with an encrypted password. For example, to set the
password to newpassword, you need to use the following SQL statement:

UPDATE mdl_user
SET password = md5("newpassword®)
WHERE username = "admin®;

If your database does not support the md5 function, you will have to
set password to the actual MD5 hash tag. For example, this would be
5e9d1lal4adlc8dd77e98eT9b53fd1ba for newpassword. Use one of
many available online generators to find out the tag.

The first time you log in to Moodle, the salt will be added and the new encrypted
password will be stored in the database. More information on password salting in
Moodle can be found at docs.moodle.org/en/Password_salting.

Security in roles

Moodle allows the creation of custom roles such as Parent, Teaching Assistant,
Secretary, Inspector, and Librarian. However, the flexibility of this powerful
mechanism comes with a price in the form of a potential security risk.

[271]



Moodle Security and Privacy

Moodle displays the risks associated with each capability, that is, the risks that each
capability can potentially raise. To recapitulate from Chapter 6, Managing Permissions:
Roles and Capabilities, the five risk types are explained in the table that follows:

Risk Icon Description

Configuration ‘ Users can change site configuration and behavior.

XSS ‘ Users can add files and texts that allow cross-site scripting
(potentially malicious scripts that are embedded in web pages
and executed on the user's computer).

Privacy J.,-':w.,llL Users can gain access to private information of other users.
Spam Jr.-"“w.,llL Users can send spam to site users or others.
Data loss . Users can destroy large amounts of content or information.

Because risks are only displayed to indicate what potential damage a capability can
cause, you are responsible for the role definitions and contexts in which the roles
are applied. Make use of the capability report and system permission checker, as we
discussed in Chapter 6, Managing Permissions: Roles and Capabilities.

\ It is highly recommended to minimize the number
~ of global role assignments as they are applicable
Q throughout the entire site, including the front page
and all the courses.

The Authenticated user role is assigned to everybody who is logged in to your
site. It does not conflict with any other roles and guarantees that certain operations
can be carried out outside courses. Make sure that you don't change the scope of
this role unless you really have to, as any changes to this role will apply to every
authenticated user on the system.

Default roles for different user types are assigned in Users | Permissions | User
Policies. We dealt with these settings in detail in Chapter 6, Managing Permissions:
Roles and Capabilities. Make sure that these settings are set correctly, especially for the
guest and visitor-related roles.
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Spam prevention

If Moodle is not configured correctly, it allows spammers to insert content into user
profiles of accounts created via self-registration. This type of attack is known as
profile spam. To prevent this, make sure that the following settings are set correctly
(which they are by default):

e Only use e-mail based self-registration if it is really necessary. No
self-registration, no spam!

e Keep the Force users to login for profiles parameter enabled in your site
policies (see the Protection of user details section). That way, you can prevent
anonymous visitors and search engines from seeing user profiles.

e Make sure that the Profiles for enrolled user only parameter
remains enabled.

Also be aware that legit users can be the cause of spam. Make sure that no user has
any unnecessary capabilities in their roles that allow for this (see Spam risk in the
Security in roles section). You might even consider the creation of a Spammer role that
allows access to activities such as forums but prevents content from being posted.

If your site has been the victim of spam, make use of Reports | Spam cleaner. You
can either let Moodle Auto-detect common spam patterns (the list makes for some
interesting reading!) or search for your own keywords:

Blackboard

eg: casino, porn, Xxx

Results of searching user profiles containing:Blackboard

User Description Operation
1 . Delete user
m
« Washinglon Blackboard is great —
. Us =

« ceo@blackboard.com

Delete all these user accounts

Any user profiles where the Description field contains any of the listed keywords
are shown. You then have the option to delete the user accounts. For more
information on spam prevention in Moodle, go to docs.moodle.org/en/Reducing_
spam_in_Moodle.
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If you are interested how spam is fought on moodle.org, have a look at the blog post
at interestingshizzle.com/2011/08/fighting-spam-at-moodle-org.

Data and content security

Content can potentially contain malicious elements. It further needs to be protected
from unauthorized access. In this section, we shall deal with the security of data
and content.

Content created within Moodle

Users are able to create content in Moodle either by using the resource editor or by
uploading files. A number of settings are available to prevent misuse.

HTML allows the embedding of code that uses explicit <EMBED> and <OBJECT> tags.
This mechanism has recently gained popularity with sites such as YouTube, Prezi,
Voki, and Google Maps, providing code to be embedded for their users. Potentially,
malicious code can be put in the embedded script, which is why its support is
deactivated by default. To activate it, go to Security | Site policies and locate the
Allow EMBED and OBJECT tags parameter.

Enable HTML Purifier ™ Default Yes
enablehtmipurifier
Use HTML Purifier instead of KSES for cleaning of untrusted text. HTML Purifier is actively developed and is believed to be more secure, but it is more
resource intensive. Expect miner visual differences in the resulting html code. Please note that embed and object tags can not be enabled, MathML tags and
old lang tags are not supported

Allow EMBED and ] Default No
OBJECT tags
allowobjectembed As a default security measure, normal users are not allbowed to embed multimedia (like Flash) within texts using explicit EMBED and OBJECT tags in their

HTML {although it can still be done safely using the mediaplugins fitter). If you wish to allow these tags then enable this option

] Default No

Enable trusted content
anablatrusttext
By default Moodle will always thoroughly clean text that comes from users to remove any possible bad scripts, media etc that could be a security risk. The
Trusted Content system is a way of giving particular users that you trust the ability 1o include these advanced features in their content without interference.
To enable this system, you need to first enable this setting, and then grant the Trusted Content permission to a specific Moodle role. Texts created or
by such users will be marked as trusted and will not be cleaned before display.

The Moodle editor uses a mechanism called KSES to remove any unwanted HTML
elements and attributes. Moodle supports a more secure version called HTML
Purifier. It is possible to turn the Enable HTML Purifier filter off for users you
trust. First, you have to set the Enable trusted content parameter, as shown in the
preceding screenshot. Second, you will have to allow the moodle/site:trustcontent
capability for each user you are trusting to submit JavaScript and other potentially
malicious code.

The multimedia plugin supports a number of audio and video formats. Shockwave
files can contain code that could cause problems on users' local machines. To avoid
the usage of SWF files, it is recommended that the Flash animation parameter in
Plugins | Filters | Multimedia plugins is turned off.
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Moodle also comes with a Word censorship filter (Plugins | Filters | Manage

filters). However, it does recognise expressions within words, which doesn't make

it that useful, as it would mark valid terms such as sextant, sparse and altitude.. You
can either enter additional words and phrases in the Settings of the filter or edit the
badwords language string in filter_censor . php (careful, this list is far from G-rated).

Visibility of content

Blogging, tagging, and commenting are social networking tools that are popular

in Web 2.0 environments. Blog entries, tags, and comments are harnessed for
searching, sharing, and other collaborative activities in order to match interests.

The potential issue is that the content is visible to users who should not be able to
share or view entries. Moodle has catered for this by providing a number of settings,
which we already have dealt with in the Collaboration section in Chapter 9, Moodle
Configuration. Here is a list of areas where the respective functionalities need to be
turned on and off:

e Appearance | Blog | Blog visibility
e Appearance | Blog | Enable comments

e Advanced features | Enable tags functionality

If you deactivate any of the mechanisms, tags, comments, and blog entries already
on the system are kept and will re-appear when the functionality is turned on again;
In other words, there is no risk of data loss when turning the functionality off and
then back on.

You might also consider creating a dedicated role on your system, for example,

a Blogger role utilizing the moodle/blog:create capability. This will limit blogging
to specific users only — those who have been assigned the new role. You can find
more details on a Blogger role in the Moodle Docs at docs.moodle.org/en/
Blogger_role.

Site policy

Users who have access to Moodle are sometimes as much a threat as unauthorized
users. If you have a site policy that all users (not just learners) must see and agree to
before using Moodle for the first time, you will have some ammunition when taking
action against a user who has misused your system. The document, often referred
to as an Acceptable Use Policy, should aim to adhere to the LARK principle —Legal,
Appropriate, Responsible, and Kind.
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You can specify the URL address of the text in Security | Site policies, which
includes a Site policy URL and a Site policy URL for guests entry. You will have
to specify a URL that contains the policy text, which should be an HTML document.
The file is often at a publicly accessible URL, for example, the policy already
available on your main website.

Once the site policy address has been specified, it has to be confirmed by each user
the first time they log in to Moodle. If the policy is in any other format than HTML
or plain text, only a link will be provided to the selected file. It is therefore not
recommended to use PDFs or Word files.

School Website Policy

The purpose of this policy is to ensure that the school website protects the safety and confidentiality of the pupils of the school.
It has regard to the Superhighway Safety advice of the Department for Education & Skills.
On our school website:

» No close up pictures of pupils will be used

+ No photographs of individual pupils will be used

+ |mages of pupils will not be labelled with their names

« Pupils will only be referred to by first names on our webpages

« No personal details of pupils or staff will be featured

You must agree 1o this policy 1o continue using this site. Do you agree?

While the site policy does not prevent any misuse, it introduces a psychological
barrier and also protects your organization in case legal action needs to be taken.
Site policies allow users to understand the expectations of how to most effectively
and appropriately use a site. While it often has a legal undertone to dealing with bad
users, it can also teach new users about the social expectations of those using the site.

Antivirus

Moodle supports scanning of uploaded files for viruses using Clam AntiVirus
(ClamAYV), which is an open source antivirus toolkit for Unix, designed especially for
systems such as Moodle. See www . clamav.org for details, downloads for different
operating systems, and how to keep the virus definition database up-to-date. You
need to install ClamAYV on your system. Once installed, the scanner is configured at
Security | Anti-Virus:
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Use clam AV on

uploaded files
runclamonupload

clam AV path

pathtoclam

Quarantine directory
quarantinedir

On clam AV failure
clamfailureonupload

™ Default: No

‘When enabled, clam AV will be used to scan all uploaded files.

Jusrbiniclamdscan Default: Empty
Path to clam AV. Probably ing like or i You need this in order for clam AV to run.
Default: Empty

If you want clam AV to move infected files to a quarantine directory, enter it here. It must be writable by the webserver. If you leave this blank, or if you enter
a directory that doesn't exist or isn't writable, infected files will be deleted. Do not include a trailing slash.

| Treat files as OK % | Default: Treat files as OK

If you have configured clam to scan uploaded files, but it is configured incorrectly or fails to run for some unknown reason, how should it behave? If you
choose Treat files like viruses', they'll be moved inte the quarantine area, or deleted. If you choocse Treat files as OK', the files will be moved to the
dastination directory like normal. Either way, admins will be alerted that clam has failed. If you choose Treat files like viruses' and for some reason clam fails
to run (usually because you have entered an invalid pathteclam), ALL files that are uploaded will be moved to the given guarantine area, or deleted. Be
careful with this setting.

Setting Description

Use clam AV on Turn ClamAYV on or off.

uploaded files

clam AV path Location of ClamAV on your system. Typical default paths

are provided.

Quarantine directory By default, any infected files are deleted. If you wish to keep them,

specify a writeable directory that is then used to quarantine the
files instead.

On clam AV failure If, for whatever reason, ClamAYV fails to run or scan files, you as

the administrator will be alerted. Additionally, you can change the
default setting Treat files as OK (the scanner is ignored) to Treat
files like viruses (all files are deleted or moved to the quarantine
directory if the scanner fails).

There are two limitations of ClamAV:

e ClamAYV does not exist for Windows servers. You will need to install a
Windows-based virus scanner to provide this functionality and monitor any
quarantined files separately.

e ClamAV will have an impact on the performance of your system. This only
becomes an issue if the file upload facility is used plentifully. You might have
to add more RAM to your server if this is the case.

System security

In this section, we are dealing with configuration settings, login via secure HTTP, IP
blocker, module security, and Safe Exam Browser integration.
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Configuration security

There are a number of general configuration settings that potentially have an impact
on the security of your system.

Accessibility of dataroot

In the Notifications screenshot at the beginning of the chapter, you must have
probably spotted the warning that the dataroot directory is directly accessible via the
Internet. Moodle requires additional space on a server to store uploaded files, such
as, course documents and user pictures. The directory is called dataroot and must
not be accessible via the Web. If this directory is accessible directly, unauthorized
users can get access to content.

To prevent this, move your dataroot directory outside the web directory and modify
config.php accordingly, by changing the $CFG->dataroot entry.

In externally-hosted environments, it is often not possible to locate the directory
outside the web directory. If this is the case, create a file called .htaccess in the data
directory and add a line containing deny from all.

Cron process

We already described the cron process in Chapter 1, Moodle Installation. It is a script
that runs regularly to perform certain operations, such as, sending notifications,
processing statistics, cleaning up temporary files, and so on. Scripts that run at
operating-system level can potentially contain malicious code.

It is possible to run the script via a web browser by simply typing in the URL, which
is <your Moodle site>/admin/cron.php. To prevent this, two mutually exclusive
settings are located in Security | Site policies:

If you only allow the cron process to be executed from the command line, running
the script via a web browser will be disabled and a message will be displayed saying
Sorry, internet access to this page has been disabled by the administrator. The cron
process can still be executed automatically if set up correctly.
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If the Cron password for remote access parameter is set, Moodle requires

that executing the cron script via a web browser requires the provision of a
password in the form of a parameter, such as, <your Moodle site>/admin/cron.
php?password=yourpassword. If the password is not provided or is incorrect, an
error message, the same as before, is displayed.

Cron execution via ¥ Default: No
command line only

cronclionly If this is set, then the cron script can only be run from the command line instead of via the web. This overrides the cron password setting below,
Cron password for — sessssssssssnsss ] Unmask

remote access
Fonmmclepaasion This means that the cron.php Script cannot be run from a web browser without supplying the password using the following form of UAL:
http://site.example.com/admin/cron.php?password=opensesame

If this is left empty, no d is required.

HTTP security

Moodle offers HTTPS support, which runs HTTP requests over SSL (a more secure,
but significantly slower, socket layer). The login of every system is a potential
vulnerability and it is possible to enable the Use HTTPS for logins parameter, which
is activated in Security | HTTP security.

Use HTTPS for logins ] Default: No
loginhitps.
Turning this on will make Moodle use a secure hitps connection just for the login page (providing a secure legin), and then afterwards revert back to the
normal hitp URL for general speed. CAUTION: this setting REQUIRES https to be specifically enabled on the web server - if it is not then YOU COULD
LOCK YOURSELF OUT OF YOUR SITE.

Secure cookies only [ Default: No
cookiesecure
If server is accepting only hitps connections it is recommended to enable sending of secure cookies. If enabled please make sure that web server is not
accepting http:¥ or set up permanent redirection to https:// address. When wwwroot address does not start with https:// this setting is turned off automatically

Only http cookies ) Default: No
cookishttpanly
Enables new PHP 5.2.0 feature - browsers are instructed to send cookie with real hitp requests only, cookies should not be accessible by scripting
languages. This is not supported in all browsers and it may not be fully compatible with current code. It helps 1o prevent some types of XSS aftacks.

Required Flash player 10042 Default: 10.0.12
version

cludeokdflashclient:
FreudeeEiiasheants Some versions of the Adobe Flash plugin are known to be vulnerable to attacks from malicious Flash content. You can specify a minimum supported version

here, and Moodle will not show Flash files to users with lower versions. Instead they will see an atternate Flash file teling them how to upgrade. Leave this
empty to disable all checks

HTTPS encrypts the username and password before they are transferred from a
user's browser to the server that hosts Moodle. HTTPS has to be enabled on your
web server and you will have to purchase or generate an SSL certificate. Every web
server has a different method for enabling HTTPS, so you will have to consult the
documentation of your server.

M If you turn on HTTPS for logins without the relevant
Q system components installed, you will lock yourself
out of your own system!
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HTTPS is only used for the login procedure itself; once a user has logged in,
Moodle reverts to HTTP. It is possible to run your entire Moodle system via
HTTPS by changing the $CFG->wwwroot variable in the config.php file to the
new secure URL. However, be aware that using HTTPS across the whole site will
cause increased CPU load on your web server and is therefore not recommended.
If this becomes an issue, you can get HTTPS/SSL accelerator cards that offload the
encryption from the main CPU.

Web servers can be configured so they only accept HTTPS URLSs. If this is the case
on your system, it is recommended to enable the Secure cookies only parameter.
Moodle already supports a new feature that instructs web browsers to send cookies
only with real requests, which prevents some cross-scripting attacks. However, the
Only http cookies feature is not supported by all web browsers.

Adobe Flash player has caused some serious security concerns, especially the
vulnerabilities in older versions. You can specify a minimum Required Flash
player version that has to be installed on the user's browser before executing any
Flash content.

IP blocker

Users will access your system from stationary and mobile devices. The one thing
they all have in common is that they will access your site via an IP address. You
have the ability to limit that access by specifying a whitelist and a blacklist in
Security | IP blocker:

IP blocker

Allowed list will be ] Default: No
processed first
alowbeforablock By defautt, entries in the blocked IPs list are matched first. If this option is enabled, entries in the allowed IPs list are processed before the blocked list.
Allowed IP list 192.168
allowedip 123.4567.89-99
£
Default: Empty
Put every entry on one line. Valid entries are either full IP address (such as 192.168.10.1) which matches a single host; or partial address (such as 192.168.)
which maiches any address starting with those numbers; or CIDR notation (such as 231.54.211.0/20); or a range of IP addresses (such as 231.3.56.10-20)
where the range applies to the last part of the address. Text domain names (like 'example.com’) are not supported. Blank lines are ignored.
Blocked IP List 111.22.33.44
blockedip

The whitelist (Allowed IP list) can contain IP addresses in a number of formats

(full IP address, partial address, ranges of IPs, and the CDIR notation). The same
applies to the blacklist (Blocked IP list). By default, the blacklist has priority over the
whitelist. If you wish to reverse this, select Allowed list will be processed first.
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As an example, you might want to add 10.*.*.* to your whitelist and blacklist a
particular IP, say 10.123.45.67, that was trying to guess your admin password
multiple times.

Module security

The objective of the Module security feature is to restrict the usage of Moodle
activities and resources in courses. If activated in Security | Module security, a
separate Restrict activity modules? frame appears in the settings of certain courses.

Restrict modules for + No courses Default: No courses
restrictmodulesfor "All courses
Requested courses the setting for disabling some activity modules ? Note that this sefting only applies to teachers, administrators will still be able to

Y ECIVIY 1 E COUrse.

Restrict modules by ] Default No
default
restrictbydefault Should new courses that are created that fall into the above category have their modules restricted by default?

modules chat
defaultallowedmodules cholce
data
|feedback
\folder
forum
|glossary
limscp
label ~ »
Default: None

For the courses which fall into the above category, which modules do you want to allow by default when the course Is created?

Default allowed aasignmemﬂ

You can choose whether modules can be restricted for No courses, All courses, or
Requested courses. The other two default settings specify whether modules are
restricted by default, and which ones are selected.

This feature is useful if you wish to limit access to a certain module to particular
courses. For instance, you might have a license for a video conferencing system that
comes with a Moodle Activity module. However, due to cost implications, you do
not want this module to be used in all courses. To facilitate this, select the module, as
in the preceding screenshot, and only activate it in the course(s) where it should be
used. Teachers will not see the selection in the course settings, but the module will
appear in the list of available activities.

Safe Exam Browser integration

Safe Exam Browser is a system that regulates the access to any utilities like system
functions, other websites, and applications and prevents unauthorized resources
being used during an exam (www.safeexambrowser.org). The software has to

be installed on the computer on which the exam is to be carried on and is freely
available to download for Windows and Mac OS X.
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The system integration with Moodle is currently at an experimental stage and has
to be activated in Development | Experimental | Experimental Settings. Once
activated, the Require Safe Exam Browser choice will appear in the Browser
security section of the settings of the Quiz activity.

Moodle privacy

Some of Moodle's default functionality might infringe legislative privacy or data
protection regulations in the country you operate Moodle in or the rules of the
organization for which the VLE is run. As different organizations are obliged to
follow different guidelines, for example, FERPA in the United States, we are only
able to point you in the direction of some of the most common issues, and how to
resolve them in Moodle.

The key issue is to protect personal information in educational records. Examples of
such data are: personal details, grades, usage data (as described in Chapter 10, Moodle
Reporting), and notes by teachers about students.

Information stored about users

Some regulations prescribe what information about users is allowed to be stored,
with or without their consent:

e Logfiles: You cannot prevent Moodle from keeping a track of any user
activities, but you have the ability to prevent reports from accessing this data.
We have listed all the relevant capabilities for roles in the Course and user
reports section in Chapter 10, Moodle Reporting.

¢ Notes about users: Moodle contains a tool that allows users with teacher
rights to take notes about students. Other users with teaching rights
can potentially see these notes. If this facility is not in conformance
with your regulations, go to Advanced features and uncheck the
Enable notes parameter.

If there is any other information about users that it is prohibited to store, you are
most likely to find a capability in the roles setting to achieve this.
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Information available to other users

Moodle is usually very open about what users can see about each other. While this
might be in line with the philosophy of social constructivism, it might not conform to
the regulations you have to abide by:

Online users: The Online users block displays the name of all users who
have been active on the system in the last 5 (default setting) minutes. You can
disable this block by hiding it in Plugins | Blocks | Manage blocks.

User profile information: The user profile is visible to other users on the
system. You can limit what information is shown to non-teachers and
non-administrators by selecting Hide user fields in Users | Permissions |
User policies. This also includes two fields providing information about First
access and Last access.

Courses a user is enrolled to: Same as above, by selecting the My
courses field.

Revealing e-mail addresses: When searching for users or enrolling them
into courses, their e-mail address is shown. To replace this, go to Users |
Permissions | User policies and select ID number for the When selecting
users, search and display parameter instead. It is not recommended to use
the Username option for security reasons.

Grades: Grades of students in a course can be seen and edited by teachers.
Moodle supports the export of grades, which can be prohibited using a
number of gradeexport capabilities. It is further possible to publish grades
so they can be viewed via a public URL without access to Moodle. This might
be useful for external examiners, but can cause issues with your privacy
regulations and is therefore turned off by default (see Enable publishing in
Grades | General settings and various gradeexport capabilities).

Backups: Teachers have the ability to take course backups, which also
contain user information. We are going to deal with limiting backups in
Chapter 13, Backup and Restore.

If there is any other information that it is prohibited for other users to see, you are
most likely to find a capability in the roles setting to achieve this.
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Summary

In this chapter, you have learned how to protect your Moodle system from misuse
and how to protect users' privacy. However, it is important to stress that Moodle
security is only a single variable in the overall equation. Make sure that all other
underlying software, infrastructure, and hardware components are set up correctly
as well.

Most Moodle systems run on the LAMP platform, which has proven to be very
secure if configured correctly. Moodle developers are very conscious that security

is vital when dealing with personal user data such as grades. Hence, the topic has
been given highest priority. However, there is no guarantee that your system is 100
percent protected against misuse. New hacking techniques will emerge and users
will continue to be careless with their credentials (you have all seen the post-it notes
under the keyboard). So, make sure the security patches and updates on your entire
system, not just Moodle, are always up-to-date and keep educating your users about
the dangers. Also consider undergoing a regular security audit or health check as
offered by some Moodle Partners.

Now that you system is secure, let's make sure that it performs to its full potential.
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Moodle Performance
and Optimization

The performance of web-based systems is a critical issue and it is a key responsibility
of the administrator to configure, monitor, and fine-tune the virtual learning
environment for maximum speed. While Moodle has the potential to scale to
thousands of simultaneous users, good performance management is required to
guarantee adequate scalability.

After providing an overview, we will cover the following topics which are most
related to Moodle performance and optimization:

e  Moodle content: We will look at how content creation, content volume,
different content types, and various filter settings can have an impact on the
performance of your Moodle system.

* Moodle system settings: A range of system-related performance settings are
dealt with. These include:

o

o

o

o

o

Caching

Session handling

Memory management (cron, course backups, and search)
Module settings (gradebook, chat, and forum)

Miscellaneous settings (logfiles, system paths, front page
courses and roles)

We will conclude the chapter with a section on performance profiling and monitoring.
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Performance and optimization—an
overview

LAMP software in general and Moodle in particular have very distinct application
layers consisting of the operating system, web server, database server, and

the application developed in a programming language. Each layer has its own
idiosyncrasies when it comes to optimization. We will mainly focus on the
application layer, which is the focus of this book.

The following areas are not dealt with in detail in any of the following pages, and it
is necessary to refer the respective documentation on performance and optimization

issues:

Operating system performance: The choice of operating system and its
configuration will have a major impact on how Moodle will perform. In
principle, Linux or any other Unix derivative performs better than any other
operating system. PHP applications such as Moodle run significantly slower
in a Windows environment than on Linux. Some aspects of this have been
covered in Chapter 1, Moodle Installation.

Database performance: The database is a core element of Moodle but also
a major bottleneck as it requires disk access, which is slower than memory
access. Many books and conferences have been dedicated to database
optimization with indexing, caching, buffering, querying, and connection
handling as the main candidates. The two optimizations that have a
significant impact on your database performance are enabling query
caching and the increase of buffer sizes. You might also want to consider
running the database on a separate dedicated server or a cluster.

There is also much debate about what database is best suited for Moodle.
While the open source camp is divided between MySQL and PostgreSQL,
corporate advocates are split between MS SQL Server and Oracle. Whatever
may be your choice of system, a well set up and tuned database will always
perform better than one that is used with its out of the box settings.

Web server performance: Each web server offers an array of optimization
settings that include memory handling, caching, process management, and
other minor tweaks.

PHP performance: There are a number of ways in which PHP can be forced
to execute code significantly faster. The key is the usage of a PHP accelerator
(such as eAccelerator, XCache, Zend, or APC) in combination with good
memory management and caching techniques. There are some very good
discussions and performance comparisons on PHP accelerators in the
Hardware and Performance forums on moodle.org.
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* Hardware performance: We have already covered some aspects of this in
Chapter 1, Moodle Installation, where we mentioned that there is no one-size-
fits-all approach when it comes to the ideal hardware setup. For single-server
systems the key is RAM —the more, the better; simple as that. Once the
system size increases, it is inevitable to use multiple servers, ideally in a
load-balanced environment.

An additional layer of complexity is added when your system is run in a virtualized
environment. This might be running Moodle on Windows in a virtualized
environment or even running Linux virtualized machines on Windows Hyper-V.
While all the above criteria apply, some elements can be changed on the fly. For
example, during exam week, you might consider increasing the memory available
for Moodle, while during the summer break, you can reduce the number of servers
to carry out maintenance. More sophisticated setups let you specify load and usage
thresholds, which trigger the allocation of resources automatically.

For each area mentioned, benchmark and stress tests are available that will help you
to gauge what performance bottlenecks are present and, after optimization has been
carried out, if they have been reduced. There are also add-ons available for most web
browsers that display information on how long it takes to load pages, thus offering
some indicative performance measurements.

An entire area has been dedicated to performance and optimization in the Moodle
Docs. You find most of the relevant information as well as links to related sites at
docs.moodle.org/en/Performance.

One thing you should bear in mind is that Moodle performance cannot be seen
without taking Moodle security into account, and vice versa. Very often, improving
security comes at a price in terms of performance reduction; for example, running
your site over HTTPS.

Security

Performance
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Moodle content

The content that is created and uploaded by your course creators or front page
designers will have an impact on the performance of your system. While you cannot
dictate what learning sources are added to Moodle, the following pointers can
provide explanations if certain aspects within courses behave sluggishly, or users on
slower internet connections experience difficulties in accessing learning materials.

Content creation

Moodle is significantly slower when run in editing mode. Unless you are editing or
any other user is modifying any content, it is recommended to turn editing off as this
will put less strain on the system.

Some content is created quicker in a separate stand alone application such as web
development tools, word processors, or SCORM editors, as opposed to the built-in
Moodle tools.

Content volume

The amount of content within a course can cause problems for student access. While
each resource and activity is accessed individually, there are pedagogical limits

on the number of learning objects that should be stored in a course. Furthermore,

a course with hundreds of large resources is less likely to provide a good learning
experience than a number of courses broken down in more manageable chunks. It
will also slow down backing up and importing of courses.

Content types

Moodle supports a large number of content types such as office document, graphics,
animation, audio, and video. In principal, there exists a trade-off between size,
quality, and functionality. There are a number of precautions that can be taken for
each of the following types:

* Office documents: The following precautions can be taken:

° Save office files as PDF files (which are much smaller in size) unless

editing is required

Encourage the use of online repositories, such as Google Docs and
Dropbox, which put less strain on your server

Scan text using OCR recognition and not as images
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* Graphics: The following precautions can be taken:

o

Reduce the image resolution, especially when pictures have been
taken with digital cameras

Reduce image color depth
Use a compression format

When using Microsoft Word, insert images in text documents as
metafiles (using the Paste Special command)

Use formats that are supported directly by web browsers (usually,
JPG and PNG)

* Audio files: The following precautions can be taken:

°  Reduce the sample rate (especially for spoken content)

°  Mono recording is often sufficient for spoken content

©  Use a compression format such as MP3

* Animations and video: The following precautions can be taken:
¢ Keep animation quality, dimension, and sample rate to a minimum
°  Use Flash or HTMLS5 for better performance

°  Stream video (from external sources such as www.teachertube.com)
if possible

These are just a few recommendations that will help to reduce the stress on your
system. The more informed your course content creators are, the less resources will
be taken up by the content per se. While the usage of different types of textual and
multimedia resources should be encouraged, it is important to introduce a culture of
how these content types are streamlined as much as possible.

Moodle filter settings

When we looked at filters in Chapter 8, Moodle Plugins, we put an emphasis on
functionality. Now, let's look at them again, highlighting some performance issues.
The following is a list ordered by priority when setting up filters in Plugins | Filters
| Manage filters:

1. Activate all filters needed by course creators, but not more. Having too many
Moodle filters active has effects on server load, especially on lower-end
systems. The number of active filters will increase the time it takes to scan
each page as filters are applied sequentially, not in parallel.
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2. Configure as many active filters as possible using the Off, but available
setting. They can then be activated locally at course or activity level.

3. Place the filters used most often (usually, Multimedia plugins) at the top of
the list, as filters are applied on a first-come, first-served basis.

Caching is applied to pages that use text filters, that is, copies of text are kept in
memory. This is discussed in the Caching section. Additionally, only enable the Filter
uploaded files parameter, if required, in Common filter settings. Also, enable the
Filter match once per page and Filter match once per text parameters if the resulting
behavior is acceptable.

A bigger problem than content complexity is scalability, which is caused by concurrent
users of the system. We will be spending the rest of the chapter on this issue.

Moodle system settings

Moodle offers a wide range of system-related performance settings that are set at
various places in the Site administration menu.

Caching

Caching stores frequently accessed data in a temporary storage, and expedites its
access using the cached copy as opposed to re-fetched (from disk) or re-computed (in
memory) data. It has proven to be one of the most efficient performance optimization
techniques and Moodle is no exception.

Moodle has some basic built-in caching and manages memory allocation and
compression automatically. Additionally, you might consider installing a caching
system such as eAccelerator, APC or memcached. Please refer to the respective
documentation on how to set these up.

The principal trade-off in caching is between refreshing the cache too often (small
values), which slows down the server and refreshing it not often enough (larger
values), which potentially means values are not updated on time. There are a
number of caching-related settings:

* Language caching: We have already dealt with localization in great detail in
Chapter 9, Moodle Configuration. In addition, to keep the number of languages
to a minimum, language caching should be utilized.

Language packs are cached to speed up the retrieval of language strings. You
find the Cache language menu and Cache all language strings parameters in
Languages | Language settings. Unless you are modifying a language pack,
it is highly recommended to leave this setting enabled. It caches all language
strings rather than loading them dynamically.
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* Filter caching: Caching is applied to pages that use text filters, that is, copies
of text are kept in memory. Go to Plugins | Filters | Common filter settings
and set the Text cache lifetime parameter to 1 minutes or 30 seconds.

* Theme caching: Moodle caches the images and style-sheets of themes either
locally in the web browser or on the server. Unless you are designing or
modifying a theme, the Theme designer mode setting in Appearance |
Themes | Theme settings should remain disabled.

You can clear the theme cache using the Clear theme caches button in
Appearance | Themes | Theme selector.

* Javascript caching: Moodle makes use of JavaScript and AJAX. The Cache
Javascript setting in Appearance | AJAX and Javascript should be kept on
unless you are a developer.

* RSS caching: RSS feeds are cached locally. You can modify the time after
which the cache will be refreshed by changing the Timeout parameter in
Plugins | Blocks | RSS clients.

* Network caching: Moodle uses cURL to fetch data from remote sites. The
cURL cache TTL setting can be modified in Server | Performance. The larger
the time-to-live value is kept in the cache, the better the performance. For
more details on networking, see Chapter 16, Moodle Networking.

* Repository caching: When browsing external repositories such as Google
Docs or File system, the file listing is kept in a local cache. The amount of
time the listing is kept can be changed via the Cache expire parameter in
Plugins | Repositories | Common repository settings.

You can purge all these caches in a single operation by pressing the Purge all
caches button under Development | Purge all caches. Effectively, this clears out
all directories in $CFG->dataroot/cache. While this feature is more relevant to
developers, it is a recommended step after installing updates or when your system
is behaving oddly.

Purge all caches

Moodle can cache themes, javascript, language strings, filtered text, rss feeds and
many other pieces of calculated data. Purging these caches will delete that data from
the server and force browsers to refetch data, so that you can be sure you are seeing

the most up-to-date values produced by the current code. There is no danger in
purging caches, but your site may appear slower for a while until the server and
clients calculate new information and cache it.
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Session handling

A session is initiated for each user who authenticates against Moodle. This also
applies to guests. There are a number of relevant settings, which can be found
under Server | Session handling;:

Session handling

Use database for

session information
dbsessions

™ Default: Yes

If enabled, this setting will use the database to store information about current sessions. This is especially useful for large/busy sites or
sites built on cluster of servers. For most sites this should probably be left disabled so that the server disk is used instead. Note that
chanaina this setting now will log out all current users (including you). If you are using MySQL please make sure that

4 hours wket' in my.cnf (or my.ini) is at least 4M.
3 hours
Timeout Default: 2 hours
sessiontimeout L.5 hours
60 minutes 1 10 this site are idle for 2 long time (without loading pages) then they are automatically logged out (their session is
45 minutes  lyble specifies how long this ime should be.
30 minutes
Cookie prefix 15 minutes Default: Empty
sessionoookie 5 minutes
This setting customises the name of the cookie used for Moodle sessions. This is optional, and only useful to avoid cookies being
confused when there is more than one copy of Moodle running within the same web site.
Cookie path / Default: /
sessiancookiapath
If you need to change where browsers send the Moodle cookies, you can change this setting to specify a subdirectory of your web site.
Otherwise the default /' should be fine.
Cookie demain Default: Empty

sessioncookiedomain

This allows you to change the domain that the Moodle cookies are available from. This is useful for Moodle customisations (e.g.
authentication or enrolment plugins) that need to share Moodle session information with a web application on another subdomain.
WARNING: it is strongly recommended to leave this setting at the default (empty) - an incorrect value will prevent all logins to the site.

Setting

Description

Use database
for session
information
Timeout

Cookie prefix

Cookie path

Cookie domain

By default, session information is stored in the filesystem. On larger
installations or systems that make use of a clustered environment, it is
recommended to store the information in the Moodle database instead.

The duration for which a session is kept open when there hasn't been
any activity.

This setting is only relevant if you run more than a single Moodle
instance on the same web server and try to open instances of both in
the same web browser. If this is the case, give the cookie a name on
each site to avoid any conflicts.

Only change the location where cookies are stored if there is a
requirement in your environment.

If your Moodle system shares its cookie space with another application,
you can modify the domain they both use. Be careful with this setting
as it can prevent users from logging in if not specified correctly!
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Moodle manages sessions and cookies very well. However, when problems occur,
it is sometimes necessary to intervene manually. This should be done locally in

the web browser if a specific user experiences issues (clear cache and cookies) or on
the server if the problem affects multiple users. The latter is done by clearing out
the mdl_sessions table if sessions are stored in the database or by emptying the
$CFG->dataroot/sessions directory if sessions are stored in files. Bear in mind
that all logged in users will be logged out.

Memory management

Moodle's memory management has proven to be very efficient. However, there are
scenarios where extra memory is required to execute complex PHP scripts. You can
change this using the Extra PHP memory limit setting in Server | Performance. The
parameter has an impact on the following three modules:

Cron optimization

We have already covered this as part of the installation, but it is worth re-iterating
that the method by which you call the Moodle cron job can have a significant impact
on the performance of the system, especially on larger installations.

If the cron. php script is invoked over HTTP (either using wget or curl), more
memory is used than calling directly via the php —f command.

If you run more than one instance of Moodle on the same server, it is recommended
to run the cron processes in batch mode to avoid simultaneous executions.

It is expected that the existing cron mechanism in Moodle will be replaced in a
future version with a more sophisticated scheduler to avoid conflicts and to optimize
performance.

Course backups

As you will learn in the next chapter, course backups have a negative impact on

the performance during their execution, especially on larger systems. If possible,
schedule the backup procedure when the load on the overall system is low. If you
turn off sitewide course backups and use a system-level backup instead, you avoid
the performance problems, but you lose the ability to recover individual items. A
compromise is to include only important data and leave out less relevant information
such as logfiles. All this will be dealt with in Chapter 13, Backup and Restore.
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Search settings

By default, searches only apply within courses. Moodle supports global text
searching in resources and activities, which is still in the experimental stage. You can
activate it under Development | Experimental | Experimental settings.

Once you enable the Enable global search parameter, any searches spawn across
courses and fully consider access rights. Global searches are computationally
significantly more expensive, which is why the extra memory is needed.

Module settings

A number of Moodle modules offer settings that have an impact on the performance
of your Moodle system.

Gradebook optimization

Due to the complexity of the gradebook, there are a number of settings in the Grades
menu that will have an impact on performance. In general, when more aggregation
and other calculations have to be carried out, the population of the gradebook data
store becomes slower. For example, enabling the Aggregate including subcategories
parameter in Grades | Grade category settings will add some minor overhead to the
calculation of grades.

A second gradebook-related area that has an impact on performance is the
gradebook history, which forces Moodle to keep track of any changes in grades. Go
to Server | Cleanup and you will see two gradebook history settings at the bottom:

Disable grade history [ Default No

disablagradehistory
Disable history tracking of changes in grades related tables. This may speed up the server a little and conserve space in
database.

Grade history lifetime Default: Never delete history
gradehistoryifetime 1000 days

365 days e you want to keep history of changes in grade related tables. It is recommended to keep it
180 days perience performance problems or have limited database space, try to set lower value.
150 days
120 days
90 days
60 days
30 days

The gradebook history is turned on by default and values are kept for ever. You can
either turn the facility completely off, or limit the number of days you wish to keep
grade entries.
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Chat optimization

By default, Moodle chat uses the AJAX method, which, like the Normal method,
contacts all participating clients on a regular basis. The upside of both approaches
is that they require no configuration and work on any system, the downside being
that they have a significant performance impact on the server, especially when the
chat activity is used regularly. A solution is to use the Chat server daemon, which
ensures a scalable chat environment. However, the daemon —a small system-level
program that runs in the background — has to be installed on the operating system
level and only works on Unix (check your administration guide for how to do this).

To change the chat method that Moodle uses and configure a number of performance
parameters go to Plugins | Activity modules | Chat. We have dealt with these in
the Synchronous communication section in Chapter 9, Moodle Configuration.

The following table lists the settings that are performance-related and the context
(that is, the chat method used) in which they apply:

AJAX method Normal method Chat server daemon
Refresh user list \ N N
Disconnect timeout \ N N
Refresh room \/
Update method \
Max users N
Forums

On systems with very large forums, tracking unread posts can slow down the
activity. Though the impact is rather minor, the tracking can be turned off in Plugins
| Activity modules | Forum where you will find the Track unread posts parameter.

Miscellaneous settings

Finally, we will deal with a number of performance-related settings that do not
belong to any category described so far.

Large logdfiles

In Chapter 10, Moodle Reporting, we looked at Moodle reporting and statistics. Keeping
track of user behavior can potentially have a negative impact on your server.

[295]




Moodle Performance and Optimization

All monitoring facilities require a logfile, which is populated in the background. In
Server | Cleanup, you will see a Keep logs for parameter where you specify the
number of days for which user data is kept. Here, you can also turn off login access
of guests (Log guest access).

If you have enabled the statistics functionality, be aware that it is likely to have

a profound impact on the performance of your system whenever the statistical
information is updated. Go back to the Statistics settings section in Chapter 10, Moodle
Reporting (Server | Statistics) and make sure that the configuration is set such that it
has minimum impact on the server.

System paths

An operation Moodle performs regularly is listing directories. The operation can
either be run using Moodle's internal routine coded in PHP or, alternatively, by a
native version of the function provided by the host operating system. The latter
approach is significantly faster as it reduces the load on your server, but is only
supported in Unix environments.

You can specify the path for the du command in Server | System paths. On most
systems the location of the executable is Zusr/bin/du. If this does not work, run the
which du command on the Unix shell to find out where the program is located. Once
specified correctly, this will accelerate displaying directory content, especially, if the
directories contain a lot of files.

Front page courses

The front page is likely to be accessed frequently by all users. On sites with a large
number of courses, displaying all of them every time the front page is called, is
unlikely to be a pleasant user experience. You can limit the Maximum number of
courses in combo list in Server | Performance.

Roles

We dedicated an entire chapter to roles management. Its powerful flexibility comes
at a price, which is some minor performance drop if a lot of lookups are required in
the context hierarchy (avoid global roles) and if the override mechanism is applied

frequently.

There is also a performance-related setting Don't return all default role users in
Users | Permissions | User policies. If you experience speed problems in courses
with large number of users, enable this option and monitor the performance. We will
be dealing with this in a later section.
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Moodle performance profiling and
monitoring

When you set up your Moodle system, you will be able to take some initial
precautions to optimize the performance of your VLE. However, the real test
is when Moodle is in full operation, that is, when the system is under load.

Built-in profiling

Moodle provides some basic profiling information that you turn on under
Development | Debugging, where you have to enable the Performance info
parameter. This will display information about execution time, RAM usage, number
of files in use, CPU usage and load, session size, as well as various filter and caching
measures (less information will be shown on a Windows-based installation). The
data will be displayed in the footer of Moodle as long as it is supported by the theme
in use (for instance, Standard White).

®M00d|e Docs for this page
You are logged in as Alex Blchner (Logout)

Home |

2.4T9665 secs
RAM: 38.5MB
RAM peak: 368 9MB
Included 611 files
Contexts for which filters were loaded: 1
Filters created: 3
Pieces of content filtered: 0
Strings filtered: 274
get_string calls: 2252
strings mem cache hits: 2087
strings disk cache hits: 173
DB readsfwrites: 573/0
ticks: 248 user: 119 sys: 52 cuser: 0 csys: 0
Load average: 0.16
Session: 10.6KB

Moodle further supports profiling at PHP level. While this is mainly targeted at
developers it may be helpful for administrators to identify bottlenecks in their system.
The internal profiling is built on top of XHProf, which is a hierarchical profiler written
by Facebook. It allows the profiling of PHP pages at relatively little performance cost.
First of all you have to make sure that XHProf is working on your server:

1. Install XHProf PHP extension.

2. Add the following to your php. ini file:

[xhprof]
extension=xhprof.so
Xhprof.output_dir="/var/tmp/xhprof"

3. Restart Apache.
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Once this has been successful (check with the php —m command that the xhprof
extension is listed) you will see a new menu item under the Development menu
called Profiling:

Enable profiling ¥ Default: No
Fmfdrgenabied

Eyou enable his seming, then profiling will be avallable in this site and you will be able 1o define its behavior by configuring the nex options.

Profile these Vindax_php, /mod//view.php

pfingrruten

List of fcomma separated, absolute skipping wwwroot, callable) URLs that will be aulomascally profiled. Examples: Andex.php, lcourseAview php. Also sccepts the *
wildchar at any position. Examgles: modAorume, imodrivew php st i

Exclude profiling ]

pfingersisded I —

The profiler can be configured to run automatically (set the Automatic profiling
frequency to any value except 0 and specify URLs in the Profile these field) or
manually. The latter can be Selective (you will have to initiate the profiling) or
Continuous (once started, you will have to stop it).

As soon as profiling has been enabled, yet another menu item called Profiling runs
will appear under the Development menu, which lists the summary information
about all the profile runs that have been executed:

URL Date 4+ Execution time CPU time Function calls = Memory used Comment
lindex.php = 3 Sep 2011, 13:49 3118.829 ms 2192137 ms 114174 27589.613 KB

3 Sep 2011, 13:48 2046.053ms  1996.125ms 114124 27583.164 KB

3 Sep 2011, 13:48 1843206 ms  1736.109ms 114124 27583.297 KB

3 Sep 2011, 13:48 2315531 ms  1868.116ms 114716 27641.348 KB
Jlibfxhprof/xhprof_html/index.php =* 3 Sep 2011, 13:47 728.855 ms 652.041 ms 48461 788.496 KB

3 Sep 2011, 13:46 738.910 ms 692.043 ms 48411 777.996 KB

When you click on the URL or the Date of a single run, you can mark the run
as reference and provide a comment. You can also view profiling details, where
execution times and memory usage of each function call are shown in tabular form.
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From the table in the preceding screenshot, you can view a call graph. However, this
requires dot to be installed (part of the Linux graphviz package) and the Path to dot
(usually, Zusr/bin/dot) specified in Server | System paths. The result (as shown in
the following screenshot) is a scary looking graph showing the order, dependencies,

and details of each function call.

The general strategy with profiling is to identify the functions that take longest
to execute, make tweaks to your setup, and see if the time has been reduced. The
difficulty is to make sure that the test runs take place under the same or at least very

similar conditions.

I 578,514 s 19230} |
Evck 5563 ma (0.9%) |
totalcats |

EEo s
1 calt .1 call
N, Lo

unserialize
Inc: 19.883 ms (3.2%)

1 total calls

Excl: 19.883 ms (3.2%) !

full_report \-‘_
Inc: 349.875 ms (55.8%)
Excl: 26.564 ms (4.2%)

3315 cals
\

J 1 total calls
- o
/ "
’/ 10§.0%
/ xhprof_compute_inclusive_times|

Inc: 83.752 ms (13.4%)
Excl: 51.911 ms (8.3%)
1 total calls

\ =y

A Aus e
Sagte

by Sl

‘s calls

I
mysqli_native_moodle_database; get_records_sql
Inc: 28.408 ms (4.5%)

Excl: 8.139 ms(1.3%)
4 total calls
W

Excl: 42.970 ms (6.9%
\ 6630 total calls

xhprof_parse_parent_child
Inc: 67.097 ms (10.7%)

)

\

cas I'\I A30 cas

\u
o g,
1 explode
Inc: 24.147 ms (3.9%)

Excl: 12.063 ms (1.9%) ‘ Excl: 24.147 ms (3.9%) |
| Gtowlaals | 6634 total calls

s
mysqli::query
Ine: 12,063 ms (1.9%)

/18500 cats
10805

sort_cbhk

00 caity
Ll

print_function_info
Inc: 199.798 ms (31.9%)
Excl: 35,152 ms (5.6%)
100 total calls
E e
‘Pooua
10g.0%
print_td_num
Inc: 41.132 ms (6.6%)
Excl: 34.103 ms (5.4%)
900 total calls

Inc: 55.015 ms (8.8%)
Excl: 55.015 ms (8.8%)
18500 total calls

xhprof_percent_format

Ine: 18.420 ms (2.9%)

Excl: 10.683 ms (1.7%)
900 total calls

get_print_class
Inc: 9.016 ms (1.4%)
Excl: 9.016 ms (1.4%)
1800 total calls

s 7

sprintt

Inc: 7,820 ms (1.2%)

Excl: 7,620 ms (1.2%)
901 total calls
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Moodle further comes with a nifty script that lets you generate random course data.
That way, you can simulate having hundreds of courses with various levels and
types of activities. You will have to call the script manually at <yoursite>/admin/
generator._php. As you can see from the message that is displayed at the top of

in the following screenshot, this script is only for test sites and not for production
environments:

Data generator: web interface

FOR DEVELOPMENT PURPOSES ONLY. DO NOT USE ON A PRODUCTION SITE!

Your database contents will probably be massacred. You have been warned

Database prefix mdl_

Pre cleanup

Post cleanup

Time limit /]

Verbose

Quiet

Ignore errors

No data

Tiny

MNumber of courses 1

Number of students 250

Students per course 20

Number of sections 10

Number of modules 10

Modules list foum |
assignment
data

System profiling
In addition to the profiling information that Moodle provides, you can gather more
data using a combination of system-level tools:
* Run a monitor to know what your system is doing (for example, Cacti, an
open source graphing tool).

* Run an alerts and notification monitor (for instance, Nagios).
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* Use a performance measuring suite where you simulate different loads of
your system (Apache JMeter is supported by Moodle).

* Test your network speed (using the iperf command).
* Check your disk usage statistics (using the iostat command).

* See what processes are doing (using strace).

All the mentioned systems and tools are for Linux only and you will find help in
their respective documentation.

Now that you have been armed with a number of profiling and monitoring tools,
you can change settings as described throughout the chapter and see what impact,
positive or negative, they have on the performance of your Moodle system.

Summary

In this chapter, you have learned how to optimize and monitor Moodle's
performance.

As you have probably gathered from the content, system and application
optimization is not always straightforward. It depends on a range of circumstances
such as the system Moodle is running on, the hardware that is utilized, the network,
the number of concurrent users logged in to the system, the types of activities that
are carried out, and so on. While the basic optimization is usually straightforward,
fine-tuning can become a bit of an art in itself. A lot of trial and error (that is,
profiling) will be required to achieve the ideal setup for your Moodle system.

Some Moodle Partners offer health checks that include performance checkups. It is
worth investigating this option, if your system runs sluggishly.

Now that your system should perform to its maximum potential, let's make sure that
you have a professional backup and recovery strategy in place, which is covered in
the next chapter.
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Backup and Restore

Your hosted Moodle will contain a lot of very important data such as coursework,
assignments, grades, and all administrative data, for example users, cohorts, and
roles. Therefore, it is vital that you have a good backup strategy in place.

Moodle itself supports two types of backups:

* Course-level backups: Course backups are usually run on an ad hoc basis,
and only save the selected course. You will learn to create course backups,
restore courses, and copy course content using the related course import
facility.

* Site-level backups: Site backup saves all courses and their related data to a
specified location at regular intervals. You will learn how to set this up and
recover data from it.

Both mechanisms will be covered in detail before we look at system-level backups,
which include Moodle backups (covering the Moodle software itself as well as the
data stored in it) and snapshot creation (full system images).

We will conclude the chapter with two applications that make use of the backup and
restore facilities, namely year-end procedure and course templates.

Course-level backup and restore

We will first have a look at the backup procedure before going into detail of how to
recover data during the restore operation.
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Course backup

To back up a course it is best if you are inside that course, where you will have to
click on the Backup link in the Course administration section. Alternatively, you can
back up courses from within course categories. Go to Courses | Add/edit courses in
the Site administration section and click on the category in which the course to be
backed up resides. Click on the Backup icon (by default, a yellow box), which directs
you to the same screen as using the Backup link inside a course.

The backup procedure comprises of a number of steps, which are described in the
following sections. You can navigate backwards to any step via the process links at
the top of the screen or by using the navigation buttons at the bottom.

Initial settings

There are a number of settings (as shown in the following screenshot), which dictate
how the backup will be performed and what type of information will be included:

1. Initial settings [ » »
Backup settings

Include enrolled [
users

O

Anonymize user
information

Include user role
assignments

Include user files
Include activities
Include blocks
Include filters
Include comments

Include user
completion details

Include course logs

El

1% ERREEEEA @&

Include grade history [
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Some settings are only available if other settings have been activated. This is
described in the following table:

Setting

Description

Prerequisite

Include enrolled
users

Anonymize user
information

Include role
assignments

Include user
files

Include
activities
Include blocks

Include filters

Include
comments

Include user
completion
details

Include course
logs

Include grade
history

Records can be included in the backup of users
who are enrolled in the course.

User data (username, first name, last name and
e-mail address) will be substituted by aliases.
For example, "Jonny Walker" might become
"anonfirstname69 anonlastname69"

Whether assigned roles (including locally assigned
and overridden roles) should be included.
Specify whether user files should be included. This

includes all student submissions for assignments
and other file uploads.

Whether course activities are being shown for
selection on the next screen.

Whether blocks placed in the course and their
settings (location, weight, and so on) should be
included.

Whether locally used filters should be included.

Whether user comments should be included.

If enabled, course completion and progress
tracking information will be backed up.

Specify whether the logfiles should be included in
the archive. Beware that logfiles can enlarge the
backup files significantly.

Moodle keeps a history of grade changes. Specify
whether it should be included in the backup.

None

Include enrolled
users

Include enrolled
users

Include enrolled
users and
Anonymize user
information

None

None

None

Include enrolled
users

Include enrolled
users

Include enrolled
users

Include enrolled
users
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Backup Default Values

By default, all options are available for selection to the users who have the
appropriate permissions in the course context. If you wish to either change the
default values and/or lock certain settings (such as Include course logs in the
previous screenshot), go to Courses | Backups | General backup defaults:

| General backup defaults

Include users ™ O locked Default Yes

ckup_gena

Sets the default for whether 1o include users in backups

Anonymise information ! O locked Default No
bacxkup
backup_general_ano ">"'E'_ If enabled all information pertaining 1o users will be anonymised by default
Include role ™ O locked Default Yes
assignments
backup If enabled by default roles assignments will also be backed up.

Include user files ™ O locked Default: Yes ——————————————————————
backup

Jp_genera

UG aa Sets the default loc;

For every single setting, there are two checkboxes. The first indicates whether the
setting is enabled or not, whereas the second indicates whether it is locked or not.

Content-only backup versus full-course backup
There are usually two types of course backups you are likely to perform:

* Content-only backups

* Full-course backups

If you wish to pass a course on to another user or make it available for download,

a content-only backup is the best option. As the name suggests, it only contains
content that can be passed on to another person without transferring any information
about users, roles, grades, and so on. To perform a content-only backup, you will
have to disable the Include enrolled users option. You can see from the preceding
table that this option is a prerequisite for most other backup options. When you
publish courses on a community hub (see Chapter 15, Moodle Integration via WWeb
Services), you will also create a content-only backup.
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M By default, users with teaching rights can only perform content-only
Q backups. This can be changed via the moodle/backup:userinfo
capability, but this should be done with care.

If you wish to back up a course for potential recovery purposes, you should create a
full-course backup, which includes user data (for example, forum posts), course data,
and the user information. To do this, you leave all the settings at their default values,
except Include grade history.

If you wish to back up the log information of the course as well, the Include course
logs setting has to be enabled. Bear in mind that logs can be extremely large and
often exceed multiple gigabytes.

Whether you choose to create a content-only or a full-course backup, Moodle will
automatically include the configuration of a course. However, you might experience
problems with content created by third-party add-ons. If you encounter any issues,
you will have to exclude these items from the backup. Ideally, you should report the
issue on the tracker so that the maintainer of the module can fix any shortcomings,
and the contributed module can be included in your backup again.

Schema settings

All learning resources and activities are shown in the order in which they appear in
the course. This also includes orphaned content, that is, resources and activities that
have been placed in a topic that is not shown in the course. If the Include activities
parameter has been deactivated in the previous screenshot, only resources are
available for inclusion. By default, all available elements are selected. If you wish to
exclude any individual items, you will have to deselect them. Additionally, you can
exclude/include all items of a topic by deselecting/selecting the topic name itself.
For instance, in the following screenshot, Topic 2, Topic 3, and Topic 4 and the A
video resource have been excluded from the backup. Moodle's backup routine also
supports hidden learning objects, also known as orphaned activities.
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Moodle distinguishes between course content and user data. For example, in a forum
activity, the forum description and all settings are classified as course content
whereas all topics, posts, and replies to a forum are classified as user data. If the
Include enrolled users setting has been left activated on the initial setup screen,
user data can be included/excluded for each selected activity and resource:

P 2. Schema settings P 2. Confirmation and review B 4. Perform backup B 5. (
Include:
General ™ User data ™
Mews forum JL ™~ - ™
Questionnaire ’; ] - =]
Topic 1 ™ User data ™
Aforum _ifr. ™ - "
anell ] . &
Avideo = - -
Asslgnmem% ] - ]
Toplc 2 B User data V|
Topic 3 g User data v
Jopics o User data V|
Hidden section ™ User data ™
Hidden file (1 = . ™

Confirmation and review

The third screen lets you choose the backup filename and review the items to be
included in the archive.

The default value in the Filename field is backup-<type>-<format>-<course
short name>-<year><month><day>-<hour><minute>[-nu].mbz.

Currently <type>is always set to moodle2 and the only value supported for
<format> at the moment is course. This is likely to change in future versions.
The optional —nu parameter stands for 'no users':
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| 4 » 3. Confirmation and review b >
Filename

Filename™ backup-moodleZ-course-demo-20110413-1335.mk

Backup settings
Include enrolled users
Anonymize user information

Include user role
assignments

Include user files
Include activities
Include blocks
Include filters
Include comments

Include user completion
details

Include course logs

XX ALNALAL Ax S

Include grade history

Included items:
General User data
News forum J&

Questionnaire 9

Topic 1 User data

Aforum J&
anell
Avideo

Assignmem@?

Ax 4A4s S48
Ax 4 4L x4

The Backup settings section shows which items have been selected and deselected
on the initial settings screen. The Included items section indicates with a green tick
all resources and activities that will be included as well as any user data that will
be part of the course backup. A red cross means that the item has been deselected,
whereas a red cross followed by a lock indicates that it wasn't possible to select the
item as a prerequisite has not been fulfilled.

Finalizing backup

Once you click on the Perform backup button, the Moodle course archive will
be created.
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The actual archive file is saved in the Course backup area. This can take a few
minutes depending on the amount of course content. If the Anonymize user data
setting has been chosen at the beginning, the backup file will be placed in the User
private backup area.

After completion, a brief status message is shown. You will have to take appropriate
actions, if this contains any errors or warnings.

Moodle creates a bespoke file format for backups, known as the Moodle backup
format, using the .mbz extension. A Moodle backup file is a compressed zip file
consisting of an XML file (which describes the content of the file) and the actual
user, course, and log data.

Backups sometimes fail on large courses. The cause is usually that the backup
process runs out of time or memory. This usually happens on commercial web hosts
that are not dedicated to Moodle. If this happens, increase the max_execution_time
value in your php. ini file.

Course restore

To restore an entire course or parts thereof, use the Restore link within a course

or in the course category screen. You will be directed to the area (as shown in the
following screenshot) where both course backups and private, that is, anonymized,
backups are stored. Additionally, you can import backup files via the file picker:

Import a backup file

Mo files attached

|I

Course backup area g

Filename Time Size Download Restore

backup-moodle2-course-demo-20110413-1335.mbz Wednesday, 13 April 2011, 01:43 PM 93.4KB Download Restore
Manage backup files

User private backup area g

Filename Time Size Download Restore

backup-moodle2-course-ip-20110305-1509-nu.mbz Saturday, 5 March 2011, 04:09 PM 17TKB Download Restore

backup-moodle2-course-bingo-20110305-1507-nu.mbz Saturday, 5 March 2011, 04:.07 PM 112KB Download Restore
Manage backup files

[310]



Chapter 13

In the preceding screenshot, a single course is present in the Course backup area,
called backup-moodle2-course-demo-20110413-1335.mbz. From its name, we can
conclude that the course called **demo’* was backed up on April 13, 2011 at 13:35.

\ Backups from Moodle version 1.9 can be recovered in Moodle 2.1 and 2.2
~ However, user data is currently not supported. This is planned for version
Q 2.3. In the meantime, you will have to restore the courses to a 1.9 system,

upgrade this to version 2.x, and then create a new backup of the course.

Click on the Restore link beside a backup file to kick off the recovery process. Like
the backup, the restore procedure goes through a number of steps. The first screen
displays information about the course backup (Type, Format, Mode, Date taken,
Moodle version, Backup version, and URL of backup), Backup settings (identical to
the initial settings in the backup), and Course details. Once you have confirmed this
screen, you will have to specify the destination to which to recover the backup:

Restore destination

1. Canfirm P 2. Destination B 3. Sattings B 4. Schama B 5 Review B 6 ¥ sag BT, C
) A New course
Restore as a new course (=)
Select a category
Name Description
Engineering
Computing
® Miscellansous
-
m’j
k& ortinu !
Hestore into this course
Merge the backup course Into this course (=)
Delote the contents of this course and then restore
E;‘_:Jw'hw
Restore into an existing course
Merge the backup course into the existing course (=)
Delete the contents of the existing course and then restore
Select a course —_— ———— |
Course short nama Courss full name.————""
Gama L1 e B

[311]



Backup and Restore

If you wish to restore to a new course, you will have to select a category in which
the new course will be created. If the number of categories exceeds 20, you will have
to use the provided search facility. Alternatively, you can choose the current course
as destination (Restore into this course). You can either combine the current course
content with the backup (Merge the backup course into this course) or replace it
(Delete the contents of this course and then restore). If you choose the merging
option and an activity or resource with the same name exists, both will be kept and
not be overridden. The third option is to restore the course into another existing
course, which you will have to select. The same options (merge and replace) exist as
for restoring the backup in the current course. Make sure that you click on the correct
Continue button before you proceed.

Restore settings

The restore settings screen shows all available options that have been selected during
the backup process (see the Initial Settings section). As before, the choices made

here dictate which types of data will be recovered and which type of content will

be offered for further selection. Also, most options have prerequisites, which are
identical to their backup counterparts.

Backup schema

The backup schema lets you to specify a number of course settings. If you restore

the backup into an existing course, you will have the option to modify the existing
settings. These are Course name, Course short name, and Course startdate. You can
further choose to use the course settings of the backup file instead of the current ones
(Override course configuration).

Additionally, you will have to choose which content and user data has to be included
in the recovery procedure. The selection mechanism is very similar to the backup
equivalent that has been described earlier. By default, all data present is selected.

If you wish to narrow down the data to be restored you will have to deselect items
manually:

1. Confirm B 2. Destination tt P 4. Schema P & iew I £ 0 >
Course settings
Course name Demo course
Course short name demo
Course startdate 15 it September * 2011 +
Section 0 [ User data No [&
News forum 98 ) User data No &
Questionnaire 7 ] User data No &
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Finalizing restore

Once you have confirmed the Schema screen by clicking on the Perform restore
button, any selected data will be recovered to the chosen destination. After
completion, a brief summary message is shown.

If you see a topic heading labeled "Orphaned activities" in your recovered courses,
go to the course settings and increase the number of topics.

If you cancel a restore operation halfway, a course called "Course restoration in
progress" might be displayed. It is usually safe to delete this course.

Course import

It is sometimes necessary to copy data from one course to another. To achieve

this, Moodle provides the import course data feature. However, unlike the backup
function, it will not import user data, such as assignment submissions or forum
posts. It will only import the structure of activities, blocks, and filters. For example,
you might want to import a single quiz from one course to another.

Teachers are allowed to import content only from courses for which they have
editing rights; as administrator this restriction does not apply. This mechanism
bypasses the requirement for a backup and restore procedure, if you want to copy
course content from one course to another and do not require the user data.

First, click on the Import link from the Course administration section. As shown in
the following screenshot, you will have to select a course from which you wish to
import content. If the list exceeds 20 courses (or whatever has been specified in the
Courses per page field under Front page | Front page settings), you will have to use
the provided search facility. You can also select the current course. That way, you
can duplicate activities:

Selecta course Total courses: 4
Course shortname  Course full name

restoring Course restoration in progress
demo Demo course
ip Induction Program

ch Course Handbook

O® O 0
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Next, you will have to choose whether you want the import activities (and
resources), blocks, and/ or filters, as shown in the following screenshot:

1. Course selection P 2. Initlal settings W 3. Schema setings B4, Conf tion and review P 5. Perform import B

Backup settings

Include ]
activities

Include blocks
Include filters

For activities, the familiar selection screen will be shown next. If you chose either
filters or blocks, all their content and settings will be copied, that is, no selection
is possible.

As usual, a Confirmation and review screen has to be confirmed by clicking on
the Perform import button, before the copying starts, and a concluding summary
message is displayed.

Site-level backups

So far, we have covered how to back up a single course. The site-level backup
performs the same operation for every course on the system, including hidden
courses and the front page, which is also a course (the name of the front page
backup uses the site name).

Backup settings

To schedule site backups go to Courses | Backups | Automated backup setup. You
will see a number of settings:

Setting Description

Active Turns automatic backup on and off (default). Make sure that
your backup is activated! You can further set the backup mode to
Manual, which allows execution via the CLI (discussed later).

Schedule Specify the days of the week on which the backup has to run.
Execute at Specify the time of the day the backup is executed.
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Setting Description

Automated backup By default, all backups are stored in the Course backup area
storage of each course. If you wish to keep all the backups at the same
location you have to select Specified directory for automated
backups. It is also possible to save the backups in both locations
(Course backup area and specified directory). This will take
up twice the storage. For the latter two options you will have to
specify the Save to value.

Save to Specify the full (absolute) path to the directory and make sure that
the access rights are set to writable.

Keep Specify the number of backups to be kept. Beware that a large
number will have an impact on disk usage. Older versions will be
deleted automatically.

The remainder of the settings page covers Automated backup settings that specify
which elements will be included in the backup. These are identical to the initial
backup settings, except the anonymize option, which has been excluded.

For the backup to start automatically at the specified time, the cron process has
to be set up correctly, which is already covered in Chapter 2, The Moodle System.
Alternatively, you can initiate the backup process via the CLI. The command
execution from the shell or for inclusion in scripts is as follows:

sudo —u <apache_user>/usr/bin/php admin/cli/automated_backups.php

The script has to be run as Apache user, usually ww-data. In the preceding
command, it is executed from the main Moodle application directory. The script
executes the same script that is called by the cron process.

The recovery of courses is identical to restoring data from course-level
backup archives.

[315]



Backup and Restore

Backup reports and notifications

The backups usually run during the night. As a Moodle administrator, it is your duty
to ensure that the backup execution has been successful. For this purpose, Moodle
provides a backup report, which you can find under Reports | Backups.

sy

Course Time taken Status Next backup

14 Apr, 18:30 - 14 Apr, 18:30 OK 15 Apr, 18:30
14 Apr, 18:30 - 14 Apr, 18:30 oK 15 Apr, 18:30
14 Apr, 18:30 - 14 Apr, 18:30 OK 15 Apr, 18:30
14 Apr, 18:30 - 14 Apr, 18:30 OK 15 Apr, 18:30
14 Apr, 18:30 - 14 Apr, 18:30 OK 15 Apr, 18:30

The report provides details for each course being backed up; namely, the Time taken
(start and end time), the Status (OK or ERROR), and the Next backup (the date and
time of the next backup).

Courses in which there hasn't been any activity for 30 days; that is, no changes have
been made to the course content and no users have using the course, are excluded
from the automated backup and the status is shown as SKIPPED.

As a Moodle administrator, you will receive an e-mail after the execution of the
scheduled site-level backup has been completed. It provides details about the total
number of courses backed up and a breakdown of how many course backups were
OK, had an error, are unfinished, and were skipped. Make sure that your e-mail
settings have been configured properly (see Chapter 9, Moodle Configuration). It is
highly recommended to check the content of this e-mail every day.

Backup strategy

There are a number of issues to consider when running automatic sitewide
Moodle backups:

* Backup content: Make sure that everything included in the archives is
needed, and anything not required is excluded. For instance, do you
have to back up the entire logfile every night?

* Backup size: The size of the backup files can be potentially huge (multiple
gigabytes). Ensure that you only keep the number of backups that are
required and your setup can cope with.
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Backup timing: The backup operation is a CPU- and hard disk-intensive
operation. Make sure to schedule it when the load on the site is relatively
low. If you run multiple sites on the same server, it is a good idea to
time-stagger the backups or create a script that makes use of the CLI, as
mentioned earlier.

Backup frequency: Do you need daily backups or are weekly backups
sufficient? Are there periods (such as weekends) when you can switch
off the backup facility altogether?

Backup location: By default, all backup files are saved to the respective
courses, which means the backups are held on the same server as Moodle
itself. If you have to recover multiple courses, you have to locate each archive
separately, which is potentially a very time-consuming exercise.

You might want to consider copying all files to a single directory, which is
then backed up on an external device (tape, external disk, NAS drive, SAN,
and so on). An alternative is to temporarily mount a backup device and
include its content in the organization-wide backup.

Drawbacks of site-level backups

Site-level backups are a great way to automate course backups, and to make the
life of individual teachers and instructors easier. However, there are a number of
drawbacks that should be stressed:

Course backups are potentially very expensive in terms of time and
CPU usage

It is not uncommon that backups time out, especially on commercially hosted
systems that are not dedicated to Moodle

If teachers and instructors run their own backups, there is a likelihood of
duplication of archives, which should be avoided if possible

As the name suggests, you only back up courses, not the entire system. While this
is sufficient if you want to recover a simple course or a number of activities, it does
not provide a solution to the scenario where the entire system has to be restored.
You should not use the course backup facility as your sole backup system. Instead,
system-level backups should be used as a supplement, which we will look at next.

[317]



Backup and Restore

System-level backups

System-level backups cannot be configured or executed from within Moodle. Instead,
they will have to be set up on the system (shell) level. If your system is hosted
externally, there is a possibility that you will not have access to the system level,
which will prevent you from performing this type of backup. Unless the host already
runs system-level backups on your behalf, it is time to change to another provider!

There are two types of system backups that are not mutually exclusive:

* Moodle backups: These create an archive of Moodle itself, the course
content, and user data

* Snapshots: These create an image of the system, which is used for disaster
recovery purposes, that is, if the system has to be rolled back in its totality

Moodle backups

Moodle distinguishes between the application software itself and the data that

is stored in it. The advantage of this separation becomes apparent when creating
backups. A software backup is only required when an update has been installed or
customization is taking place, whereas the data has to be backed up more frequently.

Moodle software

Backing up the Moodle software itself is straightforward. All you have to do is to
create a copy of the directory and all its sub-directories where the Moodle software is
installed (usually, called moodle). Most administrators would create a single archive
of the directory for easier handling (in Unix, using the tar command with the —cvf
parameters—tar -cvf <backupfile>). This step is usually only required before a
system upgrade or when you need to archive your entire system.

Moodle data

Moodle stores its data in two separate locations:

* Moodle database: Most content is stored in the Moodle database. You
can either use the export feature of phpMyAdmin (if installed) or use the
following mysqldump shell command for MySQL to create a single backup file:

mysqldump -u <username> -p [-h <databasehost>] -C -Q -e -a
<database>><backup-file>_sql
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The <username> has to be replaced with the database username, the

-p parameter will ask you for a password and the <databasehost> is only
required if the database is located on a separate server. <database> is the
name of the database and <backup-fi le> is the name of the archive to be
created. It is common practice to use the .sql extension.

To recover the database dump, use the following mysql shell command:
mysql -p<database><<backup-file>._sql

For more information on mysql and mysqldump, check out the reference sites
at www.mysql .com. For other database types, please refer to the respective
administration guides.

* Moodle data directory ($CFG->dataroot): This is where all course content
resides, for instance, assignments, user profiles' pictures, forum posts, and
so on. Like the Moodle system, all that has to be done is to create a copy of
the directory and all its sub-directories. Most administrators would create
a single tarball of the directory for simpler handling (in Unix, using the tar
command with the —cvf parameters).

The advantage of this approach is that it is less resource-intensive, can be scripted,
and recovery of the full Moodle system is far more straightforward. However, it is
impossible to retrieve individual activities without setting up a temporary server, as
is possible with course backups.

Snapshot creation

The creation of snapshots is only briefly mentioned for completeness, as it is not a
Moodle administrator role, but a system administrator task. However, you should
make sure that such a mechanism is set up in case of any hardware failures.

A snapshot is basically an image of the entire partition on the hard disk that contains
the Moodle software itself as well as all the data (database and data directory). The
advantage of the snapshot is that the entire system can be rolled back to the point
when the image was created. However, any data that has been added or modified
since this point in time will be overridden. Snapshots cannot be used to recover a
single course or parts thereof, but can only be used for a full replacement of the system.

R No matter what combination of backups you choose, frequently verify
~ that the backup procedure is actually working. There is nothing worse
Q than a false sense of security, that is, assuming that all your data is
backed up, when it isn't!
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Backup and restore applications

While the prime purpose of backups is the recovery of data in case of loss, there are a
number of applications that can be carried out using some of the techniques covered
in this chapter. We are going to briefly describe two of them.

Year-end procedure
Most organizations have some sort of year-end procedure in place. This might be at
the end of an academic year, a term, a financial year, or in the case of roll-on/roll-off
setups, on a monthly basis. Given the nature and importance of the procedure it is
vital that each step is planned well in advance. The key considerations are:

*  When do you run the year-end procedure?

*  What has to be done?

*  Whois involved?

*  Where will the archives go?
A list of some typical steps that might or might not apply to your setup is as follows.

It gives you an idea of how such a procedure might look and demonstrates the
importance of the backup facility:

1. Archive: Create backups of all courses and even consider including a system
backup. Make sure archives are stored on a separate medium.

2. Grade export: Export grades course by course. Print, transfer, and store
grades on your student management information system.

3. Course reset: Use the reset feature at course level to remove any user data.

Delete users: Remove or disable the accounts of users who have left the
organization.

5. Next year preparation: Hide or delete obsolete courses and add new courses.
Add new users and assign roles to courses.
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Course templates

There is often a requirement to create a course template, which is used for the
creation of multiple courses. This might be in an organization that puts emphasis
on the homogeneity of course structure and layout, or an education establishment
that wants to simplify the work of its course creators. The steps to achieve this are
as follows:

1. Create a course that will become your course template.

2. Add all elements (activities, resources, filters, blocks, and so on) to the
course, change its settings, and arrange the content as required.

3. Create a content-only backup of the course.

You can now use the restore mechanism to create as many courses from this
template as you wish.

5. Optionally, you can grant users appropriate rights to the course so they can
use the import facility.

Summary

In this chapter, you have learned the various Moodle backup alternatives. You
learned how to create course-level, site-level, and system-level backups as well as
data recovery from each type. It is important that your Moodle backup strategy fits
in with your organization's overall disaster recovery plan. We have also shown some
applications that make use of the backup and restore facilities.

Moodle offers a good range of backup and restore options. However, there are
sometimes problems with some of the built-in backup and recovery operations.
The common causes for problems are time-outs, memory overload, archives that
cannot be read, and third-party add-ons. Be aware that these issues exist and run
test recoveries to be on the safe side.
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Installing Third-party Add-ons

There are a plethora of third-party Moodle software that add new functionality, fix
problems, or integrate Moodle with external systems. In this chapter, you will learn
the following essentials about installing third-party add-ons:

* Good, bad, and ugly third-party add-ons: As externally developed software
is not scrutinized by Moodle's quality assurance process, you will have to
make your own judgment about the trustworthiness of non-core add-ons. A
checklist of criteria is provided to make this decision a bit easier.

* Popular third-party add-ons: There are over 800 titles to choose from. For
your convenience, we will discuss the most popular ones.

* Installing third-party add-ons: We will describe the manual installation
process for the popular Configurable Reports custom reports builder and
the Book module, via GIT.

* Uninstalling third-party add-ons: Here, we'll show you how to uninstall
unwanted add-ons.

Let's start with an overview of third-party software.

Third-party software—an overview

Moodle comes with a number of core modules that include Activity modules (for
example, Quiz and Assignment), Filters (Multimedia plugin or Algebra notation)
and Blocks (Calendar) as well as other components such as Enrolments and
Authentication plugins, course and grade reports, Repositories and Portfolios,
Question types, and so on. While the provided functionality sufficiently satisfies
the majority of users, there is growing demand for additional software. Also,
requirements change over time and new functionality, for instance, support for
certain social networking activities, is needed in your Moodle system.

Due to Moodle's open source nature and modularity (that's what the "M" in Moodle
stands for, after all), it is relatively straightforward for developers to add new
functionality or modify existing features. These can range from minor modifications
(patches) or hacks to full blown modules.
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You can get access to the Plugin directory page via the Modules and plugins link
in the Downloads menu of moodle.org or directly via moodle.org/plugins, which
contains all non-core modules and themes.

The Plugin directory has recently undergone a major revamp and some add-ons
have not been moved to the new repository. During the transition period, you
can you can access the legacy version via the displayed "old modules and plugins
database" link at moodle.org/plugins.
You have a number of options to navigate through the plugin directory:

* Using the Search by keyword

* Using the Categories shown on the plugins front page

* Using the Navigation in the side block, where you can also register new plugins
Whatever way, you should always end up with a list of add-ons. Once you click on a

plugin name, you will be provided with details. An example of a popular block is
as follows:

Blocks: Drag and drop file upload

block_dndupload

Drag and drop one or more files directly from your desktop into a Moodle course
Maintained by: Davo Smith

a Description | Download versions | Reviews |

This Moodle 2.0+ block allows you to drag files directly from your desktop onto a Moodle course.

It works with recent versions of Mozilla Firefox and Google Chrome, but not with Microsoft Internet Explorer (IE version
10 may have the required functionality). It has been tested with Windows and Linux and should work anywhere that the above
browsers run.

Installation

. Install the block in the usual way
. Add the block to a course in the usual way
. Turn editing on (in the usual way) - the block does not show if editing is off

N

. Select a few files from your desktop and drag them onto a course section

Note - if it is not working, please check to see if there is a message in the block; it should warn you if your browser does not
support the upload, or if you have AJAX course editing switched off.

Useful links

» More documentation on this pluging
» Website URL&
» Source control URL &

Screenshots

Contributors

E Davo Smith (Lead maintainer)

View other contributions Send a message

Comments Bl
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There are currently over 800 third-party Moodle software titles and the number
is growing continuously. You will find all kinds of add-ons, from the weird and
wonderful to the very powerful.

Good add-ons and bad add-ons

Every module that is part of core Moodle has gone through a thorough quality
assurance process. The potential problem with third-party add-ons is that you don't
know anything about the quality of the software.

While it is possible to uninstall modules if they don't suit your purpose, you will
have to make sure that you don't put barriers in place for future updates. If an add-
on is not maintained, it is unlikely to support any forthcoming versions of Moodle
and you will either have to delete the module already in use or you won't be able to
upgrade your system. Also, a module might cater to some required functionality but
compromise the security of your system.

There are a number of criteria that indicate whether an add-on is trustworthy or not:

* Popularity: Moodle keeps statistics about downloads from Moodle, which
you can find at download.moodle.org/stats.php. In the Plugins section,
you will see all plugins that have been downloaded in the previous 60 days.
While this is no guarantee, the more popular a module, the more likely it is to
be of high standard.

* Ratings: Each add-on page allows users to rate the software. Both the quality
and quantity of the ratings are relevant. Anything over 70 percent usually
indicates a good add-on.

* Level of active support: Some of the most valuable third-party add-ons have
vanished because they are unsupported. Your best bet is if the add-on is
supported by a major stakeholder in Moodle such as the Open University or
a Moodle Partner. The maintainer should have been active in the community
for the past 60 days.

* Forum posts and comments: Users are encouraged to post comments,
problems, and praise about each module. Read through the posts to get an
idea about what other users have experienced. Be suspicious about modules
that are not talked about at all. Also, check if there are any reviews in the
Reviews tab.

* Documentation: Each add-on should have a dedicated page in the Moodle
Docs. It is usually not a good sign if the page does not exist or is only a wiki
stub. Also, it is good practice that a change log is kept for the developed
software.
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Standalone: It is imperative that third-party add-ons do not modify any
core code (known as patches, supplied in the form of DIFF files). This is
important as the changes will be overridden with every Moodle update and
the modifications will have to be reapplied.

Supported versions: Support for the current versions and one or more
previous versions of Moodle is a sign that the software is being actively
maintained. You can see any existing versions in the Download versions tab.

Backup and restore support: If applicable, the add-on should be supported
by the course backup and restore facility. Otherwise, what good is an activity
if it is not included in your archives?

Code: If you can read PHP code, have a look at the actual source code of the
add-on. Try to find answers to the following questions:

© Is the code well structured and can it be easily followed?

o

Is the source code well commented?

°  Does the module follow the Moodle coding guidelines (docs.
moodle.org/en/Coding)?

Official approval: Moodle has recently tightened the process of accepting
third-party plugins to its database. While this process does not guarantee
functionality, security, or integrity of the add-on, it evaluates the code at a
high level. Once this stage has been passed, it will be accepted in the plugins
database. Add-ons stored elsewhere; for example, on the developer's home
page, should only be trusted if they come from a well-known source.

Developer: Some developers are known to produce very well-written
Moodle add-ons. Programmers affiliated with a Moodle Partner are usually
a good bet, as are core developers, Moodle documenters, and particularly
helpful Moodlers.

Popular add-ons

The following is a list of some popular third-party Moodle add-ons (in alphabetic
order), available through the Plugins directory on moodle.org/plugins, as well
as a brief description for each plugin:

Accessibility: This block allows students to change the font size and
background color of your Moodle site. It also includes a toolbar that supports
text-to-speech functionality.

Book: This activity allows users to create multi-page resources in a book-like
format. See how to install this module from a GIT repository in the Installing
the Book module via GIT section.
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* Certificate: This fully-customizable activity generates PDF certificates for
students once they have fulfilled certain conditions.

* Checklist: This Moodle package, comprising an activity module and a block,
allows teachers to create a checklist for their students to work through. The
teacher can monitor all the students' progress as they tick off each of the
items in the list. Items can be indented and marked as optional. Students are
presented with a progress bar and they can add their own private items to
the list.

* Collapsed Topics: This course format lets users expand and collapse
individual topics, tackling the issue of the infamous scroll of death.

* Configurable reports: This is a powerful report generator that lets you create
various custom reports, including filters, groupings, and visual representation.
We have covered its functionality in Chapter 10, Moodle Reporting and will
discuss the installation of this module later on in the chapter.

* Drag and drop file upload: This block lets your users drag files from your
desktop and drop them onto a Moodle course.

* Google Oauth2: This authentication plugin lets users authenticate via their
Google login.

* Jmol: This filter displays 3D chemical and biological molecular files
directly, using the Java-based open source Jmol molecule viewer
(www . jmol .org).

* phpMyAdmin: This module is a repackaged version of phpMyAdmin.
Once installed, you will see a new phpMyAdmin item in the Server menu
in the Site administration section. This is useful for creating database
backup dumps.

* Progress Bar: This block is a time-management tool for students that visually
shows what activities and resources a student is supposed to interact with, in
a course.

* UploadPDF: This assignment type allows teachers to annotate submitted
PDF files with comments and line annotations.

Keep monitoring the list of recently-released plugins on moodle.org/plugins or via
the provided RSS feed. There are always great new add-ons being launched, which
might be useful for your site. The preceding list doesn't include popular plugins that
haven't been updated yet from Moodle 1.9.
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Installing third-party add-ons

A good piece of advice is to avoid experimenting with new add-ons on a production
site. Most organizations set up a shadow site of their live server, to be used as a
sandbox. Once the installation has been successful, the procedure is re-applied

on the production site.

Additionally, it is recommended that you make a complete site backup before
installing any third-party software. That way you can roll back in case of a disaster.

To install third-party add-ons, take the followings steps:
1. Download the add-on.

Put Moodle in maintenance mode (Server | Maintenance mode).

Unzip files (either locally or on the server).

Copiy files in appropriate location(s) —see provided README file for details.
Open the Moodle Notifications page to run the installer.

Test the add-on.

AL N

7. Take Moodle out of maintenance mode.

Most add-ons are structured in a very similar way and are installed in the
$CFG->dirroot/local directory. However, some modules either don't follow
this standardized approach or require other steps, especially when the module
communicates with other software systems. Each plugin should contain a file
(usually called README) with the installation instructions. It is important that
you read these first before installing a module.

Installing the Configurable Reports plugin

For the purpose of demonstrating the installation of a third-party add-on, we have
chosen the Configurable Reports module for a number of reasons. It satisfies all the
criteria outlined earlier, is a very useful activity, is packaged in the standard format,
and, due to its popularity, is likely to be in the core of Moodle in the future.

After locating the add-on in the plugins repository, download the latest version of
the software (this screenshot is taken from the old Modules and plugins database):
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Page: (Previous) 1... 103 104 105 106 107 108 109 110

Block: Configurable reports

Users from Spain, not madrid

111 112 113 114 115 116 117 118 119 120...751 (Next)

Type: Block

Requires: Mcodle 1.% or later
Status: Contributed
Maintainer{s): Juan Leyva

This block is a Meodle custom reports builder.

You can create custom reports without SQL knowledge. It's a
tool suitable for admins or teachers.

What type of reports can | create?

- Courses reports, with information regarding courses.

- Categories reports, with infermation regarding categories. A
courses report can be embedded in this type of report.

- Users reports, with information regarding users and their
activity in a course.

- Timeline reports, this is a special type of report that displays
a timeline. A course or user report can be embedded in this
timeline showing data depending on the start and end time of

Name 8 Lastmams ® ay » Vs of foarim {Semtim | Sarmm the current row.

- Custom SCL Reports, custom S0L queries. This block can use

Next, put Moodle in maintenance mode (Server | Maintenance mode). While it is
possible to add most modules while Moodle is in use, it is not recommended to do
so as this can lead to some unforeseen problems.

The module follows the standardized structure of add-ons; that is, it includes the
same directory hierarchy as Moodle. It is best to copy the ZIP file to the $CFG-
>dirroot/blocks directory and unpack the file via unzip configurable_reports.
zip. You might have to change the user and group to the same as the folders in those
directories.

Now, go to your Notifications page in the Site administration section. The module
behind this page will recognize that a new module has to be installed and will

kick off the installer. You will see a new entry in the Blocks table called blocks/
configurable_reports with the status Non-standard (about to be installed). Once
you confirm this via the Upgrade button, a number of database tables with fields
are created and populated with values. The overall success of the installation

will be displayed.

That's it! All you have to do now is to make sure the module works properly in
Moodle. In case of the Configurable Reports module, go to Plugins | Blocks |
Manage blocks and you will see an entry for the newly-installed add-on.
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It is important that you check that the block is working as intended (see the following
screenshot). In case of the Configurable Report add-on, you can find detailed
information in the Moodle Docs at docs.moodle.org/en/blocks/configurable_
reports. We also have a dedicated Report generation section in Chapter 10,

Moodle Reporting.

]

Mame Instances Version Hide/Show Delete Settings
Activities 0 2007101509 45
Admin bookmarks 1 2007101509 4%
Blog menu : 2009071700 4
Recent blog entries 2009070900 4%
Blog tags 0 2007101508 &
Calendar ] 2007101509 4
Upcoming events 1 2007101509 A
Comments - 2009072000 45
1 e
Course completion status 2009072600 45
Configurable Reports 1 2007101508 &
Course list 3 2007101509 4%

1
‘\Q Finally, don't forget to disable Moodle's maintenance mode and let your

users know that new functionality is available!

Installing the Book module via GIT

An alternative way to install and update plugins is via GIT. Developers are
encouraged to maintain their personal GIT repository, which might contain multiple
Moodle extensions. We are going to use the popular Book module as an example to
demonstrate how to install a contributed extension from its GIT repository.

When you browse to the plugin page of the Book module you will see a link to
Browse source code (old Modules and plugins database) or Source control URL
(new plugin directory). Both will direct you to the github entry of the module.
Github is the de facto standard site for managing GIT repositories:
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@ skodak / moodle-mod_book Watch 4 Fork | @22| 47
Source  Commits  Network  Pull Requests (0) lssues(8) Wiki(1) Graphs Eranch: master
Switch Branches (7) Switch Tags (0) Branch List

Book module for Moodle — Read more

-
hitp:iskadak.org =1 Downloads

HTTP GitRead-Only git://github.com/skodak/moodle-mod_book.git [E] Read-Only accass

To install the module, you must execute the following steps:

1. Change to the $CFG->dirroot/mod directory (this is where all the modules
are stored).

2. Execute the following git command:
git clone git://github.com/skodak/moodle-mod_book.git book

This creates a new sub-directory book and makes a local copy of the
Book code repository. The path is the same as the one you can see in the
preceding screenshot.

3. Go to the Notifications page in your Moodle system and run through the
upgrade screens. The module mod_book will be added and the newly-
available admin settings will be shown. Once these have been saved, the
module will be available in Plugins | Activity modules | Manage activities.

The preceding installation steps are sufficient for a one-off installation. However,

if you wish to keep the module up-to-date over time, you will have to create a local
branch of the module that is synchronized with the remote branch on the GithHub.
You will find detailed instructions of how to do this at docs.moodle.org/20/en/
Git_for_Administrators.

Installing other add-ons

We demonstrated how to install the Configurable Reports activity, which follows the
typical installation process. We further cover the installation of the Book module via
Git. Other add-ons have to be copied to their corresponding locations, for example,
filters are located in the filter directory. As mentioned before, the locations should be
described in the README file. Any anomalies, such as the copying of the lang files, will
also be explained in the instructions.

Add-ons that usually require more installation and configuration effort are the ones
that integrate with other software systems, both open source and commercial. For
example, the WIRIS plugin for mathematical formulae and the Turnitin plugin for
plagiarism detection. Again, the instructions provided in the README file or a dedicated
page on Moodle Docs will shed light upon the installation and configuration process.
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Uninstalling third-party add-ons

If you decide to uninstall a third-party add-on and the module is listed in the
Activities, Blocks, or Filters section in the Plugins menu, you must use the provided
Delete option.

‘\l@ Deleting an add-on will also delete all user data associated with

the module, irreversibly!

The delete operation will remove all data associated with the module and display a
message, as shown in the following screenshot, to confirm the success. To complete
the deletion and prevent the module from re-installing itself the next time you go to
the Notifications page, you will have to delete the directory from your server:

All data associated with the block ‘Configurable Reports’ has been deleted from the database. To
complete the deletion (and prevent the block re-installing itself), you should now delete this directory
from your server: ivariwww/moodle2/blocks/configurable reports

You will also have to remove the installed files from $CFG->dirroot/local or any
other location where the files have been stored. If you don't perform this step, the
add-on will be re-installed next time you go to the Notifications page. Other types
of add-ons that cannot be deleted from within Moodle; for example, the Assignment
type, will also have to be removed manually.

Summary

In this chapter, you have learned the essentials about installing third-party Moodle
add-ons.

You hopefully got a flavor of the breadth and depth of additional functionality that
is available for your VLE. It not only demonstrates the extensibility and popularity
of Moodle but also shows a significant benefit of open source software, namely, the
ability to programmatically enhance a program to a user's requirements.

Other forms of extending the reach of Moodle are to integrate it with other systems
and to network it with other Moodle instances. We will cover these two approaches
in the two remaining chapters.
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Moodle Integration via
Web Services

We have already seen that Moodle is a highly modular environment, which
guarantees extensibility and adaptability. We have also mentioned that Moodle
can be connected to other Moodle instances or Mahara, which we will cover in
Chapter 16, Moodle Networking. Now, we are looking at the integration of Moodle
with external systems via web services.

After providing a brief overview of web services and giving some application
examples, you will learn about the following administrative topics:

* Moodle and web services: We will provide information about the basics
concepts of Moodle web services

* External systems controlling Moodle: You will learn to set up the Moodle
web service for another application to control Moodle

* Users controlling Moodle: You will learn to set up the Moodle web service
for a user as client

* Mobile Moodle: We will talk through the setting up of Moodle so it can be
used with the official mobile Moodle application

We will not cover any programming aspects of web services, as this is not an
administrative task. You will find some good documentation for users and
developers at docs_moodle.org/en/Web_Services.
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Web services—an overview

It has always been possible to extend Moodle via code (PHP and Javascript). Due
to Moodle's open source code base, there has been no limit to the amount of code
a developer is able to modify or extend. For you as an administrator, this is not a
satisfactory situation, as you have no control over what parts of Moodle are being
changed and, equally important, what data is being accessed.

Moodle 2 has a number of APIs that provide an abstract layer to certain functionalities.
Examples of these APIs are Portfolio API, Repository API, and File API. These are

great for programmers as they reduce the amount of code that has to be (re-)written. In
addition to these interfaces, Moodle 2 also introduced web services.

[ % Web services enable other systems to perform operations inside Moodle. ]

Why would we want web services? Well, there are three main scenarios we can think
of. They are as follows:

* Other systems in your organization; for instance, the HR system, has to
trigger certain actions in your VLE. Once a student has been added to the
system, an account has to be created in Moodle and enrolment in a number
of courses has to take place. Web services simplify this process greatly.

* Mobile applications are gaining enormous popularity with more powerful
devices running iOS or Android. Any Moodle application, such as the official
one by moodle.org, should be using web services to communicate with your
Moodle instance. We will deal with this further down.

* The Community Hub feature requires web services. This will be covered in
Chapter 16, Moodle Networking.

Why do you, as an administrator, have to care about web services when they have
been designed for developers? Well, that's the other big advantage of web services.
You, as the administrator, have the ability to control which system is allowed to talk
to your Moodle system and which service these systems are allowed to use. That
way, you control who has access to your system and limit what they can do.
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Web services in Moodle

First of all, you will have to activate web services, which takes place in Advanced
features | Enable web services. Next, you will have to enable the Web services
authentication plugin (Plugins | Authentication | Manage authentication). Once
this has been done, go to Plugins | Web services | Overview, which acts as a
dashboard for setting up Moodle web services:

One system controlling Moodle with a token

The following steps help you to setup the Moodle web service for a system to contral Moodle. These steps also help to setup the recommended token (security keys)
authentication method.

Slep Status Description
1 Yes Wab services must be enabled in Advanced featuras.
2. Ena profoca None Atleast one protocol should be enabled. For security reasons, only protocols that are to

be used should be enabled.

= ie a speciiic use Aweb services user is eouitad toseseses e ————

_ S ——users as clients with token

The following steps help you to set up the Moodie web service for users as clients. These steps also help to set up the recommended token (security keys) authentication
method, In this use case, the user will generate his token from the security keys page via My profile settings

Slep Stalus Description

1. Yes Web services must be enabled in Advanced features

2, soap Al least one protocol should be enabled. For security reasons, only protocols that are to be
amf used should be enabled
rest
xmirpc

3. A service is a set of web service funclions. You will allow users to access lo a new service.

On the Add service page check Enable’ and uncheck "Authorised users' options. Select No
required capability”.

M Enabling web services comes with a potential security risk as you are
Q granting access to Moodle to outside users and systems. The mantra
should always be to open up as little services and functions as possible.

Moodle supports two ways of connecting to external entities via web services:

* External systems controlling Moodle

* Users controlling Moodle
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Two checklists are shown, one for each approach. As you can see in the following
screenshot, the first two steps are identical. We have already enabled web

services and also have to enable protocols. Moodle supports four web services
protocols: SOAP, REST, XML-RPC, and AMF. We are not going to provide any
details about them; for more information check out docs.moodle.org/en/
Development:Creating_a_web_service_client. At least one protocol has to be
enabled —which one depends entirely on the external application and the protocols
supported. Clicking on the Enabled protocols link in the Overview screen will
guide you to the Manage protocols screen under Plugins | Web services. Enable
a protocol by toggling the show /hide icon in the Enable column.

Active web service protocols

Protocol Version Enable Uninstall Settings
2009101900 S
2009100800

SOAP protocol 2009101900

& £

2009101800

For security reasons, only protocols that are in use should be enabled.

[ Default No

Web services

documentation

enablewsdocumentation Enable aute-generation of web services documentation. A user can access to his own documentation on his security keys page . It displays
the documentation for the enabled protocols only.

a1

~ Depending on the protocol chosen, you might have to install the
respective PHP extension; for example, php5-soap.

It is expected that more web service protocols will be added in the future, in
particular a Java and .Net compatible WSDL. Now that we have enabled web
services and at least one protocol, let us cover setting up the two web service
access types we have already mentioned.

Enabling web services for external
systems

An external system is any application that accesses Moodle and its data in one way
or the other. There are eight steps that have to be performed to complete the setup,
which follow the workflow described on the web services Overview screen:
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1.

Create a specific user: Each application should have a separate user

account. That way you can control the capabilities each external system is
going to use.

Check user capability: Depending on the protocol selected above, you have
to allow the respective permissions for the user. You achieve this by creating
a new role with any of the four capabilities webservice/amf:use, webservice/
rest:use, webservice/soap:use, or webservice/xmlrpc:use. This role has to be
assigned to the web services user in the System context.

Select a service: A service is like a defined interface that an external
application can connect to. It is a set of functions, which are covered next.
Selecting a service takes place in Plugins | Web services | External services.
You will have to click on the Add link to add a Custom service.

External service

Name™
Enabled

Authorised users only

HR System
g
g

Search

Required capability
@

No required capability )
enrolfauthorize:managepayments: Manage payments

enrollauthorize:uploadesy: Upload CSV file

enrolicategory:synchronised: Role assignments synchronised to course enrolment
moodle/blog:create: Create new blog entries

moodle/blog:manageentries: Edit and manage entries
moodle/blog:manageexternal: Edit and manage external blogs
moodle/blog:search: Search blog entries

moodle/blog:view: \iew blog entries

moodle/blog:viewdrafts: View draft blog entries

moodle/community.add: Use the community block to search hubs and find courses
moodle/community:download: Download a course from the community block -

Each external service should have a name and should be enabled. A service
has to be accessed via a token (see step 6). The Authorised users only setting
restricts this access to selected users. If it remains unchecked, all users with
the token permission can access the service. You can further restrict access
by specifying capabilities that users must have. Once you have saved the
service, click on the shown Add functions link.
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4. Add functions: Moodle provides a number of functions that can be

accessed via web services. This number will increase in upcoming versions,
for example, to support mobile devices. Each function corresponds to a
capability in Moodle roles. The function(s) selected depend(s) on what tasks
the external system has to perform and should be set up in liaison with the

developer in charge.

Add functions

Name

Search

moodle_group_create_groups:Creates new groups.
moodle_group_delete_groupmembers:Deletes group members.
moodle_group_delete_groups:Deletes all specified groups.
moodle_group_get_course_groups:Returns all groups in specified course.
moodle_group_get groupmembers:Returns group members.
moodle_group_get_groups:Returns group details.
moodle_role_assign:Manual role assignments.
moodle_role_unassign:Manual role unassignmenits.
moodle_user_create_users:Create users.
moodle_user_delete_users:Delete users.
moodle_user_get_users_by_id:Get users by id.
moodle_user_update_users:Update users.

Once you have added the selected functions, you will be shown the required
capabilities a user has to have to access the service. Make sure these have

been allowed in the role assigned to the web services user.

5. Select a specific user: If you checked the Authorised users only checkbox
when you created the service earlier, you will have to select these user(s).
This takes place in Plugins | Web services | External services where you
see a list of all set up services. Click on the Authorised users link, which will
guide you to the familiar user selection screen. Select the web services user

you created in step 1.

Once you have selected a user, Moodle will check if the account has the
appropriate settings in order to access the selected functions. If any of
the settings are missing, they will be displayed underneath the Select
authorised user screen in the Change settings for the authorised users
section. Clicking on a username will also allow you to restrict access to
an IP address (IP restriction parameter) and to set an expiry date (Valid
until parameter):
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Web services P Exiornal services B Authorised users P User settings
User settings
User settings
IP restriction (%) 123.4567.89
Valid untll (3) (3 1% [ May I%) (2011 [5) ™ Enable

6. Create a token for a user: Web services use tokens for security. These are
created for each user and can be added in Plugins | Web services | Manage
tokens. Select a user (or multiple users). Select the service to be accessed
from the Service drop-down menu. You can optionally specify an IP address
(or range) and an expiry date via the IP restriction and the Valid until
parameters, respectively.

Token

User® Search web

Steve Rimmer
Fred Roberts
Nell Roberts
Derek Robinson
Gerry Rohan
Katy Ryan
Barrie Saxby
Web Service
Andrew Simpson m
Simon Smith

Sue Smith
Adam Stevenson v

Service® | HR System | ¢]

IP restriction

.

Valid until 3 s May + |l 2011 | Enable

Users will be able to access and reset their web services token in My profile
settings | Security keys if they have the moodle/webservice:createtoken
capability.

7. Enable developer documentation: Moodle is able to generate documentation
for developers for the selected functions in the format of the selected
protocol. This is done when you set up the protocols (Plugins | Web
services | Manage protocols) where you have to check the Web services
documentation checkbox. Developers will be able to see the documentation
as part of their security keys.
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8. Test the service: Once a web service is set up, functions have been selected,
and users have been assigned, it is imperative that you test the service to
make sure that it works and, more importantly, that only functionality has
been opened up that is required by the external system. This is done in
Development | Web service test client (select AMF test client if you
use AMF).

1
‘\Q Be careful with executing functions via the test client as they

perform them as they are executed for real!

First, you have to select the authentication method from the Authentication
method drop-down menu (simple for username and password, token for a
security key), the Protocol, and the Function to test.

* The web service test client executes the functions for REAL. Do not test functions that you don't know.

* All existing web service functions are not yet implemented into the test client.

* In arder to check that a user cannot access some functions, you can test some functions that you didn't allow.
* To see clearer error messages set the debugging to NORMAL: Show errors, warnings and notices into

* Access the .

Web service test client

Authentication method | token -:]

Protocol | REST protocol 4
Function | moodle_user_create_users ! :]

The screen that follows depends on what authentication method has been
selected and which function has been chosen. Here, we used the token as
the and moodle_user_create_users:

REST protocol: moodle_user_create_users

Web service test client
token [aB4e9eB43TeBbI3BT0d)
username newuser |
password Password123!
firstname New
lastname User
email [newuser@synergy-lear|
customfieldtype ]
customfieldvalue
WARNING: If you press execute your database will be modified and changes can not be reverted automatically!
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Once you have filled in the required values and executed the command (read
the warning), you will see a return value in XML format. To receive a more
meaningful message, change the Debug messages setting in Development |
Debugging to DEVELOPER: extra Moodle debug messages for developers.
If the result shows a line containing the DEBUGINFO element, an error has
occurred. Otherwise, you should check that the function executed actually
performed what it was supposed to (in our case, creating a user called
newuser).

URL: http:fmoodle2.ab localiwebservice/rest'simpleserver. php?wsusername=webservices&wspassword=packt

‘<Pxml version="1.0" encoding="UTF-8" 7>

<EXCEPTION class="invalid_parameter_exception">

<MESSAGE=Invalid parameter value detected, execution can not continue. </MESSAGE=
<DEBUGINFO=Username already exists: newuser</DEBUGINFO=

</[EXCEPTION=>

Enabling web services for users

It is sometimes necessary that users have to access web services directly instead of
applications, for example, a developer who needs to execute test runs against the
system. The process is a sub-set of steps already covered in the previous section, and
follows the Users as clients with token section on the web services Overview screen:

1.
2.
3.

Select a service.
Add functions.

Check users capability: In addition to the protocol use capabilities,
the users have to have moodle/webservice:createtoken allowed.

Test the service.

The Moodle mobile web service

We have already mentioned mobile Moodle a number of times in this chapter. Now,
let us have a look at what it is all about and how you enable the powerful service on
your Moodle system.

web service.

[ Moodle 2.1 or greater is required to support the Moodle mobile ]
i
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Moodle have released a free application for the iPhone that allows users to interact
with a Moodle system. At the time of writing (application version 1.0.2), some basic
features are supported, such as uploading of pictures and videos, voice recording as
well as some messaging functionality, and participants' information. Additional tools
will be added in the very near future. An Android version, that is expected to have
similar functionality, is in the planning.

The process of enabling the Moodle application to interact with your Moodle site
has been greatly simplified. Once the mobile web service has been enabled under
Plugins | Web services | External services, a built-in service will be activated (see
also docs.moodle.org/en/Enable_mobile_web_services) . That way there is no
requirement for the administrator to set up any functions or capabilities, as these
have already been predefined:

Enable mebile web v Default: No
service
aaaaaaaaa websarvica Enable mobile service for the official Moodle app or other app requesting it. For more information, read the

Information

A service is a set of functions. A service can be accessed by all users or just specified users.

Built-in services

External service Plugin Functions Users Edit
Hub directory local_hub

Mocdle mebile web service moodle All users

Public site local_hub

Registered site local_hub

Moodle highly recommends that you run your system over secure HTTP when
enabling the mobile web service. We covered the set up of HTTPS in Chapter 11,
Moodle Security and Privacy.

When you click on the Functions link, you will be shown a list of all functions that
are used by the mobile web service. However, you cannot modify this list in any
way. Additional functions will be added in the near future in sync with newer
versions of the mobile applications.
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You also have the option to edit the Moodle mobile web service via the Edit link.
Again, apart from the Enabled option, which is the same as the one in the previous
screenshot, all values are predefined and cannot be modified:

External service

Name Moodle mobile web service
Enabled )

Authorised users only (3)

Required capability” (3  No required capability

To check that the Moodle mobile web service is working correctly, go and get your
snazzy iPhone, download the My Moodle application from iTunes (itunes.apple.
com/gb/app/my-moodle/id461289000), and enter the site URL, username, and
password. If successful, you will see the landing page of your application:

Add a site

moodle Moodle 2.1 -
Synergy Learning
Site URL  nttps://packt.synergy-learnin. ..

Username mobile
Password eeeeeeeceee N
Upload Participants
Help
i
ol
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Summary

In this chapter, you have learned what web services are and how they can be utilized
from within Moodle. We covered the two main administrative tasks, namely setting
up web services for external applications and enabling web services for users. We
also talked through the enabling process of the Moodle mobile web service.

Keep an eye on the roadmap for web services as some great new features are in
the pipeline (docs.moodle.org/dev/Web_services_Roadmap), for example, web
services for offline grading will be added soon.

In the chapter to follow we will cover another option for Moodle to communicate
with other systems, namely via Moodle networking.
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Moodle Networking

Moodle provides a unique functionality that lets you network multiple Moodle sites.
This is useful in a number of contexts; for example, when you want to share resources
with other VLEs, partner with another organization, or have a multi-campus setup
where each site has its own Moodle setup.

After providing an overview of Moodle networking, you will learn about the
following topics:

Networking prerequisites and security: You will learn which networking
components are required and how security is guaranteed.

Peer-to-peer networks: You will learn how to link two Moodle sites.

Moodle hubs: You will learn how to connect multiple Moodle sites to
a central MNet hub.

Mahara integration: You will learn how to set up Moodle with Mahara, a
popular open source e-portfolio system that makes use of the networking
functionality.

Moodle Community Hub (MOOCH): You will learn how to connect to
a MOOCH and how to set up your own hub. MOOCH doesn't use MNet
per se, but it offers related functionality, which is why it is dealt with in
this chapter.

The Moodle Docs contain a very well written wiki on Moodle networking and
this chapter follows the document in part. You can find this document at
docs.moodle.org/en/Moodle_Network.
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Networking overview

Virtual Learning Environments are usually standalone systems. But learning, in
addition to doing, is primarily about communication and collaboration (social
constructionist theory). Moodle networking overcomes this limitation and provides
a powerful facility to establish logical links among multiple Moodle sites. The
following two topologies are supported:

* Peer-to-Peer: This layout connects two Moodle systems directly. This
topology is favorable if you have two partnering organizations or one site
that offers courses in which students from another site wish to enrol. This
topology is shown in the following diagram:

Content .
m User Data ‘

* Moodle hub: A hub is a Moodle server (also known as MNet hub) that is
configured to accept connections from other Moodle servers, and to provide
a set of services to users of these other servers. This topology is favorable if
you have a portal that is used for sharing learning resources or courses, and
is shown in the following diagram:

Moodle networking supports single sign-on (§SO) mechanism, which provides a
seamless integration of multiple Moodle systems. Security is guaranteed by fully
encrypting authentication and content exchanges.

For more information on Moodle networking and the MNet functionality, visit
docs.moodle.org/en/MNet.
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MNet, which has been designed for Moodle to Moodle

~ pairing, will be replaced with OAuth (for authentication)
Q and web services (for communication and data exchange) in

Moodle 2.3 or 2.4.

The two topologies are not mutually exclusive and can be mixed in the same
network. An example of a large-scale Moodle network is shown in the following
diagram (courtesy of Wrexham County Borough Council), where all participating
Moodle instances connect to a hub and some schools have established peer-to-peer
connections:
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After covering some networking prerequisites and security issues, you will learn
how to set up peer-to-peer networks and an MNet hub.
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Networking prerequisites and security

Moodle networking requires a number of additional components, that deal with
secure communication and safe data exchange, to be installed on your servers.

Required PHP extensions

The following elements have to be installed on all Moodle servers that are
participating in the network:

e curl: A PHP library of calls that are specifically designed to safely fetch data
from remote sites. If not installed, you will have to recompile PHP and add
--with curl when running configure script.

* openssl: Another PHP library that provides encryption functionality without
the need to purchase an SSL certificate (--with openssl).

* xmlrpc: A PHP library that supports remote procedure calls via
XML (--with xmlrpc).

It is possible to add trusted hosts to Moodle, which allows them to execute
calls via XML-RPC to any part of the Moodle API (Networking | XML-RPC
hosts). This is potentially very dangerous and is only meant for developers.
In this book, we will not be dealing with this functionality.

To make sure whether the required PHP extensions have been installed, go to Server
| Environment and make sure the status for all three components is set to OK.

php_extension curl [0} oK
php_extension openssl 6] OK
php_extension  tokenizer (i) OK
php_extension xmirpe G OK

Networking security

The PHP extensions, which were discussed earlier, guarantee the secure
communication and safe transmission of data between participating sites. Unlike
other secure web systems, neither HTTPS nor the purchase of an SSL certificate
is required.

To activate Moodle networking go to Advanced features and turn on the Networking
parameter. This step has to be performed on all participating servers in the Moodle
network.
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Once networking has been enabled, Moodle generates a public/ private key pair.
Later, when you connect to another Moodle site (which also has a set of keys), the
public key is exchanged and you will have to confirm that your site trusts this public
key. When the two sites exchange data, the sender will sign each request using their
private key and encrypt the message with the public key of the receiver. The receiver,
holder of the sender's public key and its own private key, will be able to decrypt the
message and execute the request. That's the theory; now, back to the real world!

Go to Networking | Settings, where you will see the public key that has been
created by OpenSSL. The key has an expiry date that is 28 days from creation,
after which a new key is created (so called key rotation). The key can be renewed
manually by using the key deletion option on the same screen.

. The key expiry duration cannot be changed via a Moodle parameter,
~ but via a configuration setting (see Appendix, Configuration Settings).
Q Add $CFG->mnetkeylifetime = 365 to config.php in order to
increase the expiry period to a full year.

About your server

Public key: ----- BEGIN CERTIFICATE-----
MIIEkzCCA/ygAwIBAgIBADANBgkghkiGIwOBAQQFADCBSzELMAKGA1UEBhMCREUX
EzARBgNVBAgTCkhlaWR1lbGJlecmexEzARBgNVBAcTCkhlaWR1bGIlemexJzAlBgNV
BAoTH1BhY2t0IElvb2RsZSAyLjAgQWRtaW5pc3RyYXRvcjEPMAOGALUECXMGTWIV
ZGx1MSAwWHgYDVQQDExdodBERWOi8vbWIVEGXx1IMiShYi5sb2NhbDEgMB4GA1UAERMX
aHROcDovL21vb2RsZTIuYWIubGY jYWwxMDAuBgkghkiGIWOBCQEWIWFsZXgu¥nV]j
aG51ckBzeW51lemd5LWx1YXJuaWsnLmNvbTAeFwOXMTAGMTWN 2114 MDA B0 atma =

= MTIwNzU4MzRaMIHAMOSWOOYRUARe=———"""___ e an¥pNzvQUIOOVIRbHWCCK |

Mﬁm

----- END CERTIFICATE-----

Valid until: Monday, 12 September 2011, 08:58 AM

Delete this key

Moodle automatically rotates your keys every 28 days (by default) but you have the option to manually
expire this key at any time. This will only be useful if you believe this key has been compromised. A
replacement will be immediately automatically generated.

Deleting this key will make it impossible for other applications to communicate with you, until you
manually contact each administrator and provide them with your new key.

pLCC Delete
key

Now that Moodle networking has been enabled and the public key has been
generated, it is time to get the servers talking to each other.
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Peer-to-peer networks

First, we will deal with peer-to-peer networks where two Moodle servers are
connected. For demonstration purposes, we have set up two Moodle sites (two
peers), one is located at http://packtl.synergy-learning.com and the other at
http://packt2.synergy-learning.com. The two sites do not have to be in the
same domain or the same organization. For example, two universities or two high
schools might want to offer a collaborative course. They both have their own Moodle
system in their own domain and they both control who gets access to which part of
their site.

If your two sites are hosted in the same domain and you are accessing both sites from
the same web browser simultaneously, change the cookie prefix of one site (Server |
Session handling) to avoid any conflicts.

Adding a peer

Go to Networking | Manage peers and add a new remote host that you want to
connect to. We are currently working on packtl.synergy-learning.comand to
establish a link to the remote server, we will have to enter http:// packt2.synergy-
learning.com. Then perform the same step vice-versa on the other host:

Add a new host

Hostname™ http:iipackt2 synergy-le:
Application type* moodle | ]

The drop-down menu offers an additional host type —mahara. Mahara is an

open source e-portfolio system that can be integrated via the Moodle networking
mechanism. We will cover the integration later in this chapter. For now, let's leave
this setting at moodle.

Once the host has been added, the name of the Site, its Hostname, an optionally
Forced theme that will be used when roaming, the Public key, its expiry date (Valid
until), the IP address, and Cert details of the remote server are displayed (as shown
in the following screenshot):
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Site Packt2
Hostname hitp:ipacki2 synergy-le:
Force theme Do not force $
Public key —BEGIN CERTIFICATE— —
MIEfiCCA+egAwIBAQIBADANBgkghkiGSWOBAQQFADL - IUNEI-_?TELFT_—
L __ EDAOBgNVBAg TR0 I G A TUADGQWBB TLFOABV3HKTBEOpOnf57uB2rSxDCC
Valid until This key expired on Friday, 1 July 2011, 08:21 AM
Last connect time 13:44:48 04)06/2011
IP address 89.185.150.19
Cert details
C: GB
ST: Belfast
L: Belfast
0: moodle2
OU: Moodle

CN: http://packt2.synergy-learning.com
subjectAltName: http://packt2.synergy-learning.com
emailAddress: @synergy=learning.com

After you have saved the changes, you will see three additional tabs at the top of the
screen that describe details of the peer connection. You can always come back to this
screen by selecting the host in Networking | Peers.

1
~ Deleted peers are kept on the system and can be re-activated

when you attempt to add a new host with the same address.

Peer services

The SSO supported by Moodle avoids the need to login when roaming to a remote
site. The Services tab contains four areas. We will currently only focus on the last
two which deal with SSO. The enrolment and portfolio services will be dealt with
later on.

There are two SSO services that represent a two-way process and both services have
to be set up on both Moodle sites by the respective administrators.

Peer services can be published and subscribed. It is important to note that
publication and subscription is fully controlled by the local administrator. The
administrator of the other site will never be able to modify any of the settings on
your site.
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Publish the SSO (Identity Provider) service to allow your users to roam to the other
site without having to re-log in there. Subscribe to this service to allow authenticated
users from the other site to access your site without having to re-log in.

Publish the SSO (Service Provider) service to allow authenticated users from the
other site to access your site without having to re-log in. Subscribe to this service to
allow your users to roam to the other site without having to re-login there.

Take the example of the two collaborating universities, which we mentioned earlier.
University A would publish the identity provider and University B would subscribe
to it. Students from University A are now able to access the restricted areas at
University B's site without having to re-log in.

Service Local users Remote users
Publish Identity Provider Allow roaming
Subscribe Service Provider Allow roaming
Subscribe Identity Provider Grant access
Publish Service Provider Grant access

Each service has a reciprocal dependency on the other server as shown in the
preceding table. For example, the subscribed SSO (Service Provider) on the local
site requires the SSO (Service Provider) to be published on the other site. To allow
roaming in both directions, all four boxes on both peers in your Moodle network
have to be checked by the respective administrator.

Peer logs
Moodle records detail logging information about each action that takes place in its
system. Each record or hit contains data about:
*  Who did (user)
*  What (action)
*  When (date and time)
*  Where (IP address)
The monitoring and tracking works in exactly the same way as discussed in Chapter

10, Moodle Reporting. The only difference is that the remote sites can be selected from
the first drop-down menu of the available filters:
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Choose...
Packtl
v Packtl (Site)
Course on Packtl

13, All days (Server's local time)

All participants < || All days = || All activities = || All actions < || Display on page B

Packt2
etk IP address Course full name  Aglion Information
Satd June 2011, 1153 AM ¢ 227 Ad ar view: course Packi2
Satd June 2011, 11:53AM 217 227 21 Admin User _ idsumasm—

Profile fields

When a user from one site roams to another site for the first time, a local user account
is created and certain profile fields will be populated by fetching the data from the
remote site. The default fields can be overridden by selecting any of the shown
profile fields in the provided list. This setting exists for Fields to import (users who
roam from another site to the local site) and Fields to export (vice versa) as shown

in the following screenshot:

Here you can override the global settings for which profile fields to send and import when new users are created
Fields to import

Fields to import confirmed
policyagreed
suspended
idnumber
emailsiop
icq

skype

yahoo

aim .
msn -

Use the default settings[_] confirmed, city, country, lang, timezone, picture, description, mailformat, maildigest, maildisplay,
instead htmleditor

Fields to export

Fields to export confirmed |
policyagreed | ]

suspended

idnumber

emailstop

icq

skype

yahoo

aim .

msn -

Use the default senlngs@ confirmed, city, country, lang, imezone, picture, description, mailformat, maildigest, maildisplay,
instead htmleditor

The default fields can be changed in Networking | Profile fields. Fields that are
included on your import list, but excluded on the remote site's export list, will
be ignored.
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Bear in mind that no password will be stored on the remote server. As the
authentication mechanism will be set to MNet authentication, Moodle will check the
credentials every time a user logs in. We will deal with authentication in the section
that follows.

Network authentication

To initiate roaming, you will have to enable the Moodle network authentication
plugin on both sites. Go to Plugins | Authentication | Manage authentication and
enable the MNet authentication plugin. Every time a new user from a remote site
logs in to this site, a user record is created automatically.

MNet authentication

Users are authenticated according to the web of trust defined in your Moodle Network settings.

RPC negotiation timeout:  3Q The timeout in seconds for authentication over the XMLRPC transport.

These host's users can roam in to your site:

Packt2: httpu/packt2 synergy-learning.com

Your users can roam out to these hosts:

Packt2: http:/fpackt2 synergy-learning.com

In the settings screen, as shown in the preceding screenshot, you will see a list of
host's users who are allowed to roam in to your site and local users who are allowed
to roam out. Only change the RPC negotiation timeout parameter if users experience
sporadic timeout problems roaming from one site to another.

Allowing roaming

Only users assigned to a role with the moodle/site:mnetlogintoremote capability
are allowed to roam to other sites. By default, this Roam to a remote application

via MNet capability is turned off and has to be allowed for each role. Go to Users
| Permissions | Define roles or revisit Chapter 6, Managing Permissions: Roles and
Capabilities, for details on how to do this.

To turn on roaming for all users logged in to your site, allow the moodle/
site:mnetlogintoremote capability in the Authenticated user role. Unless all users
are allowed to roam, it is worth considering creating a separate roaming role.
Alternatively, if you wish to grant (or deny) access to individual users from a remote
host, go to Networking | SSO access control. You will have to specify a Username,
a Remote host (the All hosts option is only relevant for the community hub mode,
which is discussed later) and the Access level (Allow or Deny).
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The newly added user name does not have to exist in either Moodle site! In the list
of users, the remote hub ID is displayed and not its name. This is the internal ID,
similar to a user ID, group ID, or role ID.

el
roamer 3 Allow [Deny)
Username: alleen | Remote hos ¥ Choose.. | Accesslevel: [ Choose... -:-]f_‘,‘*a- e

| AllHosts |

Network servers block

Moodle provides a Network servers block, which has to be added to the front page.
The block cannot be configured and is only displayed if the role of the logged in user
has the moodle/site:mnetlogintoremote capability, mentioned earlier, set to Allow:

‘Network servers cim

rfn:::_,.. o

The block acts as a launch pad to access remote sites. Here, in addition to our Packt2
peer, we have already set up a link to a Mahara instance too. Once you click on the
remote server, you will be re-directed to the selected site where you can enrol on
remote courses. Your first peer-to-peer network is set up!

Moodle displays a different logged in message in the header. Instead of You are
logged in as <user> (Logout), the message reads You are logged in as <user> from
<peer> (Logout). This is similar when you masquerade as another user. When you
click on your name, you access the profile of the newly created user on the remote
server, which cannot be changed. The message Remote Moodle user - profile
fetched from <peer> is displayed.

You will also see that the information in the My courses section includes all remote
courses (in our case, only one called Course on Packtl).

You are logged in as Roamer Ls

This is a course hosted on Packt1 to demanstrate Moodle's great networking functionality
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If you want to deny access of a remote user; for example, because of misconduct,
go to Users | Accounts | Browse list of users and you will see that an additional
column has been added to the list of users. Remote users cannot be edited locally,
only the site they have logged in from is displayed. In the right hand column, you
select Deny access to revoke access to the site. To reverse the operation, select
Allow access:

alex.buchner@synergy-learming.com Belfast United Kingdom 18 mins 33 secs Packtz  Allow (
roam@null.com Roam Romania MNever
roam@synergy-learning.com Heidelberg  Germany 11 mins 48 secs Packt2 Deny (

Network enrolment

This last step is optional and is required only if you wish to grant an administrator
in one Moodle system the permission to enroll local users in remote courses, and the
other way round. This is useful if you run a shared course that is located on your
server, but learners from the remote site should be participants. To minimize the
administrative effort at your end, you must grant the remote administrator the right
to take on this task, which is limited to courses you have specified.

First of all, on the local site, that is the one that grants the rights to the remote site,
go to Plugins | Enrolments | Manage enrol plugins and enable the MNet remote
enrolments plugin. This allows the local server to receive enrolments from its
remote counterpart.

Now, go to Networking | Peers, click on the remote host and click on the Services
tab. Publish and subscribe to the Remote enrolment service. This grants remote
administrators the right to enrol students on your site and allows the local students
to enrol in courses on the remote site, respectively. This step has to be repeated on
the peer.

Both Moodle sites have now been configured to allow communication between
the two servers and courses are set up to enrol remote students. Make sure that
you activate the MNet enrolment method inside your course (see Chapter 4, Course
Management, for details).

When you go to Networking | Remote enrolments client, you will see a list of
remote hosts where local users are enrolled. When you click on the host, courses
offered for remote enrolment are displayed. You can then edit the enrolments in
the same way you would manage users in a local course.
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Available courses on Packt1

Course short name  Course full name Role Action

¥ .
»  Miscellaneous

packt 1 Course on Packt1 Student

Moodle hubs

A Moodle or MNet hub is similar to a peer-to-peer network, with the only difference
that it accepts connections from multiple Moodle and Mahara servers. While this
could be set up manually using a number of peer-to-peer connections, the hub
mode automatically accepts any hosts that try to connect to it. Potentially, this is

a big time and maintenance saver, but at the cost of opening up your site to other
Moodle instances.

A public learning portal that contains resources to be shared across a number of sites
is typically implemented using the hub mode. Each Moodle instance that wishes
access to the portal, has to be configured to connect to the hub.

Once networking has been turned on, choose the Moodle site that will act as a hub
and go to Networking | Manage peers to click on the Turn it on button to register
all hosts. Effectively, a hub is a regular Moodle site that operates in a special mode.

The All hosts site is treated like a peer, with the exception that the Review host
details tab is empty and the Logs tab is hidden. All the other settings are identical to
the peer-to-peer parameters. You might decide that traffic (that is, authentication and
enrolment) should only go one-way, that is from the different Moodle sites to the
hub. You can control this by the SSO Publish and SSO Subscribe options under the
Services tab:

SSO (IP) SSO (SP) Enrolment
Moodle hub Subscribe Publish Publish
Connecting site Publish Publish Subscribe
Subscribe Subscribe
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Integrating Mahara

According to its web site (www.mahara.org), Mahara is an open source e-portfolio,
weblog, resume builder and social networking system, connecting users and creating
online learner communities. Mahara is designed to provide users with the tools to
demonstrate their life-long learning, skills, and development over time to selected
audiences. It has recently become very popular in vocational and academic settings.

Mahoodle

Moodle and Mahara (nicknamed Mahoodle) can be easily integrated via the

Moodle Network functions. A very good set up guide can be downloaded from
docs.moodle.org/en/Mahoodle. We will only cover the basic networking-related
settings required to establish a link between the two systems. More details can be
found in the Mahara documentation or the dedicated Packt title, Mahara 1.4 Cookbook
(www . packtpub.com/mahara-1-4-cookbook-for-training-education/book).

It is assumed that Moodle networking (authentication, role permissions, and so on)
has been configured as explained in the previous section. It is further assumed that
a Mahara 1.3 or greater site has been set up and networking components have
been installed.

Due to the fact that both Mahara and Moodle use the SSO mechanism of the
networking feature you can configure Moodle so that logged-in Moodle users can
navigate to the Mahara site and, without the need to login, start using the e-portfolio
system. If users don't have an account on Mahara, their user data will be imported
from Moodle and used to populate their Mahara account.
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Mahara networking

After logging into Mahara as administrator, go to Site Administration | Configure
Site | Networking and set the Enable networking and Auto-register all hosts
parameters to Yes. Once this has been confirmed, the screen will look very similar
to its counterpart in Moodle, which is not surprising as both modules have been
programmed by the same development team:

Networking

Mahara's networking features allow it 1o communicate with Mahara or Moodle sites running on the same or another machine. If networking |s enabled, you can use Itto
configure single-sign-on for users who log in at either Moodle or Mahara.

WWW Roat hitp:imaharaid4.ab.local/
This is the URL at which your users access this Mahara instaliation, and the URL tha SSL keys are genarated for

Public key <==+-BEGIN CERTIFITATE-=- -~
BT g B g BATIHS i Gusd B 0T ADTBo LB PR UEERE B S S

P o ARL LR yrbaiitia 3 Ve
T TG D TR QLD P oL TA L5 TR G QHE Lot

MEELL € b AT daesr g, —— ] 3

T
==« =3 CERTIFIEATE.

SHA1 Fingerprint 87:78:A6:3D:B7-A2:58:7C:20:08:31:33:14:8D:5C-2B:08:5A:56:EE

MD5 Fingerprint BB:34:2A:85:19:FB:F3:2F:88:BB:BD:FF.EE1C:AG:9C
Public key expires 18 May 2012, 9:51 AM
Enable networking Mo |8

Auto-rogister allhosts | g 2

Now that Mahara Networking has been enabled, go to Admin Home | Institutions,
add a new institution, and enter its name and display name. At this stage you can
leave all other entries, including the hidden locked fields, at their defaults.
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Once you have submitted the values, you will be directed to a similar looking

screen where you have to select XMLRPC - Authenticate by SSO from an external
application and add it to the list of supported authentication plugins. This will open
a new window (shown in the following screenshot), where you will have to enter the
XML RPC options:

Administer Authorities

Authority name *
WWW root *

Site name *
Application

Port number *

Parent authority

S50 direction

We auto-create users

We import content

Update user infoonlogin M @

| Mahoodle XML RPC @
hnp:a'a'packﬁ.s_ynerqy_-lcar @
| Packt Moodle @
Moodie | ¢ @
(80 (]
None Ly '@
—@EP 7= &= |O
| | | & G @ @

+ | Font size + | Paragraph  ~

B 7 Usx|A-B- (=
IR =8 b |
Font family

Welcome to Mahara!

Enter a message to display when a user tries to log in via Mahara's login form

Theyssoin & @
)
M@

e

The previous screenshot is the equivalent of the Peers and Services settings

in Moodle.
Setting Description
Authority name Descriptor of the service.
WWW root URL of your Moodle system.
Site name Description of Moodle system.
Application Moodle or Mahara.
Port number Standard port is 80. Only change if you use HTTPS a special port.
Parent authority Select another entry if you allow multi-authentication.
SSO direction They SSO in (allowing roaming from Moodle to Mahara) and

We SSO out (vice versa) are the available options.
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Setting Description

Update user info on Synchronize user data at every login, otherwise only on account

login creation.

We auto-create users A user record is created when a remote user authenticates for
the first time.

We import content Support for Mahara portfolio plugin (see Mahara portfolio
section).

Adding Mahara to Moodle

Now go back to your Moodle system and add a new host in Networking | Manage
peers, but this time change the Application type from moodle to mahara.

The host details will be displayed and you will have to save them. Then you will
have to configure the SSO Identity and Service providers as you did earlier.

Once this has been done successfully, you will see that the Mahara site has been
added to the Network servers block on your front page (see the block shown earlier).
And that is it! Now, your users can smoothly move forward and backward between
Moodle and Mahara without the need to re-login or multiple browser windows.

Mahara portfolio

We covered Moodle portfolios in great detail in Chapter 8§, Moodle Plugins. All
available portfolio plugins at Plugins | Manage portfolios work out of the box,
except the one that allows the exporting of content to Mahara. It is shown as
Disabled by default until the Portfolio services have been enabled in the Services
tab of the Mahara peer (to Publish and Subscribe both). Once this has been
successful, you can enable the Mahara portfolio plugin and will be confronted with
the settings as in the following screenshot:

Configure portfolio plugin
Name™ Mahara ePortfalio
MNet host™ [ Home - Mahara | %
Enable Leap2A [Yes %)
portfolio support D
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The Name field is the entry that will appear when exporting content. Select the
MNet host, in case you have connected to more than one Mahara site. By default,

all content is transferred as files and stored in a dedicated Incoming directory in
Mabhara. If you use Mahara 1.3 or higher, you can set the Leap2A portfolio support
parameter to Yes, enables context-sentitive tranfer of the content. For example, when
a user exports a forum entry in Leap2A format, Mahara will import it as a journal
entry instead of a file.

1
< Make sure that the We import content setting has been

selected in the XMLRPC authentication plugin in Mahara.

Some related functionality that might be of interest is a set of plugins catering
for portfolio assignment submission, which comprises of two Moodle add-ons
(https://wiki.mahara.org/index.php/System_Administrator™s_Guide/
Moodle//Mahara_Integration/View_Submission):

* Local-Mahara (Moodle plugin): This add-on provides you with the
functionality to get a list of a user's views on Mahara from within Moodle
and submit a Mahara assessment view to Moodle instead of a Mahara group.

* Mabhara portfolio assignment (Moodle assignment type): This add-on allows
students to select and submit a Mahara view from within Moodle.

There are also plans for a Mahara repository plugin for Moodle, so keep an eye on
the Moodle announcements.

Moodle Community Hub (MOOCH)

According to Moodle Docs, a community hub is a directory of courses for public use
or for private communities. It effectively facilitates the creation of a course portal,
where each site can either be a receiver, a sender, or both. The new concept is still

in its infancy, but it is expected to potentially change the way Moodle courses are
advertised and potentially sold by publishers and learning institutions or shared by
the community.

Community hubs are not to be confused with Moodle hubs as they both are very
distinct concepts. Moodle hubs are for connecting two or more Moodle sites allowing
students to participate in courses outside their institution. Community hubs are

like yellow pages where courses are searched, advertised, and shared. An optional
payment module is planned for the future, opening up the facility for commercial
course provision.
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Users can enroll and import courses from MOOCH via the Community finder
block. We are not dealing with this, as it is not an administration task. You can
find more information about the community hub itself on docs.moodle.org/en/
Community_hubs.

Instead, we will be looking at the option of creating your own private community hub;
for example, for a network of schools or a number of customers. Parts of this section
are following the documentation at docs.moodle.org/en/Hub_administration.

A community hub is a standard Moodle site that is run in hub mode. While

it is possible to use an existing Moodle site as a hub at the same time, it is not
recommended to do so, as the front page is being replaced with a search facility,
as shown in the following screenshot:

Search for courses
Fine @ (courses tcan srorin 18)
Designed for (3 | any o
. \ Mon Tue Wed Thu Fri Sat Sun
Educational level (3 (“Any % IS SRS
v S S—— 6 7 8 8 10
Site s =
page Subject () [ Any B 19 14 15 18 17
m o n - 20 al 22 23 24
Licence (3 | Any H 27 28 29 30
s =
Language (3) Any 4]
7 Sort by =) Newest
B T3 () Oldest
[ () Name
; () Publisher
4 My profile () Rating
4 My courses Keywords @

To create a hub server, you will have to go through the following steps:
1. Install a fresh copy of Moodle (see Chapter 1, Moodle Installation for instructions).

2. Install the Moodle hub server plugin from the Moodle Plugins Directory on
moodle.org or directly from github.com/moodlehg/moodle-local_hub in
your /local directory (see Chapter 14, Installing Third-party Add-ons.).

Once this has been successful, you should see a new sub-menu called Hub in
the Site administration section:

¥ Hub
Senings
Manage sites
Mana_qe Courses

HL.I|J server registration
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3. Enable Web services and enable the XML-RPC protocol in Plugins | Web
services | Manage protocols (see Chapter 15, Moodle Integration via Web
Services for details on web services)

4. Configure ReCAPTCHA in Plugins | Authentication | Manage
authentication (see Chapter 5, User Management)

5. Set up SMTP in Plugins | Message outputs | Email (see Communication
section in Chapter 9, Moodle Configuration)

6. Once you have managed all these steps, go to Hub | Settings to provide the
following self-explanatory settings of your hub:

Hub version Saturday, 11 December 2010 (2010111201)
Name™ (3) Packt Moodle 2 Administr
Enabled (3 o
Privacy (3) Publish this hub and allow global search of all courses  +
Language (3) English
Description™ (3) The site is accompanying the authoring of Moodle 2 Administration by Packt Publishing
p:
Contact name™ (3 Alex Blichner
Contact email™ (3 packt@synergy-learmning.c
Keep current image
e .
Image (3
Mo files attached
Password (3}
Maximum returned courses to remote 25
sites.” (3
Maximum courses published per day 20
e
RSS feeds™ (3)
Public front page search™ (3) )
RSS secret” (3)

The next step is for other sites to register to your hub. This takes place in Registration

| Register with a specific hub. Enter the Private hub URL and a Password if specified.
The information to be provided is identical to when you initially register your site with
moodle.org (see Chapter 1, Moodle Installation for details). Once you have submitted the
details and successfully entered the ReCAPTCHA, your site is registered with the hub.
This means that users of this site can publish and share courses with users of other
sites who are also registered with the hub. The external Moodle site and your hub are
not connected nor do users become authenticated with your system. It only allows for
exchange and collaborative work on courses published on the hub.
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You can see all sites that are registered on your hub at Hub | Manage sites:

Manage sites
-Search for sites
Tusted @
Country (3 [Any 44
Language (3) [ Any =)
Keywords (3) [packt
Search for sites
MName Description Language Administrator Operation
Packi2 Test English Admin User Delete Setlings
Courses: 1 - Usars: 1-E 10 - R :1-Posts: 1-Q 1 {United
- Average number of participants: 1.00 - Average number of course modules:  Kingdomy) Untrust
-  Unrust
Registared: Saturday, 4 June 2011, 03:17 PM - Modified: Saturday, 4 June
2011, 03:27 PM - Privacy: Please do not publish this site - Contactable: No -
Email: Mo
Packti Another test site English  XAdmin User Delete Settings
Courses: 1 - Users: 1 - Enmiments: 0 - R : 1 - Posts: 1 - Questions: 1 (United
- Avarage number of parficipants: 1.00 - Average number of course modules:  Kingdom) Trust
1.00

Registered: Saturday, 4 June 2011, 03:26 PM - Modified: Saturday, 4 June
2011, 03:26 PM - Privacy: Publish the site name only - Contactable: Ma -
Email: Mo

Once you trust a site, it can access your hub via the Community finder block.

As soon as courses have been submitted to your hub (via the Publish link in the
Course administration section), you can manage them via Hub | Manage courses:

Site @ (cPacia2. i)
Keywords (3) programming

1 courses have been found.

Extreme Programming

Site: Moodle 2.1

eXtreme Programming Unit

Creator: Alex Biichner - Publisher: Alex Biichner=

Subject: Programming - Audience: Students - Educational level: Tertiary

Language: English - License: Creative Commons - Time updated: Friday, 7 October 2011, 02:28 PM
Activities : Forum (1) - Assignment (1)

No comments

No ratings
Creator notes:

With selected courses...

Make visible
+ Make not visible

Perform
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You have the ability to delete courses and change whether they are visible to other
users. You can also download or visit the courses, depending on how it has been
configured by the external party.

Al
‘Q The hub server creates a number of roles, users, and web

services that must not be modified or deleted!

You can also register your hub with moodle.org (Hub | Hub server registration).
Once approved, it will appear in the public list on MOOCH.

We only covered how to set up a community hub and how to manage sites and
courses that have been registered and published, respectively. Details on tasks

that can be performed by non-administrators, such as searching a course on a hub,
download and restoring a course, as well as enrolling in a remote course are covered
in detail in the Moodle Docs at docs.moodle.org/en/Community_hubs.

Summary

In this chapter, you have learned how to network disparate Moodle systems.

After providing an overview of Moodle networking, we covered some prerequisites
and security issues. We then dealt with peer-to-peer networks, MNet hubs, and
Mahara integration.

The networking facility that is available in Moodle introduces a new dimension to
virtual learning environments. Disparate systems can be connected logically and
roaming from one Moodle site to another can be facilitated. This opens up entirely
new opportunities whether it is among entities within your organization or with
external sites.

The covered Moodle Community Hub will allow the creation of communities of
practice, provide a facility to enable enrolment in courses on remote sites, and offer a
vehicle for publishers to sell content. It is still early days, but it can be expected that
this novel concept will become highly popular with educators, once it has reached a
certain momentum.
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The objective of the Configuration Settings reference is to provide you with a list of
parameters that can be modified in config.php and to understand the impact that
each of the values will have.

We will first look at config.php and what types of parameters are supported by
Moodle. After providing this overview, we will look at the following two types
of configurations settings:

e Administration Settings: These are settings that are available via the
Site administration menu, but can be locked with values specified in
config.php.

e System Settings: We will distinguish between default and supplementary
configuration values. The former have been created by the installer and
are required for Moodle to function. The latter are parameters that change
various behaviors of Moodle.

Configuration reference—an overview

The configuration file config.php contains a number of settings and variables that
heavily influence how Moodle operates. It is located in the main directory of your
Moodle system ($CFG->dirroot) and can be edited with any text editor.

M Be careful when modifying config.php! Moodle depends
Q heavily on its content and any faults can cause the software
to malfunction.
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It is recommended that you create a backup of the config. php file before
modifying it, so you can roll back to it in case of problems. Also, make sure that
the file permissions are set properly as the file contains the database username and
password. In a Linux environment, the owner and the group should be set to root,
and the permissions should be set to 644.

The values in the config.php file that we are interested in are the ones that start
with a dollar symbol. Each parameter has the following information format:

$<object>-><parameter> = <value>;

<object> is the part of Moodle in which the parameter is used ($CFG or $THEME).
Third-party modules or custom distributions might have introduced their own
objects; for example, $TOTARA. We will focus on $CFG objects as these are most
relevant to administrators.

<parameter> is the name of the configuration setting. Each setting has a unique
identifier.
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<value> is the type of values the parameter accepts. This depends on the type of the
setting. The following table provides the information for each of the key types:

Type Moodle field Values

Binary Checkbox Trueor 1 and False or 0.

Numeric Number field The number itself.

String Text field Text has to be surrounded by single quotes.
Password Password field Passwords have to be surrounded by single quotes.
List Drop-down menu Each value is represented by a number or a string.

Unfortunately, there is no consistency for the
allocation. For example, while the debug parameter
accepts the values O, 5, 15, 6143 and 38911, the
sitemai lcharset parameter accepts 0, EUC-JP and
GB18030! The easiest way to find out what values are
valid is to change the values in Moodle and check the
config changes report (Reports | Config changes).
Alternatively, you can check the mdl_config table in
the database.

Array Multi-select menu  The same applies as for the List type. Values are
separated by commas. Again, check the config
changes report to be on the safe side.

Each parameter has to be terminated by a semicolon. To comment out a parameter,
precede it with two forward slashes.

Before we deal with the different types of settings, let's have a look at the number
of tools that might be useful. As there is no list of available settings, you will have
to generate your own. To do so, execute the following shell command in your
$CFG->dirroot:

grep -r -h -o "\$CFG->[a-z][[:alnum:]_]*" . | sort-u
This will generate a list of all available $CFG variables in alphabetical order.

If you are experimenting with configuration variables, you might consider installing
the Admin setting presets block, which lets users with the site configuration
capability to export the site settings to .xml presets, import other sites .xml presets,
load (totally or partially) presets settings, and rollback the applied changes if
necessary. You can find more information about the tool at: docs.moodle.org/en/
Admin_presets_block.
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Moodle provides a report that lets you monitor all the changes to any configuration
settings via the administration interface. You can find the report at Reports |
Config changes:

Page: (Previous) 234 s T 89 10 4 15 16 17 18 .29 (Next)
s First name /

‘Wednesday, 30 March 2011, 0T:48 Alex core numcoursesincombo 500

AM Blchner

Sunday, 27 March 2011, DB:67 AM Alex core statsfirstrun all 604800
Blchner

Sunday, 27 March 2011, 08:57 AM Alex core statsruntimestarthour 9 B
Blchner

Sunday, 27 March 2011, 08:57 AM Alex core statsruntimestartminute 0 40
Blichner

Another tool that might be useful when dealing with configuration settings across
multiple Moodle sites is called Moodle flavours. A flavour is a set of Moodle site
settings, plugins, and language packs (docs.moodle.org/dev/Moodle_flavours).
While its key objective is to package, distribute, and deploy the same settings and
add-ons to multiple Moodle sites, it can also be used to back up and restore the
configuration settings of your Moodle site. You can download the latest version of
the plugin from moodle.org/plugins/view.php?plugin=local_flavours. Once
installed (see Chapter 14, Installing Third-party Add-ons), you can select the settings to
be packaged up in a flavour:

Flavour data
Name™ Config Backup
Description Fontfamily |~ Fontsize - | Paragraph v ||¥) 2 5;’, =]
=||J & @ Avg- [0 AN
2L Al Q #H|mP -

Packt Settings

Path: p 4
Author Alex Bichner

Select ingredients
+-_lLocal string customization
+-CPlugin
+-_lLanguage
—-@Settings

[#Advanced features
+-#Users
+ @Courses
+-[#IGrades
+ [@Location
+-[Language
+ #Plugins
+- #Security
+-[#Appearance
+ EFront page
+-[#IServer
+ - [#Networking
- @Reports
+ [#Davelopment
#Unsupported
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Configuration reference—administration
settings

Each parameter in the Site administration menu can be configured via config. php.

If a value has been set via this method, it is effectively hard-coded and cannot be
changed via the Moodle interface; not even by the administrator.

For example, you might want to make sure that an administrator does not, even by
accident, turn on HTTPS for logins. Activating this would lock everybody out of the
site if no SSL certificate is installed. To do this, enter the following line in config. php.

$CFG->loginhttps=false;

How do you know what parameter is called? Go to the respective setting in Moodle
(in this case, Security | HTTP security) and you will see the name of the parameter
underneath the label.

If the value is specified in config.php, Moodle will display Defined in config.php
besides the parameter, which indicates that the setting cannot be changed by the
user. Invalid values are also shown for these hard-coded settings. In the following
screenshot, the Debug messages value is incorrect while the Display debug
messages value is correct:

Debugging

Debug messages NONE: Do not show any errors or warnings » Default: NONE: Do not show any errors

or warnings
Defined in config.php
Invalid current value:
MNONE

If you turn this on, then PHP's error_reporting will be increased so that more warnings are printed. This
iz only useful for developers.

Display debug Default: No

messages Set to on, the error reporting will go to the HTML page. This is practical, but breaks XHTML, 15, cockies

— s and HTTP headers in general. Set to off, it will send the ocutput to your server logs, allowing better
SN EE debugging. The PHP setting error_log controls which log this goes to.

If you wish to force plugin settings, you will have to put them in a special array
called forced_plugin_settings (see Optional parameters section).
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Configuration reference—system settings

This is the actual reference of configuration settings. Explanations have been taken
from help pages, forum posts, and comments in source code.

Default parameters

These are settings that have been created by the installer, derived from config-
dist.php. Most parameters are compulsory for Moodle to operate, so be careful
when changing any of them. The parameters are listed in the following table in the
order in which they appear by default in config. php:

Parameter Description

$CFG->dbtype (String) The database system that is used. The four valid values
are mysqgli (MySQL), pgsqgl (PostgreSQL), mssql (MS
SQL Server), and oci (Oracle).

$CFG->dblibrary (String)  Currently, only native is allowed as the entry value.

$CFG->dbhost (String) The name of the database host. The valid value is
localhost or 127.0.0.1 if the database is located
on the server as Moodle. If the database is located on
another server, the value is any other URL.

$CFG->dbname (String

( The name of database.
$CFG->dbuser (

(

(

String The username of the database account.
$CFG->dbpass

$CFG->prefix (String

String The password of the database account.

)
)
)
) By default, all tables in Moodle are prefixed with mdl_.

This should only be changed if you run multiple Moodle

installations using the same database.

$CFG->dboptions (Array)  Values that determine database behavior. These include
dbpersist (whether an existing database connection
can be reused to improve performance, potentially
decreasing stability), dbsocket (when Unix socket is
used), and dbport (TCP port, if different from default).

$CFG->wwwroot (String) This is the full web address (including http://) where
Moodle has been installed.

$CFG->dataroot (String) This is the absolute directory name where Moodle's data
dictionary is located. The directory must be readable and
writable; but must not be accessible via the web.
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Parameter Description

$CFG->admin (String) The admin pages in Moodle are located in the admin
directory. If this has to be changed then specify the new
directory here, as some ISPs don't allow its usage. This
approach is also potentially advantageous for securing
the site from attacks.

$CFG- These are the permissions in Unix format that are
>directorypermissions applied for directories which Moodle is creating. Default
(Special) is 0777 (rwx).

$CFG->passwordsaltmain Random string added to the md5 password hash. See
(String) Chapter 11, Moodle Security and Privacy for details.

Optional parameters

There are over 350 parameters to be set in config.php that are not set by the installer
nor can they be modified via the Moodle administrator interface. These optional
parameters allow you to modify the behavior of Moodle without the requirement to
change any code.

We only cover a representative list of settings ignoring ones that are only relevant

to developers and designers. We have also disregarded obsolete and obscure
parameters, as well as ones that have a counterpart in the admin settings. Parameters
have been listed in alphabetical order and some have been grouped together for
simplicity. Available types are Array (A), Binary (B), Numeric (N), List (L), and
String (S):

Name Type Description

admineditalways B Setting this to true enables administrators
to edit any post at any time.

amf_introspection B Security setting for AMF web service
protocol

apacheloguser N Logging Apache: O=off, 1=user ID, 2=full
name, 3=username

apachemaxmem N Memory threshold over which Apache

children will be reaped after they complete
serving the request.

bounceratio N Default is 20. See $CFG->handlebounces.

coursemanager A List of roles that will be treated as if they are
a teacher in every course (makes their name
clickable on Course description page).
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Name

Type

Description

customfrontpageinclude

customscripts

debugusers

defaultblocks

dirroot

disablemycourses

disablestatsprocessing

S

You can replace the front page with your
own version. moodle .org uses this
approach. Only the center area will be
replaced, not the header, footer, or blocks.

Enabling this will allow custom scripts (to
be specified with full path names) to replace
existing Moodle scripts. For example, if
$CFG->customscripts/course/view.
php exists then it will be used instead of
$CFG->wwwroot/course/view.php. At
present, this will only work for files that
include config.php and are called as

part of the URL (index.php is implied).
Custom scripts should not include config.
php.

Warning: Replacing standard Moodle
scripts may pose a security risk and/or
may not be compatible with upgrades.
However, this is useful when having to
patch a particular page without actually
overwriting the core code.

Comma-separated list of user IDs that
always see debug messages.

Default block variables for new courses;
for instance, participants, activity_
modules, search_forums, admin,
course_list, news_items, calendar_
upcoming, recent_activity. This
setting can be overridden for different
course types, such as defaultblocks_
social, defaultblocks_weeks, and
defaultblocks_topics.

The absolute directory name where Moodle
has been installed.

This setting will prevent the My Courses
page being displayed when a student logs
in. The site front page will always show the
same (logged-out) view.

Prevents stats processing and hides the
GUL
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Name

Type

Description

disableusercreationon
restore

divertallemailsto

emai lconnectionerrorsto

enablegroupings
filedir

filelifetime

Filepermissions

forced_plugin_settings

forcefirstname

forcelastname

gradeoverhundredprocentmax

handlebounces

htmleditor

httpswwwroot

Completely disables user creation when
restoring a course. Enabling this setting
results in the restore process stopping when
a user attempts to restore a course requiring
users to be created.

Divert all outgoing e-mails to this address
to test and debug e-mailing features.

E-mail database connection errors to
someone. If Moodle cannot connect to the
database, then e-mail this address with a
notice.

You can turn on/ off grouping functionality.

You can specify an alternative to
dataroot.

Seconds for files to remain in caches (default
is 86400 = 24 hours). Decrease this if you
are worried about students being served
outdated versions of uploaded files.

Same as directorypermissions in the
default parameters, but for created files.

Plugin settings have to be specified as an
array of arrays:

array("pluginl® =>array("paraml-
=> "valuel®”, ("param2® => "value2”,
«), ("plugin2® =>array("paraml”
=> "valuel®”, ("param2® => "value2”,
¥ )

To anonymize usernames for all students.

If set, then all non-teachers will always see
this for every person.

If set to unl imitedgrades, you can
specify a maximum value (1 = 100 percent,
default =10).

This is for handling e-mail bounces. Used
in conjunction with minbounces and
bounceratio.

If set to Talse, only the Moodle text editor
will be shown.

wwwroot for SSL pages.
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Name Type Description

includeuserpasswordsin B Allows user passwords to be included in

backup backup files. Use only if you can guarantee
that all your backup files remain private as
password hashes can be unencrypted.

keeptempdirectorieson B Keep the temporary directories used by

backup backup and restore them without being
deleted at the end of the process.

langcacheroot S Location where aggregated strings are kept
for caching.

langlocalroot S Alternative directory to $CFG->dataroot/
lang.

langmenucachefile S Location where a list of available languages
is cached.

logsql B Log every database query to a table called
adodb_logsql. Be careful, as the table
grows very quickly!

maildomain S Your e-mail domain.

maiIprefix S md I+ is the separator for Exim and Postfix,
md - is the separator for qmail.

minbounces N Default is 10. See $CFG->handlebounces.

mnetkeylifetime N Number of days after which the networking
key is expiring. See Chapter 16, Moodle
Networking for details.

mycoursesperpage N Maximum number of courses to display
in any list of a user's own courses (0 = one
course).

noemailever B When working with production data on
test servers, no e-mails or other messages
should ever be sent to real users.

opensslcnf S Location of the openssl . cnf file.

preferlinegraphs B This setting will make some graphs (for
instance, user logs) using lines instead of
bars.

reverseproxy B Enable when setting up advanced reverse
proxy load balancing configurations and
port forwarding,.

showcrondebugging B Add debug information to cron output.

showcronsqgl B Show executed SQL queries during cron

execution.
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Name

Type

Description

skiplangupgrade

sslproxy
tagsort
themedir

themeorder

themerev
tracksessionip

trashdir

undeletableblocktypes

unicodedb

upgraderunning
upgradeshowsqgl

usepaypalsandbox

B

Disables automatic language updates and
lets translators (language pack maintainers)
to keep their moodledata/lang/* to
update manually.

Enables when using external SSL appliance
for performance reasons.

Sort tags in tag cloud by specified field,
default = name.

Adds extra theme directories outside of
$CFG->dirroot.

Priority of themes from highest to
lowest. Default is array (" course”,
"category”, "session”, "user”,
"site").

Prevents theme caching.

Moodle will track the IP of the current user
to make sure that it hasn't changed during a
session. This will prevent the possibility of
sessions being hijacked via XSS, but it may
break things for users using proxies that
change all the time, like AOL.

Alternative location for $CFG->dirroot/
trashdir.

The blocks in this list are protected from
deletion; for example, Navigation, Settings,
and so on.

This setting will put Moodle in unicode
mode. Please note that your database
must support it. Do not enable this if your
database in not converted to UTF-8!

Pretends Moodle update is running,.

Shows executed SQL queries during
upgrades.

For testing PayPal using the PayPal
developer sandbox.
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$CFG->admin parameter 373
$CFG->dataroot parameter 372
$CFG->dbhost parameter 372
$CFG->dblibrary parameter 372
$CFG->dbname parameter 372
$CFG->dboptions parameter 372
$CFG->dbpass parameter 372
$CFG->dbtype parameter 372
$CFG->dbuser parameter 372
$CFG->directorypermissions parameter 373
$CFG->passwordsaltmain parameter 373
$CFG->prefix parameter 372
$CFG->wwwroot parameter 372

--help command 31

.htaccess file 52

.mbz extension 310

A

accessibility
guaranteeing, through Moodle themes 194,
195
Accessibility block 326
accessibility support, through Moodle edi-
tor 195
Active Directory 88
activities modules
about 199
activities 200
Feedback activity 200
Activity module 323
Add a new course button 73
Add button 52
Add official tags button 222

Index

admin directory, system files 44
admineditalways parameter 373
ADO 91
Adobe Connect 234
Ajax 103
Alfresco 207
Alfresco plugin 211
Alfresco repository, application repositor-
ies 209
ALT tag 196
Amazon S3, data storage repositories 208
AMF 336
amf_introspection parameter 373
AMOS tool 229
animations 289
Apache 14, 42,257
apacheloguser parameter 373
apachemaxmem parameter 373
APC 286,290
application repositories, external repository
plugins

Alfresco repository 209

Flickr 209

Flickr public 209

Merlot.org 209

Picasa web album 209

Wikimedia 209

Youtube videos 209
architecture, Moodle

code locations 44-46

data locations 44-46

LAMP architecture 42

Moodle layer 43, 44
assignment module 200



asynchronous communication
about 235
messaging configuration 235, 236
RSS feeds configuration 240
audio files 289
auth directory, system files 44
Authenticated user role 272
Authorize.net 96
AWStats 257

B

backup
about 283
creating 34, 35
backup and restore applications, Moodle
about 320
course templates 321
year-end procedure 320
backup directory, system files 44
Backups report 259
best practices, user management 140, 141
BigBlueButton 234
Block context 146,152,153
blocks
adding, to Moodle front page 178
configuring 201
feedback block 201
global search block 201
navigation block 201
settings block 201
blocks directory, system files 44
Blocks module 323
blog directory, system files 44
blog entries 275
Blogger 164
blogging 275
blogs
about 220, 221
features 221
Book module
about 326
installing, via GIT 330, 331
bounceratio parameter 373
Box.net, data storage repositories 208
Box.net, portfolio plugins 213

branches, file managemnet
Categories/Courses/ Activities and Re-
sources 50
Front Page 50
User 50
bulk user actions 115,116

C

cache, moodledata directory 46
caching 290
caching-related settings

filter 291

JavaScript 291

language 290

network 291

repository 291

RSS 291

theme 291
Cacti 300
calendar directory, system files 44
Calendar editor role 164
calendars 229
calendric information

about 229

time zones 230
capability 63,157
CAPTCHA mechanism 133
CAS 138
Cascading Style Sheets. See CSS
categories

about 68

adding, to course 70

example 69

hierarchical structure 68
Categories report 254
category hierarchies

organizing 68, 69
category theme 189
Central Authentication Service. See CAS
Certificate 327
chat

optimizing 295
Chat activity 233
chat server daemon 234
Checklist 327
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child course 96
Clam AntiVirus (ClamAYV)

about 276

limitations 277
CLI

about 31

Moodle, installing with 31

used, for updating Moodle 38
cohort 7c 87
cohort directory, system files 44
cohort enrolment 86-88
cohorts 86
cohort synchronization 86-88
Cohort sync plugin 86
collaboration

about 219

blogs 220, 221

comments 221

tags 221,222
Collapsed Topics 327
command line

using 18
Comma Separated Value. See CSV file
comment directory, system files 44
commenting 275
comments 221, 275
Comments report 259
communication 233
Community finder block 363
community hub 363
Community Hub feature 334
Config changes report 259
config.php file 367, 368
Configurable Reports

about 254, 327

types 254

URL 255
Configurable Reports plugin

installing 328-330
Configurable reports, types

Categories report 254

Courses report 254

SQL report 254

Timeline report 254

Users report 254
configuration reference, Moodle

administration settings 367, 371

overview 367-370
system settings 367, 372
system settings parameters 372-377
confirmation and review, course backup
308, 309
content
creating 288
types 288
content-only backup
versus full-course backup 306, 307
content types, Moodle
about 288
animations 289
audio files 289
graphics 289
office documents 288
video 289
content visibilty 275
contexts
about 63,144
Block 145, 152, 153
Course 145,150, 151
Course category 144, 150
Front page 145, 154, 155
hierarchy 146
Module 145,152
organizing 146
structure 145
System 144, 148, 149
User 145,153, 154
context-sensitive menu
options 52
cookies 293
course, backing up
about 304
confirmation and review 308, 309
finalizing 309, 310
initial settings 304-306
schema settings 307
course backup
about 293
finalizing 309, 310

course categories

about 67

adding 70
creating, in bulk 78
deleting 71
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managing 69
overview 68
Course Category context 146, 150
Course context 146, 150, 151
course directory, system files 45
course import 313, 314
course-level backup, Moodle
about 303
course backup 304
course import 313, 314
course restore 310, 311
coursemanager parameter 373
Course Merchant 96
Course overview report 260
course report 249, 250
course requesting facility
about 77,78
enabling, for teachers 77, 78
course, restoring
about 310
backup schema 312
destination 312
finalizing 313
settings 312
courses
about 57, 58, 68
backing up 304
backup, finalizing 309, 310
backup schema 312
categorization approaches 69
creating 59, 73-76
creating, in bulk 78
enrolment mechanism 78-81
enrolment, sharing across 94-96
formats 74
importing 313, 314
organizing 68-72
restore destination 312
restore, finalizing 313
restore settings 312
restoring 310, 311
settings 74-76
courses, formats
SCORM 74
social 74
topic 74
weekly 74

Courses report 254
course sub-categories 70
course templates 321
course theme 189
cron optimization 293
cron process 278, 279
cross symbol 71
Crot 217
CSS 192,194
CSV file 92,118
curl extension 348
custom fields 120
customfrontpageinclude parameter 374
custom roles
creating 163
customscripts parameter 374
CVs
used, for updating Moodle 38

D

data analysis, Moodle
about 243, 257
Google Analytics 258, 259
Web Log Analyzers 257
data and content security, Moodle
about 263, 274
Antivirus 276, 277
content, created within Moodle 274
site policy 275, 276
visibilty 275
database 286
Database activity 219
database connection settings 136, 137
database-driven enrolment
about 88
configuring 91
flat file 92
IMS Enterprise file 93
LDAP 88, 89
database performance 286
data field mappings 135, 136
dataroot 18, 44
dataroot accessibilty 278
data storage repositories, external repository
plugins
Amazon S3 208
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Box.net 208
Dropbox 208

Google Docs 208

upload a file 208

URL Downloader 208

WebDAV repository 208
DEBUGINFO element 341
debugusers parameter 374
defaultblocks parameter 374

default roles
assigning 170

Demo teacher role 164

DIFF files 326

dirroot parameter 199, 374
dirroot, system files

admin 44
auth 44
backup 44
blocks 44
blog 44
calendar 44
cohort 44
comment 44
course 45
enrol 45
error 45
files 45
filter 45
grade 45
group 45
install 45
iplookup 45
lang 45

lib 45

local 45
login 45
message 45
mnet 45
mod 45

my 45
notes 45
pix 45
plagiarism 45
portfolio 45
question 45
rating 45
repository 45

rss 45

search 45

sso 45

tag 45

theme 45

user 45

webservice 45
disablemycourses parameter 374
disablestatsprocessing parameter 374
disableusercreationon restore parameter

375

display emoticons as images filters 203
divertallemailsto parameter 375
downloading

Moodle 15
Drag and drop file upload block 327
Dropbox, data storage repositories 208

E

eAccelerator 286, 290
ELIS 257
email-based self-registration mechanism
132,133
email configuration 236, 237
emailconnectionerrorsto parameter 375
enablegroupings parameter 375
enrol directory, system files 45
enrolment
sharing, across courses 94-96
enrolment fields 121
enrolment mechanism
about 78-81
cohorts 86-88
database-driven 88
external database 90, 91
internal 81
payment-driven 96
error directory, system files 45
error reports 248
experimental settings, Moodle 240
export of logs facility 248, 249
extensibility 146
external authentication methods, Moodle
about 138
CAS 138
FirstClass Server 138
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IMAP 138

NNTP 138

PAM 138

POP3 139

RADIUS 139

Shibboleth 139

web services authentication 139
external database enrolment mechanism 90,

91

external databases

about 136

connection settings 136, 137

data field mappings 137
external repository plugins

about 207

application repositories 209-211

data storage repositories 208
external systems

web services, enabling for 336-341

F

Fantastico installer 13
feedback activity 200
feedback block 201
FERPA 282
File API 207, 334
filedir, moodledata directory 46
filedir parameter 375
File download, portfolio plugins 213
filelifetime parameter 375
file management
about 49
interface 50-53
via file system repository 54, 55
web host file management 53
file management, Moodle repositories 211
filepermissions parameter 375
File picker 51
files directory, system files 45
file system, internal repository plugins 206
filter caching 291
filter directory, system files 45
filters
configuring 202, 203
display emoticons as images filters 203
Glossary auto-linking 203

multimedia plugins 203
settings 204
TeX notation 203
filter settings, Moodle 289
Filters module 323
FirstClass 138
flavour 370
Flickr 207
Flickr, application repositories 209
Flickr.com, portfolio plugins 213
Flickr public, application repositories 209
forced_plugin_settings parameter 371, 375
forcefirstname parameter 375
forcelastname parameter 375
Forum moderator role 164
forums 295
front page
customizing 175,176
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overview, for third-party software 323-325
passwords 270, 271

pedagogical configuration 219
performance profiling 297-300
plugins 197

portfolios 197

predefined roles 143,144
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readme.txt file 199
ReCAPTCHA 364

ReCAPTCHA keys 267
recent files, internal repository plugins 206
Register with Moodle.org (MOOCH) button
264
Remote Authentication Dial In User Serv-
ice. See RADIUS
report 244
report generation, Moodle
about 254
configurable reports 254, 255
Totara 255, 257
reporting
overview 243,244
reporting facilities, Moodle
about 243-246
course report 249, 250
error reports 248
export of logs 248, 249
live logs 247
user report 250, 251
reporting generation, Moodle 243
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