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Preface

In recent years, it has been recognized that conventional electrical networks cannot
meet the requirements of the twenty-first century in terms of reliability, efficiency,
meeting the requirements of liberalization of electricity market, effective and
seamless integration of various types of renewable energy sources, integration of
electric vehicles (EVs), and inclusion of customers as players to support the grid to
which they are connected. This has led to seriously consider the necessity to
modernize electrical supply networks and hence the Smart Grid concept has
emerged. Additionally, the emergence of new technologies such as distributed
control, monitoring devices, computing and tremendous advances in information
and communication technologies has paved the way to the realization of Smart Grid
concept.

Hence, the idea of writing a book on Smart Grid has come about. The aim is
to explain the evolution of Smart Grid. The book is intended for professionals,
academia and research communities. The book therefore focuses on discussing the
tools, derivers, technologies that are necessary to realize Smart Grid concept. The
subject of the book is covered under 11 chapters as outlined below.

Chapter 1. In this chapter, the concept of Smart Grids and background are
introduced. This is followed by an extensive literature survey related to the defi-
nition of the “Smart Grid.” A comprehensive definition of the Smart Grid may
read: “A smart grid is an electricity network that uses digital and other advanced
technologies, such as cyber-secure communication technologies, automated and
computer control systems, in an integrated fashion to be able to monitor and
intelligently and securely manage the transport of electricity from all generation
sources both traditional and renewable to economically meet the varying electricity
demands of end-users.”

Chapter 2. In this chapter, the motives behind the development of the Smart
Grid concept have been identified. Such motives include aging of conventional
electrical networks, political and environmental factors, economical factors, and
motivation and inclusion of customers connected to Smart Grid. The evolution of
the Smart Grid concept is then discussed. The advanced metering infrastructure
(AMI), which is also known in Europe as smart metering system (SMS), was then
introduced. AMI is considered a fundamental and first step to the overall moder-
nization of conventional electrical networks which eventually has led to the
development of the Smart Grid vision. AMI is viewed as an important tool for
providing the essential link required between the grid, consumers and their loads,
and generation and storage resources. Definition of AMI is given followed by
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discussing its main components, AMI communication infrastructure, and the
adopted communication technologies for AMI. This is followed by giving a brief
overview of the Smart Grid infrastructure and its characteristics.

Chapter 3. In this chapter, the compositions of Smart Grid and the basis on
which such compositions are defined have been discussed. This includes compo-
sition of Smart Grid based on standards adaptation, composition of Smart Grid
based on technical components’ perspective, composition of Smart Grid based on
technical perspective, and composition of Smart Grid based on conceptual
perspective.

Identification of the basic components of Smart Grid that are currently in use is
then covered. It has been recognized that new components are continued to be
developed as the Smart Grid evolves.

Chapter 4. In this chapter, the tool required to ensure the interoperability
among the various digitally based components of the Smart Grid, which is con-
sidered a key requirement of the Smart Grid realization, is identified and discussed.
Such tool is represented by the internationally recognized communication and
interface standards. An analogy between the interoperability of a digitally based
device and human interoperability is introduced. Cyber-interoperability standards
are discussed highlighting their aim, type, and characteristics. Standards develop-
ment organizations of power industry and the key interoperability standards that
they are involved with are discussed. Additionally, the input of users groups and
collaborative efforts within the power industry toward developments of interoper-
ability standards is also discussed.

Chapter 5. This chapter is devoted to Smart Grid communication system and
its cyber-security. A classification of power system communication (PSC) systems
according to their requirements is given. They are classified into real-time opera-
tional communication systems, administrative operational communication systems,
and administrative communication systems. This is followed by discussing the
existing electric PSC infrastructure and highlighting its limitation. In particular, the
following topics have been covered: overview of current PSC systems and their
characteristics, shortcomings of current PSC systems, and characteristics of future
PSC systems that suit Smart Grid requirements

Smart Grid communication system infrastructure was then discussed. This
includes fundamental functions of the Smart Grid communication infrastructure,
architecture of Smart Grid communications infrastructure, Smart Grid commu-
nications infrastructure challenges and standardization efforts by industry

Finally, cyber-security of power systems/Smart Grid was then discussed.
It begins with giving definition of cyber-infrastructure and cyber-security. This is
then followed by discussing security of power systems and cyber-attacks. The
Smart Grid cyber-security was then discussed, which covered Smart Grid cyber-
security challenges, emerging Smart Grid cyber-security technologies, compliance
versus security, and Smart Grid cyber-security standards.

Chapter 6. This chapter is devoted to the application the international
standards IEC 61850 to Smart Grid. An overview of the standards IEC 61850 is
given highlighting its relevance to the development of the Smart Grid concept.
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The discussion is started by giving an introduction and background of IEC 61850,
its aim and objectives and its structure. The concept of “Process Bus” is then
introduced followed by discussing its practical implementation. This is followed by
discussing the comprehensive modeling approach of IEC 61850 and mapping
process approach of IEC 61850 to protocols. Substation configuration language
(SCL) as specified in IEC 61850 is then discussed followed by developing an IEC
61850 substation architecture model. Finally, an explanation as how IEC 61850 can
be used to transform conventional electrical power network into Smart Grid is
given. This is followed by covering an EU-funded project known as “Web2Energy”
that uses IEC 61850-based communication system. In this project, the use of IEC
61850 by self-healing grid and distributed generation plants to communicate with
the control center over various communication channels was highlighted.

Chapter 7. Development of Smart Grid concept could profoundly affect the
way the relaying and protection of power systems are implemented. This chapter
is therefore devoted to discuss power system protection under Smart Grid envir-
onment. Initially an overview of the protection prior to the Smart Grid era is
given. This is followed by discussing relaying protection under Smart Grid
environment highlighting the expected benefits. The operating concepts of Smart
Grid protection relays and intelligent fault circuit indicator for Smart Grid appli-
cations are then covered. This is followed by discussing the communication
infrastructure that suits protection requirements. How Smart Grid requires smarter
protection is then explained. This is followed by discussing the architecture of
Smart Grid protection system highlighting the application of multiagent techno-
logy and the relationship between multiagent systems and IEC 61850. Examples
on development of smart adaptive protection systems are then given. These
include smart adaptive protection for microgrids and adaptive protection for smart
distribution networks. The chapter is concluded by presenting protection system
architecture based on IEC 61850 under which two topics were covered: smart
adaptive protection for microgrids and new opportunities offered by the intro-
duction of IEC 61850.

Chapter 8. An overview of the application of Smart Grid concept to distribu-
tion networks is covered in this chapter. It begins by outlining the main differences
between conventional distribution networks and their counterpart smart distribution
networks. This is followed by explaining as why distribution networks are needed
to be smart. The basic building blocks from which a smart distribution network
consists of are then covered. Finally, the evolvement of conventional distribution
networks into smart distribution networks is discussed. In this context and in order
to achieve this objective, two EU projects, namely FENIX and ADDRESS, have
been initiated which are briefly covered respectively.

In FENIX project, the concept of a virtual power plant (VPP) has been intro-
duced as way forward to ensure the flexibility of distribution networks with regard
to the integration of distributed energy resource/renewable energy source (DER/
RES) units. The aim of ADDRESS project is to develop a comprehensive com-
mercial and technical framework suitable for the development of “Active Demand”
and to exploit its market-based benefits.
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Chapter 9. This chapter is devoted to discussing how the integration of EVs is
enabled the by Smart Grid. It begins by highlighting the benefits gained from the
electrification of transportation and the factors that drive toward transportation
electrification. The challenges to EV adoption faced by both customers and utilities
are then discussed. This is followed by discussing the types of EV charging
stations, which is also known as EV supply equipment (EVSE). Smart charging
enabled by Smart Grid is then covered. The load management of EVs using Smart
Grid technologies was then discussed. Under this title, several topics were covered
including the difference EVs can make to electricity load, optimizing EV charging
scheduling using Smart Grid technologies, explaining the use of EVs to help meet
peak load, use of EVs combined with application of relevant regulations to manage
the intermittency of renewable energy-based generation, and electricity pricing
business models for EVs charging stations on load management of EVs. This is
followed by discussing the flexibility of EVs and their integration into Smart Grid,
whereby the definition of flexibility in relation to EV was introduced followed by
discussing the components related to EV-Smart Grid integration and then the
management of the flexibility provided by EV stored energy was covered. Finally,
automatic charging scheduling of multiple plug-in EV to be connected to a Smart
Grid using real-time smart load management (RL-SLM) algorithm was discussed.
Among other things covered under this title include the basic components of RL-
SLM algorithm, outlining the formulation of the optimization algorithm used to
minimize generation and losses during PEVs charging and automation of sche-
duling PEVs charging using RT-SLM algorithm, whereby the operating principles
of RT-SLM algorithm and its implementation were explained.

Chapter 10. This chapter is devoted to energy storage systems (ESS). The
characteristics of energy storage devices/systems are discussed. This is then fol-
lowed by discussing types and characteristics of electrical ESS. The types covered
include mechanical storage systems, electrochemical storage systems (batteries),
chemical ESS, electrical storage systems and thermal ESS. The potential benefits
of ESS to Smart Grids in terms of enhancing their performance, operability, and
security as well as reducing the cost of energy production and delivery are high-
lighted. Applications of ESS are then introduced. Such applications may be broadly
divided into electrical network energy storage and transport and mobility energy
storage. The application of ESS to facilitate effective and efficient integration of
wind power-based generation (WPBG) into Smart Grid distribution networks is
discussed. The discussion has focused on mitigation of power fluctuation caused by
WPBG and on the improvement in low-voltage-ride-through (LVRT) capability.

Chapter 11. This chapter concerns with the development of smart transmission
grid (STG). The reasons for the need of STG are discussed. This is then followed by
discussing the challenges and requirements of future STG, which include envir-
onmental challenges, market/customer requirements, infrastructure challenges, and
adaptation of innovative technologies. The essential aspects of the STG are then
highlighted. These include integration of synchrophasor measurements technology
into transmission system operation and control, the necessity of having compatible
ICT infrastructure, and resolving the operational and coordination issues.
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The vision of future STG is then discussed in which various topics have been
covered including the characteristics of future STG, the basic components of STG
that consist of smart transmission network, smart transmission substations, and
smart control centers. An example of a 500 kV practical smart transmission sub-
station is given. The discussion covered includes the applied architecture of IEC
61850 SAS using station and process buses, IEEE 1588 standard for precise time
synchronization, and the communication network used inside the substation.

The smart control centers are discussed covering a review of the development
of the control centers over the period expanding from the 1950s till the 1990s. Then
the vision of functions that future smart control centers should have was high-
lighted. Such functions include monitoring/visualization, analytical capability,
controllability, and electricity market interface.

Finally this chapter is concluded by discussing research activities at the time
of writing this book that are conducted in Europe, the USA, and China aiming
specifically at the development of STG.

Salman K. Salman
December 2016
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Terminologies and abbreviations

4G

AAM
ACL
AD

ADO
AGC
AMI
AMM
AMM
AMR
ASAP-SG
ATO
BMS
BMS
CAPS
CB
CIM
CIS
CCVT
CSP
DAR
CCP
CPC
DAS
DER

Fourth generation. It is the fourth generation of mobile tele-
communication technology, succeeding 3G and preceding 5G
technologies.

Advanced asset management

Agent communication language

Active demand, which means the active participation of domestic
and small commercial consumers (and prosumers) in the electricity
markets and in the provision of services to the other electricity sys-
tem participants

Advanced distribution operations

Automatic generation control

Advanced metering infrastructure
Automated meter management
Advanced meter management
Automated meter reading

Advanced security acceleration project for the Smart Grid
Advanced transmission operations
Battery management system

Business management system
Centralized adaptive protection system
Circuit breaker

Common information model

Customer information system
Capacitance coupled voltage transformer
Concentrated solar power

Delayed auto reclosing

Common coupling point

Constant power control

Data acquisition system

Distributed energy resources
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DFIG
DHS
DSO
TSO
DMS
DNP
DR
DSM
ED
EISA
EMS
ESS

EV
EVSE
EU
ECT
EVT
FAN
FAT
FERC
FM agents
Gencos
GIS
GOMSFE
GOOSE
GPS
GSC
GSE
GSSE
HAN
HEV
ICT
IEDs
IoT

1P
ISO/RTO

Doubly fed induction generator
Department of Homeland Security
Distributed system operator
Transmission system operator
Distribution management systems
Distributed Network Protocol

Demand response

Demand side management

Economic dispatch

Energy Independence and Security Act
Energy management systems

Energy storage system

Electric vehicle

EV supply equipment

European Union

Electronic current transformer
Electronic voltage transformer

Field area networks

Factory acceptance test

Federal Energy Regulatory Commission
Function management agents
Generation companies

Geographic information system

General object models for substation and field equipment
Generic object-oriented substation events
Global positioning system

Grid-side converter

Generic substation event

Generic substation state events

Home area network

Hybrid electric vehicle

Information and communication technology
Intelligent electronic devices

Internet of things

Internet Protocol

Independent System Operator/Regional Transmission Organization
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LAN
LFC
LMP
LN
LSE
LOM
LTE
LVRT
MAC
MDMS
MGCC
MMS
MU
MUC
NAN
NETL
NERC
NERC CIP

NCIT
NIST
NTP
oC
OMS
OPF
OSI
PDC
PCM
PHEV
PHY
PLC
PMU
PPS
PTP
PV

Terminologies and abbreviations — Xxv

International Standards Organization

Local area networks

load frequency control

Location marginal prices

Logical node

Load serving entity

Loss-of-mains

Long-term evolution

Low-voltage ride through

Media access control

Meter data management systems

Microgrid central controller

Manufacturing message specification

Merging unit

Multiutility communication

Neighbourhood Area Network

National Energy Technology Laboratory (USA)
North American Electric Reliability Corporation

North American Electric Reliability Corporation Critical Infra-
structure Protection
Nonconventional instrument transformer

National Institute of Standards and Technology of North America
Network Time Protocol

Over current

Outage management systems
Optimal power flow

Open system interconnect
Phasor data concentrator
Phase change material

Plug-in hybrid electric vehicle
Physical layer

Power line carrier

Phasor measurement unit
Pulse per second

Precise Time Protocol

Photovoltaic
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QOS
RAS
RF
RES
ROI
RSC
RTO
RTU
SAN
SAT
SBO
SCADA
SCD file
SCE
SCED
SCL
SCSM
SCUC
SDM
SDOs
SGCB
SGIP
SMES
SMV
SNTP
SOA
SOC
SPS
Transcos
SSO
SVC
SVCB
TCP
TSO
ucC
UCA

Quality of service

Remedial action scheme

Radio frequency

Renewable energy sources

Return on investment

Rotor-side converter

Regional Transmission Organization
Remote terminal unit

Substation area networks

Site acceptance test

Select before operate

Supervisory control and data acquisition
System configuration description file
Southern California Edison
Security-constrained ED

Substation configuration language
Specific communication service mapping
Security-constrained unit commitment
Supply and demand matching

Standards development organizations
Setting group control block

Smart grid interoperability panel
Superconducting magnetic energy storage
Sampled measured value

Simple Network Time Protocol
Service-oriented architecture

State of charge

Special protection schemes
Transmission companies

Standards (or specifications)-setting organization
Sampled value control

Sampled value control block
Transmission Control Protocol
Transmission system operator

Unit commitment

Utility communication architecture



UCAlug

UDP
UML
WAMS
WAN
WEFSC
WSDL
WTG
WiMAX
XML
XSD

Terminologies and abbreviations — Xxvii

Utilities Communication Architecture (UCA) International Users
Group (UCAIug)
User Datagram Protocol

Unified Modelling Language

Wide Area Measurement System

Wide area networks

Wind farm supervisory controller

Web Service Description Language

Wind turbine generator

Worldwide Interoperability for Microwave Access
Extensible Markup Language

XML Schema Definition
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Chapter 1
Introduction to the Smart Grid concept

1.1 Background and history of Smart Grid evolution

In an article published in Wired Magazine [1] in July 2001 a precise description of
the future network, which later on was known as a Smart Grid, states “The best
minds in electricity R&D have a plan: Every node in the power network of the
future will be awake, responsive, adaptive, price-smart, eco-sensitive, real-time,
flexible, humming, and interconnected with everything else.”

The Smart Grid concept has recently been promoted in Europe [2—4], North
America [5,6], and worldwide in countries such as India, China [7—10], and South
Africa [11].

In Europe, the European Technology Platform for the Electricity Networks of
the Future has been created following a proposal by industrial stakeholders and the
research community during the first International Conference on the Integration of
Renewable Energy Sources and Distributed Energy Resources held in December
2004. The work on Smart Grids was then started in 2005 by the SmartGrids Eur-
opean Technology Platform for Electricity Networks of the Future. The aim was to
formulate and promote a vision for the development of European electricity net-
works in 2020 and beyond [12].

In the USA, Smart Grid concept has been promoted officially by the publica-
tion of the US Energy Independence and Security Act of December 2007 whereby
it is stated [13]:

To move the United States toward greater energy independence and
security, to increase the production of clean renewable fuels, to protect
consumers, to increase the efficiency of products, buildings, and vehicles,
to promote research on and deploy greenhouse gas capture and storage
options, and to improve the energy performance of the Federal Govern-
ment, and for other purposes.

Under Title XIII-Smart Grid, Sec. 1301 of this Act, the following statement of
policy defined the Smart Grid:

It is the policy of the United States to support the modernization of the
Nation’s electricity transmission and distribution system to maintain a
reliable and secure electricity infrastructure that can meet future demand
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growth and to achieve each of the following, which together characterize a
Smart Grid:

1. Increased use of digital information and controls technology to
improve reliability, security, and efficiency of the electric grid.

2. Dynamic optimization of grid operations and resources, with full
cyber-security.

3. Deployment and integration of distributed resources and generation,
including renewable resources.

4. Development and incorporation of demand response, demand-side
resources, and energy-efficiency resources.

5. Deployment of “smart” technologies (real-time, automated, inter-
active technologies that optimize the physical operation of appliances
and consumer devices) for metering, communications concerning
grid operations and status, and distribution automation.

6. Integration of “smart” appliances and consumer devices.

7. Deployment and integration of advanced electricity storage and peak-
shaving technologies, including plug-in electric and hybrid electric
vehicles, and thermal-storage air conditioning.

8. Provision to consumers of timely information and control options.

9. Development of standards for communication and interoperability of
appliances and equipment connected to the electric grid, including
the infrastructure serving the grid.

10. Identification and lowering of unreasonable or unnecessary barriers
to adoption of smart grid technologies, practices, and services.

The Smart Grid definition given above is very broad. It covers many aspects of
electric grid operation and management [14]. The Smart Grid vision embedded in
this definition aims at improving reliability, efficiency, and security of all aspects
of the power system, including generation, transmission, distribution, and customer
sites. Many entities, however, focus their vision of the Smart Grid almost exclu-
sively on the potential customer services enabled by advanced metering infra-
structures (AMI). The latter will be discussed in detail in Chapter 2.

Advancements made over many decades in automation, protection, control,
power dispatch, and communication used particularly in transmission networks have
paved the way to the development of the Smart Grid concept. Some of these tech-
nologies have been in use since the early stage of electrical power industry while
others have gradually been incorporated into electrical grids over several generations.
For example, the earliest or first generation control equipment used in substations that
was best described as automatic control. Their basic function is to de-energize the
protected circuit when it is subjected to a fault condition, reclosing it once to test
whether the fault to which the circuit is subjected to is momentary [6]. This function
was initially performed by electromechanical relays but later on was taken over by
digital/numerical relays [15]. The second generation is based on the automatic tele-
phone switchboard equipment of the 1950s. It may be considered as one of the first
uses of communication equipment in a grid substation. Using this equipment, the
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operator at a remote location could read and have control of the local substation. This
equipment was called supervisory control equipment. In the late 1960s the super-
visory control and data acquisition system (SCADA) was introduced to replace
supervisory control equipment. The SCADA system slowly expanded in the 1970s
and 1980s whereby a minimum monitoring of the majority of the transmission sys-
tems operating at voltages of 220 kV or higher and some distribution substations were
included. This system was also used to centrally support control rooms and remote
terminal units (RTUs) for data collection and control in the substations. Latter on
RTUs are connected through hardwires to programmable logic controllers (PLCs).
The latter are originated from manufacturing industries. As technology progressed,
communication links took the place of the hardwired inputs. The RTU/PLC config-
uration was then replaced with different network architecture in the mid-1990s. This
network architecture consists of protection relays/intelligent electronic devices
(IEDs), PLCs, and other devices talking to each other over a network and coordi-
nating operations. Number of utilities has already moved to the second generation of
this system and they are currently contemplating to transform the backbone com-
munication protocol to International Electro-technical Commission (IEC) 61850.
The IEC 61850 will be introduced in Chapter 6.

In the context of Smart Grid, historically distribution networks are usually con-
trolled manually. However, manually operated switches and fuses do not lend
themselves easily to the Smart Grid concept. For this reason, many utilities embarked
on developing programs aiming at deployment of intelligence, primarily to enhance
the voltage profiles of distribution networks and to speed up isolation of faults.

1.2 Definition of the Smart Grid

Smart Grid concept has been vision/initiated by different organizations and authors.
Likewise, development of an acceptable definition of the Smart Grid has been
attempted by different organizations and authors. In general, two different approaches
have been adopted to define the Smart Grid. It is defined based on either (i) identifying
the advantages offered by the grid (solution prospective) or (ii) what components the
grid is consisted of (components’ prospective) [ 16]. However, Asea Brown Boveri Ltd
(ABB), in an internal white paper, based the definition of the Smart Grid on its cap-
abilities and operational characteristics rather than the use of any particular tech-
nology. They took the view that deployment of Smart Grid technologies will occur
over a long period of time, adding successive layers of functionality and capability
onto existing equipment and systems. ABB argued that although technology is the
key, it is only a means to an end; therefore, the Smart Grid can and should be defined
by broader characteristics. A selection of definitions for the Smart Grid reported in
literature is given below:

In 2003, the Department of Energy in USA has developed a vision of the grid
in 2030 which states [17]:

Grid 2030 is a fully automated power delivery network that monitors and
controls every customer and node, ensuring a two-way flow of electricity
and information between the power plant and the appliance, and all points
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in between. Its distributed intelligence, coupled with broadband commu-
nications and automated control systems, enables real-time market trans-
actions and seamless interfaces among people, buildings, industrial plants,
generation facilities, and the electric networks.

In 2005, the Electric Power Research Institute (EPRI) has developed an
initiative for the Smart Grid called IntelliGrid which states [18]:

EPRI’s IntelliGrid®™ initiative is creating the technical foundation for a
smart power grid that links electricity with communications and computer
control to achieve tremendous gains in reliability, capacity, and customer
services.

A definition of the Smart Grid proposed by Cisco states [19]:

A Smart grid is the term generally used to describe the integration of all
elements connected to the electrical grid with an information infra-
structure, offering numerous benefits for both the providers and con-
sumers of electricity.

An alternative definition of the Smart Grid proposed by European Technology
Platform states [20]:

A SmartGrid is an electricity network that can intelligently integrate the
actions of all users connected to it—generators, consumers and those that
do both—in order to efficiently deliver sustainable, economic and secure
electricity supplies.

The IEC development organization defines the Smart Grid as [21]:

The Smart Grid is integrating the electrical and information technologies
in between any point of generation and any point of consumption.

In a recent publication, Gharavi and Ghafurian define the Smart Grid as
follows [22]:

The Smart Grid can be defined as an electric system that uses information,
two-way, cyber-secure communication technologies, and computational
intelligence in an integrated fashion across electricity generation, trans-
mission, substations, distribution and consumption to achieve a system
that is clean, safe, secure, reliable, resilient, efficient, and sustainable.

In an article published in IET Engineering and Technology (E&T) magazine,
Davies defined the Smart Grid as [23]:

A smart grid is an electricity network that uses digital and other advanced
technologies to monitor and manage the transport of electricity from all
generation sources to meet the varying electricity demands of end-users.
Smart grids co-ordinate the needs and capabilities of all generators, grid
operators, end-users and electricity market stakeholders to operate all
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parts of the system as efficiently as possible, minimizing costs and
environmental impacts while maximizing system reliability, resilience
and stability.

A possible concise definition of the Smart Grid may be given as follows:

A smart grid is an electricity network that uses digital and other advanced
technologies, such as cyber-secure communication technologies, auto-
mated and computer control systems, in an integrated fashion to be able to
monitor and intelligently and securely manage the transport of electricity
from all generation sources to economically meet the varying electricity
demands of end-users.

Therefore, the Smart Grid ensures the coordination of the needs and cap-
abilities of all generating facilities, grid operators, end-users, and electricity market
stakeholders so that all parts of the system operate as efficiently as possible,
minimizing costs and environmental impacts while maximizing system safety,
reliability, resilience, and stability.

1.3 Characteristics of the Smart Grid

Similar to the definition of the Smart Grid, its characteristics have been identified
by different organizations/authors using different approaches. Table 1.1 gives a
selection of Smart Grid characteristics reported in literature by various sources. The
widely adopted approaches for identifying Smart Grid characteristics are based on
(i) functionality approach [24,25] and (ii) broad approach [22,26].

Smart Grid characteristics based on functionality approach [24,26] include
seven principal characteristics as listed below:

Optimize asset utilization and operating efficiency.

Accommodate all generation and storage options.

Provide power quality for the range of needs in a digital economy.
Anticipate and respond to system disturbances in a self-healing manner.
Operate resiliently against physical and cyber-attacks and natural disasters.
Enable active participation by consumers.

Enable new products, services, and markets.

Nk Wb =

While those based on the broad approach [22,26] are as follows:

o  Adaptive and self-healing: Smart Grid being adaptive means it has less reli-
ance on operators, particularly in responding rapidly to changing conditions.
However, the Smart Grid being self-healing means it has the capability of
automatically repair or remove potentially faulty equipment from service
before it fails, and has the ability of reconfiguring the system in such a way to
ensure continuity of the energy to all customers.

o  Flexible: The Smart Grid has the ability to rapid and safe interconnection of
distributed generation and energy storage at any point on the system at any time.



Table 1.1 A selection of the Smart Grid characteristics as reported in literature

Reference [13]

Reference [22]

Reference [16]

Reference [26]

Reference [24]

The characteristics of the
Smart Grid according to
this reference include:

1.

Extensively use digital

information and 1.

controls technology in
order to improve
reliability, security,
and efficiency of the
electric grid.
Dynamically optimize
grid operations and
resources with full
cyber-security.

Ensures the deployment

and integration of 2.

distributed energy
resources and genera-
tion, including renew-
able energy resources.
Ensures the develop-

ment and incorporation 3.

of demand response,
demand-side resources,
and energy-efficiency
resources.

fully realized Smart Grid
will have the following
characteristics:

Self-healing: This means
(a) automatically repair-
ing or removing of
potentially faulty equip-
ment from service before
it fails and (b) reconfi-
guration of the system to
reroute supplies of
energy to ensure sustain-
ability of power to all
customers.

Flexible: This implies
the rapid and safe inter-
connection of distributed
generation and energy
storage at any point on
the system at any time.
Predictive: This means
predictions of the next
most likely events so that
appropriate actions are
taken to reconfigure the
system before next worst

According to this reference, a This reference suggests that

from a solution perspec-
tive, the Smart Grid is
characterized by:

Self-healing: As in [22],
this means, the ability of
the grid to: (a) auto-
matically repair or dis-
connect potentially faulty
equipment from service
before it fails and (b)
reconfigure the system to
reroute supplies of
energy to ensure sustain-
ability of power to all
customers.

More efficient energy
routing: Thus, the Smart
Grid optimizes the
energy usage, reduces the
need for excess capacity
and increases power
quality and security.
Enhance monitoring
and control of energy
and grid components.

According to this reference,

3.

ABB focuses on broad
characteristics rather than
specific functions. Based
on this concept, the Smart
Grid is characterized as
being:

Adaptive: This means
that the Smart Grid is
less dependence on
operators, particularly in
responding rapidly to
changing conditions.
Predictive: The Smart
Grid is predictive in
terms of applying opera-
tional data to equipment
maintenance practices as
well as identifying
potential outages before
they occur.

Integrated: This means,
in Smart Grid real-time
communications and
control functions are
integrated.

The principal characteristics
of the Smart Grid accord-
ing to this reference
include:

1. Enable active participa-
tion by consumers.

2. Accommodate all
generation and storage
facilities.

3. Enable new products,
services, and markets.

4. Provide power quality
for the digital economy.

5. Optimize asset utiliza-
tion and operate
efficiently.

6. Anticipate and respond
to system disturbances
(self-heal).

7. Operate resiliently
against attack and
natural disaster (Secure).

Similarly, in a meeting

organized by the U.S.

Department of Energy in

June 2008, industry leaders

identified the following



Ensures the deployment
of “smart” technolo-
gies for metering, com-
munications concerning
grid operations and sta-
tus, and distribution
automation. These
include real-time, auto-
mated, interactive tech-
nologies that optimize
the physical operation
of appliances and con-
sumer devices.

Ensures the integration
of ‘smart’ appliances
and consumer devices.
Ensures the deployment
and integration of
advanced electricity
storage and peak-
shaving technologies,
including plug-in
electric and hybrid
electric vehicles, and
thermal-storage air
conditioning.

Enables consumers to
gain access to timely
information and control
options.

events can happen.

This can be achieved by
using machine learning,
weather impact projec-
tions, and stochastic
analysis.

Interactive: This means
allowing all key partici-
pants in the energy sys-
tem to play an active role
in optimal management
of contingencies. This is
achieved by providing
appropriate information
regarding the status of
the system not only to the
operators but also to the
customers.

Optimized: This is
achieved by knowing the
status of every major
component in real or near
real time and having
control equipment that
provides optional routing
paths, which provides the
capability for autono-
mous optimization of the
flow of electricity
throughout the system.

4,

5.

Improved data capture: 4.

This would improve
outage management.

Two-way flow of elec-

tricity and real-time

information: This would

help in incorporating
green energy sources,
demand-side manage-
ment and real-time
market transactions.
Highly automated,
responsive, and self-
healing: This ensures
seamless interfaces
between all parts of the
energy network.

Interactive: This refers
to the interaction
between customers

and markets.
Optimized: This is to
maximize reliability,
availability, efficiency,
and economic
performance.

Secure: Smart Grid is
expected to be secure
from attack and natu-
rally occurring
disruptions.

seven characteristics of
Smart Grid [26]:

1.

Optimize asset utiliza-
tion and operating
efficiency.
Accommodate all
generation and storage
facilities.

Provide power quality
for the range of needs in
a digital economy.
Anticipate and respond
to system disturbances
in a self-healing manner.
Operate resiliently
against physical and
cyber-attacks and nat-
ural disasters (Secure).
Enable active participa-
tion by consumers.
Enable new products,
services, and markets.

(Continues)



Table 1.1 (Continued)

Reference [13]

Reference [22]

Reference [16]

Reference [26]

Reference [24]

9.

10.

Ensures the develop-
ment of standards for
communication and
interoperability of
appliances and equip-
ment connected to the
electric grid, including
the infrastructure ser-
ving the grid.

Identifies and reduces
unreasonable or unne-
cessary barriers to
adoption of Smart Grid
technologies, practices,
and services.

6.

Secure: Due to the
two-way communication
capability of the Smart
Grid that covers the
end-to-end system, it is
extremely important to
ensure the physical as
well as cyber-security
of all critical assets.
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e  Predictive: The Smart Grid has the ability to apply operational data to equipment
maintenance practices and even identify potential outages before they occur.
This may be achieved with the help of using machine learning, weather impact
projections, and stochastic analysis to provide predictions of the next most likely
events, so that appropriate actions can be taken to reconfigure the system before
the next worst events can happen.

o Integrated: This is particularly important in terms of real-time communica-
tions and control functions.

o Interactive: The Smart Grid should have the capability of providing appro-
priate information regarding the status of the system not only to the operators,
but also to the customers, that is, both consumers and prosumers, to allow all
key participants in the energy system to play an active role in optimal man-
agement of contingencies and also to facilitate the interaction between custo-
mers and markets.

e Optimized: This is achieved by knowing the status of every major component
in real or near real time and having control equipment to provide optional
routing paths that provide the capability for autonomous optimization of the
flow of electricity throughout the system with the aim of maximizing relia-
bility, availability, efficiency, and economic performance.

e Secure: Since the two-way communication capability covering the end-to-end
system is considered as a fundamental and basic requirement of the Smart
Grid, the need for physical as well as cyber-security of all critical assets is
essential. This is extremely important to ensure that the Smart Grid is secured
from attack and naturally occurring disruptions.

1.4 Smart Grid benefits

The benefits obtained from the full implementation of the Smart Grid are enormous
[27-29]. This includes technical, environmental, and electricity marketing benefits:

(a) Technical benefits

Full deployment of Smart Grid would result in several technical benefits that

include:

(1) Energy efficiency improvement: This is achieved through loss
reduction, peak shaving, that is, peak demand control, implementation
of AMI and automated energy system operation.

(i) Grid reliability improvement: This is achieved by reducing the fre-
quency and duration of power interruptions.

(iii) Operational efficiency improvement: Achieved through active con-
trol, automation, and management services in distribution grids and by
empowering customers through home automation and use of smart
appliances.

(iv) Security and safety improvement: Security improvement can be
achieved by using sensors and automated operations that will reduce
the threats of blackouts and by properly coordinating the operation of
transmission and distribution with intelligent preventive and emergency
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(b)

(©)
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control and coordinated restoration. Safety improvement, however, can
be achieved by reducing the vulnerability of the grid to unexpected
hazards and promoting a safer system for personals whether workers or
general public.

(v) Quality of supply: Quality of supply in terms of maintaining voltage
magnitude within their statutory limits can be achieved by Smart Grid
technologies such as censors, two-way information, and communica-
tion technologies.

(vi) Improved connection and access of the grid: Improved connection
and access of the grid is particularly important to distributed energy
sources (DERs), including renewable energy sources (RESs) and plug-
in hybrid electric vehicles (PHEVSs).

Environment benefits

Environment benefits gained from deployment of Smart Grid include:

(1) Reduction in carbon emissions: This is achieved due to reduction in
grid losses, integration of renewable and distributed generation, and by
supporting efficient end-use by plug-in electricity vehicles.

(i) Climate change benefits: Reduction in grid losses resulted from
deployment of Smart Grid, as stated above, together with facilitating
generation of electricity from renewable energy sources, such as wind,
solar, and hydro has major implications on reduction in CO, emission
which in turn improve the prospect of climate change.

Electricity marketing benefits

Under the Smart Grid environment, the electricity price can be reduced com-
pared with that of conventional grid, due to the dynamic interaction of the
demand side of the market (consumers) with electricity supply side (suppliers/
providers). The information made available under such an environment about
electricity price from different suppliers would naturally let consumers choose
the least electricity price supplier. Consequently this creates healthy electricity
market competition, which benefits consumers and also plays part in optimizing
the operation of the power system network.

1.5 Smart Grid vision and its realization

Two types of Smart Grid visions can be identified in literature; an overall vision
and a relatively detailed vision as detailed below.

1.5.1 Definition of Smart Grid vision

Based on the discussion covered in previous sections, particularly with reference to
the vision of the grid in 2030 that has been developed by the Department of Energy
in the USA [17], the overall Smart Grid vision may be defined as:

Smart Grid is an electrical power network, which is fully automated as
a result of equipping it with communication and information system
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and other technological devices and systems such as distributed control
systems, distributed intelligent systems that enable it to monitor and
control every electrical load and node, ensuring a two-way flow of elec-
tricity and information between generating plants and the appliances, and
all points in between. Its distributed intelligence, coupled with broadband
communications and automated control systems, enables real-time market
transactions and seamless interfaces among people, buildings, industrial
plants, generation facilities, and the electric networks.

1.5.2 The IEEE Computer Society Smart Grid Vision

In 2013, the IEEE Computer Society Smart Grid Vision Project (CS-SGVP) has
developed a relatively detailed Smart Grid vision that focuses on smart devices and
various computational intelligence techniques for the next 30 years [30]. According to
the outcome of this project, a Smart Grid is expected to be complex and will have
huge number of intelligent connected devices and systems and computational intel-
ligence techniques. According to this vision, the complexity of such a Smart Grid can
be tackled by adopting top-down to the lowest levels of architectures approach and
ensuring an interactive cooperation between smart components, each with a level of
autonomy. The proposed Smart Grid vision is based on a three-layered approach:
architectural, functional, and technological concepts layers as shown in Figure 1.1.
The architectural concepts level details Smart Grid goals and characteristics,
general grid types, and computing concepts that are considered common across the
Smart Grid, while functional concepts level explains how the Smart Grid will

Architectural
concepts

Technological
concepts

PIeSN «— Keywords

Figure 1.1 Smart Grid vision based on a three-layer approach [after 30]
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operate, and the technological concepts level explains the roles of certain tech-
nologies within the Smart Grid.
The following subsections will be devoted to discuss these three levels.

1.5.2.1 Architectural concepts layer 1

The architectural concepts layer 1 sits at the top level. It consists of architectural
concepts (AC-i) related to electrical grid configurations and operations, where
i=1, 2, 3, ... n. Architectural concepts explain Smart Grid goals and charac-
teristics, general grid types, as well as computing concepts that are considered
common across grid types. They also explain Smart Grid business case goals and
objectives, various supply side and demand side Smart Grid concepts, and system
concepts that apply to this vision approach. The proposed visionary architectural
concepts have introduced important concepts in the following areas:

Evolution of energy supply mix

Enhancement of transmission networks
Coexistence of electrical network configurations
End-use as an active component

Advancement of enabling technologies

Control methodologies

1.5.2.2 Functional concepts layer 2

Functional concepts layer 2 is placed underneath the architecture concept layer 1.
It consists of large number of FC-i, where i =1, 2, 3, ... n that are required to
support any Smart Grid vision. According to [30], many functional concepts are
currently in operation, while many others are at the stage of research and devel-
opment. Additionally, some functional concepts represent an imagined capability
but without clear idea as how such a capability will be achieved. Functional
concepts under layer 2 cover high-level electrical power system infrastructure
functions as well as functions at end-user sections of the system, including end-use
devices and systems.

It has been acknowledged by [30] that despite the huge importance of the
Smart Grid and its expected support of sustainable energy systems to the global
economy and energy security, development of the basic functions needed for
understanding and operating the power system, which includes optimizing and
securing its performance, represents an overwhelming functional challenge. It has
also been pointed out that at the time at which the Smart Grid vision under con-
sideration was proposed, there were serious computational intelligence challenges
in safety and security, communications, autonomy, and enterprise business solu-
tions. This is especially true if it is recognized that required solutions must cover
previously unconsidered interactions with other devices and systems, which include
uncertainties related to cyber-security as well as social, economic, and environ-
mental codependencies. The functional areas considered for the development of
this proposed Smart Grid vision may be broadly defined as follows:

e Communications networks
e  Cyber-security
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Markets and economics

Operations, monitoring, and control
Planning, analysis, and simulation
Systems engineering

Visualization and data management

1.5.2.3 Technological concepts layer 3
Technological concepts layer 3 consists of technological concepts (TC-i), where
i=1,2,3, ... n. These technological concepts take the advantage of advancements
in computational hardware and software technologies, including information sys-
tems, interaction protocols, networks, frameworks, middleware, resource manage-
ment, and operating systems. Technological concepts enable the functional
concepts described in the previous section. Since computing technologies continue
to contribute to the advancement of all sectors of society’s activities, including
industry, commerce, finance, health, agriculture, and infrastructure, they will
evolve along abstract ideas of methodology and tools that will be applied to realize
new capabilities in all these sectors. As it has been discussed previously, computer
and information technologies constitute an important component of the Smart Grid.
Therefore, advances in these technologies would result in reducing the cost of their
application to deliver a more efficient and secure electric system. For this reason
the technological concepts in the CS-SGVP explore computer science disciplines
and capabilities, including computational intelligence that technology developers
must keep in mind when developing specific Smart Grid functional requirements.
Under this vision, the intention is that each technological concept must be
independent from other technological concepts and must support multiple func-
tional concepts. In addition, each functional concept that is derived by assembling
the capabilities expressed in multiple technological concepts must also be inde-
pendent. According to this vision, the technological concept areas include:

e Computer applications

o  Cyber-security

e Distributed systems architectures
o Information science

1.6 Examples of Smart Grid projects/initiatives

As mentioned earlier, the Smart Grid concept has recently been promoted in many
countries which led to the initiation of several research projects/initiatives aiming
at practically realizing this concept. Examples of such projects/initiatives planned/
executed in the USA, Europe, and China will be briefly discussed below.

1.6.1 US Smart Grid efforts

In the USA, several organizations have been engaged in Smart Grid initiatives/
projects. EPRI’s IntelliGrid®™ initiative and DOE’s GridWise vision outlined
below are two important examples of works on Smart Grid issues.
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1.6.1.1 IntelliGrid®"!

The EPRI in the USA has initiated [31-33] a research program called “Intelli-
Grid®™” involving several electrical utility members, aiming at establishing the
best way that ensures the creation of a Smart Grid and incorporating it into the
operations of individual electrical utilities. This is based on creating technical
foundation for a smart power grid that links electricity with communications and
computer control to enhance reliability, capacity, and customer services.

An important early achievement of this initiative is the IntelliGrid Archi-
tecture. The aim of the IntelliGrid Architecture was to integrate two systems in the
power industry, that is, the electrical power and energy delivery system and the
information system that support it. The information system consists of commu-
nication, networks, and intelligence equipment. This is achieved by developing of
open standards, advanced communications, and networking technologies capable
of ensuring interoperability between various system components from different
vendors so that it can work with intelligent equipment and algorithms to execute
increasingly sophisticated electric utility system functions.

In 2007, the IEC has recognized the EPRI’s IntelliGrid methodology as a
standard.

Utilities members of the IntelliGrid program are provided with the methodolo-
gies, tools, proposed standards, and unbiased assessments of technologies when
implementing new system-wide technology solutions for advanced metering,
distributed automation, demand response, and wide-area monitoring and control. The
program also provides utilities with independent and unbiased testing of technologies
and equipment from different vendors.

The IntelliGrid program addresses several key industry issues that include:

1. Understanding what does a Smart Grid mean for a particular utility.
Developing an industry architecture that enables interoperable systems and
components.

3. Conducting technology assessments for the potential components that can
make up a Smart Grid.

1.6.1.2 GridWise

The GridWise vision [34] is based on the assumption that information technology
has the ability to revolutionize planning and operation of conventional power
systems just as it has changed business, education, and entertainment. It is, therefore,
perceived that information technology acts as the “nervous system” that integrates
new distributed technologies (demand response, distributed generation, and storage)
with conventional power system’s generation, transmission, and distribution net-
works. According to the GridWise vision the responsibility for managing the
resulting new grid is shared by a “society” of devices and system entities.
According to the same vision the new grid is expected to be highly intelligent
and interactive electric system; one with decision-making information exchange
capability and market-based opportunities. Such high-level perspective can be
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achieved by providing guidelines for interaction between participants and inter-
operability between technologies and automation systems. Therefore, the vision
grid is expected to:

1. Allow electric devices, enterprise systems, and their owners to interact and
adapt as full participants in the grid operations.

2. Have the connectivity for intelligent interactions and interoperability across
all automation components of the electric system from end-users, such
as buildings or high voltage alternating current (HVAC) systems, to distribu-
tion, transmission, and bulk power generation.

3. Address issues of open information exchange, universal grid access, decen-
tralized grid communications and control, and the use of modular and exten-
sible technologies that are compatible with the existing infrastructure.

1.6.2  European Smart Grid efforts

European Smart Grid project is explained in detail in three-series documents.
The first document [2], “Vision and Strategy for Europe’s Electricity Networks of
the Future,” established the need to have a vision for the future European elec-
tricity networks. The second [3], “Strategic Research Agenda,” consolidated the
views of stakeholders on the research priorities necessary to deliver these net-
works. The third [4], “The SmartGrids Strategic Deployment Document for
Europe’s Electricity Networks of the Future,” concluded the series and focused
on the deployment of new network technologies and the delivery of the Smart-
Grids vision.

According to the first document, Europe’s electricity networks have success-
fully provided the vital links between electricity producers and consumers for many
decades. The fundamental architecture of these networks has been developed to
meet the needs of large and predominantly carbon-based generation technologies,
located remotely from demand centers. The change of the electricity generation
landscape in recent years, due to market liberalization which led to the introduction
of low-carbon generation technologies in a form of distributed generation (DG),
including RES and storage generation, has created new energy challenges that
Europe need to resolve.

The drive for low-carbon generation technologies, coupled with greatly
improved efficiency on the demand side, enables customers to become much more
interactive with the networks. This in turn has led to foresee customer-centric
networks that are way forward. These fundamental changes, however, will sig-
nificantly influence the way networks are designed and controlled.

In this context, the European Technology Platform (ETP) SmartGrids was
established in 2005 aiming at creating a SmartGrids vision for the European net-
works for 2020 and beyond. The platform includes representatives from industry,
transmission and distribution system operators, research bodies, and regulators.
It has identified clear objectives and proposes an ambitious strategy to realize this
vision for the benefits of Europe and its electricity customers.
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This vision was based on a solid program of research, development, and
demonstration that was expected to lead to an electricity of supply network that
would meet the needs of Europe’s future. Such envisioned network should be:

o Flexible: It must fulfill customers’ needs and at the same time responding to
the changes and challenges ahead;

o Accessible: It should be able to grant connection access to all network users,
particularly for renewable energy sources and high efficiency local generation
with zero or low carbon emissions;

o Reliable: It should have the ability of assuring and improving security and
quality of supply, consistent with the demands of the digital age with resilience
to hazards and uncertainties;

o Economic: It should have the capability of providing best value through
innovation, efficient energy management, and “level playing field” competi-
tion and regulation.

The second document explains that the ETP has set the milestone for the
establishment of a common strategy for the development of future Europe’s elec-
tricity networks that can meet the challenges of the twenty-first century in its paper
titled “Vision and Strategy for Europe’s Electricity Networks of the Future” pub-
lished in April 2006. This vision has highlighted that Europe’s future electricity
markets and networks must provide all consumers with a highly reliable, flexible,
accessible, and cost-effective power supply, fully exploiting the use of both large
centralized generators and smaller distributed power sources across Europe. It has
also emphasized that end-users should become significantly more interactive with
both markets and grids; electricity would be generated by centralized and dispersed
sources; and grid systems would become more interoperable at a European level to
enhance security and cost-effectiveness. This new concept of electricity networks is
described as the “SmartGrids™ vision. Such a vision is expected to enable a highly
effective response to the rising challenges and opportunities, bringing benefits to all
network users and wider stakeholders.

In order to realize this objective, the European Technology Platform Smart-
Grids has focused its efforts on the development of a Strategic Research Agenda
(SRA). Four working groups that represent a wide range of European industrial and
academic expertise have contributed to this effort. Member State governments have
also provided valuable advice and comment through the Mirror group. The SRA is
a reference document that consolidates the views of the stakeholders on research
priorities that address the key elements of the vision document.

The aim of the SRA is to provide a resource for European and national pro-
grams. It is meant to be non-prescriptive and strategic in nature; it is designed to
encourage competitive activity; and it is intended to be an inspiration for new
thinking in important policy areas. The goals of the framework for a future research
program proposed by the SRA can be summarized as follows:

e To ensure that Europe’s electricity networks develop in such a way that
enhances Europe’s competitive position provided that environmental objec-
tives or the commitment to sustainability are not compromised.
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e To capture the benefits of collaboration and cooperation to address challenges
that are common across all member states.

e To encourage imaginative solutions that may require community-wide adop-
tion to be successful, including new approaches to energy efficiency and
demand side participation.

e To build on previous R&D to maximize the benefit and eliminate duplication.

e To fully utilize the current infrastructure to ensure that the most efficient use is
made of existing assets that are not age expired, thereby delivering innovative
and competitive solutions for European customers.

e To provide a clear framework, goals and objectives on which the research com-
munity can focus, encouraging innovative solutions where this will add value.

e To generate the momentum and support necessary to convert good ideas to
adopt products and solutions through catalyst projects, demonstration projects,
and knowledge transfer.

A key principle in the development of the proposed SRA is that network users
should be at the focus of developments. To achieve this, an integrated approach to
technical, commercial, and regulatory aspects has been undertaken, aiming at
delivery of added-value solutions and services to all stakeholders and end-users.
It recognizes the complex factors inherent in achieving successful technology
transfer from research to deployment, and also the new dimensions created by a
liberalized market and its regulatory frameworks.

The third document embodied the aims set out by the strategic deployment
document (SDD), which include (i) reinforcement of the need for and benefits of
SmartGrids technologies and solutions, (ii) highlight the barriers that are currently
constraining deployment of SmartGrids, and (iii) make recommendations that will
address these barriers.

The SDD was also intended to engage with all stakeholders in the electricity
supply chain, including governments, regulators, network operators, network users
(both generators and consumers), network equipment manufacturers, consultants,
suppliers of household appliances and information communication technology (ICT),
and other service providers. To ensure the success of SmartGrids deployment, each
stakeholder must play its part in the competitive environment of the electricity market.

As far as the need of SmartGrids is concerned, it has been recognized that it is
vitally important that Europe’s electricity networks must have the capability of
integrating all low carbon generation technologies as well as encouraging the
demand side to play an active role in the supply chain. This can be achieved by
upgrading and evolving the networks efficiently and economically. This in turn
involves network development at all voltage levels. For example, substantial offshore
and improved onshore transmission infrastructure must be made in order to facilitate
the development of wind power across Europe. However, distribution networks are
required to embrace active network management technologies in order to efficiently
integrate DG, including residential microgeneration, on a large scale. There are many
other examples all of which require connectivity to the networks to ensure that the
targets for energy security and environmental sustainability are achieved.
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In order to achieve these developments in a timely manner, a combination of
effective legislation and regulation must be put in place. The key challenges for
SmartGrids that have been identified as follows:

e Strengthening the grid: This is necessary to ensure that there is sufficient
transmission capacity to interconnect energy resources, especially renewable
energy resources, across Europe.

e Moving offshore: This requires developing the most efficient connections for
offshore wind farms and for other marine technologies.

o Developing decentralized architectures: This is vital for enabling smaller
scale electricity supply systems to operate harmoniously with the whole system.

e Communications: This means delivering the right communications infra-
structure that allows potentially millions of parties to operate and trade in a
single electricity market.

e Active demand side: This is important to enable all consumers, whether they
have their own generation or not, to play an active role in the operation of the
system.

o Integrating intermittent generation: This means finding the best possible ways
of integrating intermittent generation, including residential microgeneration.

o Enhancing the application of intelligence: This should be applied to gen-
eration, demand, and most importantly to the grid.

o Capturing the benefits of DG and storage: This may include, for example,
the use of DG to support the network.

e Accommodating electric vehicles: While it is vital that SmartGrids should
accommodate the needs of all consumers, accommodating electric vehicles are
particularly important due to their mobile and highly dispersed character and
their possible massive deployment in the near future. This will impose a major
challenge to the future electricity networks.

1.6.3  China’s Smart Grid efforts

Recently the Smart Grid has become a hot topic in China [7-10]. It is viewed
as a sophisticated control system that can efficiently manage resources and
consumptions. It is also perceived as a concept that can (i) enhance grid reliability,
(i1) supply capacity, and (iii) help reduce grid losses. Accordingly, on May 21,
2009, China has announced the “Strong Smart Grid” plan during the 2009 Inter-
national Conference on Ultra High Voltage (UHV) Power Transmission. This plan
has focused on the transmission networks rather than the distribution networks.
This is due to the fact that coal constitutes China’s main energy source and coal
mines are far away from the main load centers. Under this scheme, a project was
initiated known as the “West-East Electricity Transfer Project,” which includes
construction of three major West—East transmission corridors. The transmission
capacity of each corridor is 20 GW planned to be completed by 2020. The aim of
building these transmission grids is to interconnect regional power grids in different
areas of the country together and thereby improve cross-regional electricity trans-
mission ability. This in turn helps balance power generation disparities in different
regions of the country.
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The main driver behind this effort is the state grid corporation of China
(SGCC), which is the largest transmission company in China. SGCC has also
undertaken the task of developing Chinese Smart Grid. SGCC has planned
investing a total of US$601 billion into a nationwide transmission network out of
which US$101 billion is dedicated to developing Smart Grid technology. SGCC
has been involved in deploying several technologies such as wide area measure-
ment system (WAMS) and information system integration project. WAMS uses the
phasor measurement unit (PMU) based on the global positioning system (GPS) to
develop a method that ensures the stability of power grids. SGCC is aiming at
building a WAMS and by 2012 plans to have PMU sensors at all generators of
300 MW and above and all substations of 500 kV and above. SGCC has also been
deploying extensive fiber optic network throughout China high voltage (HV) sub-
stations. This network covers 1,000,000,000 km of fiber-optic channels. The main
features of Smart Grid technology that is planned to be implemented in China are:

e Development of policy and strategy for Smart Grid.

e Upgrade and development of latest transmission and distribution (T&D) to
improve grid connectivity, capacity, and efficiency.

e Development of interoperability and standards to improve the connectivity of
the grid components.

e Preparing the engineering workforce for the emergence of the Smart Grid

technologies.

Development of smart metering and AMI.

Management platforms, integration, and security of Smart Grid technologies.

Integration of renewable energy and environmental issues related to it.

Identifying grid requirements for large-scale electric vehicle (EV) integration.

According to SGCC, China’s Smart Grid plan can be divided into three phases:

Phase 1: Planning and pilot projects (2009-2010): Under this phase, the focus
was on planning Smart Grid construction by outlining technical standards,
developing technology and equipment, and implementing pilot projects.

Phase 2: Construction and development (2011-2015): The plan under this
phase was to build a reliable nationwide ultra-high voltage (UHV) trans-
mission system, including operational Smart Grid management systems,
wide spread deployment of smart meters, and enough PHEV charging
stations to facilitate the use of PHEVs.

Phase 3: System upgrades (2016-2020): The aim under this final phase is to
complete the execution of China’s nationwide UHV transmission system by
connecting all planned coal, nuclear, hydroelectric, and wind power gen-
eration facilities to areas of high demand in a reliable and intelligently
managed transmission network.

Specific Smart Grid projects in China include:

e Long-distance, large-capacity, low-loss UHV core technology, and localization
of power equipment
e 1800 kV UHV DC converter station
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e Power system digital real-time simulation device
Electric vehicle charging stations

1.7 Summary

In this chapter, the concept of Smart Grids is introduced. The background of this
concept is covered in Section 1.1. This is followed by an extensive literature survey
of the definition of the “Smart Grid” which is given in Section 1.2. A compre-
hensive definition of the Smart Grid may read:

A smart grid is an electricity network that uses digital and other advanced
technologies, such as cyber-secure communication technologies, auto-
mated and computer control systems, in an integrated fashion to be able to
monitor and intelligently and securely manage the transport of electricity
from all generation sources both traditional and renewable to economic-
ally meet the varying electricity demands of end-users.

The characteristics of the Smart Grid as reported by important players in this
field are discussed in Section 1.3. The identified Smart Grid’s characteristics
depend on the approach used by different organizations/authors. The widely
adopted approaches for identifying Smart Grid characteristics are based on (i)
functionality approach and (ii) broad approach.

The benefits of Smart Grids as reported in literature are covered in Section 1.4.
This includes technical benefits, environment benefits, and electricity marketing
benefits. Section 1.5 is devoted to the Smart Grid vision and its realization. Two
types of Smart Grid visions have been identified in literature; an overall vision and
a relatively detailed vision developed by the IEEE Computer Society. In this con-
text, the definition of Smart Grid vision, based on the vision of the grid in 2030 that
has been developed by the Department of Energy in the USA, has been adopted.
Finally, examples of Smart Grid projects considered/executed in different parts of
the world, including Europe, the USA, and China are outlined in Section 1.6.
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Chapter 2

Smart Grid versus conventional
electrical networks

2.1 Introduction

The aim of this chapter is to give the reader a comparison between conventional
electrical networks and future Smart Grid. The infrastructure of conventional
electrical networks will be reviewed followed by highlighting their main char-
acteristics. The motives behind modernizing conventional electrical networks
which led to the development of the Smart Grid concept will be discussed. This is
followed by discussing evolution of the Smart Grid concept. Finally, the advanced
metering infrastructure (AMI), which is considered as the fundamental and first step
to the overall modernization of conventional electrical networks, will be covered.

2.2 Conventional electrical networks

2.2.1 Infrastructure of conventional electrical networks

Conventional electrical supply network usually consists of generation, transmission,
distribution, and consumer (load) systems. Generation system normally consists of
a combination of large-scale centralized generation plants. A typical modern
generating unit has rated value of over 1,000 MW. A transmission system is spe-
cifically designed to transfer bulk of power from generating plants to distribution
systems at high- and extra-high voltage levels over long distances. Typical oper-
ating voltages of transmission systems include 765 kV, 500 kV, 400 kV, and
275 kV. Distribution systems, however, are specifically designed to receive electric
power from transmission system to be distributed to load centers. It is therefore
important to note that the role of a distribution network is passive, that is, its role is
confined to transferring electricity from generation and transmission systems to
load centers. The operating voltage of distribution networks includes 132 kV,
110 kV, 66 kV, 33 kV, 20 kV, and 11 kV.

Conventional electrical supply networks normally have vertical structure
whereby the electric power generated by the generation system is passed to trans-
mission system which is then transferred to distribution network for feeding it to
connected loads. Figure 2.1 shows the principle of vertical structure of electrical
supply networks whereby electricity flows in one direction, starting from generation
system, through transmission system to distribution networks and finally to loads.
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Figure 2.1 Principles of vertical structure of conventional power systems whereby
the flow of electricity is unidirectional

2.2.2  Main characteristics of conventional electrical networks

The main characteristics of conventional electrical networks include:

(i) Conventional electrical network has vertical structure (see Section 2.2.1)
(ii)) Power flow is unidirectional. This is particularly true for distribution
networks.
(iii) The price of electricity is dictated by the utility to which the consumer is
connected. In other words, consumers have no choice of opting from where
they buy their electricity, that is, consumers are considered passive.

2.3 Motives behind developing the Smart Grid concept

It has been recognized that the changes to which electrical networks are subjected
in recent years have made the grid of today unable to meet the challenges of the
future [1]. This has led to urgent need to modernizing electrical networks, which in
turn has evolved into the development of the Smart Grid concept. The Smart Grid
concept is widely perceived as way forward to solve problems related to growing
energy consumption, integration of distributed generation, energy efficiency,
power supply reliability, and power quality [2].

The factors that led to the development of the Smart Grid concept may be
summarized as follows:

e Aging of conventional electrical networks coupled with the emergence of new
applications
Political and environmental factors
Liberalization of electricity market
Motivation and inclusion of customers as players to support the grid
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2.3.1 Aging of conventional electrical networks coupled
with the emergence of new applications

Conventional electrical networks in many countries were designed in 1950s and
built in 1960s and 1970s, well before the microprocessor era and huge
advancements in areas such as communications and automatic control and smart
appliances. In addition to this, totally new applications have emerged that are
likely to affect the management and operation of electrical networks. Examples
of such applications include electrical vehicles (EVs) and heat pumps which will
have a considerable impact on the electricity grid [3]. Therefore, it has been
recognized that electrical networks have become very old and out-of-date and
consequently their modernization has become essential. In this context,
upgrading the current European electricity grid with “smarter” technologies was
made one of the key priorities in the effort to overcome the infrastructural and
operational challenges posed by the newly adapted EU energy-climate legisla-
tive package with its triple targets for 2020 [4]. The EU’s triple commitment
aims at:

Reducing CO, emissions by 20%
Sourcing 20% of the EU’s total energy, including transport, heating and
lighting, and electricity from renewable sources

e Improving energy efficiency by 20%

All targets must be completed by 2020. This represents a considerable chal-
lenge for the energy sector of today. As far as the electricity grid, the triple
commitment is even more challenging as this means that approximately 35% of all
electricity must be generated from renewable energy sources (RESs).

2.3.2 Political and environmental factors

Sharp increase in oil prices following the Arab—Israeli conflict in October 1973
has led the industrial nations to multiply their efforts to harness RESs, including
wind, solar, hydro, etc. Subsequent years have witnessed the development of
mature technologies to generate electricity from RESs such as solar energy, using
photovoltaic (PV), and wind power, which are perceived as environment friendly
and they do not emit the greenhouse gas, CO,, associated with generation of
electricity using fossil fuels. It is claimed that the electricity generated from
fossil fuels causes approximately 25% of global greenhouse gas emissions [3]
which prompted utilities to redefine the electricity system of the future in terms
of how it should look like. However, the majority of electrical generators pow-
ered by RES are normally integrated into electrical networks at distribution level.
This process has led to transforming distribution networks from being passive
into active networks and consequently the flow of power in these networks has
become bidirectional. This in turn has created several technical difficulties
which in turn have affected the proper operation of protection relays [S] and
voltage control devices [6,7]. All these factors have adversely affected the overall
management of the networks.
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2.3.3 Liberalization of electricity market (economic factors)

Liberalization of electricity market in the USA, Europe [4], and elsewhere has
made it necessary that the reliability and quality of energy supply must be ensured
while adapting the structure and processes to take on board the new market
approach and new legal obligations, integrating RESs into the system and
increasing the efficiency of both transmission and distribution networks in order to
limit the grid tariffs.

2.3.4 Motivation and inclusion of customers

Traditionally, customers are perceived as “passive users of electricity” while
utilities as providers of electricity commodity with fixed tariffs [8]. Recently, this
situation has changed due to (i) making it possible to customers, through legisla-
tions and various incentives, to generate electricity and feed it back partially or
totally to the grid using electrical network’s transmission and distribution systems
and (ii) empowering customers, through the use of combination of advanced
technologies in association with recently developed smart appliances, to choose
electricity provider based on the price on offer and/or decide the most suitable time
to operate their appliances.

The inclusion of customers can be facilitated by the implementation of the
Smart Grid concept. The price of electricity can be used as the key motivator by
customers. This is achieved through customer choices that they can make with their
smart appliances and energy management systems to actively respond instanta-
neously, hourly, daily, and even seasonally, in order to closely match their energy
usage to the actual cost of producing that electricity or in response to emergency
situations. Under this situation, utilities are required to respond more interactively
to customer needs in order to meet their reliability and efficiency requirements in a
more timely and comprehensive manner.

2.4 Comparison between Smart Grid and conventional
electrical networks

Future Smart Grid is expected to differ from the current conventional networks in
several ways. Table 2.1 summarizes the fundamental differences between the Smart
Grid and conventional electrical networks, particularly distribution network [1].

2.5 Evolution of Smart Grid concept

Apart from being old and out-of-date, conventional electrical networks have
recently been subjected to many changes. The most important of these that proved
to be difficult for the networks to accommodate include:

(i) The integration of distributed energy resources (DERs) based-generators,
including RESs based-generators and storage systems into electrical net-
works, particularly at distribution voltage levels.
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Table 2.1 Fundamental differences between the Smart Grid and conventional
electrical networks

Feature/component Conventional network Smart Grid
Communications None or one-way, typically Two-way, real-time
not real-time
Customer interaction Limited Extensive
Metering Electromechanical Digital (enabling real-time
pricing and net metering)
Operation and Manual equipment checks Remote monitoring, predictive,
maintenance time-based maintenance
Generation Centralized Centralized and distributed
Power flow control Limited Comprehensive, automated
Reliability Prone to failures and Automated, proactive protection,
cascading outages, prevents outages
essentially reactive before they start
Restoration following Manual Self-healing
disturbance
Topology of Radial, generally one-way Network, multiple power
distribution networks power flow flow pathways

(i) Accommodating the recent new development in transport industry in terms
of EVs will be presented as a new type of load which puts further stress on
the network.

(iii) Dealing with the dynamic situation between electricity market stakeholders
and electrical utilities due to liberalization of electricity market in recent
years that require the implementation of new tools and methodologies with
the help of new and advanced technologies.

These changes have adversely affected the operation, management, and
protection of networks in a number of ways. Additionally the advancement in
digital, communication, automatic control, and other technologies has opened new
windows and opportunities to find solutions and tackle network’s problems. This in
turn has led to initially contemplate on modernizing conventional electrical
networks and eventually to the development of the Smart Grid concept.

2.5.1 Characteristics of Smart Grid as defined by EU and US
Smart Grid visions

Modernizing conventional electrical networks has particularly been considered in
the EU and the USA, which led to the development of the Smart Grid concept. The
Smart Grid vision set up by the EU, which includes both transmission and dis-
tribution networks, was driven by the combined effects of market liberalization, the
change in generation, storage, and electricity consumer technologies to meet
environmental targets and the future uses of electricity [9]. To achieve the vision
laid down by the EU, an intensive program of research, development, and
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demonstration was drawn with a goal toward developing an electricity supply
network that meets the needs of Europe’s future, which later on was known as the
Smart Grid. According to this vision, the Smart Grid must be [9,10]:

o Flexible: The Smart Grid must be designed to fulfill customers’ needs and at
the same time has the ability to respond to the changes and challenges ahead.

o Accessible: The Smart Grid must have the ability to grant connection access to
all network users, particularly for renewable power sources and high efficiency
local generation with zero or low carbon emissions.

o Reliable: The Smart Grid must have the capability to ensure and improve
security and quality of supply, consistent with the demands of the digital age
with resilience to hazards and uncertainties.

o Economic: The Smart Grid must have the ability to provide best value through
innovation, efficient energy management, and “level playing field” competi-
tion and regulation.

Similarly, in the USA, a program was set up to develop the Smart Grid with
the following principal characteristics that define the vision of the Smart
Grid [11,12]:

Enable active participation by consumers

Accommodate all generation and storage options

Enable new products, services, and markets

Provide power quality for digital economy

Optimize assets utilization and operate efficiently
Anticipate and respond to system disturbances (self-heal)
Operate resiliently against attack and natural disaster

These principal characteristics will be discussed as follows.

2.5.1.1 Enable active participation by consumers

It is expected that active participation of consumers in electricity markets would
bring several benefits to the grid as well as the environment. By fully implementing
the Smart Grid concept, consumers will get access to the necessary information,
control, and options that allow them to engage in “electricity markets.” However,
grid operators will consider willing consumers as resources in the day-to-day
operation of the grid as will be discussed later on in the following chapters.
Additionally well informed consumers will have the ability to modify their con-
sumption based on balancing their demands and resources with the electric sys-
tem’s capability to meet those demands. Dedicated demand response (DR)
programs will help satisfying basic consumers’ need, i.e., the ability and flexibility
in deciding when and where from energy is purchased. Such participation of con-
sumers would help in reducing or shifting peak demand that allows utilities to
minimize capital expenditures and operating expenses. It would lead to reducing
line losses and minimizing the operation of inefficient peaking power plants. This
in turn would result in substantial environmental benefits.
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2.5.1.2 Accommodate all generation and storage options

Under the Smart Grid environment it will be much easier to integrate all types and
sizes of electrical generation and storage systems using simplified interconnection
processes and universal interoperability standards to support what is called a “plug-
and-play” approach. It is expected that large central generation plants, including
advanced nuclear plants and RESs, such as wind and solar farms which are con-
sidered environment friendly, will continue to play a major role despite the
expected deployment of large number of smaller distributed resources, including
plug-in EVs. It will also be possible to interconnect generators with capacities
ranging from small to large at essentially all voltage levels. This will include DERs
such as photovoltaic, wind, advanced batteries, plug-in hybrid vehicles, and fuel
cells. Commercial users will find it much easier and more profitable to install their
own generation such as highly efficient combined heat and power installations and
electric storage facilities.

2.5.1.3 Enable new products, services, and markets

Realizing the Smart Grid will facilitate linking buyers and sellers together, starting
from consumers to generators and all those in between. It will also support the
creation of new electricity markets and tools that ensure efficient electricity trad-
ing. This will range from the home energy management system at the consumers’
premises to the technologies that allow consumers and third parties to bid their
energy into the electricity market. This will help in making consumers feel price
fluctuations through real-time pricing. The reaction of consumers to price increases
will inevitably lead to mitigate demand and energy usage. This in turn will drive
lower-cost solutions, which will lead to new technology development. New and
clean energy-related products will also be offered as market options. The Smart
Grid is also expected to support consistent market operation across regions.

2.5.1.4 Provide power quality for digital economy

It is expected that implementing the Smart Grid concept will help in monitoring,
diagnosing, and responding to power quality deficiencies. This in turn will lead to a
substantial reduction in the business losses currently experienced by consumers due
to low power quality. Adapting new power quality standards will balance load
sensitivity with delivered power quality. The Smart Grid will facilitate the supply
of varying grades of power quality at different pricing levels. Additionally, power
quality events that originate in the transmission and distribution elements of the
electrical power system can be minimized. The irregularities caused by certain
consumer loads can also be isolated and consequently preventing the adverse effect
on the electrical system and other consumers.

2.5.1.5 Optimize asset utilization and operate efficiently

It is anticipated that implementing the Smart Grid concept will greatly improve the
operation of power system as a result of improving load factors, reducing system
losses, and the expected dramatic improvement in the outage management perfor-
mance. It is also anticipated that as a consequence of fully implementing the Smart
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Grid concept the grid will be equipped with additional intelligence. This in turn will
provide planners and engineers with extra knowledge to build “what is needed
when it is needed,” extend the life of assets, repair equipment before it fails
unexpectedly, and more importantly manage the work force responsible for main-
taining the grid. This will result in reducing the operation, maintenance, and capital
costs and thereby reducing the pressure on electricity prices.

2.5.1.6 Anticipate and respond to system disturbances (self-heal)
Under the Smart Grid environment the grid will have the ability to heal itself. This
is achieved by continuously performing self-assessments to detect and analyze the
status of the grid and its components, take corrective action to mitigate the effect of
defective components and, if needed, rapidly restore grid components or network
sections. It will also have the capability to handle problems that are too large or too
fast-moving to be handled by human. Grid’s self-healing is considered as the grid’s
“immune system.” It will help maintain grid reliability, security, affordability,
power quality, and efficiency. This will result in minimizing disruption of service.
Self-healing can be achieved by employing modern technologies that can acquire
data, execute decision-support algorithms, prevent or limit interruptions, dynami-
cally control the flow of power, and restore service quickly. For example, prob-
abilistic risk assessments based on real-time measurements can be used to identify
the equipment, power plants, and lines most likely to fail. A second example, real-
time contingency analyses can be used to determine overall grid health, trigger
early warnings of trends that could result in grid failure, and identify the need for
immediate investigation and action. A third example is the use of communication
system to communicate with local and remote devices to analyze faults, low vol-
tage, poor power quality, overloads, and other undesirable system conditions.
Based on these analyses, appropriate control actions will be taken, automatically or
manually as the need determines.

2.5.1.7 Operate resiliently against attack and natural disaster

A system-wide solution that ensures the reduction of physical and cyber vulner-
abilities and enables a rapid recovery from disruptions will be incorporated under
the Smart Grid environment. This will result in the Smart Grid being resilience
which will deter any attack that would be committed from even those who are
determined and well equipped. However, its decentralized operating model and
self-healing features will also make it less vulnerable to natural disasters than
today’s grid. Additionally, security protocols will be designed such that they will
contain elements of deterrence, detection, response, and mitigation to ensure
minimizing the impact on the grid and the economy. This particular characteristic
of the Smart Grid makes it less susceptible and more resilient, which will in turn
make it a more difficult target for terrorists.

2.5.2 Advanced metering infrastructure

Development of AMI is considered as the milestone of modernizing conventional
electric power system and its evolvement to the Smart Grid. A key benefit of AMI
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is, it provides customers real-time (or near real-time) pricing of electricity and it
also helps utilities to achieve necessary load reductions. In this section, a definition
of the AMI will be given followed by discussing the components/technologies from
which AMI consists of.

2.5.2.1 Definition of AMI

AMI is defined as [13] “an integration of many technologies that provides an
intelligent connection between consumers and system operators.”

An alternative definition refers to AMI as [14] “a measurement and collection
system that includes smart meters, communication networks, and data management
systems that make the information available to the service provider.”

An AMI therefore is an integration of several technologies that provides an
intelligent connection between consumers and system operators. It facilitates the
supply to consumers with the necessary information they need to make intelligent
decisions, the ability to execute those decisions and a variety of choices leading to
substantial benefits they do not enjoy under conventional electrical network
environment. Additionally, AMI enables system operators to greatly improve
consumer service by refining utility operating and asset management processes
based on the data provided by AMI.

Technologies involved in such integration include smart metering, home area
networks, integrated communications, data management applications, and software
interfaces with existing utility operations and asset management processes. The
system resultant from the integration of these technologies enables AMI providing
the required link between the grid, consumers and their loads, and generation and
storage resources. Such a link is considered fundamental and the first step to the
overall modernization of conventional electrical networks and eventually devel-
opment of the Smart Grid vision.

2.5.2.2 Main components of AMI

An AMI is a system which comprises of a number of technologies and applications
that are integrated together to perform as a single system [13]. The three main
components of AMI systems are as follows as shown in Figure 2.2 [14,15].

(1) Smart meters

Smart meters are typically digital programmable devices that record custo-
mer consumption of electric energy in intervals of an hour or less and com-
municate that information, daily or more frequent, back to the energy
supplier for monitoring and billing purposes. Other functions of smart meters
include [10] (i) time-based pricing, (ii) net metering, (iii) loss of power and
restoration notification, (iv) remote turn on/turn off operations, (v) load
limiting for “bad pay” or demand response purposes, (vi) energy prepay-
ment, (vii) power quality monitoring, (viii) tamper and energy theft detec-
tion, and (ix) communications with other intelligent devices in the home.

A smart meter may be labeled as a “green meter” because it enables the
demand response that can lead to reduction in carbon emission. It also
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Figure 2.2 The three main components of an AMI system

facilitates greater energy efficiency as feeding back information about con-
sumer electrical energy consumption has shown to cause consumers to
reduce their energy usage.

Communication network

Communication network is the second important component of an AMI
system. The aim of the communications network employed by AMI is to
continuously support the interaction between the energy supplier, the con-
sumer, and the controllable electrical load [13]. Under such environment,
open bidirectional communication standards must be employed but at the
same time it must be highly secured. With bidirectional communications,
utilities can monitor real-time consumption by end-users [14]. It also enables
end-users to actively participate in system operation by facilitating receiving
price information or control signals from utilities.

The key element required to realize bidirectional communication infra-
structures is the concentrator [14]. In general terms, concentrators in an AMI
system may be classified into two types; local concentrator and backbone
concentrator. The function of a local concentrator is to collect data from
smart meters and forward it to the backbone network, and to distribute
commands or price signals received from a backbone concentrator to meters.
Backbone concentrators are located in the backbone network of AMI. Their
major functions are to collect information from local concentrators and to
propagate commands or price signals received from the utility’s control
center. In some AMI cases local concentrators are not used. This is particu-
larly true when customers’ number is small. Under such circumstances, smart
meters are figured out to communicate directly with backbone concentrators.

There are different media that can be considered to provide part or all of
communication architecture. This includes [13]:

e Power line carrier (PLC)
e Broadband over power lines (BPL)
e Copper or optical fiber
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e Wireless (radio frequency), either centralized or a distributed mesh
e Internet
o Combinations of the above

(iii) Data reception and management system
The meter data transferred over the communication network are received at
utility/third party site by the AMI host system [15], which is then sent to the
meter data management system (MDMS) as shown in Figure 2.2.

MDMS plays an important role in realizing the full potential functions of
AMI, particularly when implemented prior to a large-scale residential AMI
installation [16]. The major functions of MDMS system include (i) auto-
mating and streamlining the complex process of collecting meter data from
multiple meter data collection technologies, (ii) evaluating the quality of the
collected data and generating estimates where errors and gaps exist, and
(iii) delivering the collected data in a format that suits utility billing systems.

In the context of AMI system, smart meters are usually located at customer
premises outside residential buildings while MDMS are located at the utility
side as shown in Figure 2.2. Therefore, smart meters and MDMS commu-
nicate with each other within a neighborhood through neighborhood area
network (NAN) [14]. For a comprehensive discussion of this topic, interested
readers are advised to refer to references [17,18].

In addition to the above three main components, home area networks
(HANSs) and operational gateways are also considered as constituents of an
AMI system [13].

HANs

HANSs have emerged and were intensively used in the late 1990s and early 2000s as
a consequence of the growth of the Internet [19]. The Internet and the technologies
that are initially developed for an HAN aimed at moving large amounts of data
(high bandwidth) with high speed through a network at somewhat intermittent
intervals. This applies to applications, including graphics, music, and video.
However, the needs of the Smart Grid applications are significantly different. It
requires relatively low bandwidth but regular communications. These devices that
are to be used in consumer premises to manage their energy consumption as well as
enable them to interact with electricity market include thermostats, HVAC systems,
major appliances, home automation systems, home energy management systems,
lighting, gas meters, water meters, and electric meters. All these devices are char-
acterized by having low bandwidth but regular and consistent data stream
requirements.

The purpose of an HAN is to interface with the consumer portal so that it links
smart meters to controllable electrical devices. The energy management functions
of HANSs include [13] (i) in-home displays to make the consumer aware about the
energy being used and its cost, (ii) responsiveness to price signals based on con-
sumer-entered preferences, (iii) set points that limit utility or local control actions
to a consumer specified band, (iv) automatic control of loads, i.e., without the need
of continued consumer involvement, and (v) consumer override capability.
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The HAN/consumer portal acts as the consumer’s “agent” because it provides
a “smart interface” to the market. It can also support new value added services
such as security monitoring.

Implementation of an HAN may be made in different ways. For example it
may be done with the consumer portal located in any of several possible devices,
including the meter itself, the neighborhood collector, a stand-alone utility-supplied
gateway, or even within customer-supplied equipment.

Operational gateways
AMI interfaces with several system-side applications, as discussed in MDMS
above, to support:

(a) Advanced distribution operations
Advanced distribution operations include (i) distribution management system
with advanced sensors (including real and reactive powers (PQ) data from
AMI meters), (ii) advanced outage management (real-time outage information
from AMI meters), (iii) DER operations using Watt and VAR data from AMI
meters, (iv) distribution automation including Volt/VAR optimization and
fault location, isolation, sectionalization, and restoration, (v) distribution
geographic information system, and (vi) application of AMI communications
infrastructure for microgrid operations, including both AC and DC, high-
speed information processing, advanced protection and control and advanced
grid components for distribution.

(b) Advanced transmission operations
Advanced transmission operations include (i) substation automation, (ii) high-
speed information processing, (iii) advanced protection and control, including
distribution control to improve transmission conditions, (iv) modeling,
simulation, and visualization tools, (v) advanced regional operational appli-
cations, and (vi) electricity markets.

(¢) Advanced asset management (AAM) system
AMI data will be required to support AAM in areas, including (i) system
operating information, (ii) asset “health” information, (iii) operations to
optimize asset utilization, (iv) transmission and distribution planning,
(v) condition-based maintenance, (vi) engineering, design, and construction,
(vil) consumer service, and (viii) work and resource management.

It will be noted that equivalent term to the AMI used in Europe is “Smart metering
system (SMS)” [20]. Figure 2.3 shows a typical SMS architecture that has been
contemplated in various US and European standards such as ZigBee and ETSI
machine to machine [21]. In this figure, it can be seen that home automation sys-
tem, for example, a home building energy system (HBES) or a home energy
management system (HEMS), may be interfaced with the smart meter or the
gateway within the HAN. The in-home display (IHD) unit shown in the figure,
often called as customer display unit, is a special device that provides a visuali-
zation of data received from smart meter(s), which may include electricity, gas,
water, and heat meters and optional submeters attached to specific appliances.
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Several home sensors and actuators can be integrated together to control and
optimize energy consumption. This functionality may further be used to optimize
renewable power generation and to reach carbon saving targets.

2.5.2.3 AMI communication infrastructure

In general terms the AMI communication infrastructure may be considered to
consist of two layers; lower layer and upper layer as shown in Figure 2.4 [14]. The
lower layer is the smart meter network that connects smart meters, which may
include local concentrator(s). This network is typically a mesh network whose
function is to collect consumption information from end-users and subsequently
upload them to the backhaul network directly or through local concentrators. It also
helps to propagate commands/price signals among smart meters. The most impor-
tant requirements of such network are its cost effectiveness and reliability.

The upper layer is the backhaul network that connects backbone concentrators
and a control center or MDMS. It is the function of backbone concentrators to
collect consumption data from smart meters or local concentrators. They are also
used to transmit information and receive commands from the control center. It is
important to ensure the main requirements of the backhaul network of high relia-
bility and low latency.

2.5.2.4 Communication technologies adapted for AMI

Communication technologies that can be adapted to support AMI deployment
include both wired and wireless technologies. The commonly communication
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wired technologies used for AMI deployment include power line communication
(PLC) and fiber optic. However, the commonly wireless communication technol-
ogies used for AMI deployment include cellular (4G (the fourth generation of
wireless mobile telecommunication technology), LTE (Long-Term Evolution,
which is a standard for high-speed wireless communication for mobile phones and
data terminals), and WiMAX (Worldwide Interoperability for Microwave Access)),
WLAN (Wireless Local Area Network), Zig-Bee (a specification for a suite of high
level communication protocols used to create personal area networks built from
small, low-power digital radios), and RF (Radio Frequency) mesh (900 MHz). Each
of these communication technologies has advantages and disadvantages as dis-
cussed below.

(i) Wired communication technologies
e PLC

As the name implies, this type of technology uses existing power lines as
a medium to transmit data. PLC is conceived as a promising commu-
nication technology for Smart Grid applications because of the avail-
ability of existing infrastructure represented by power lines. It suits many
control applications, including smart metering, home automation, and
others. This is particularly true for rural areas which have access to power
but do not have communication infrastructures. However, PLC has sev-
eral disadvantages due to noisy channel, low-bandwidth, and difficulty
for signals to be transmitted through power distribution devices. Security
concerns represent another drawback of PLC.



Smart Grid versus conventional electrical networks 39

Fiber optic communications

Fiber optic is characterized by having high data rate and immunity to
noise. This makes it a popular communication technology to be adopted
as backbone communications to support various Smart Grid applications.
Fiber optic communication technology particularly suits long distance
network that has limited number of access points. The major drawback of
this technology is its high installation cost.

(i) Wireless communication technologies

Cellular communication (4G, LTE, and WiMAX)

A utility can save the time and cost that are needed to set up the network
for Smart Grid applications if a cellular network infrastructure exists. Thus
an existing cellular network can be a good opportunity for setting up an AMI
system, particularly to support data communications between concentrators
and the control center. One of the advantages of adopting cellular network is
its very strong security. However, the disadvantages include (i) network
congestion in certain emergency situations due to sharing cellular networks
with other customers and (ii) the possibility of not providing a guaranteed
service by cellular networks during abnormal conditions, such as a wind
storm. Among all cellular technologies, WiMAX is considered the most
promising 4G wireless technology based on the IEEE 802.16 series of
standards. It has a data rate of up to 75 Mbps and a coverage distance of up to
50 km. WiMAX has also low communication latency. Such good qualities
make WiMAX a good candidate for Smart Grid applications. However, the
main disadvantages of WiMAX are its high power consumption and its
relatively high deployment cost.

ZigBee

ZigBee is considered as the most popular industry wireless mesh net-
working standard for connecting sensors, instrumentation, and control
systems [22]. It is a personal area network protocol based on the IEEE
802.15.4 standard [14]. The coverage distance of ZigBee is up to 100 m
while that of ZigBee pro is up to 1,600 m. The range of ZigBee pro suits
AMI applications. Its data rate extends from 20 Kbps to 250 Kbps. ZigBee
is characterized as a low-cost, low-power consumption, and secure tech-
nology. However, the drawback of ZigBee is that it suffers from severe
interference problems with other networks because of sharing the same
channel spectrum. It also suffers from low processing capabilities. This is
why implementation of ZigBee must be based on a well-designed network
structure and well organized communication traffic. Hence the mesh
topology is commonly used to support large-scale applications.

WLAN

WLAN is also known or marketed as Wi-Fi. It is considered as a type
of high-speed wireless network technology. It is based on the IEEE
802.11 standards and operates on 2.4 GHz, 3.6 GHz, and 5 GHz bands.
The main advantage of WLAN is its reliability, security, and high-speed
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communication. However, it has the drawback of relatively high imple-
mentation cost and power consumption compared to other short-range
(100 m) technologies, such as ZigBee. Access points are usually required
to set up the network. Similar to ZigBee, WLAN commonly uses mesh
networking topology.
e 900 MHz band

The 900 MHz band is unlicensed industrial, scientific, and medical (ISM)
RF band. 900 MHz has a range approximately two times that at 2.4 GHz.
Additionally, the protocol mostly implemented for 900 MHz technology is
the mesh protocol. Consequently, it inherits mesh network properties,
which are self-healing, highly reliable, and cost effective with wide cov-
erage range. These properties make them suitable for deployment in urban
as well as suburban areas. Thus the RF (900 MHz) mesh network can be a
good option for setting up AMI mesh network connecting smart meters.
However, as it is the case for all other networks using mesh protocol, 900
MHz has many drawbacks. The drawbacks include high bandwidth con-
sumption, lack of interoperability, and privacy protection issues.

2.6 An overview of the Smart Grid infrastructure

The Smart Grid is considered to consist of electricity system, communication and
information system, and protection, automation, and control system. Similar to
conventional electrical networks (CENs), Smart Grid’s electricity system consists
of four key subsystems namely generation, transmission, distribution, and con-
sumer or load [23]. Unlike conventional electrical networks, consumers in the
Smart Grid are “active” as discussed above. A consumer, in the Smart Grid, may
be a generator supplying electricity to the grid which is referred to as “prosumer”
or it may be a consumer who dynamically uses the electricity supplied from the
grid with the help of his smart appliances in association with communication net-
works and other advanced technologies. Another major difference from CENs is
that the four main electricity subsystems of the Smart Grid are linked together by
highly advanced and secured communication infrastructure. Details of Smart Grid
infrastructure will be discussed in Chapter 3.

2.7 Summary

In this chapter, the infrastructure of conventional electrical networks and their main
characteristics have been reviewed. The motives behind the development of the
Smart Grid concept have also been identified. Such motives include (i) aging
of conventional electrical networks, (ii) political and environmental factors,
(iii) economical factors, and (iv) motivation and inclusion of customers connected to
Smart Grid. The evolution of the Smart Grid concept is then discussed. The AMI,
which is also known in Europe as SMS, was then introduced. AMI is considered a
fundamental and first step to the overall modernization of conventional electrical
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networks which eventually has led to the development of the Smart Grid vision. AMI
is viewed as an important tool for providing the essential link required between the
grid, consumers and their loads, and generation and storage resources. Definition of
AMI is given followed by discussing its main components, AMI communication
infrastructure, and the adopted communication technologies for AMI.

Finally a brief overview of the Smart Grid infrastructure and its characteristics

is given.
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Chapter 3

Smart Grid infrastructure

3.1 Introduction

An overview of the composition of the Smart Grid will be discussed in this
chapter. Literature review has revealed that the composition of the Smart Grid is
defined using four different methods. These methods defined the composition
of Smart Grid based on (i) standards adaptation, (ii) technical components’
perspective, (iii) technical perspective, and (iv) conceptual reference model
perspective.

According to the standards adaptation-based method, Smart Grid is considered
as a “System of Systems.” Its main components include electric power system,
other entity systems comprised of the many unique customer systems, services
provider systems, and an overall macro-system such as a wide area control system
and Regional Transmission Organization/Independent System Operator (RTO/ISO)
systems.

The technical components’ perspective-based method considers the Smart Grid
as a highly complex combination and integration of multiple digital and nondigital
technologies and systems. Its main components include new and advanced grid
components, smart devices and smart metering, integrated communication tech-
nologies, software programs for decision support and human interfaces, and
advanced control systems.

According to the technical perspective-based method, Smart Grid is considered
to consist of three major systems. These are smart infrastructure system, smart
management and control system, and smart protection system.

The conceptual reference model perspective-based method considers the Smart
Grid to consist of seven domains. These domains are bulk generation, transmission,
distribution, customers, service providers, operations, and markets. This model
helps to identify the interfaces between domains and actors. It also includes
applications necessary for exchanging information, for which interoperability
standards are needed.

As the Smart Grid continues to evolve, totally new components, including
hardware and software, as well as new standards will continue to be developed and
adapted. It will therefore be difficult to precisely identify the components from
which a future Smart Grid will be made of. However, after re-examining the
definitions and characteristics of Smart Grid covered in Chapter 1 and after
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reviewing Smart Grid composition given in this chapter, basic components of a
Smart Grid have been identified.

Finally, the infrastructure of the Smart Grid has been defined. Basically, it
consists of electrical power system, communication and information system, intelli-
gent protection, automation, and distributed control system and marketing system.

3.2 Composition of the Smart Grid

Composition of the Smart Grid is highly complex. Several attempts have been
made to define the composition and components of the Smart Grid as will be
discussed below. According to these attempts, composition of the Smart Grid has
been defined using the following basis:

Standards adaptation

Technical components’ perspective
Technical perspective

Conceptual reference model perspective

A review of the composition of the Smart Grid will be discussed in the fol-
lowing subsections.

3.2.1 Composition of Smart Grid based on standards adaptation

It has been recognized by electrical utilities that development and adaption of open
standards are essential for a Smart Grid to ensure interoperability and security. In
this context, the Smart Grid is assumed to comprise of [1,2]: (i) a “utility electric
system” which consists of several individual systems, including generation, trans-
mission, distribution, and customer systems within the utility, (ii) other entity
systems comprised of the many unique customer systems, services provider sys-
tems, systems, and resources supplier systems, and (iii) an overall macrosystem
such as a wide area control system and RTO/ISO systems. Linking “utility sys-
tems,” other entity systems and macrosystems together results in the Smart Grid
which is a “System of Systems” as illustrated in Figure 3.1.

Identifying the components of the Smart Grid in this way helps in distin-
guishing between two types of interfaces as follows:

(1) Intersystem interfaces: These are the interfaces linking the various systems.
Strictly speaking, they are the interfaces between the boundary of the utility’s
transmission, distribution, and customer systems and the boundary of another
entity’s systems or devices. For example, this could be the interface between a
utility meter and customer device, or between utility grid management system
and RTO system.

(i) Intrasystem interfaces: These are the interfaces within a utility system. In
other words, these are the interfaces within the boundary of the utility’s sys-
tem of transmission, distribution, and customer systems. For example, this
could be the interface between a utility meter and a utility communication
network or a utility fault detector and distribution management system.
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Figure 3.1 Composition of the Smart Grid as a “System of Systems” based on
standards adaptation. Adapted from [1]

I Intra system interface

The most significant customer value that can be derived from standards
application in interoperability is that related to “inter-system” interfaces. This may
be illustrated by the following examples:

o The interface between the smart meter and plug-in electric vehicle (PEV)
requires the adaptation of an “inter-system” standard.

e Service providers must have a standard “inter-system” interface to be able to
access customer data from utility back-office systems for web presentation
through an application programming interface (API).

e It is essential to have “inter-system” standards adoption to enable in-home
energy displays, energy smart appliances, smart thermostats, and energy smart
home automation.

3.2.2  Composition of Smart Grid based on technical
components’ perspective

According to this approach, the Smart Grid is viewed as a highly complex com-
bination and integration of multiple digital and nondigital technologies and sys-
tems. Its main components, as illustrated in Figure 3.2, consist of [3]: (i) new and
advanced grid components, (ii) smart devices and smart metering, (iii) integrated
communication technologies, (iv) software programs for decision support and
human interfaces, and (v) advanced control systems.

(1) New and advanced grid components
Example of such components include advanced conductors and super-
conductors, improved electric storage components, new materials, advanced
power electronics, and distributed energy generation. Introduction of such
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components would improve the efficiency of energy supply and increase the
reliability and availability of power.

Smart devices and smart metering

Smart devices and smart metering include sensors and sensor networks.
Sensors are usually fitted at different locations on the grid. For example, they
may be fitted at transformers and substations or at customers’ homes.
Sensors play an extremely important role in the area of remote monitoring
and consequently facilitate demand-side management. This in turn promotes
new business processes such as real-time pricing.

As sensors and sensor networks are normally fitted all over the place along
the grid, they are able to monitor the functioning and the health of grid devices,
monitor temperature, detect outages, and power quality disturbances. This
enables control centers receiving accurate information about the actual condi-
tion of the grid as soon as the grid is subjected to any change. Consequently,
maintenance procedure can be carried out immediately after the occurrence of
a disruption and therefore moving away from interval-based inspections.

Smart meters are normally fitted at customers’ premises. They can play an
important role. They provide real-time determination and information storage
of energy consumption and also provide “the possibility to read consumption
both locally and remotely.” Additionally, they can detect power fluctuations
and power outages, allow customers to remotely apply limits on energy con-
sumption, and permit the meters to be switched off. This results in important
cost savings and consequently enables utilities to prevent electricity theft.

Using smart meters help electricity providers to have a better picture of
customers’ energy consumption and consequently help them gaining accu-
rate understanding of energy consumption at different points in time. This in
turn enables utilities to establish demand-side management (DSM) and
accordingly developing new pricing mechanisms. This makes it possible to
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Table 3.1 An overview of Smart Grid communication applications and
technologies [3]. Reproduced with permission from OECD

An expanded view of different Smart Grid communication application and technologies

Core networking

e Protocols needed to provide interoperable

connectivity in a network that may vary
greatly in topology and bandwidth

e.g. HTTP, TCP

Security Security measures for consumer portal e.g. IPSec, HTTPS
communications as portals directly deal
with consumer information and billing
process
Network Standard technologies for collecting e.g. Basic IP, SNMP
management statistics, alarms, and status information

on the communications network itself

Data structuring
and presentation

“Meter-data” for formally describing and
exchanging low devices are configured
and how they report data

e.g. HTML, XML

Power system

Several of the key applications for portals

e.g. DNP 3

operation involve integration with distribution
system operations such as outage detec-
tion and power quality monitoring
Consumer Electrical metering and various aspects of | €-g. ANSI/IEEE C12
applications building automation

Network technologie

WAN technologies

The problem of how to reach the
consumer site represents the most rapidly
changing area of portal technology, and
the one that will have the most impact
on its commercial viability

e.g. DSL, Cellular

LAN technologies

Technology making a portal distant from
being just a “smart meter” or “smart
thermostat” is its stability to network with
other devices locally

e.g. Ethernet, Wi-Fi

decide the price of energy according to real-time costs taking into account
peak power loads. Also price signals can be transmitted to home controllers
or customers’ devices which consequently enable evaluation of the infor-
mation and power. This results in customers becoming more interactive with
electricity suppliers and therefore benefits from an increased visibility into
their energy consumption habits.

(iii) Integrated communication technologies
Information generated by smart sensors and smart meters needs to be
transmitted to processing locations via a communication network. Such a
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communication network must be of a high-speed and two-way information
flow. The communication network is formed from the integration of different
communication applications and technologies. These can be classified into
communication services groups. Table 3.1 provides an overview of these
groups as well as brief descriptions and examples [3].

Utilities can choose between multiple and diverse technologies in the area
of communication network technologies. Several network technologies
that suit the Smart Grid applications have been deployed. Examples of such
networks include wide-area networks (WAN), which aim at reaching
the customer, and local-area networks (LAN), which are operated at custo-
mer sites.

In this context, the distinction made between WAN and LAN technologies
to differentiate between networks used to reach the customer and those at
customer sites.

WAN technologies are designed to handle a two-way information flow
that suits Smart Grid environment. Different types of WAN technologies are
available. They are capable of providing both broadband and narrowband
solutions for the Smart Grid. Discussing the details of this subject is outside
the scope of this book. Readers who are interested to know more about this
subject are advised to refer to reference [3].

Programs for decision support and human interfaces

Programs for decision support and human interface are considered as a
key Smart Grid’s component that is needed to handle the sheer volume of
data that is expected to be generated under the Smart Grid environment. This
constitutes a rather difficult challenge to utilities. The functionality of this
component consists of two tasks: (i) properly handles the integration and
management of the generated data and (ii) presents the data available to
grid operators and managers in a user-friendly manner to support their
decisions.

Example of tools and applications that help minimizing data volume as
well as “creating a format most effective for user comprehension” include
artificial intelligence methods and semi-autonomous agent software,
whereby the software has the ability of learning from input and adapts
accordingly [3,4]. To be able to integrate data from different sources that
provides information on the status of the grid and power quality and pro-
viding quick information about instabilities and outages, new methods of
visualization are needed. Geographic information systems that provide geo-
graphic, spatial, and location of sources of information to tailor such infor-
mation to the specific requirements for decision support systems along the
Smart Grid are also required.

Advanced control systems

The main function of advanced control systems is to monitor and control
essential elements of the Smart Grid [3]. Such systems include distributed
intelligent control systems, substation automation, distributed automation,
and integration with enterprise systems [4].
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Figure 3.3 Details of the composition of Smart Grid according to the technical

perspective approach [5]. Reproduced with permission of IEEE

3.2.3  Composition of Smart Grid based on technical perspective

From technical perspective point of view the Smart Grid is considered to consist of
the following three major systems, the details of which are shown in Figure 3.3 [5]:

(1) Smart infrastructure system
(i) Smart management and control system
(iii) Smart protection system

(1) Smart infrastructure system
The smart infrastructure system consists of (i) electrical energy subsystem,
whose function is to generate electricity, transmit it, and distribute it to load
centers, (ii) information subsystem, whose function is to support advanced
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information metering, monitoring, and management systems and (iii) com-
munication infrastructure subsystem, whose function is to perform commu-
nication and information transmission between various subsystems, devices,
and applications from which Smart Grid consists of.

Under Smart Grid environment, the smart infrastructure system supports
two-way flow of electricity and information. Unlike conventional power
system networks, in addition to central generating plants, the electricity
may be generated at distribution voltage level by customers or otherwise
and fed back to the grid. For example, customers may generate electricity
using solar panels at homes and feed it back to the grid. Electric vehicles
may also be used to help in “peak shaving,” a process whereby electric
power is fed back to the grid to balance loads during peak demand periods
(see Chapter 9).

(ii) Smart management and control system
The smart management and control system of the Smart Grid provides
advanced management and control services. The main objective of this sys-
tem is to improve energy efficiency, ensure supply and demand balance,
ensure greenhouse gas emission control, reduce operation cost, and max-
imize utility profit.

(iii) Smart protection system
The smart protection system of the Smart Grid provides advanced grid
reliability analysis, failure protection, and security and privacy protection
services. The function of this system does not confine only to the protection
of the grid from unintentional faults due to users, errors, equipment failures,
and natural disasters, but it also includes protecting the grid from deliberate
cyber-attacks that can be committed, for example, by disgruntled employees,
industrial spies, and terrorists.

3.2.4 Composition of Smart Grid based on conceptual
reference model perspective

The National Institute of Standard and Technology (NIST) in the USA proposed
the Smart Grid conceptual reference model [6]. Such a model provides a high-level,
overall view of the Smart Grid. It is considered as a useful tool for identifying
actors and possible communications paths between various players in the Smart Grid.
This model is also used to identify the interfaces between domains and actors.
It also includes applications necessary for exchanging information, for which
interoperability standards are needed. According to this model the Smart Grid is
divided into seven domains, as briefly described in Table 3.2. Figure 3.4 shows a
graphical representation of the Smart Grid conceptual model which is intended to
help in analysis, that is, this diagram is not a design diagram that defines a solution
and its implementation. In other words, the conceptual model is descriptive and not
prescriptive. The main benefit of this approach is to help understanding the Smart
Grid operational details and complexities and does not prescribe how the Smart
Grid can be implemented.
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Table 3.2 Domains and roles/services in the Smart Grid conceptual model [6].
Reproduced with permission from OECD

Domain Actors in the domain

1 Customers The end-users of electricity. May also generate, store, and manage the
use of energy. Three customer types are considered, each with its
own domain: residential, commercial, and industrial.

2 Markets The operators and participants in electricity markets.

3 Service Providers The organizations providing services to electrical customers and
utilities.

4 Operations The managers who control the flow of electricity.

5 Generation Generators of electricity may also store energy for later distribution.

This domain includes traditional generation sources (traditionally
referred to as generation) and distributed energy resources (DER).
At a logical level, “generation” includes coal, nuclear, and large-
scale hydro generation usually attached to transmission. DER

(at a logical level) is associated with customer- and distribution-
domain-provided generation and storage, and with service-
provider-aggregated energy resources.

6 Transmission The carriers of bulk electricity over long distances may also store and
generate electricity.
7 Distribution The distributors of electricity to and from customers may also store

and generate electricity.

Conceptual model

o=
Service
provider

Distribution S/~
d

N
-
7
\ 2
L, 2

1 B%

Generation
N

s Secure communication flows
+ « Electrical flows

Sowrce: YIS TS GrIFrames0n. 3.0
Ro20%

Domain

Figure 3.4 The Smart Grid conceptual model which shows the interaction of roles
in different Smart Grid Domains through secure communication [6]
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Each domain and its subdomains comprises Smart Grid actors and applications.
An actor is a device, a system, or a program that makes decisions and exchange
information necessary for performing applications. Examples of devices and systems
include smart meters, solar generators, and control systems. However, applications
are defined as tasks performed by one or more actors within a domain. Examples of
applications include home automation, solar energy generation and energy storage,
and energy management.

Actors in the same domain, in general, have similar objectives. To facilitate
Smart Grid functionality, the actors in a particular domain frequently interact with
actors in other domains, as shown in Figure 3.4. However, communications within
the same domain may not necessarily have similar characteristics and requirements.
Additionally, particular domains also may contain components of other domains.
For instance, the ISOs/RTOs in the USA have actors in both the markets and
operations domains. Similarly, a distribution utility is not entirely contained within
the distribution domain. It is likely to contain actors in the operations domain,
such as a distribution management system, and in the customer domain, such
as meters.

Fundamentally the conceptual model is a legal and regulatory framework that
includes policies and requirements that apply to various actors and applications and
to their interactions. The adopted regulations are developed in such a way that they
govern many aspects of the Smart Grid. They are intended to ensure that electricity
rates are fair and reasonable and that security, reliability, safety, privacy, and other
public policy requirements are met. The process of transferring to the Smart Grid is
bound to introducing new regulatory considerations. The proposed conceptual
model must be consistent with the legal and regulatory framework and must sup-
port the evolution of the Smart Grid over time. It is important that the standards and
protocols identified in the framework must align with the existing and emerging
regulatory objectives and responsibilities. The aim of developing the conceptual
model is to use it as a useful and effective tool for regulators at all levels to assess
how best to achieve public policy goals and at the same time maintain business
objectives, motivate investments in modernizing conventional electric power
infrastructure and building a clean energy economy.

3.2.4.1 Use cases

One of benefits of introducing the conceptual reference model is that it provides a
useful tool for constructing use cases [6]. So what are the use cases? A use case
may be defined as “a method for describing the interaction between a Smart Grid
actor and a system when the actor is using the system to accomplish a specified
goal.” Use cases are classified into a “black box” and a “white box.” The black
box use case describes the user-system interaction and the functional requirements
to achieve the goal. However, it leaves the details of internal operation of the
system to the discretion of the implementer. However, a white box use case
describes the internal details of the system in addition to the interaction and asso-
ciated requirements. White box use cases are therefore prescriptive because they do
not allow the implementer to change the internal system design.
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For the purpose of developing interoperability standards framework and
roadmap, the focus is placed on the black box use cases that describe how systems
within the Smart Grid interact. White box use cases, however, are not covered by
the framework and are left to the stakeholders to create as they describe the details
of a particular solution and therefore they are prescriptive. The reason behind the
focus on “black box use cases” is because they allow maximum innovation in the
Smart Grid applications and at the same time ensure their ready deployment and
interoperability within the Smart Grid as it evolves.

It has been recognized that “black box use cases,” both individually and col-
lectively, are helpful when aiming at interoperability requirements for specific
areas of functionality, such as on premises energy management or predictive
maintenance for grid equipment. When viewed from a range of stakeholder per-
spectives and application domains, combining the actors and interactions from
multiple use cases makes the Smart Grid as a collection of transactional relation-
ships, within and across domains, as illustrated in Figure 3.5.

At this point of time, many Smart Grid intra- and interdomain use cases have
already been developed, and the number will continue to grow as the Smart Grid
evolves. The aim of the body of existing use cases also cover cross-cutting
requirements, including cyber security, network management, data management,
and application integration, as discussed in the GridWise Architecture Council
Interoperability Context-Setting Framework [7].

A major activity covered at the second NIST Smart Grid interoperability
standards public workshop held on May 19-20, 2009, was the development of
black box use cases and interface requirements. This activity was focused on six
Smart Grid functionalities, including wide-area situational awareness, demand
response, energy storage, electric transportation, advanced metering infrastructure,
and distribution grid management. The cross-cutting cyber security task group
employed use cases in the priority areas; in addition to those, it is developing to
supplement the priority area use cases.

Interested readers can find the detailed use cases on the NIST Smart Grid
Collaboration Web site [8].

3.3 Basic components of Smart Grid and its
technical infrastructure

Having reviewed the various attempts related to classifying the composition of the
Smart Grid in the previous sections of this chapter, we shall try in this section to
build up a vision of the technical infrastructure of the Smart Grid. But let us first
identify the basic components of the Smart Grid.

3.3.1 Basic components of Smart Grid

The Smart Grid can be thought of as a concept by which electrical power system
network getting smarter as a result of integrating different technologies/knowledge
into it. As the Smart Grid continue to evolve, totally new components, including
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hardware and software as well as new standards will continue to be developed and
adapted. It is therefore difficult to precisely identify the components from which a
future Smart Grid will be made of. However, by re-examining the definitions and
characteristics of the Smart Grid covered in Chapter 1 and the attempts related to
define the Smart Grid composition covered in the previous sections of this chapter,
the following basic components of a Smart Grid may be identified:

Generation facilities which may include a combination of bulk generation
plants, distributed generation plants, and/or renewable energy based-genera-
tion plants such as wind, solar, and hydro.

Transmission network, including transmission substations

Distribution network, including distribution substations

Consumer’s load networks

Information and communication technologies with provision of security to
safely and reliably transmit data. The function of communication technologies
is to ensure connectivity among systems, devices, and applications. Commu-
nication technologies consist of communication networks, media, and
protocols.

AMI: AMI is considered as a key component of the Smart Grid that imple-
ments residential demand response and also acts as the principal mechanism
for implementing dynamic pricing [6]. See Chapter 2 for detailed discussion of
the AMI.

Intelligent electronic devices (IEDs)

Control devices, computer control and distributed control systems

Smart Grid-enabled home appliances: These are domestic appliances, such as
Smart Grid-enabled clothes dryer, which are enabled by Smart Grid on the
basis of electricity price and other demand signals and therefore help custo-
mers to benefit from the energy saving the Smart Grid environment offers.
Ideally such appliances can be plug-in, registered with the appropriate service
provider through a web portal or toll-free phone call. Such arrangement would
particularly help customers who do not have the necessary expertise and who
are not willing to spend time and money to configure their appliances. An
energy services interface (EIS) should have the ability to communicate with
the Smart Grid-enabled appliances both in the presence or absence of separate
data network in the home. Such communication should require no expertise. It
should work on the basis of “plug and play” and “auto-configuring” [6].
Smart interfacing devices between the Smart Grid and customers: Such inter-
facing devices are particularly important as they represent the most visible part
of the Smart Grid to customers [6]. An interfacing device consists of two
distinct elements; a meter and an ESI. The main functions of the meter is to (i)
measure, record, and communicate energy usage, (i) communicate informa-
tion for outage management, and (iii) enable automated provisioning and
maintenance functions, such as connection or disconnection of service. In
cases whereby customer’s premises contain distributed generation or storage
resources the meter’s function is extended to also include measurement of the
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flow of power from these facilities into the grid. As with regard to ESI, it is
considered as the information management gateway through which the custo-
mer’s network interacts with energy service providers. Its basic functions
include (i) demand response signaling, for example, it communicates price of
energy unit and critical peak period signals, and (ii) provision of customer
energy usage information to residential energy management service or in-
home display.

Internet protocol (IP)-based networks: IP-based networks can be considered as
a basic component of the Smart Grid. It serves as a fundamental element for
the Smart Grid information networks. Existing IP-based networks may be
adapted in the process of Smart Grid deployment. This offers several benefits,
including the maturity of a large number of IP standards, the availability of
tools and applications that can be applied to Smart Grid environments, and the
widespread use of IP technologies in both private and public networks. Addi-
tionally, IP technologies may act as a bridge between applications and the main
communication medium. A key advantage of adopting IP technologies is their
flexibility to allow applications to be developed independent of both the
communication infrastructure and the various communication technologies
that are being used, whether wired or wireless [6].

Standards models and protocols: Standards and protocols that support
deployment of Smart Grid are important to ensure interconnection and
interoperability [9]. Identification of existing standards and protocol
documents and/or development of new documents that support the inter-
operability of Smart Grid are extremely important in the process of Smart Grid
deployment [6]. In order to build safe and secure Smart Grid that is end-to-
end and interoperable, hundreds of standards are required. Therefore a
special effort is needed to identify and select those standards from the
existing ones which are suitable for the Smart Grid deployment. A detail
discussion of identifying and setting guidelines for selecting these standards
are outside the scope of this book.

Software and programs for decision support and human interfaces

3.3.2  Smart Grid infrastructure

The Smart Grid basic infrastructure can be thought to consist of the following four
systems as shown in Figure 3.6:

Ealb o

Electrical power system

Communication and information system

Intelligent protection, automation, and distributed control system
Electricity marketing system

We shall focus our attention on systems 1, 2, and 3, which cover the technical

aspects of the Smart Grid. System 4 related to electricity marketing system is
outside the scope of this book and therefore will not be covered. However, it must
emphasize that under Smart Grid environment interoperability among the various
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Figure 3.6 The Smart Grid basic infrastructure

devices within individual systems as well as among the four systems must be
ensured.

3.3.2.1 Electrical power system

As discussed in Chapter 2, a conventional power system consists of (i) electrical
generation system using large power plants that are normally located far away from
load centers, (ii) transmission system for transferring electrical power from gen-
erating power plants to distribution system, (iii) distribution system whose role is to
distribute the power received from transmission system to consumer’s loads, and
(iv) consumers’ load. In case of Smart Grid, its electrical power system component
can be similar to that of conventional power system described above but with an
important difference in that generating plants known as “distributed generators
(DGs)” are connected at different points on the power system. The size of DGs may
vary from few kilowatts, normally located at the premises of consumers, to several
hundreds of megawatts most of which are integrated into power system at dis-
tribution voltage level. In most cases, such plants use renewable energy sources,
including wind, solar, and hydro, to generate electric power.
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3.3.2.2 Communication and information system

Detailed discussion of the communication and information system related to Smart
Grid will be covered in Chapter 5.

3.4 Summary

In this chapter, the compositions of the Smart Grid and the basis on which such
compositions are defined have been discussed. This include (i) composition of
Smart Grid based on standards adaptation, (ii) composition of Smart Grid based on
technical components’ perspective, (iii) composition of Smart Grid based on
technical perspective, and (iv) composition of Smart Grid based on conceptual
perspective. They are covered under Sections 3.2.1, 3.2.2, 3.2.3, and 3.2.4
respectively.

Identification of the basic components of the Smart Grid that are currently in
use are then covered under Section 3.3.1. It has been recognized that new compo-
nents are continued to be developed as the Smart Grid evolves.

Finally, a basic technical infrastructure of the Smart Grid has been covered
under Section 3.3.2. Such infrastructure consists basically of (i) an electrical power
system, (ii) communication and information system, (iii) intelligent protection,
automation, and distributed control system, and (iv) marketing system.
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Chapter 4
Smart Grid interoperability standards

4.1 Introduction

The Smart Grid, as previously stated, is basically the resultant of the transformation
of conventional electrical power system network to a fully automated network as a
consequence of equipping it with distributed intelligence together with broadband
communication and automated control systems. A key requirement of the Smart
Grid is the interoperability among its various digitally based components which
may be called “cyber systems.” Additionally it has been recognized that [1]:

To get from today’s electricity grid to tomorrow’s smart grid with inter-
connection and full two-way communications connection to distributed
energy sources such as wind, solar, and plug-in electric vehicles requires
an interoperability framework of protocols and standards.

The only way to achieve interoperability requirements among the various
components of the Smart Grid is through the use of internationally recognized
communication and interface standards [2]. It is expected that Smart Grid standards
will cover the entire grid. This means there is a need for two types of standards, these
are: (i) interoperability standards (top down) and (ii) building block standards
(bottom up) [1]. However, this chapter will address the issues related to inter-
operability standards as applied to the Smart Grid.

4.2 Analogy between the interoperability of a digitally
based device and human interoperability

4.2.1 Definition

Interoperability defined by the IEEE [1,3] as “the ability of two or more systems or
components to exchange information and to use the information that has been
exchanged.” According to this definition it is vitally important to note that a
digitally based device should not only have the ability to exchange information but
it must also have the ability to understand the exchanged information so that it can
use it properly and efficiently.

In order to highlight the importance of developing appropriate standards that
enable the interoperability among digitally based devices/systems manufactured by
different vendors (and therefore making them talking to each other), it would be
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Table 4.1 Analogy between human interoperability and digitally based devices/
systems interoperability

Human Digitally based devices/systems

Establishment of a common Establishment of common cyber “language”
“language” standard such as English standards that make exchange of
that makes conversation among people information between digitally based devices
talking different languages possible of different vendors possible.

Human language components: Cyber language components:

o Nouns e Data

e Verbs e Messages: send, transmit an event, and

e Grammar acknowledgement

e Rules for exchanging information:
formatting, sending, and responding to

messages

Time somebody at a meeting starts to Time a digitally based device starts to send a
speak: Guided by societal rules message: Defined by cyber standards

Security: Achieved by limiting the Security: Achieved by using passwords and
number attending the meeting encryption

What subject discussed during the What data can be exchanged and under what
meeting condition

useful to develop an analogy between interoperability of people (talking to each
other) who speak different languages and digitally based devices/systems manu-
factured by different vendors. Such analogy is shown in Table 4.1 [2].

In this context, example of digitally based systems includes computer systems,
and example of digitally based devices includes intelligent electronic devices (IEDs).

4.3 Cyber interoperability standards

The analogy between human interoperability and digitally based devices/systems
interoperability detailed in Table 4.1 clearly shows that in order for digitally based
devices/systems, produced by different vendors, to communicate with each other a
common “cyber language” need to be developed specifically for this purpose,
which is similar to the need of people, talking different languages, adopting a
common language such as English. However, in order to develop a tested, effective,
and efficient cyber language, an appropriate standard need to be developed with
inputs from concerned industries. For the case under consideration this includes
power industries, standards development organizations, and utilities.

4.3.1 Aim of interoperability standards

The aim of cyber interoperability standards [2] is to formulate nouns (data), verbs
(messages), grammar (rules for exchanging information), and societal rules for
exchanging information (cyber standards rules). Using cyber technical language,
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this is expressed as formalizing the object model semantics, the messaging syntax,
the communication profiles, and the network/security management.

4.3.2 Type and characteristics of interoperability
standards for Smart Grid

4.3.2.1 Type of interoperability standards

There are different types of interoperability standards that are developed with dif-
ferent properties. Most of these standards focus only on specific levels, although
there are no clear distinctions between such levels. The levels of cyber standards
may be broadly classified into four levels as follows [2]:

e Media-related standards specific to fiber optics, microwave, Wi-Fi, CATV,
wires, telephones, and cell-phones

e Transport-related standards such as Internet standards, including Ethernet, 1P,
TCP, HTTP, and OPC

e Application-related standards such as HTML, XML, IEC 61850, and common
information model (CIM)

e Seccurity-related standards such as AES 256, PKI, secret keys, and certificates

4.3.2.2 Characteristics of interoperability standards
Standards must not be too rigid. They should leave flexibility for systems to add
new functionalities or select certain options. Flexible Smart Grid system inter-
operability design and operational standards will also help short and long terms
Smart Grid evolution [1]. In many cases, standards have the provision of both
mandatory requirements and optional selections, as well as with “extension rules”
for expanding the standards in a consistent manner for new functions. Usually a
rule of 80/20 is applied, that is, the standards address about 80 percent of the
interoperability needs, while at least 20 percent must be left for vendor’s specific
requirements or utility’s specific requirements, as well as the flexibility to meet
unforeseeable future requirements [2].

It should be noted that most standards are developed by vendors and con-
sultants. Utilities may have some input but experience has shown that such input is
rather limited.

4.4 Interoperability standards development organizations

There are many standards bodies worldwide that are engaged in tackling inter-
operability issues for a wide range of industries, including the electrical power
industry [2] (see Section 4.5). Many users groups and consortia (see Section 4.6)
have also been involved in providing input and guidance for the development and
implementation of these standards.

In real life, involvement of utilities, vendors, and other stakeholders of the
Smart Grid is extremely important in speeding up the development of relevant
standards.
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4.5 Electrical power industry standards development
organizations (SDOs) and key interoperability standards

There are several SDOs for electrical power industry worldwide. Additionally,
several users groups and consortia such as the Utility Standards Board (USB) are
working to provide input and guidance for the development and implementation of
these standards. A brief coverage of the most active SDOs as well as users groups
and consortia in Smart Grid-related issues and the key interoperability standards
that have been handled by such organizations and users groups and consortia will
be given in the following subsections.

4.5.1 The International Electrotechnical Commission

The International Electrotechnical Commission (IEC) is considered as the leading
global organization. It has undertaken the task of preparing and publishing inter-
national standards for all electrical, electronic, and related technologies, primarily
for the electrical power industry. It has also undertaken some electrical-related
work in industrial processes.

The IEC Council is formed from the membership of national committees, one
from each country. The international standards work is coordinated by the standards
management boards (SMBs), which operate under the IEC Council. This standards
work is executed by several technical councils (TCs), each targets specific area. For
example, TC 57 aims at developing standards for communications and interoper-
ability. It is also home to the working groups (WGs) which are developing many of
the Smart Grid interoperability standards. These WGs consist of technical experts
authorized by their national committee to participate in the two to four meetings per
year, in addition to undertaking significant work between meetings.

Figure 4.1 illustrates the specialized communications standards for the elec-
trical power industry that has been developed by the IEC TC 57 [4]. This is an
ongoing work aiming at expanding and enhancing these standards, which include:

e IEC 61850 for substation automation, distributed generation that includes
photovoltaics, wind power, and fuel cells, supervisory control and data
acquisition (SCADA) communications, and distribution automation, plug-in
hybrid electric vehicles (PHEV).

IEC 61968 for distribution management and AMI back office interfaces

IEC 61970 CIM for transmission and distribution abstract modeling

IEC 62351 for security that focuses on IEC protocols, network and system
management, and role-based access control

IEC TC 13 deals with issues related to metering. It may combine its effort with TC
57 to develop communications for metering, specifically for AMI.

4.5.2 Institute of Electrical and Electronic Engineers (IEEE)

The methodology used by the IEEE for developing draft and, ultimately, final
standards is similar to that of the IEC. However, in case of the IEEE the voting is
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Figure 4.1 IEC communications standards for the electrical power industry that
has been developed by TC 57 [4]. Reproduced with permission from
IEC Smart Grid Standardization Road Map ed.1.0, © 2010 IEC
Geneva, Switzerland. www.iec.ch

conducted only by members of the working groups, that is, national committees are
not involved. Additionally, the IEEE working groups have been engaged in the
development of many other types of documents. This includes recommended
practices, technical reports, conference papers, and other nonstandard-oriented
documents.

Many standards have been developed by the IEEE. The most appropriate ones
for communications and interoperability are listed below:

IEEE 802.3 (Ethernet)
IEEE 802.11 (Wi-Fi)
IEEE 802.15.1 (Bluetooth)
IEEE 802.15.4 (ZigBee)
IEEE 802.16 (WiMax)

4.5.3 Internet Engineering Task Force

The Internet Engineering Task Force (IETF) is responsible for Internet standards.
The mechanism employed by the IETF to develop, send out for comment, and
finalize standards is based on what is called “A Request for Comment (RFC)
document.” In order to fully accept RFC specifications as standards they must be



68

Smart Grid: concepts, technologies and evolution

implemented by more than one vendor. Some of the key IETF RFCs are
listed below:

RFC 791: Internet Protocol (IP)

RFC 793: Transport Control Protocol (TCP)

RFC 1945: HyperText Transfer Protocol (HTTP)

RFC 2571: Simple Network Management Protocol (SNMP)

RFC 3820: Internet X.509 Public Key Infrastructure (PKI) for security

4.5.4 American National Standards Institute (ANSI)

Similar to other standards organizations, ANSI has working groups who under-
take the development of specific standards as well as updating them as necessary
[2]. The most relevant ANSI standards for interoperability of AMI systems
include:

ANSI C12.18-2006: Protocol Specification for ANSI Type 2 Optical Port. This
Standard establishes the criteria required for communications between a
C12.18 Device and a C12.18 Client via an optical port [5]. In this context, the
C12.18 Client may be a handheld reader, a portable computer, a master station
system or some other electronic communications device.

This standard also provides details for a complete implementation of an OSI
7-layer model. The protocol specified in this document was designed to
transport data in table format. The table definitions are in ANSI C12.19 Utility
Industry End Device Data Tables (see below).

ANSI C12.19: Utility Industry End Device Data Tables [6]: This standard
defines a table structure for utility application data to be passed between an “end
device” and any “other device.” In this context, the “end device” is typically an
electricity meter, and the “other device” is typically a handheld device carried
by a meter reader, or a meter communication module which is part of an auto-
matic meter reading system.

ANSI C12.21-2006: American National Standard Protocol Specification for
Telephone Modem Communication.

ANSI C12.21 Standard was developed aiming at facilitating the commu-
nications between a C12.21 Device and a C12.21 Client via a modem con-
nected to the switched telephone network [7]. In this context the C12.21 Client
could be a laptop or portable computer, a master station system, or some other
electronic communications device.

The protocol developed in this standard was specifically designed to facil-
itate the transportation of data in table format. Table formats are defined in
ANSI C12.19.

ANSI-ANSI C12.22-2008: Protocol specification for interfacing to data com-
munication networks: This standard has been developed by extending the
concepts of standards [8].

Communications with electronic devices, initially, involve transportation of

memory data via proprietary protocols that are unique to the manufacturer that has
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developed it. The recognition of the importance of interoperability and support of
multiple manufacturers by reading and programming systems has led to recognize
the need for standardization of data formats and transport protocols.

The first step that was taken to achieve this goal was standardization of data
formats by abstracting internal data as a set of tables. Definition of a set of standard
table contents and formats were detailed in ANSI C12.19, “Utility Industry End
Device Data Tables.”

A point-to-point protocol was developed to transport table data over an optical
connection in Standard ANSI C12.18, “Protocol Specification for ANSI Type 2
Optical Port.” An application language called Protocol Specification for Electric
Metering (PSEM) was specifically developed in the ANSI C12.18 to make it pos-
sible for applications to read and write tables. Later on, Standard ANSI C12.21,
“Protocol Specification for Telephone Modem Communication” was developed to
make it possible for devices to use PSEM to transport tables over telephone
modems.

Extending the concepts of the ANSI C12.18, ANSI C12.19 and the ANSI
C12.21 standards, this Standard, that is, ANSI C12.22, was developed to make it
possible transporting table data over any reliable networking communications
system. Additionally, this standard describes an optionally exposed point-to-point
interface between a C12.22 Device and a C12.22 Communications Module
designed to be attached to “any” network. Additionally, this standard defines a
methodology to capture, translate, and transmit one-way device messages.

It will be noted that ANSI C12.22 standard uses Advanced Encryption Stan-
dard (AES) to ensure strong and secure communications, including confidentiality
and data integrity. ANSI C12.22 also defines message services which are compo-
nents of an AMIL.

4.5.5 National Institute of Standards and Technology (NIST)

In the context of Smart Grid, NIST has developed special publications in the 800
series [2]. They provide documents of general interest to the community that deals
with computer security. These documents are more of guidelines rather than stan-
dards, but are very relevant to moving toward secure interoperability. As far as the
Smart Grid is concerned the following two documents are of particular interest:

e NIST SP-800-53: Recommended Security Controls for Federal Information
Systems [9]:

This publication provides guidelines for selecting and specifying security
controls for the USA federal information systems in accordance with the
security requirements in the USA Federal Information Processing Standard
(FIPS) 200. This includes selecting an initial set of baseline security
controls based on an FIPS 199 worst-case impact analysis, tailoring the
baseline security controls, and supplementing the security controls based
on an organizational assessment of risk. These guidelines apply to all
components of an information system that process, store, or transmit federal
information.
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e NIST SP-800-82: Guide to Industrial Control Systems (ICS) Security [10]:
This document provides guidance for establishing secure ICS. Such systems
include SCADA systems, distributed control systems (DCS), and other systems
performing control functions.

4.5.6 North American Electric Reliability Corporation (NERC)

The NERC has issued security standards known as Critical Infrastructure Protec-
tion (CIP) Standards. These security standards are specifically developed for the
bulk power systems. However, it has been recognized that many of the require-
ments can also be applied to distribution and AMI systems. Consequently, they
may eventually become standards for these systems as well. NERC Standards CIP-
002 through CIP-009 provide a cyber-security framework for the identification and
protection of Critical Cyber Assets to support reliable operation of bulk electric
power systems. These standards recognize the differing roles of each entity in the
operation of bulk electric power systems, the criticality and vulnerability of the
assets needed to manage the reliability of bulk electric power systems, and the risks
to which they are exposed. Responsible entities should interpret and apply Stan-
dards CIP-002 through CIP-009 using reasonable business judgment. NERC CIP
002-009 Security Standards [1,11,12] cover:

Critical Cyber Asset Identification

Security Management Controls

Personnel and Training

Electronic Security Perimeter(s)

Physical Security of Critical Cyber Assets
Systems Security Management

Incident Reporting and Response Planning and
Recovery Plans for Critical Cyber Assets

4.5.7 World Wide Web Consortium (W3C)

The W3C was founded in October 1994. It is the main international standards
organization for World Wide Web (abbreviated as WWW or W3). In context of
Smart Grid the W3C has been involved in developing interoperable technologies in
terms of specifications, guidelines, software, and tools for the World Wide Web,
including [2]:

e HTML: HTML is the main markup language, which is used for web page
design. HTML elements are the basic building-blocks of webpages.

e Extensible Markup Language (XML): It is a markup language that defines a set
of rules for encoding documents in a format that is readable by both human and
machine. XML is designed with emphasis on simplicity, generality, and usability
over the Internet. XML is widely used for the representation of arbitrary data
structures (e.g., in web services), although its design focuses on documents.

e Web services for application-to-application communications, such as Simple
Object Access Protocol (SOAP) for transmitting data: SOAP is a protocol
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specification specifically developed for exchanging structured information in
the implementation of web services in computer networks. It relies on XML
for its message format, and commonly relies on other application layer pro-
tocols, particularly HTTP and Simple Mail Transfer Protocol (SMTP) for
message negotiation and transmission.

4.5.8 German Standards Institute DIN (Deutsches Institut
fiir Normung)

Electricity metering is one of the Smart Grid issues that has been covered sig-
nificantly and effectively by DIN [13].

4.6 Users groups and collaborative efforts
within the power industry

Standards are normally developed such that they can only define exactly how a
specific interface should be structured. However, they do not address which stan-
dards fit best for different requirements, or which optional parameters to imple-
ment. Real-world implementation requires continuous updating and corrections
that need to be fed back to the various standards groups. Education and training on
the capabilities of different standards are also important to effectively and correctly
apply them.

These refinements, feedback, and educational programs are performed by
several users groups, collaborative efforts, associations, alliances, and other non-
standard organizations. Number of the key groups related to Smart Grid require-
ments will be briefly discussed in the following subsections.

4.6.1 UCA International Users Group

Utilities Communication Architecture (UCA) International Users Group (UCAlug)
focuses its effort on assisting users and vendors in the deployment of standards for
real-time applications for several industries with related requirements. The users
group does not write standards, but works closely with those bodies who take the
responsibility of completion of standards as their main objective [14].

Such bodies particularly include IEC TC 57: Power Systems Management and
Associated Information Exchange.

UCAIug has several subgroups/subcommittees, the most active of them
are [2]:

e IEC 61850 Users Group [15]:

International standards IEC 61850 and its application to the Smart Grid will
be discussed in detail in Chapter 6.

e CIM Users Group (CIMug) [16]: This group was established in 2005 as a
subgroup of the UCAlIug. The aim is to provide a forum whereby users, con-
sultants, and suppliers can cooperate and promote the IEC CIM international
standards to advance interoperability across the utility enterprise. The main
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purpose is to share technology basics, best practices, and technical resources
while advancing interoperability for the utility enterprise.

e Open Smart Grid (OpenSG) Users Group (OSGug) [2,17]: The aim of this
users group is to help users getting information on the progress of the OSG
issues and to share their project experiences. Issues addressed by this group
include AMI issues (OpenAMI), security for AMI (AMI-SEC), Home Area
Networks (OpenHAN), and AMI Enterprise issues (AMI-Enterprise).

4.6.2 National Rural Electric Cooperative Association
(NRECA)’s MultiSpeak

The MultiSpeak initiative is a collaborative work between the National Rural
Electric Cooperative Association (NRECA), leading software vendors and electric
utilities aiming at developing an interoperable communications protocol, called
MultiSpeak [2,18,19]. According to this initiative, a MultiSpeak specification for
interoperability has been developed and continues to be expanded. MultiSpeak
specification defines standardized interfaces between software applications com-
monly used by electric distribution utilities. It is considered a key industry-wide
standard that facilitates interoperability among wide-ranging business and auto-
mation applications used in electric distribution utilities. Applications with inter-
operability capability that have been enabled by MultiSpeak are already in place in
many electric utilities which helped in integrating operation of previously stand-
alone systems. It will be noted that MultiSpeak provide similar capabilities to those
included in IEC 61968 distribution extensions to the CIM.

4.6.3 Cigré

The International Council on Large Electric Systems known as Cigré is a parallel
organization to the IEC. However, Cigré’ focuses on discussions and reports related
to key issues related to electric power industry, which are normally authored by
utility personnel [2].

Cigré has several working groups aiming at developing reports on commu-
nications, cyber security, and interoperability issues [20]. Some of these reports are
used to propose the types of standards that should be developed, usually by the IEC.

4.6.4 GridWise™ Alliance

The GridWise Alliance is a leading industry coalition whose members are from
public and private stakeholders that promote the idea of a smarter grid for providing
better services to the public. The aim of the Alliance is to facilitate effective col-
laboration among stakeholders, promote, educate, and advocate for the adoption of
innovative Smart Grid solutions [2,21]. It is the belief of Alliance that such solu-
tions will bring about economic and environmental benefits for customers, com-
munities, shareholders, and society.

The GridWise Alliance has helped in sponsoring conferences and workshops
such as the GridWise Architecture Council, Grid Interop, GridWeek, and EPRI’s
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IntelliGrid projects. It has also published reports related to transformation of con-
ventional power systems to the Smart Grid. Examples of such reports include “The
Future of the Grid,” “The 2014 Grid Modernization Index (GMI),” and “Grid of
the Future Transitional Action Plan.”

The GridWise Alliance, founded in 2003, has developed into an organization
that represents a broad range of the energy supply chain from utilities to large tech
companies to academia to venture capitalists to emerging tech companies. This
variety of stakeholders gives the Alliance a unique diversity of perspectives which
enables interactive dialogue between members. Being a consensus-based organi-
zation, the assortment of opinions produces deliberate and highly reflected upon
resolutions to key issues.

Since its foundation in 2003, the GridWise Alliance has developed into an
organization that represents a broad range of the energy supply chain that encom-
passes utilities, large tech companies, academia, venture capitalists, and emerging
tech companies.

It is worth mentioning that the GridWise Alliance is a founding member of the
Global Smart Grid Federation.

4.6.5 Electric Power Research Institute (EPRI)’s
IntelliGrid program

In an effort to develop guidelines on interoperability and standards, the EPRI in the
USA has initiated the IntelliGrid program in 2003 [1]. Since then electric utilities
continued to transform their systems toward Smart Grid by equipping them with
technologies such as advanced monitoring, communications, computing, and
information technologies to support “Smart Grid” applications such as wide area
monitoring and control, integration of bulk or distributed renewable generation,
distribution automation, and demand response. As a result of this, utilities find
themselves facing many challenges, including [22]:

e Seclecting technologies that best meet current and future business needs and
regulatory requirements while minimizing the risk of early obsolescence and
vendor lock-in

e Creating an overall architecture that integrates the many intelligent devices,
communications networks and enterprise systems to utilize resources, and
provide information to all users

e Managing the tremendous amount of data that are generated by the Smart Grid
so that they can be converted into actionable information and effectively
present the information to the people who need to take action

e Managing a growing network of intelligent devices that have different
capabilities and that use different protocols and data formats in a way that
optimizes performance

e Ensuring that the workforce has the skills necessary to design, operate, and
maintain equipment and systems that use new technologies.
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In order to address these challenges the IntelliGrid Program extended its
activity to include:

e Tracking government and regulatory activities related to standards, cyber
security, and communications, and interpret the impact that these actions may
have on the electrical utility industry.

e Promoting interoperable systems by participating in the development of key
Smart Grid standards, assessing emerging standards, conducting interoper-
ability tests of products that implement key standards and providing informa-
tion to utilities on how to implement standards.

e Defining requirements for utility communications networks and assesses key
communications technologies.

e Facilitating Smart Grid demonstration projects around the world to better
understand and advance the use of distributed energy resources in Smart Grids.

4.6.6 Vendor collaborations

Finalizing the details of the Smart Grid standards as well as reaching an agree-
ment among various vendors on which aspects of the standards are to be imple-
mented constitute important steps toward the implementation of the Smart Grid
concept. To achieve this goal, several collaborations and alliances of vendors
have been formed. Examples of relevant vendor alliances and collaborations are
given below [1]:

e ZigBee Alliance

The ZigBee Alliance (ZA) considers itself as an organization “leading the
global evolution of the Internet of Things and creating a time when you can
Control Your World” [23]. Members of this Alliance work closely together in
an open, global environment, sharing their expertise to create ZigBee innova-
tive standards that offer reliable, secure, low-power, and easy-to-use wireless
communication. The members also collaborate using globally recognized open
standards development processes to guide their work.

ZA aims at simplifying the integration of wireless products and speeding up
time to market, while reducing costs and risks for product manufacturers
looking to introduce energy-efficient wireless control into their products.

ZigBee considered as the only global and standards-based wireless solution
that can conveniently and affordably control the widest range of devices to
improve comfort, security, and convenience for consumers [24]. ZigBee
technology has become the choice of leading service providers, installers, and
retailers who bring the benefits of the Internet of Things into the smart home.
ZigBee serves as the language for a wide variety of smart home devices so
companies can deliver an integrated ecosystem of home monitoring, energy
management, heating and cooling, security, and convenience devices.

o HomePlug Powerline Alliance

HomePlug Alliance is an association formed from several companies [25].

The aim of this Alliance is to develop technology specifications and certification
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and logo programs for power-line networking. To achieve its objectives,
HomePlug Alliance brings together individual researchers, technologists,
strategic thinkers, market experts, business decision-makers, and product
developers, and unites them in a common goal to create a global environment
where powerline communications can thrive.

An example of where HomePlug Powerline can be applied is the Smart Home,
which is evolving rapidly. Smart Home has several characteristics that fit well with
HomePlug technology [26]. Until recently, home automation and management used
to be set up on a separate, home control network with its own communication
protocols, control consoles, and applications. However, with the advent of the
smart phone and connected tablets, consumers increasingly looking for controlling
their Smart Homes via mobile devices and also monitoring the status of their homes
when they are away from home. To achieve seamless connectivity among all
devices, everywhere in a Smart Home, the home broadband network and the home
control network need to be merged.

As the average home becomes a media hub, a robust home network is needed
to support it. Streaming videos on TVs or computers, online gaming, HDTV, and
multiple devices running high bandwidth applications throughout the house are
becoming the norm. This in turn puts huge pressure on the home network. Although
wireless offers great mobility around the home, it often struggles when it is located
far from the router, particularly with demanding application such as online gaming
or streaming videos.

HomePlug provides interoperability for the Smart and Connected Home.
There are several HomePlug technologies available in the market. Examples of
these include (i) HomePlug Green PHY™ technology, which is low cost and
ideally suited for smart appliance and home control applications and (ii) Home-
Plug AV which has the benefits of providing a reliable communications tech-
nology for high bandwidth distribution of entertainment-grade HD video,
gaming, and Internet. Mobile devices are continuously becoming the controllers
for consumers’ “digital life.” To address this trend, HomePlug technologies
seamlessly integrate with Wi-Fi to ensure whole home wired/wireless high-speed
broadband and internet of things (IoT) connectivity.

e ISA SP-100 Standardization Committee for Wireless Systems for Automation

The International Society of Automation (ISA), which was created in 1945,

has become a leading global organization. Activities of ISA include develop-

ment of standards, certifying industry professionals, and providing education
and training [27].

ISA 100 (previously known as ISA SP100 [28]) is ISA’s Wireless Systems
for Automation Standards Committee [29]. It was formed from end-users and
technology suppliers aiming at establishing standards, recommended practices,
technical reports, and related information that define procedures for imple-
menting wireless systems in the automation and control environment with a
focus on the field level (Level 0).
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AMI / Enterprise Bus interface, with examples of AMI equipment and utility systems
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Figure 4.2 AMI/Enterprise Bus interface [2]. Reproduced by permission of
Xanthus Consulting International

4.6.7 Utility Standards Board

The USB is a group formed from a number of major utilities in North America
[1,30]. They join their effort to develop de facto interoperable standards to address
the interface between the AMI systems and several utility systems. The latter
includes back office metering, billing, and revenue protection, as well as distribu-
tion operations such as outage management, power quality, and load management,
which are interconnected to the AMI via a generic “Enterprise Bus (EB).”

This joint effort has provided utilities with excellent forums for discussing
AMI issues. It has also helped in providing significant input into the formal IEC
standards-development process as the de facto standards are released through the
UCA Users Group to the IEC.

Additionally, through their participation in the USB, utilities members have
taken the lead in providing the business processes as a foundation for developing
interoperability standards. Some of the work they involved with include:

e Meter/Headend Event Codes
e Remote Connect/Disconnect
o Outage Management

Figure 4.2 illustrates the AMI/EB interface. Its function is to establish an
interface between AMI systems which are connected to the meters and customer
gateways, and the EB which connects to utility systems, including back office
systems and certain distribution operations systems. Although the implementation
configurations of these systems may vary significantly, the basic architecture
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remains the same, with the EB acting as the link between the AMI systems and any
other systems.

4.7 Summary

This chapter is devoted as introduction to the Smart Grid interoperability standards.
An analogy between the interoperability of a digitally based device and human
interoperability is first introduced. This is followed by discussing cyber interoper-
ability standards with emphasis on highlighting the aim, type, and characteristics of
interoperability standards.

Major organizations of power industry that are engaged in standards devel-
opment are then covered. These include (i) the IEC, (ii) IEEE, (iii) IETF,
(iv) ANSI, (v) NIST, (vi) NERC, (vii) W3C, and (viii) DIN.

Finally, Users Groups and collaborative efforts within the power industry are
discussed. These include (i) UCAlug, (ii) NRECA’s MultiSpeak, (iii) Cigré,
(iv) GridWise™ Alliance, (v) Electric Power Research Institute’s IntelliGrid,
(vi) Vendor Collaborations, and (vii) USB.
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Chapter 5

Smart Grid communication system
and its cyber security

5.1 Introduction

As stated previously, power system communication (PSC) infrastructure is con-
sidered as a key component of the Smart Gird that enables it to fulfill the role that is
expected to play. In this chapter, the characteristics and structure of Smart Grid
communication system will be discussed. Under the Smart Gird environment, a
huge amount of data information about the electrical power system is generated.
Such information is normally collected at points on the power system along routes
between generation plants and points of consumers’ connection. The collected
information is used for performing different tasks, which include [1] (i) making
real-time operational decisions that ensure dispatching power efficiently,
(i1) identifying certain aspects related to system planning, and (iii) identifying
where the consumers’ power comes from and how much it costs at a given time.
Therefore, it is extremely important that any communication system that handles
such data must be reliable, resilient, secure, and efficient.

5.2 Classification of power system communication according
to their functional requirements

In recent years, capabilities of communication systems have developed from nar-
rowband, low speed (range of 100 bit/s) to high-speed broadband ‘“highways”
(range of 100 Mbit/s) [2] for all sorts of communications.

Power system communication systems may be classified, based on their
functional requirements, into three categories as follows [3]:

1. Real-time operational communication systems
2. Administrative operational communication systems
3. Administrative communication systems

5.2.1 Real-time operational communication systems

Real-time operational communication covers communication in real time that is
necessary to maintain the operation of electric power system. This may be divided
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into (i) real-time operational data communication and (ii) real-time operational
voice communication.

() Real-time operational data communication
As the name implies, real-time operational data communication is char-
acterized by the fact that interaction normally takes place in real time, with
critical time requirements. The requirements for this type of communication
define the design of the technical solutions. This type of communication is
used to transmit (a) protection signals and (b) power system control signals.

As far as protection signals are concerned, they must be transmitted within
a very short time interval. This depends on the type of protection scheme
under consideration. However, the maximum allowed time is in the range of
12-20 ms. This requirement is due to the fact that fault current usually cleared
within approximately 100 ms.

However, power system control signals are mainly due to supervisory
control systems such as supervisory control and data acquisition (SCADA)
systems and energy management systems (EMS). Operational data such as
measured signals and circuit breaker status signals are mainly transmitted
using dedicated operational data networks. The measured values of power
system control signals must arrive the control center no later than 15 s, while
circuit breaker signals must arrive no later than 2 s after the occurrence of
an event.

(i) Real-time operational voice communication

Real-time operational voice communication covers transmitting phone calls
related to the operation of electric power system such as troubleshooting
during abnormal conditions. Voice communication, which is normally con-
ducted by operating staff such as those operating control centers, is considered
as one of the most important tools, both during normal and abnormal operation
conditions. Real-time operational voice communication also includes facsimile
for switching sequence orders.

The means of using electronic mail (e-mail) for transmitting switching
sequence orders is also considered.

5.2.2 Administrative operational communication systems

Administrative operational communication systems normally deal with transmit-
ting detailed information that describes what has happened in minor and major
power system disturbances following their occurrence. Examples include infor-
mation due to interactions with local event recorders, disturbance recorders, and
power swing recorders.

Unlike real-time operational communication, this class of communication does
not require the interaction to take place in real time, and thereby, time requirements
are not so critical.

The functions that are also included under this class include (i) asset man-
agement, (ii) fault location, (iii) metering and transmission of settlement informa-
tion, (iv) security system, and (v) substation camera supervision.
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5.2.3  Administrative communication systems

This class of communication is dedicated to the communication and facsimile
between the offices of a company located at the same site as well as different
geographical locations. It also covers the communication from/to the company,
where the communication has only an administrative purpose.

5.3

Existing electric power system communication
infrastructure and its limitation

Under this section, the followings will be discussed:

1)
(i)
(iif)
(1)

(i)

Overview of current PSC systems and their characteristics
Shortcomings of current PSC systems
Characteristics of future PSC systems that suits Smart Grid requirements

Overview of current PSC systems and their characteristics

The PSC infrastructure that has been in use, prior to contemplating Smart
Grid concept, has evolved several decades ago to meet the needs of the
regulated electric power industry. Its structure is based on what is called
“star topology” [4,5] whereby the functionality of PSC is based on com-
munication between a control center and individual substations as shown in
Figure 5.1. This figure illustrates a typical example of existing PSC systems.
It shows two areas named as utility A and B. Each utility has (i) its own
control center and (ii) remote terminal units (RTUs) installed at generation
plants, transmission centers and distribution centers. The RTUs are linked,
via PSC links, to SCADA systems and special protection schemes (SPSs),
sometimes also called remedial action scheme (RAS) [6].

The main functions of such PSC systems include (i) carrying control
signals between various components of control systems that are necessary for
the operation of such systems and (ii) carrying protection signals that are
usually generated by protection devices following fault conditions to open
appropriate circuit breakers necessary for isolating the fault.

Shortcomings of current PSC systems

Several shortcomings associated with existing communication infrastructure

(ECI) have been identified as explained below:

e Existing communication infrastructure such as that shown in
Figure 5.1 used by the control centers results in slow automatic con-
trol to balance load and generation [5]. The manual control which is
based on ECI used by operators to open and close circuit breakers
is even slower [4]. Examples of control systems used in power sys-
tems are the SCADA systems. These systems are built using star
topology-based communication infrastructure, which conveys power
system status information as well as commands back and forth within
a period of several seconds.

o Fast control systems including protection systems against short circuits,
some voltage controls and special controls normally make decisions
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Figure 5.1 Existing power system communication infrastructure [4]. Reproduced
by permission of IEEE

based on local measurements. Use of ECI by these control systems limits
their ability to cope with grid-wide phenomena [4]. For example, in the
event of a power outage, fast control systems such as the RAS protect
lines against short-circuits and regulate line voltages, but they can nei-
ther detect nor correct rapidly occurring cascading failures in the power
system. Therefore, it can be concluded that existing communication
systems require complete updating in order to cater to the needs of the
ever-growing power systems [5].

In this context, SPSs have been developed to meet some of the wide-area
control needs that cannot be addressed by ECI. An SPS involves installing
hardwired, point-to-point communication between two or more substations,
which are in some cases separated by hundreds of miles. If an event or a
measurement occurs in a certain location on the grid, installation of an SPS
can help in triggering actions, such as breaker tripping at another location.
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However, these schemes cannot be relied on as a solution to the long-term
control requirements of the grid [4].

Additionally, the limitations of existing communications infrastructure may
also cause utilities’ operators to be unaware of disturbances in neighboring
control areas. Under such circumstances the operators tend to resolve the
situation by communicating in a hit-or-miss fashion using telephones, which
could lead to miss the opportunity to limit the spread of disturbance [4].

In addition to what has been stated above, several developments have been
made in recent years, which put the grid under stress and also highlight the
limitation of ECI. Such developments include the following [4]:

e Low investment in transmission system while demand, including that for
higher-quality power, keeps increasing.

e Introduction of deregulation, which led the introduction of regional
transmission operator (RTO)-based operational structures, independent
sellers and power producers, new requirements for ancillary services,
increased separation of power producers and consumers (which results
in increasing load on the transmission infrastructure), and many more
participants involved in the system overall.

o Continued increase of penetration of distributed generation that has led
to several protection and control challenges.

e Increased concern about the security of the grid including malicious
attacks on the grid.

Additionally, over the same time period, the number of intelligent elec-
tronic devices (IEDs) deployed in substations, for monitoring and measure-
ment, has continued to increase. These devices have the capability of
monitoring grid operational parameters as well as independently protecting
the grid at the substation level. The data they gather are usually recorded at
the substation to be used for postincident analysis. Synchronous phasor
measurement units (PMUs), which have the capability of gathering data
several times per power cycle, are also deployed to help develop a much
more detailed picture of the grid’s dynamics for systems planning, control,
and postincident analysis. However, due to the limitations of current com-
munications infrastructure, these data cannot be used beyond the substation
where they are generated.

Characteristics of future PSC systems that suits Smart Grid requirements

Future PSC systems that suits Smart Grid requirements and also ensure

overcoming the limitations of existing PSC systems need to be characterized

as having an evolvable and adaptable communication architecture that

enables it to meet the following requirements [4]:

o It must have the capability of easily making status information available
to any legitimate participant at any location.

e It must have the ability to deliver the information to each and every
participant in a timely and reliable manner. It is important to note that
for many envisioned control applications (such as SPS replacement)
the faster the signal is transmitted, the better. However, regardless of the
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absolute speed requirement, there is a need for predictable latency in
any control application despite any foreseeable communication failure
or overload.

Security of PSC systems must be ensured in such a way that status information
is protected against illegitimate use, and participants can trust the status informa-
tion they receive. It is also important that participants must be assured about the
trustworthiness of the data they receive from other parties with whom they com-
municate, to limit the risk of using inaccurate data or of disclosing information to
unauthorized sites.

5.4 Smart Grid communication system infrastructure

The communication infrastructure is a key component of the Smart Grid. A scal-
able and pervasive communication infrastructure is crucial for both the realization
and effective and intelligent operation of a Smart Grid [7]. Therefore, the infra-
structure of Smart Grid communication system (SGCS) that suits Smart Grid
environment must have the capability to support the expected Smart Grid func-
tionalities and meets its performance requirements. Such a communication system
is expected to connect a huge number of electrical devices and should also manage
the complicated device communications. It should therefore be designed using a
hierarchical architecture approach with interconnected individual subnetworks
whereby each of them takes the responsibility of separate geographical regions [8].
Figure 5.2 shows an illustrative example of this architecture [7].
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Figure 5.2  Architecture of Smart Grid communication infrastructure [7].
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5.4.1 Fundamental functions of the Smart Grid communication
infrastructure

The fundamental functions of the Smart Grid communication infrastructure are to
ensure efficient, reliable, and secure data collection and transmission to support the
operation of the following functionalities [9]:

e Sensing: This concerns with the data that are carried out by a large number of
smart meters (SMs) or sensors to detect the status of the grid at various loca-
tions in a real-time manner.

e Two-way data transmission: This requires establishment of two-way trans-
mission links to make it possible to transport data between the sensors and the
control centers.

e Control: This is related to control instructions that are usually delivered from/
to SMs, sensors, or control devices located at different places to support effi-
cient operations of the Smart Grid and reliable access to grid components.

5.4.2  Architecture of Smart Grid communication infrastructure

In order to meet the fundamental requirements of Smart Grid communication infra-
structure identified above, its architecture must be designed such that it helps to
integrate enabling networking technologies. It must also cover the entire geographical
area occupied by the Smart Grid to connect all relevant sets of nodes. To fulfill these
goals the architecture of communications infrastructure need to be of a multilayer
structure [9] that extends across the whole Smart Grid from the home area to the
neighborhood area and the wide area. Figure 5.2 shows a general architecture for
smart grid communication infrastructure that satisfies these requirements [7]. As can
be seen from this figure, it includes home area networks (HANSs), business area
networks (BANSs), neighborhood area networks (NANSs), data centers, and substation
automation (SA) integration systems.

The role of HANSs is to communicate with various smart devices to provide
energy efficiency management and demand response. While NANs connect mul-
tiple HANS to local access points. However, BANs provide communication links
between the NANs and the commercial and industrial customers. This multilayered
structure of the communication networks provides a potential operation of the
Smart Grid to work economically, efficiently, reliably, and securely.

5.4.3  Smart Grid communication infrastructure challenges

The design of the Smart Grid communication architecture faces several challenges
as discussed below [9]:

Dealing with huge volume of data: It is expected that the growth of data
generated by SMs and intelligent sensors in the Smart Grid will explode in the next
few years [9]. The volume of Smart Grid data that electrical utilities need to handle
over the next few years is going to surge from 10,780 terabytes (TB) of new data
created in 2010 to over 75,200 TB in 2015 [10]. The volume of the data would
obviously continue to grow in the coming years. Managing, analyzing, and visua-
lizing such huge volumes of data places considerable challenge on the Smart Grid
communication architecture.
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Energy sources: The second challenge placed on the Smart Grid communica-
tion architecture is the diversity of energy sources characterizing the Smart Grid
whereby distributed renewable energy sources (e.g., solar and wind power) are inte-
grated into the grid in addition to traditional fossil-based power sources. In a NAN,
there is a possibility of having two power sources: namely, the power from the utility
and the distributed renewable energy. These two power sources have two distinct
differences: price and availability. Balancing the usage of different energy sources
will be very important for power grid stability, availability, and operational cost.

Highly varying traffic: Smart Grid generates large amounts of real-time and
archival operational data. The volume of such data varies considerably during the
day, and consequently, traffic conditions change rapidly. For example, solar power
is normally available only during a certain period of time during the day. Conse-
quently, switching instructions of equipment related to solar energy source are
transmitted dynamically according to the availability of this type of energy source.
This means that during peak hours, the data communications system needs to deal
with higher data rate, and consequently, its reliability must be high.

Interoperability: In Smart Grid data flow over generation, transmission, dis-
tribution, and consumer networks. Smart grid communication infrastructure must
have the capability of providing enough information to the control centers to ensure
efficient and reliable operation of the Smart Grid. To achieve this goal, variety of
technologies is expected to be used to set up the communication architecture based
on adopting multi-tiered topology of communication networks. However, one of the
major problems of such topology is interoperability among so many subnetworks.

Quality of service (QoS): Different types of data have different QoS priorities
in terms of transmission latency, bandwidth, reliability, and security [9,11]. For
example, information related to devices’ state, load, and power pricing must flow
over the communication network accurately, effectively, and reliably. Also meters’
data must have higher priority and guaranteed QoS, while power price data used for
summarizing the monthly bill for electric usage have normal priority and QoS.

Security: Security is considered as a challenging issue since the on-going
Smart Grid systems facing increasing vulnerabilities due to the ever increase of use
of computer networks and also because of the interconnection between the ever-
increasing automation, remote monitoring/controlling, and supervision entities
[7,9]. Smart Grids are expected to be exposed to outside attacks as well as potential
threats from within utilities, such as indiscretions by employees and authorization
violation [12]. A detail discussion of cyber security of power systems will be covered
under Section 5.5.

5.4.4 Standardization efforts by industry

The industry is putting a lot of efforts to establish standards governing the devel-
opment of communication networks that suit Smart Grid applications. For example,
ZigBee has recently defined an application layer standard for smart energy for
HANSs aiming at low-cost devices and low energy use [9,13]. Generally, ZigBee is
characterized by low rate, low power, and short-range transmissions. It operates by
the IEEE 802.15.4 radio specification.
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The aim of the smart energy profile is to provide communications primarily
related to efficiency, cost, messaging, and usage. The objective of the profile is to
support a diversity of devices, including in-home display, programmable commu-
nicating thermostat, plug-in vehicles, and load control devices such as pool pumps,
water heaters, and appliances. Messaging is considered as a key component of the
profile that helps supporting different functionalities, particularly multiple urgency
levels, security, registration, device definition, and initialization. The benefits
offered by ZigBee smart energy profile include the following:

e It offers utility companies a standards-based technology for implementing
secure and cost-efficient HANSs.

e It enables customers to choose interoperable devices from different manu-
facturers. It also enables them to monitor their energy consumption in real
time. This in turn provides them with precise information, which helps them in
reducing their power consumption.

o It offers regulation organizations global open standard technology leading to
easing the specifications of various rules. Additionally, ZigBee smart energy
profile helps in implementing advanced SMs and also developing new demand
response management to facilitate greener Smart Grids.

5.5 Cyber security of power systems

5.5.1 Basic definitions

To facilitate the discussion of the next section, the following definitions, in the
context of Smart Grid, need to be introduced:

5.5.1.1 Cyber infrastructure
Cyber infrastructure is defined [14] as the infrastructure that

includes electronic information and communications systems and services
and the information contained in these systems and services. Information
and communications systems and services are composed of all hardware and
software that process, store, and communicate information, or any com-
bination of all of these elements. Processing includes the creation, access,
modification, and destruction of information. Storage includes paper,
magnetic, electronic, and all other media types. Communications include
sharing and distribution of information.

Examples of cyber infrastructure components include (i) computer systems; control
systems (e.g., SCADA); and (ii) networks, such as the Internet, and cyber services
(e.g., managed security services).

5.5.1.2 Cyber security

In the context of Smart Grid, cyber security may be defined [14] as security that
“encompasses measures to ensure the confidentiality, integrity and availability of
the electronic information communication systems and the control systems
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necessary for the management, operation, and protection of the Smart Grid’s
energy, information technology, and telecommunications infrastructures.”
Alternatively, cyber security may be defined [15] as

the protection of all things pertaining to the Internet, from networks
themselves to the information stored in computer databases and other
applications, to devices that control equipment operations via network
connections. Vulnerabilities are present in nearly every aspect of the net-
works used in modern community energy infrastructure.

5.5.2  Security of power systems and cyber attacks

The ability of perpetrators to penetrate into electrical power system and install
malicious software with the intension to trigger such software at the time of their
own choice to cause disruption has led power system companies to believe that
their electrical power systems infrastructure is vulnerable [5]. This has raised the
concern of electrical utilities and consequently urged them to take appropriate
actions to ensure the cyber security of their electrical power systems.

Therefore, ensuring cyber security of electrical power systems is extremely
important. Apart from supplying electrical power to industry, commercial buildings,
and residential premises, many basic facilities in today’s cities such as water, gas,
waste water management systems, and traffic signaling systems are all primarily
dependent on the wellbeing of electrical power systems, and therefore, any disruption
to these systems would directly affect amenities and basic facilities supplied by them.
In this discussion, the main concern will be focused on disruptions due to malicious
intrusions attacking automatic systems and computer networks that have increa-
singly been used in recent years to automate and efficiently manage the operation of
electrical systems. SCADA systems, which constitute the heart of these automation
systems, are usually installed in electrical systems to control, collect, and analyze
data from equipment that are extensively deployed in electrical generation plants,
transmission and distribution substations, and utilities which deliver electrical power
to industry, commercial organizations, and residential premises [16]. SCADA
systems are therefore very likely to be the prime target of malicious attacks, that is,
cyber-attacks.

According to the National Institute of Standards and Technology (NIST) of
North America, more than 66 percent of the total threats due to computer-related
commerce in North America are due to SCADA systems that are directly connected
to electrical power substations [16]. The risks to which SCADA systems are sub-
jected to are similar to those encountered by personal computers and commercial
computer networks.

Additionally, the continuous trend of replacing the execution of manual tasks
by automated control devices has led to networking these devices so that they can
be controlled by a single SCADA system. However, the establishment of the
Internet more than 25 years ago [17] and its universal use in recent years makes it
attractive as alternative to private lines that were in use to carry control data in
communication networks. However, this makes SCADA systems, which are critical
to the control of electrical networks, vulnerable to intrusion [5]. In order to protect
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and ensure the integrity of SCADA systems, their security can be built up using
well-established security standards for commercial networks. As part of an effort to
ensure the security of Smart Grid, NIST has established a Smart Grid Cyber
Security Coordination Task Group (CSCTG) whose aim is to address and evaluate
processes leading to comprehensive cyber-security policies for Smart Grids [5,14].
This group extended its task of assessing types of risks to cover not only those due
to intentional attacks, for example, from discontented employees, terrorists, and
industrial espionage, but also risks due to the following [5,14]:

o Complexity of the grid: This could lead to weak points, unintentional errors,
and increase possibilities to potential attackers.

o Interconnection of networks: This may result in introducing common vul-
nerabilities and cascading errors.

e Increasing vulnerabilities to communication disruptions and introduction
of malicious software: This could result in denial of service or compromise
the integrity of software and systems.

o Increased number of entry points and paths: This makes it possible for
potential adversaries to exploit and also potential for compromise of data
confidentiality, including the breach of customer privacy.

5.5.3  Smart Grid cyber security

The global access to the Internet in recent years has made the world much more
connected. Similarly, control and protection systems that electric generation plants
and transmission and distribution systems are equipped with are also becoming
more connected. Traditionally, these systems have been [18]:

e Few in number.

e Confined to a comparatively few locations such as control rooms, generating
plants, and substations.

e Isolated from public networks, which make their security relatively easy to
secure.

This makes it easy to provide a high degree of security using simple physical
measures such as provision of fences and locks on doors. However, the evolution of
Smart Grid technology has changed this scenario due to (i) placing large numbers of
intelligent devices into places where in most cases can be physically easily accessed
and also (ii) installing many of them onto networks that may be either physically
accessible or indirectly logically accessible from public networks. This in turn has
led to new Smart Grids cyber-security challenges for several years to come.

Additionally, in recent years, there has been a dramatic shift from using pro-
prietary hardware and software toward using off-the-shelf hardware and software.
There has also been an equally dramatic shift from traditional, proprietary com-
munications protocols toward standards-based approaches, particularly Distributed
Network Protocol 3 (DNP3) or IEC 61850 for grid control. While the move to stan-
dard hardware and software has enabled the interoperability between devices/
equipment that are supplied from different vendors, it has on the other side made
the attack of Smart Grid much more easier.
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It has been advocated [18] that “true security” requires more than simple

compliance with applicable standards. It rather requires performing a number of
actions to assist users in achieving both “compliance and security.”

5.5.3.1 Smart Grid cyber-security challenges

Cyber-security challenges to Smart Grid may be divided into two [18]. These are
(a) challenges due to potential infrastructure attacks and (b) challenges faced by
grid operators.

(2)

(b)

Cyber-security challenges due to potential infrastructure attacks

It has been recognized within cyber-security community that despite frequently
heard statements such as “a well-funded, highly motivated, intelligent adversary
can eventually defeat any cyber security,” successful attacks against critical
infrastructure have been rare. However, the view of cyber-security experts is
that the “attack surface” of systems is likely to increase dramatically.

It has also been recognized that Smart Grid technologies and devices would
bring about tremendous benefits in several areas including reduced cost,
increased reliability, and reduced environmental impact. In order to achieve
these benefits as quickly as possible, there has been a rush to design, develop,
and deploy these technologies and devices. This in turn has led to cyber
security not always receive the attention it deserves.

SCADA system and smart metering are considered key components of
Smart Grid. In terms of their security they can be expressed simply as con-
centrated vs. distributed. A SCADA system is normally located in one room
(albeit with links to devices in substations, which are themselves mostly
located in one room). However, SMs are located everywhere, and conse-
quently, it is not possible to build a fence with a gate and a lock around them
“everywhere.”

One of the important challenges that will face electrical utilities in the
future is the cost that will be involved in maintaining cyber security for their
grids. This may be measured in what is called return on investment (ROI),
which constitutes a major factor when considering adding or upgrading faci-
lities or equipment. Currently, ROI related to cyber security is somewhat vague,
and how to quantify cyber-security investments will remain a challenge for
some time to come.

Cyber-security challenges faced by grid operators

Cyber security represents a complex challenge facing utility operators due to

the following factors:

(1) Modern SCADA/EMS/DMS systems are large, are complex, and incor-

porate increasingly large numbers of widely distributed components.

(i) The distributed nature of SCADA/EMS/DMS systems has led to com-
plex network architectures.

(iii) SCADA/EMS/DMS systems and networks employ a wide variety of
cyber-security equipment and software.

(iv) Processes required by utilities to manage, monitor, and maintain these
assets can be complex and resource intensive.
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(v) Those who target harming energy delivery infrastructures continue to
grow in sophistication, number, and level of dedication.

SCADA/EMS/DMS operators, particularly for small- to medium-sized electric
utilities, usually do not have full-time on-site IT support. Additionally, it is unprac-
tical and potentially dangerous to expect that grid operators possess sufficient
expertise in security-related topics to recognize, analyze, and deal with the variety of
cyber-security incidents that can occur in today’s world.

5.5.3.2 Communication-based attacks

Communication-based attacks are classified based on the type of communication
channels and protocols used by SMs to communicate with the HAN, NAN, and the
Smart Grid [19]. SMs may be infringed through several entry points that may
compromise data integrity and privacy [20]. For instance, data integrity and
authentication may be compromised through network attacks such as man-in-the-
middle spoofing, impersonation, or denial of service (DoS) attacks. Similarly, data
security may be compromised by sabotage/insider attacks such as viruses and
Trojan horses. The situation can be very serious, if the attacker manages to get
access to the crypto key of all the SMs of a utility by attacking the head-end and
modifies the keys. Under this situation, the attacker can interrupt the supply to
thousands of consumers that can cause devastating effect on the livelihood, health,
and safety of people and businesses.

In order to prevent this from happening, a secured SM should have the ability
to (i) successfully prevent cyber/physical attacks and (ii) provide reasonable
recovery/survivability mechanism.

Table 5.1 summarizes the different types of wireless communication systems
available for Smart Grid applications, their advantages, vulnerabilities, and possi-
ble solutions [19].

It will be noted that the term “Long Term Evolution (LTE)” mentioned in the
above table refers to a 4G wireless broadband technology developed by the Third
Generation Partnership Project (3GPP), an industry trade group [21].

5.5.3.3 Emerging Smart Grid cyber-security technologies

It is obvious that securing large, widely dispersed, and easily accessible networks
pose significant challenges. In case of conventional networks, support personnel
are usually available and standby to deal with an intrusion. However, under Smart
Grid environment conditions, if an intrusion occurs in an inexpensive SM, say
100 miles from the nearest support technician, grid operators will be faced by a
completely new scenario in terms of cost vs. benefit considerations that needs to
answer the following questions [18]:

Should a service team be sent immediately or rather better wait?
How long is too long to wait?

e How long it takes before an intrusion into one meter is used by an attacker to
attack neighboring meters or other equipment?

The popular approach that has been in use to secure cyber assets is based on
what is called “defense in depth (DID),” whereby a series of obstacles are constructed
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Table 5.1 Vulnerabilities and possible solutions to wireless communication
technologies that are used by Smart Grid [19]

Type of Advantage Vulnerability Possible solution

technology

Wi-Fi Open standard, high Traffic analysis, passive ~ Two-way
throughput, strong and active eavesdrop- authentication,
home market pene- ping, man-in-the- encryption
tration, low cost and middle attack, session
relatively secure hijacking and replay
communication attacks.

ZigBee High reliability, self- Jamming, message cap- A utility gateway
configuration and turing and tampering, device between
self-healing, low and exhaustion HAN and SM,
power consumption authentication
and low cost and encryption

Mobile com-  Consistent coverage in Network and service Two-way

munications office or home, low availability disruption, authentication and
and femto- power consumption fraud and service theft, encryption
cells and privacy and confi-

dentiality disruption

WIMAX High data rate (1 Gbps Range of attacks Encryption, intrusion
for stationary users), (DoS attack, down- detection schemes,
low latency, grading attack, water access control to
advanced quality torture attack), specific
of service (QoS), power-saving attack, applications
and sophisticated man-in-the-middle
security attack, replay theft

of service attack,
and traffic analysis
techniques
Long Term Low interference and  Attacks on the air Two-way authentica-
Evolution resource efficient interface, attacks on the  tion, encryption,
(LTE) e-NB, and attacks introduction of

against the core
network

mobile virtual
network operator
(MVNO)

that an attacker must defeat in order to breach the core of a system. Traditionally,
defenses have been in the form of firewalls, intrusion detection systems (IDSs), and
malware detection software. The same types of techniques can be used for providing
DID for the Smart Grid. However, such techniques must to be characterized as being
more compact, much less expensive, more autonomous, more distributed and require
less human attention.

Several studies have been reported [22,23] aiming at developing IDSs for
advanced metering infrastructure (AMI).

As far as SM is concerned, it has been reported by industry [18] that creative
security solutions have begun to emerge in the Smart Grid arena. An example of
such solutions is the development of a very cheap hardware-based intrusion
detection system that could be incorporated into a single, integrated circuit.
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Its estimated cost is less than one dollar, which makes it too cheap to allow
installing one into every single SM. Other solutions are expected to emerge in the
future with the help and encouragement of industry to creative people.

5.5.3.4 Compliance versus security

It is important for utilities to move from traditional position whereby the primary
concern is compliance to a position where the primary concern is security and
thereby Smart Grid security becomes a central part of utilities culture [18]. The
difference between compliance and security is sometimes delicate, but it can have a
large impact. For example, according to rules adopted by certain organizations, it is
mandatory that antimalware software must be installed and maintained on critical
cyber assets. If these rules are followed, then this is described as “compliance.”
However, it has been recognized that current antimalware solutions are particularly
ineffective in dealing with zero-day threats, which lead to the conclusion that in this
situation “compliance does not equal security.” It is therefore argued that better
solutions would be reached at if utilities’ culture directed to meet not only com-
pliance but also security.

5.5.3.5 Smart Grid cyber-security standards
Cyber-security standards are very complex subject. It has been reported [24] that
globally the number of standards relating to cyber security in some form or another
has exceeded 1,000 publications. Despite the quality and general applicability of
most individual standards, there was no comprehensive standard identified that
provided a “one size fits all”” approach. The discussion of universal cyber-security
standards is outside the scope of this book.

As far as Smart Grid applications are concerned, several cyber-security stan-
dards have been published in recent years. The most important of these are listed
below [18,25]:

e North American Electric Reliability Corporation Critical Infrastructure Pro-
tection (NERC CIP) standards in North America

ISO/International Electrotechnical Commission (IEC) 15408 (Common Criteria)
ISO/IEC 27002:2005 (formerly ISO/IEC 17799)

Various National Institute of Standards and Technology (NIST)

Other security-related standards and recommendations such as the Department
of Homeland Security (DHS) “Catalog of Control Systems Security”’

However, it has been pointed out by industry [25] that many of these stan-
dards do not apply to vendors’ product. They only define security requirements
that an organization must meet. For example, in the USA, professionals in elec-
trical power industry are familiar with the NERC CIP standards. These standards
define auditable security requirements for utilities. Although they provide valu-
able security guidance, they are not directly relevant to Smart Grid applications,
and primarily target the automation systems used in generation and transmission
facilities. Another example is the set of guidelines called “NIST IR 7628
Guidelines for Smart Grid Cyber Security.” These guidelines provide a compre-
hensive set of high-level security requirements for all aspects of the Smart Grid.
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However, apart from the huge size of this document, which probably makes a
utility engineer working on a Smart Grid project overwhelmed, more importantly,
the document provides high-level guidance, not directly actionable engineering
specifications.

However, it has been reported [25] that the Advanced Security Acceleration
Project for the Smart Grid (ASAP-SG) [26] would provide the most accessible
security guidance for Smart Grid projects. This project was initiated as a utility-
driven, public-private collaborative effort aiming at developing recommendations
and best practices for architecting, designing, acquiring, integrating, and operating
Smart Grid systems. It has developed security profiles for AMI, distribution man-
agement (DM), and wide-area monitoring protection and control (WAMPAC). The
group is also working on an SA profile. For instance, the ASAP-SG security profile
for DM addresses the security requirements of Smart Grid applications such as fault
location, isolation, service restoration, voltage optimization and control, VAR
management, and integrated volt/VAR control.

The security profiles developed by the ASAP-SG use an engineering approach
that starts by analyzing the applications and their use cases, defines the possible
failure modes, and then recommends security controls referenced from the DHS
“Catalog of Controls System Security” to prevent these failures.

A summary of these security controls and how they can help in building a more
secure Smart Grid system is given in the following sections [22].

Policy security controls

Policy security controls are considered as the foundation of every security standard
and framework. Security policies are used to define requirements for training and
electronic and physical access control. They are also used for regular security
assessments, incident handling and disaster recovery procedures, and configuration
management. Policy security controls are considered by Smart Grid automation
engineer the least exciting and the most difficult to implement, but they are
necessary as technical security controls work only if they are enforced.

Network segmentation design
The most basic technical requirement is to design the network architecture so that it
isolates field devices and applications from the external world. Although nowadays
the Internet is heavily relied on to exchange information, the system should not be
built on a public network. Public networks provide no control, ownership, or guar-
antee of service, even if a virtual private network (VPN) is used. It is therefore
important that Smart Grid applications use alternative solutions such as wireless
communications or cellular networks in a private mode. The communication network
must be divided into independent segments with well-defined communication paths.

Field devices must be ensured to communicate only with the control applica-
tion, which resides in its own network segment. The control application should also
communicate only with field devices and user workstations that are located in a
separate segment isolated from the business network. The business network should
be the only segment that can have access to the Internet.

Adopting such segmented architecture design helps in reducing the risk of an
external threat compromising the application or field devices.
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Technical security controls
Typical power systems field devices are not equipped with security controls and
features such as centralized authentication, granular access permissions, access
logs, and secure communications that are normally available on Windows®- or
Linux®-based machines. In fact, most field devices have only password-protected
levels and they do not have login accounts.

Although ASAP-SG security profiles do specify some of these security con-
trols, they also need provision of additional controls that are better adapted to Smart
Grid applications.

Protection of field devices

To illustrate the ASAP-SG security profile approach, consider a field device such
as a recloser or a capacitor bank controller. The device is normally kept in a con-
tainer, and accessed through wireless or cellular communications. A malicious
individual could disrupt the operation of the application, after breaking into a
container, by disabling the device, feeding it false information or gaining access to
the control system through the communications link.

The security profile uses a systems engineering approach to ensure the pro-
tection of a field device. The first step is to lock the container to protect the device.
Ideally, the locking mechanism should grant users permission on a per-container
basis and perform periodic reauthorization to protect against lost keys and dis-
gruntled employees.

Since it is next to impossible to completely protect the container, the system
needs to provide means to monitor that the device is operating correctly, detect any
breach or failure, and report it to the control application. The control application
should have the ability to isolate a compromised or defective field device.

The security profile defines additional controls to further improve the security,
and thereby ensure the reliability of the system. In the event of a power failure,
access monitoring must continue to operate. The state of the power source must be
monitored and logged as an unexpected power loss could indicate a breach.
Additionally, the device must have the ability to monitor and report its health
condition, and validate its firmware and settings.

Securing communications

The physical integrity of the device must be ensured first. Then communication
systems with the application must be protected. Encryption can be used as part of
the solution to ensure data confidentiality and to provide a certain level of
authentication. The encryption is considered in most cases as the “cure-all”
security solution. However, when it is deployed on a large scale, as it is the case for
Smart Grid, its implementation becomes complex. Additionally, encryption algo-
rithms and protocols must comply with approved standards; otherwise, utilities will
be tied up to a specific vendor and even risk data exposure.

The IEC 62351 standards are recommended by “NIST Framework and
Roadmap for Smart Grid Interoperability Standards” [14] for securing SCADA
communication systems. These standards provide guidelines on the use of the
Transport Layer Security (TLS) protocol for data encryption. They also define a
challenge-response security mechanism to ensure the security of control operations.
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This mechanism has been implemented in the Distributed Network Protocol 3
(DNP3) as a secure authentication function.

Both encryption and secure authentication require an automated key manage-
ment mechanism, which takes us back to the enterprise level.

Managing encryption key of field devices

As previously mentioned, using cryptography or DNP3 secure authentication
requires managing encryption keys. Obviously, it is much easier to deploy a system
if all devices share the same encryption key. However, the whole system is com-
promised, if a key is compromised. Therefore, each device should have its own
encryption key. Managing tens of thousands or even thousands of encryption keys
requires an automated solution at the enterprise level.

Enterprise-level key management solutions are widely used in some industries,
and the technology is even built into systems such as Microsoft® Windows
Server®. However, key management solutions are generally tied to specific vendor
applications. However, standards-based key management exists, but it has not yet
applied to field devices. This is expected to change as DNP3 secure authentication
becomes more widely used.

Centralized device management is a common requirement in security frame-
works, including NERC CIP and the ASAP-SG security profiles. Besides tracking
encryption keys, it is important to keep track of all deployed devices and their
configuration.

It is normal practice when vendors identify and address vulnerabilities, they
issue firmware updates. It is important that utilities should devise some automated
enterprise-level configuration management system that tracks all deployed devices
with their serial numbers, firmware versions, and current settings. Such a system
must have the ability to detect when replacement or modification of a device has
occurred, enforce that up-to-date firmware be loaded, and provide the correct
configuration settings.

Smart Grid cyber-security standards challenges
What have been covered in the previous sections are barely touching the core of the
subject related to the challenges imposed by adopting and introducing Smart Grid
cyber-security standards. It has not even addressed critical functions, such as
remote access for maintenance. Since all equipment in power systems are now
connected and based on programmable devices, it is important that new system
failure modes resulting from these capabilities must be taken into account.
Currently there is no device that has the capability of providing all the security
controls required to build a secure Smart Grid. It is therefore vitally important for
utilities who are engaged in a Smart Grid project to work closely with vendors to
ensure that the chosen solution can evolve to meet the requirements outlined above.
It has been suggested [25] that a layered approach need to be used. In order to
meet NERC CIP requirements, utilities have been using security appliances and data
concentrators to protect substation devices with little or no security. Similar strate-
gies might be adopted in Smart Grid applications where the cost can be justified.
Additionally, it has also been suggested that utilities should plan to adopt
enterprise-level IED management approach to provide centralized access control,
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monitoring, logging, and configuration management functions, because tracking
thousands of device serial numbers, firmware versions, and passwords using a
spreadsheet is not practical.

In conclusion, at this time of age it seems there is no magic solution to the Smart
Grid security. Building a secure Smart Grid system is considered as a complex
engineering problem that requires a collaborative effort from all groups involved,
including vendors, enterprise IT groups, and concerned engineering teams.

5.6 Summary

This chapter is devoted to Smart Grid communication system and its cyber security.
A classification of power system communication (PSC) systems according to their
requirements is given in Section 5.2. They are classified into (i) real-time opera-
tional communication systems, (ii) administrative operational communication sys-
tems, and (iii) administrative communication systems.

This is followed by discussing the existing electric power system commu-
nication infrastructure and highlighting its limitation in Section 5.3. In particular
the following have been covered: (i) overview of current PSC systems and their
characteristics, (ii) shortcomings of current PSC systems, and (iii) characteristics of
future PSC systems that suit Smart Grid requirements.

Smart Grid communication system infrastructure was then discussed under
Section 5.4. The topics discussed in this section include (i) fundamental functions
of the Smart Grid communication infrastructure, (ii) architecture of Smart Grid
communication infrastructure, (iii) Smart Grid communication infrastructure chal-
lenges, and (iv) standardization efforts by industry.

Finally, in Section 5.5 cyber security of power systems/Smart Grid was then
discussed. It begins with giving definition of cyber infrastructure and cyber
security. This is then followed by discussing security of power systems and cyber-
attacks. The Smart Grid cyber security was then discussed, which covered (i) Smart
Grid cyber-security challenges, (ii) emerging Smart Grid cyber-security technolo-
gies, (iii) compliance versus security, and (iv) Smart Grid cyber-security standards.
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Chapter 6

International standard IEC 61850
and its application to Smart Grid

6.1 Introduction and historical background

The aim of this chapter is to give an overview of the international standards IEC
61850 that deals with the communication networks and systems in substations.
It should be pointed out that it is not intended to give a rigor treatment of this
subject but to highlight its relevance to the development of the Smart Grid concept
and to discuss its application to Smart Grid.

The international IEC 61850 standard is specifically developed for the design of
electrical substation automation [1]. It is developed and maintained by the Interna-
tional Electrotechnical Commission (IEC)’s Technical Committee 57 (TC57) [2].
The role of IEC TC57 is to develop and maintain international standards for power
systems control equipment and systems including EMS (energy management
systems), SCADA (supervisory control and data acquisition), distribution auto-
mation, teleprotection, and associated information exchange for real-time and
nonreal-time information, used in the planning, operation, and maintenance of
power systems.

The first edition of IEC 61850 communication standard for substation auto-
mation was introduced in 2004 [3]. It is considered as the basis for the state of the
art of substation automation systems. This is then followed by releasing the second
edition of IEC 61850 standard in 2011 [3]. IEC 61850 standard provides a new and
innovative approach to substation automation and communications. The aim of
such features embodied into IEC 61850 is to reinforce modern computer and net-
work technology to maximize reliability and performance but at the same time
minimizes the cost of design, installation, and commissioning.

The international IEC 61850 standard is specifically developed for the design
of electrical substation automation [1]. It has been developed to promote rapid
configuration and integration into the utility automation system. Recently, IEC
61850 has been considered to be used in a standard-based control for distributed
energy resources [4].

Prior to the recent advances in networking technology, substation automation
protocols and architecture provided only basic functionality for power systems
automation. This is due to the limitations and constrains of the available networking
technology at that time, which affected their design and implementation.
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The tremendous advances in networking technology in recent years have paved the
way to widely open the opportunity for enhancing the automation of power systems’
substation. Developments of technologies such as switched Ethernet [5], TCP/IP [6],
high-speed wide area network (WAN) [7], and high-performance low-cost
computers make it possible to introduce new capabilities that could not be imagined
previously when the design of substation automation protocols are considered [8].

To take the advantage offered by the new networking technology for the
benefit of substation automation, the IEC has developed and released new global
standards for substation automation, namely, IEC 61850. In this chapter a basic
technical review of these standards will be covered. Among other things that will
be covered in this chapter is the concept of virtual model, which comprises both
physical and logical device models. These models include a set of standardized
communication services. This chapter will also explain how these standardized
models, object-naming convention, and communication services bring significant
benefits to substation automation.

Real-time operation of the power system has been always critically dependent on
communication system. For example, in the early days of power systems, telephone
system was the backbone of power system’s communication system that was used to
transmit line loadings information back to the control center and to dispatch operators
to perform switching operations at substations. However, the introduction of digital
communication in 1960s has paved the way for the installation of data acquisition
systems (DASs) in power systems to automatically collect measurement data from
substations. Bandwidth limitation made optimizing DAS communication protocols
necessary to be able to operate over low-bandwidth communication channels. The
resulting “cost” of such optimization was the relatively long time it took to configure,
map, and document the location of various data bits received by the protocols.

As the digital age advances further, the communication bandwidth limitation
has disappeared and thousands of analog and digital data points became available in
a single intelligent electronic device (IED). It has also become a commonplace for a
substation to master communication data paths operating at a rate of 64 kbit/s
with prospect of migrating to even higher rates. The consequence of achieving
the operation at high rates is that the “cost” component of DAS has shifted to the
“time” taken to configuration and documentation.

However, using devices from different vendors at the same substation has
inevitably led to the necessity of using multiple protocols for substation automation,
which possibly include many proprietary protocols with custom communication
links. Soon it has been realized that interoperability between devices from different
vendors is urgently needed for enhancing substation automation. To achieve this, a
new generation of communication systems has been contemplated and eventually
led to the development of standard IEC 61850 as discussed below.

The following key requirements of the future communication systems have
been identified [8]:

o High-speed IED-to-IED communication
e Networking throughout utility infrastructure
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High availability

Delivery time must be guaranteed
Standard based

Multivendor interoperability

Support for voltage and current samples
Support for File Transfer
Autoconfigurable/configuration support
Support for security

Having identified these requirements, a new generation of communication archi-
tecture has been contemplated and the work on the development of the utility
communication architecture (UCA) started in 1988. This work resulted in a profile
of “recommended” protocols for the various layers of the International Standard
Organization (ISO) Open System Interconnect (OSI) communication system
model. Definition of a “profile” of protocols, data model, and abstract service
definitions has also been established, which is later on known as UCA. The con-
cepts and fundamentals developed in UCA work used later on as a basis for the
development of the International Standard IEC 61850: Communication Networks
and Systems in Substations that was undertaken by IEC Technical Committee
number 57 (TC57), Working Group 10 (WG10).

6.2 Aim and objectives of IEC 61850

The declared aim of IEC 61850 was providing communication within substation. In
order to achieve this aim, the following objectives have been identified:

1. Development of a single protocol for the whole substation having in mind the
modeling of different data required for the substation.

2. Identification of basic services required to transfer data so that the entire

mapping to communication protocol can be ensured.

Ensuring high interoperability between systems from different vendors.

4. Development of a common method/format that ensures the storage of
complete data.

5. Devising a testing method to ensure that equipment comply with the standard
requirements.

(98]

6.3 The structure of IEC 61850

The IEC 61850 is structured in ten major documents [8] whereby various aspects of
substation communication network are detailed as outlined in Table 6.1.

The documents IEC 61850-3, 4, and 5 are primarily devoted to identify the
general and specific requirements of communication in a substation (see the key
requirements above). These requirements are then used as a basis to help in iden-
tifying the services and data model needed, application protocol required,
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Table 6.1 Structural documents of the IEC 61850 standard

Document No. Title

IEC 61850-1 Introduction and overview

IEC 61850-2 Glossary of terms

IEC 61850-3 General requirements

IEC 61850-4 System and project management

IEC 61850-5 Communication requirements for functions and device models

IEC 61850-6 Configuration description language for communication in electrical
substation related to IEDs

IEC 61850-7 Basic communication structure for substation and feeder equipment
7.1 — Principles and models

7.2 — Abstract Communication Service Interface (ACSI)

7.3 — Common Data Classes (CDCs)

7.4 — Compatible logical node classes and data classes

7.10 — Communication networks and systems in power utility automation:

Requirements for web-based and structured access to the IEC 61850
information model

IEC 61850-8 Specific Communication Service Mapping (SCSM)

8.1 — Mapping to MMS (ISO/IEC 9506-1 and ISO/IEC 9506-2) and to ISO/
IEC 8802-3

IEC 61850-9 Specific Communication Service Mapping (SCSM)

9.1 — Sampled values over serial unidirectional link multidrop point-to-point
link

9.2 — Sampled values over ISO/IEC 8802-3

IEC 61850-10  Conformance testing

the underlying transport, network, data link, and physical layers that will meet
the overall requirements.

The principles adopted to construct the architecture of the IEC 61850 are based
on the concept of “abstract.” According to this concept the definition of the data
items and services are abstracted whereby data items/objects and services are cre-
ated independently from any underlying protocols. The abstract definitions provide
flexibility to “map” data objects and services to any other chosen protocol that can
meet the data and service requirements. The definition of abstract can be found in
IEC 61850-7.2 while abstraction of the data projects (known as logical node) can
be found in IEC 61850-7.4. Many of data objects are made of pieces such as status,
control, management, substitution. In order to accommodate these pieces in a
larger data object, the concept of “Common Data Classes (CDCs)” was specifi-
cally developed, which defines the creation of building blocks for larger data
objects. Definition of CDC elements can be found in IEC 61850-7.3.

Having obtained data and services abstract definitions, the mapping process of
services to an actual protocol is performed. IEC 61850-8.1 explains the mapping of
the abstract data objects and services onto Manufacturing Message Specification
(MMS). IEC 61850-9.1 and 9.2 explain the mapping of the sample measured values
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(unidirectional point-to-point and bidirectional multipoint). The IEC 61850-9.2
document defines what is now known as process bus (see Section 6.4).

From a system point of view, a significant configuration effort is needed in
order to pull all the pieces together to get them work. This process is facilitated
using an XLM-based substation configuration language (SCL). The latter is
explained in IEC 61850-6. According to this process a formal description of the
relationship between substation automation and the substation structure (switch-
yard) can be established. At the implementation level the switchyard topology itself
and the relation of the switchyard structure to the SAS functions can be achieved
using logical nodes (LNs) [9], which are configured on IEDs. Each IED must
provide an SCL file that describes the configuration of itself.

The final document, IEC 61850-10, of the standard is devoted to testing per-
formance required to determine the conformance with the numerous protocol
definitions and constrains set out in the document.

The IEC 61850 standard was originally intended for communication inside
substation. Recently work has been undertaken to extend the scope of 61850 to
make it possible for substation to master communication protocol. Additionally
various components of IEC 61850 has also been used for wide area substation-to-
substation communication.

6.4 The process bus

Recent advances in low-energy voltage and current sensors make it possible to
sample and digitize the base quantities at the source and the resultant sample values
can be transmitted back to substation. However, in addition to having sampled
values, it became increasingly desirable to have the ability to remotely acquire
status information as well as set output controls. This requirement has been
addressed by IEC 61850 through the definition of sampled measured values
(SMVs) and implementation of the concept of process bus. In this context the
process layer at the substation is defined as that related to collecting information
such as voltage, current, and status information from transducers and transformers
installed on the primary power system equipment. The collection of this data
according to IEC 61850 is defined by two different protocols. The first one is IEC
61850-9.1 (see Table 6.1), which defines unidirectional multidrop point-to-point
fixed link carrying a fixed dataset, while the second one is IEC 61850-9.2 (see
Table 6.1), which defines a configurable dataset that can be transmitted on mul-
ticast basis from one publisher to multiple subscribers.

Figure 6.1 illustrates the basic concept of the process bus. Signals from the
secondary sides of voltage (VTs) and current transformers (CTs) as well as status
information are fed to a merging unit (MU) (see Section 6.5). The MUs in a
substation sample signals at a prescribed, synchronized frequency rate. This facil-
itates feeding data to any IED from multiple MUs and to automatically align and
process the data. Currently an implementation agreement sets a base rate of 80
samples per mains cycle for protection and monitoring signals and 256 samples per
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Figure 6.1 The basic concept of the process bus [after 8]

mains cycle for high-frequency applications such as power quality and high-
resolution oscillography.

IEC 61850-9.1 specifies a preconfigured or universal dataset as defined in
IEC60044-8. This dataset includes 3-phase voltages, bus voltage, neutral voltage,
3-phase currents for protection, 3-phase currents for measurement, and two 16-bit
status words. It will be noted that the analog data values are mapped into 16-bit
registers in this mapping.

IEC 61850-9.2 is dedicated to a more generalized implementation of SMV data
transfer. In this part, the dataset or “payload” is user defined using the SCL. As a
dataset, data values of various sizes and types can be integrated together.

Direct mapping onto an Ethernet transport is stated in both IEC 61850-9.1
and IEC 61850-9.2. It is possible to map anything from 1 to 5 devices onto a single
100 MB Ethernet link, depending on the sample data rate. Multiple 100 MB
Ethernet data streams can then be combined into a single Ethernet switch with a | GB
backbone. In this configuration, 50 or more datasets can be published to multiple
subscribers.

6.4.1 Practical implementation of the process bus

As mentioned earlier, the concept of process bus is defined and explained in the
IEC 61850-9.2 document. According to this document copper wires of the
secondary sides of CTs and VTs are replaced by a standardized Ethernet switch
known as process bus. In this arrangement the interfacing between primary
equipment and IEDs is made using fiber optic cables, MUs, and Ethernet switch(es).
The benefits of such arrangement include: (i) secondary side connections are greatly
simplified compared with conventional approach based on utilizing copper wires
and (ii) more importantly, this new IEC 61850 standard-based solution ensures the
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Figure 6.2 A transformer feeder bay using (a) secondary connections based on
copper wires and (b) process bus arrangement

interoperability between IEDs from different vendors without the need of using
expensive protocol converters.

Figure 6.2 shows the implementation of process bus concept on a transformer
feeder [10]. Figure 6.2(a) and (b) shows the connection arrangement before and
after the introduction of the process bus, respectively. In Figure 6.2(a) the sec-
ondary sides of CT1, CT2, and VT are connected to IEDs using copper wires, while
Figure 6.2(b) shows the same feeder but after replacing secondary side connections
by process bus arrangement, whereby each of CT1, CT2, and VT is connected to an
MU and the circuit breaker CB is connected to a circuit breaker controller (CBC). The
MUs and CBC are connected to the Ethernet switch (ESW1). The connections
between CT1, CT2, VT, MUs, CBC, and ESW1 are made of fiber optic cables.
To ensure successful operation of the system, each MU should be capable of receiving
the input data from the CT/VT connected to it and send the corresponding sample
values to IEDs via the Ethernet switch ESW1. Additionally, the CBC should also be
capable of receiving trip signal from appropriate IED.

6.5 Merging unit

Figure 6.3 shows a simplified block diagram of an MU [11]. Its main components
include amplifiers, filter, analog-to-digital converter and digital signal processing
(DSP) unit. This figure shows the MU is synchronized using 1-pps (pulse per
second) signal supplied from GPS receiver. The input to the MU is the analog
signal(s) from current and/or voltage transformers and its output(s) is/are the cor-
responding synchronized and stamped-dated sample signal(s) with 1 pps. It can be
seen from the figure that a delay of D1 + D2 is introduced by the unit. This delay
must be compensated; otherwise, all functions based on the samples derived from
the unit will be affected. Sampled data from the unit is fed to IEDs where they are
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Figure 6.3 A simplified block diagram of the merging unit [after 11]

processed and accordingly a decision is made. The corresponding action depends
on the functionality of the device where the data are processed. In case of a pro-
tection and/or control devices, the action will be operating their relay output or
sending a high-speed peer-to-peer communication signal to other IEDs in order to
trip a circuit breaker or initiate some other control action.

6.6 Comprehensive modeling approach of IEC 61850

Protocols that were in use prior to the development of IEC 61850 define how the
bytes are transmitted over wires, but they do not specify the way the data should be
organized in devices in terms of the application. This meant that power systems
engineers are required to manually configure objects and map them to power sys-
tems variables and low-level register numbers, index numbers, I/O modules, etc.
The novelty of the IEC 61850 is that in addition to the specification of how the
bytes are transmitted over wires, it provides a comprehensive model as how power
systems devices organize data in a way that is consistent irrespective of types and
brands of devices. This obviously eliminates much of the tedious nonpower sys-
tems configuration work as the devices can configure themselves. For example, if a
CT/VT input is feed to an IEC 61850-complied relay, such relay has the ability to
detect the model and automatically assign it to a measurement unit without the
need of external interaction. The other approach is that some devices require an
SCL file to configure objects and the only external intervention needed is to import
the SCL file into the device to configure. The IEC 61850 client application is then
utilized to extract object definition from the device over the network. This approach
leads to very large savings in the cost and effort to configure an IEC 61850 device.

The IEC 61850 device model starts with a physical device as illustrated in
Figure 6.4. A physical device is a device that is connected to the network and
uniquely identified by its network address. Each physical device contains one or
more logical devices. The IEC 61850 logical device model allows a single physical
device to act as a proxy or gateway for multiple devices and, therefore, provides a
standard representation of a data.
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Figure 6.4 The IEC 61850 device model

Each logical device contains one or more logical nodes (LNs). An LN is a name
of a group of data and services that is logically associated with a particular power
system function as shown in Table 6.2, which illustrates the structure of circuit
breaker (XCBR) LN according to IEC 61850-7-4. There are different types of LNs.
These include LNs for automatic control whose names begin with letter “A,” metering
and measurement whose names start with letter “M”, supervisory control (C), generic
function (G), interfacing/archiving (I), system logical nodes (L), protection (P),
protection related (R), sensors (S), instrument transformers (T), switchgear (X),
power transformer (Y), and other equipment (Z). Each LN has an LN-instance-ID
as a suffix to the LN name. For example, if we assume there are two measurement
inputs in a device used to measure two 3-phase feeders. The standard name of the
LN for a measurement unit for three-phase power is MMXU. To differentiate
between the measurements of the two feeders under consideration, the IEC 61850
LN names of MMXU1 and MMXU?2 are used. Additionally, to provide further
identification for the purpose of the LN, each LN may also use an optional
application-specific LN prefix.

An LN may have one or more data element, each of which is identified by a
unique name. Each data name is determined by the standard and functionally
related to a power system component. For example a circuit breaker is modeled as
an LN with a name XCBR. As an LN it has several data elements, including Loc
for local or remote operations, OpCnt for operations count, Pos for position,
BIkOpn for block breaker open command, BIKCls for block breaker close com-
mand and CBOpCap for the circuit breaker operating capacity.

Each of the data elements within the LN must confirm with CDC as specified
in IEC 61850-7-3, and each CDC describes the type and structure of data within
the LN. For example, there are CDCs for status information, measured information,
controllable status information, controllable analog set point information, status
settings, and analog settings. Every CDC has its own specific name and a set of
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Table 6.2 The structure of circuit breaker (XCBR) logical node according to IEC
61850-7-4, where M and O correspond to mandatory and optional,

respectively[8]

XCBR class
Attribute name Attribute Explanation T M/O

type
LNName Shall be inherited from Logical-Node Class

(see IEC 61850)

Data name Common

data class

Common logical node

LN shall inherit all mandatory data from M
Common Logical Node Class
Loc SPS Local operation (local means without substa- M

tion automation communication, hardware
direct control)

EEHealth INS External equipment health (0]
EEName DPL External equipment name plate (0]
OpCnt INS Operation counter M
Controls

Pos DPC Switch position M
BlkOpn SPC Block opening M
BIkCls SPC Block closing M
ChaMotEna SPC Charger motor enabled (0]
Metered values

SumSwARs BCR Sum of switched amperes, resettable (0]
Status information

CBOpCap INS Circuit breaker operating capability M
POWCap INS Point-on-wave switching capability o
MaxOpCap INS Circuit breaker operating capability when (0]

fully charged

CDC attributes, each of which has a defined name, a defined type and a specific
purpose. CDC attributes are grouped in categories whereby members of each group
consist of individual CDC attributes that belong to a set of functional constraints
(FCs). For example, the Single Point Status (SPS) CDC is illustrated in Table 6.3.
There are FCs for status (ST) attributes, substituted value (SV) attributes,
description (DC) attributes, and extended definition (EX) attributes. In this parti-
cular example, the status attributes of SPS class consists of a status value (stVal), a
quality flag (q) and a time stamp (t).

According to the IEC 61850, a device model is a virtual model that starts with an
abstract view of the device and its objects defined in IEC 61850-7. The abstract is
then mapped to a specific protocol stack in IEC 61850-8-1 based on MMS
(ISO9506), TCP/IP, and Ethernet. During the process of mapping IEC 61850 objects
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Table 6.3 The structure of the single point status (SPS) common data class
according to IEC 61850-7-3 [8]

SPS class
Attribute Attribute type FC TrgOp Value/value M/0O/C
name range

DataName  Inherited from Common Data Class (see IEC 61850-7-2)

DataAttribute

Status

stVal BOOLEAN ST dchg FALSE | TRUE M

Q Quality ST M

T TimeStamp ST M

Substitution

SubEna BOOLEAN Sv PICS_SUBST
SubVal BOOLEAN Sv FALSE | TRUE PICS_SUBST
SubQ Quality SV PICS_SUBST
SubID VISIBLE STRING64 Sv PICS_SUBST
Configuration, description, and extension

D VISIBLE STRING255 DC Text (¢}

Du UNIDODE STRING255 DC (6]

cdcNs VISIBLE STRING255 EX AC_DLNDA_M
cdcName VISIBLE STRING255 EX AC_DLNDA_M
DataNs VISIBLE STRING255 EX AC_DLN_M

| Relayl/ | XCBRI | $ST [SLOC [ Sstval |
h

I Attribute

Data
Functional constraint

Logical node

Logical device

Figure 6.5 The details of an IEC 61850-8-1 object name [after 8]

to MMS, IEC 61850-8-1 specifies a method of transforming the model information
into a named MMS object variable that ensures obtaining unique and unambiguous
reference of each element of data in the model. For example, assuming we got a
logical device called “Relayl” which consists of a single circuit breaker LN called
XCBRI. To determine whether the circuit breaker is in remote or local mode of
operation, the IEC 61850-8-1 object shown in Figure 6.5 needs to be read.
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6.7 Mapping process approach of IEC 61850 to protocols

The abstract data and the object model of IEC 61850 are so designed to provide
a standardized method of describing power systems devices that enable all IEDs
to present data using identical structures that are directly related to their power
system functions. However, the Abstract Communication Service Interface
(ACSI) models of IEC 61850 are so designed to provide set of services and
responses to these services that enable all IEDs to identically behave from the
network behavior perspective. The abstract model is critical to achieve this level
of interoperability. However, these models need to be operated over a set of real
protocols that are practical to implement and can be operated under the computing
environment commonly found within power systems industry. To achieve this,
IEC 61850-8.1 is initially mapped to the Manufacturing Message Specification
(MMS) protocols of ISO 9506. This is because MMS is the only public, that is,
ISO standard, protocol that has proven implementation track record and, there-
fore, can easily support the complex naming and services models of IEC 61850.
Also while it is possible theoretically to map IEC 61850 to any protocol, the
process can get very complex and cumbersome when IEC 61850 objects and
services are mapped to a protocol that only provides read/write/report commands
for simple variables that are accessed by register numbers or index numbers.
This is why MMS was chosen for UCA in 1991 and also chosen for IEC 61850.
MMS is considered a very good choice because it can support complex named
objects and rich set of flexible services that support the mapping to IEC 61850 in
a straightforward manner.

The mapping of IEC 61850 objects and service models to MMS is based on a
service mapping where a specific MMS service/services are chosen as a means to
implement various services of ACSI. For example, the control model of ACSI is
mapped to MMS using read and write commands. This is followed by mapping
various object models of IEC 61850 to specific MMS objects. For example, the [EC
61850 logical device object is mapped to an MMS domain.

Figure 6.6 displays an overview of IEC 61850 functionality and associated
communication profiles [8]. In addition to mapping to the application layer, IEC
61850-8.1 defines profiles for other layers of communication stack that are
dependent on the service provided. This is illustrated in Figure 6.6, which shows
that the sampled value and Generic Object Oriented Substation Event
(GOOSE) applications map directly into Ethernet data frame and consequently
eliminate the need of processing any middle layers; the MMS connection layer
operates on TCP/IP or ISO; and the Generic Substation Status Event (GSSE),
which is identical to UCA GOOSE, operates over connectionless ISO. The same
figure shows that all data maps onto an Ethernet data frame using either the data
type Ethertype in case of sampled value, GOOSE, TimeSync, and TCP/IP or the
data type 802.3 for ISO and GSSE messages.
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Figure 6.6 An overview of IEC 61850 functionality and associated
communication profiles [8]

6.8 IEC 61850 substation configuration language

The substation configuration language is defined in IEC 61850-6.1. It is based on
eXtensible Markup Language (XML), which enables describing the configuration of
IEC 61850-based systems. The hierarchy of configuration files is specified by SCL.
This enables the description of multilevel system in unambiguous and standardized
XML files. SCL files including system specification description (SSD), IED cap-
ability description (ICD), substation configuration description (SCD), and configured
IED description (CID) files are all constructed using the same method and format.
However, the scope of each of them is different depending on the need.

In addition to the ability of an IEC 61850 client to extract an IED’s config-
uration from an IED when it is connected to that IED over a network, there are
several scenarios whereby the availability of a formal off-line description language
can bring enormous benefits to users outside the process of configuring IEC 61850
client applications. Such benefits include:

1. SCL can be used to enable off-line system development tools to automatically
generate the files required for IED configuration from power system design.
This obviously eliminates most, if not all, manual configuration tasks and
consequently greatly reduces the cost and effort of IED configuration.
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2. SCL makes it possible to share IED configuration among users and suppliers,
which helps in reducing or eliminating the inconsistencies and mis-
understandings in system configuration and requirements. To ensure that
IEDs are properly configured, users can provide their own SCL files.

3. SCL makes it possible for IEC 61850 applications to be configured off-line
without the need to connect IEDs to a network for client applications.

Substation configuration language may be used to fit the requirements of
individual users. For example, a user may decide to use CID files in order to
provide help in IED configuration using its existing system design processes.
Alternatively, SCL may be used to restructure the entire power system design
process aiming at eliminating manual configuration, eliminating manual data entry
errors, reducing misunderstanding between system capabilities and requirements,
enhancing the interoperability of the end system, and greatly increasing the pro-
ductivity and effectiveness of power system engineers.

6.9 IEC 61850 substation architecture

Figure 6.7 shows the IEC 61850 substation architecture [8,12]. Basically it consists
of several MUs, process bus, several relays scribed to dataset, station bus, and two
clocks Clk1 and CIk2.

Merging units are used to collect and digitize data from electronic/optical
voltage and current transformers/sensors as well as status information. This layer is
known as process layer. It is worth mentioning that MUs can be physically located
either at the switchyard or inside the control room. Data from MUs are collected by
redundant 100 MB fiber optic Ethernet connections. The connection points are
Ethernet switches [13], 1 GB internal buses, and 1 GB uplinks that support Ethernet

Station bus (10/100/1,000 MB) Ethernet

IEC 61850
wrapper

| Legacy
| Process bus (0.1/1/10 GB) Ethernet | IEDS

MU 1 MU 2 MU 3

slo8llelo

VT 1/O Optical VT 1/O CT Optical /O Optical
CT VT CT

Figure 6.7 IEC 61850 substation architecture
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priority and Ethernet virtual local area network (VLAN). The VLAN Ethernet
switch ensures delivering datasets only to those switch ports/IEDs that have sub-
scribed to the data.

The reason of having two clocks in the architecture illustrated in Figure 6.7 is
that in case CIk1 fails, Clk2 is automatically activated and connected online, which
ensures the continuation of providing sampling synchronization.

The substation level consists of station bus, which is based on 10 MB Ethernet
or above depending on how recent the technology is used. The purpose of this bus
is to provide the primary communication between the various LNs, which in turn
provide various functions performed at the substation including protection, control,
monitoring and data logging. Communication system may be operated either on a
connection-oriented basis, that is, request of information and configuration, or on a
connection-less basis, that is, IEC GOOSE. Redundant communication architecture
is preferred due to the strain placed by IED-to-IED data transmission on the com-
munication system, which may lead to its failure.

Figure 6.7 also shows the illustrated architecture that supports remote
network access for all types of data reads and writes. Since all communication
systems are networked, several remote clients can get access to the vast variety of
available information. Examples of such clients include Human Machine Interface
(HMI), operators, maintenance staff, and various engineering and planning
departments. The best location for performing security functions such as encryption
and authentication is at the remote access point. This ensures relieving the burden
on individual IEDs from performing encryption on internal data but at the same
time provides security for all external data transfer.

6.10 Smart Grids and IEC 61850

As discussed in Chapter 1, the Smart Grids can be thought of as applications that
require distributed automation and a significant information exchange. In other
words, an existing electrical power network can be transformed to a Smart Grid by
equipping it with automation and communication infrastructure [14]. It is
important that such infrastructure be flexible so that it can deal with various phy-
sical communication channels as well as huge volumes of information and com-
munication requirements. This is exactly what the IEC 61850 concept can handle. It
provides a large set of abstract communication services [15], which support the
many different requirements that can be mapped on the communication technolo-
gies. The IEC 61850 also defines a concept for highly standardized, semantic
object models [16] that can be easily extended to any kind of application.

Smart Grids place a major focus on smart distribution, which includes dis-
tribution automation, smart aggregation of distributed energy resources into
virtual power plant, and smart metering and interface. Several activities both in
standardization and in demonstration projects have been conducted to apply IEC
61850 to the first two elements. For example, IEC 61850-7-420 is dedicated to
define object models for distributed generation. The models developed in the
first edition of IEC 61850-7-420 have focused on combined heat and power
(CHP) plants, photovoltaic, fuel cells, and reciprocating engines.
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At the time of writing this book, it was decided to launch several technical
reports that describe cases and further models, which include:

o IEC 61850-90-7 for inverter-based applications including scheduling.
IEC 61850-90-8 for electrical vehicles.
IEC 61850-90-9 for battery storage devices.

It is also planned to issue IEC 61850-90-6, which deals with distributed auto-
mation sometime in the future.

6.10.1 Example of Smart Grid demonstration projects using
IEC 61850

There are several Smart Grid demonstrating projects worldwide that use IEC
61850-based communication. Web2Energy [17] is an example of such a project,
which is run by a consortium consisting of 11 European companies funded by EU
community. Under this project it is planned to set up a field demonstration that
encompasses a complete range of smart distribution. A practical feeder is to be
transformed in a self-healing grid. Several distributed generation plants of different
types including biomass, hydro, photovoltaic, wind as well as battery storage and
controllable loads are to be integrated in a virtual power plant. Additionally, about
200 households are to be equipped with smart meters. IEC 61850 will be used by
the self-healing grid and distributed generation plants to communicate with the
control center over various communication channels. One of the objectives of this
project is to establish the three pillars of smart distribution, namely, network
automation, smart aggregation, and smart metering (see Figure 6.8).

The aim of network automation is to reduce recovery supply time following
interruption from 1 to 2 h range to few seconds. Smart aggregation concerns with

TN e w e Ty

Smart aggregation Smart metering
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/ Yy ay N
Selfhealing grid Virtuelles Kraftwerk Kunden
Voltage and load flow Aggregation of dispersed Market integration of
control for integration of generators storage and consumers by variable
generation and E-mobility loads for balancing and tariffs—Motivation for
automated location and optimized participation on energy efficiency by
elimination of faults— prospective visibility of demand,
Diagnostics—Improved markets costs, and benefits

quality of supply

Figure 6.8 The three pillars of smart distribution [17]
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various decentralized plants that form the virtual power plant. The aim of this part
is to develop a coordinated strategy between participating plants to maximize their
effectiveness. This is achieved by equipping individual plants with RTU and smart
meters to be monitored by the virtual power plant and also partially controlled.
Finally, the aim of smart metering is to help consumers to manage their use of
energy in the best possible way by identifying times at which energy is cheap and,
therefore, can consume cost-effective energy and times at which energy is expen-
sive and, therefore, avoid refraining from nonessential energy consumption.

6.11 Summary

This chapter is devoted to the application the international standards IEC 61850 to
Smart Grid. An overview of the standards IEC 61850 is given highlighting its
relevance to the development of the Smart Grid concept. The discussion started by
giving an introduction and background of IEC 61850, its aim and objectives and its
structure. The concept of “process bus” is then introduced and its practical
implementation discussed. This is followed by discussing the comprehensive
modeling approach of IEC 61850 and mapping process approach of IEC 61850 to
protocols. Substation configuration language (SCL) as specified in IEC 61850 is
then discussed, followed by developing an IEC 61850 substation architecture
model. Finally, an explanation as how IEC 61850 can be used to transform con-
ventional electrical power network into Smart Grid is given. This is followed by
covering an EU-funded project known as “Web2Energy” that uses IEC 61850-
based communication system. In this project the use of IEC 61850 by self-healing
grid and distributed generation plants to communicate with the control center over
various communication channels was highlighted.

References

[1] Prat R., Rodriguez G., and Magnago F. ‘Monitoring and controlling services
for electrical distribution systems based on the IEC 61850 standard’.
Scientific Research: Energy and Power Engineering. 2011; 3(3):299-309.
Also Available from http:/file.scirp.org/pdf/EPE20110300009_51982430.
pdf [Accessed 10 November 2016]

[2] IEC. TC 57 POWER SYSTEMS management and associated information
exchange [Online]. Available from http://tc57.iec.ch/index-tc57.html [Accessed
17 January 2015]

[3] Dawidczak H., Dufaure T., and Englert H. Compatibility of the IEC61850
edition 1 and edition 2 implementations [Online]. Frankfurt, Germany:
CIRED - 21st International Conference on Electricity Distribution; June 2011.
Available from http://www.cired.net/publications/cired2011/part1/papers/
CIRED2011_0794_final.pdf [Accessed 27 October 2016]

[4] Andren F., Brundlinger R., and Strasser T. ‘IEC 61850/61499 control of
distributed energy resources: concept, guidelines, and implementation’.
IEEFE Transactions on Energy Conversion. 2014; 29(4):1008—-17



120

(3]

(6]
[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Smart Grid: concepts, technologies and evolution

PC Magazine Encyclopedia. Definition of switched Ethernet [Online]. Avail-
able from http://www.pcmag.com/encyclopedia_term/0,2542,t=switched+
Ethernet&i=52318,00.asp [Accessed 26 October 2016]

Internetguide. What is TCP/IP (Internet Protocol Suite) [Online]. Available
from http://www.internet-guide.co.uk/tcp-ip.html [Accessed 26 October 2016]
PC Magazine Encyclopedia. Definition of WAN [Online]. Available from
http://www.pcmag.com/encyclopedia_term/0,2542,t=WAN&i=54193,00.
asp#fbid=kEE1yZhyE4-[Accessed 31 October 2016]

Baigent D., Adamiak M., and Mackiewicz R. IEC 61850 communication
networks and systems in substations: an overview for users [Online]. Available
from http:/store.gedigitalenergy.com/fag/Documents/General/IEC61850.pdf
[Accessed 29 October 2016]

Schwarz K. What is a logical node? [Online]. Germany: SCC; 2014.
Available from http://www.nettedautomation.com/download/What-is-a-
Logical-Node_2004-08-12.pdf [Accessed 29 October 2016]

Anombem U.B., Li H.Y., Crossley P., Zhang R., and McTaggart C. ‘Process
bus architecture for substation automation with life cycle cost conside-
ration’. The 10th International Conference on Developments in Power
System Protection (DPSP 2010); Manchester, UK, March 2010, pp. 1-5
Tholomier D. and Chatrefou D. ‘IEC 61850 process bus — it is real’. Pro-
tection, Automation and Control World (PAC World). Winter 2008; 3:48-53
Liang Y. and Campbell R.H. Understanding and simulating the IEC 61850
standard [Online]. Available from http://citeseerx.ist.psu.edu/viewdoc/
download?doi=10.1.1.176.5160&rep=rep1&type=pdf [Accessed 12 February
2016]

PC Magazine Encyclopedia. Definition of Ethernet switch [Online]. Avail-
able from http://www.pcmag.com/encyclopedia/term/42788/ethernet-switch
[Accessed 29 October 2016]

Brunner C. ‘IEC 61850 and smart grids’. Protection, Automation and Con-
trol Magazine (PAC World). 2011; 16:27-27

EPRI. I[EC61850 Part 7-2 — Abstract common services interface [Online].
Available from http://xanthus-consulting.com/IntelliGrid_Architecture/New_
Technologies/Tech_IEC61850_Part_7-2_-_Abstract_Common_Services_
Interface_(ACSLhtm [Accessed 27 October 2016]

Kreonke D.M. Chapter 4: the semantic object models [Online]. Available
from https://www.google.co.uk/url?sa=t&rct=j&q=~&esrc=s&source=web&
cd=3&cad=rja&uact=8&ved=0ahUKEwiY5tqq-_rPAhXLCcAKHUBeBq
UQFggsMAl&url=http%3 A%2F%2Fssyu.im.ncnu.edu.tw%2Fcourse%2FCS
DB%2FUnit04.ppt&usg=AFQjCNEciycnCgTa268TzzSelsrTLFZFSg [Acc-
essed 27 October 2016]

Buchholz B.M. and Styczynski Z.A. The three pillars of Smart Distribution
realized by IEC 61850 communications [Online]. 2011. Available from
https://www.web2energy.com/news-downloads/publications/?tx_drblob...735
[Accessed 27 October 2016]



Chapter 7

Power system protection under
Smart Grid environment

7.1 Introduction

Development of the Smart Grid concept that eventually leads to transforming
conventional power system to a Smart Grid could profoundly affect the way
relaying and protection of power systems are implemented. This is due to the fact
that Smart Grid, as discussed earlier, is equipped with several new and advanced
technologies including information and bi-directional communication systems,
distributed control system, sensors installed at different locations on the Smart
Grid, and so on. To take the full advantage of the benefits offered by the Smart Grid
concept, there is an urgent need for replacing electromechanical relays, which are
still in service in many utilities worldwide, by their microprocessor counterpart [1].
Modern microprocessor relays, which are also known as intelligent electronic
devices (IEDs), have several capabilities that suit Smart Grid environment. This
includes their capability to record and store current and voltage waveforms before,
during, and after fault condition, the time at which the fault occurs, changing the
setting, and they have the ability to communicate with other devices. In order to
fully take the advantage of these capabilities, these devices must be interconnected,
which in turn makes it possible to introduce further capabilities such as Generic
Object Oriented Substation Event (GOOSE) [2,3].

This chapter begins with reviewing protection of power system prior to the
Smart Grid era and then proceeds to discuss power system protection under Smart
Grid environment highlighting the expected benefits. The operating concepts of
Smart Grid protection relays will then be explained followed by discussing intel-
ligent fault circuit indicators (FCls) for Smart Grid applications. Communication
infrastructure that suits protection requirements will then be discussed. The archi-
tecture of Smart Grid protection system (SGPS) will be discussed highlighting the
application of multiagent technology and the relationship between multiagent
systems and IEC 61850. This will be further explained by using examples on
development of smart adaptive protection systems for microgrids and smart dis-
tribution networks (DNs). Finally, the chapter will be concluded by presenting
protection system architecture based on IEC 61850.
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7.2 Protection prior to the Smart Grid era

Prior to the Smart Grid era, the adopted protection philosophy is based on providing
protection to individual equipment at the substation level. This was initially
achieved using electromagnetic relays, but more recently these relays have been
replaced, in many utilities worldwide, by IEDs. The latter can continuously monitor
network operational parameters and therefore determine, via built-in dedicated
algorithms, the healthy status or otherwise of the equipment they protect. IEDs
have also the capability of recording the data they gather, which are indispensable
for postincidents analysis.

At the grid level synchronous phasor measurement units (PMUs), which are
capable of gathering information several times during a single power cycle, have
been introduced to help in developing a detailed picture of power network’s
dynamics for planning, control, and postfault analysis [4,5]. However, due to
network’s limited and out-of-date communication infrastructure, it was not possible
using these data beyond the substation in which they are generated.

One of the early use of these rich data is PMU-based wide-area measurement
system (WAMS), whereby a large number of PMUs were installed in the Western
Grid, USA in the context of Easter Interconnect Phasor Project. A dedicated com-
munication infrastructure has specifically been installed to support and get the system
working [4].

Protection systems are applied locally to safeguard specific components and
by central control through the SCADA system. The central control system is too
slow, and the protection systems are limited to protection of specific components
only [5].

7.3 Protection systems under Smart Grid environment

Performance of protection relays/systems can be enhanced when they operate under
Smart Grid umbrella [1]. This is due to two factors. First, information related to
changes in power system operation configuration, which is made available as it
happened by the Smart Grid structure, is extremely useful that enable transforming
the settings of protection relays from being static to dynamic. This means the settings
of relays can be programmed to change automatically so that they suite the most
recent power system operation configuration immediately after it happened. Second,
communication system that constitutes an important and integral part of Smart Grid
infrastructure makes it possible for relays to share information with sensors installed
on lines, such as FCls, which in turn improves fault-locating algorithms.

7.3.1 Operating concepts of Smart Grid protection relays

IEDs currently used in protection systems have both data processing and tele-
communication capabilities [6]. However, the information and communication
technology (ICT), which constitutes an integral part of the Smart Grid, makes it
possible to collect real-time wide-area information about power system [7]. This in
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turn has enabled IEDs to communicate with each other and to share information
about the updated status of configuration of power system. Accordingly, the following
concepts for Smart Grid protection relay systems have been proposed.

7.3.1.1 Adaptable to power system configuration changes

The setting of protection relays in conventional power systems are normally fixed.
Their values are calculated based on advanced knowledge of power system con-
ditions and also on the assumption of unidirectional power flow, particularly, for
the case of DNs. However, relay settings of protection system operating under
Smart Grid environment are determined based on supervising the operating and
nonoperating margins of each relay characteristic quantitatively to precisely detect
changes in power system configuration as it happened utilizing analog input data
under normal and faulted conditions. The benefits gained from adopting this
approach include modifications of relay settings to suit actual power system con-
figuration and check the coordination of each protection relay element based on
wide-area data, and detection of the critical point of system operations [7].

7.3.1.2 Intelligently collecting protection relay data

The operating concept of Smart Grid protection relays can be realized by applying
agent systems. Agents may be defined as active, social, and adaptable software
system entities situated in some environment and capable of autonomous execution
of actions in order to achieve their set objectives [8]. An agent system has the
ability to intelligently collect protection relay data and also evaluate data from
wide-area protection relays without having any effect on protection functions.
By applying this approach it is possible to update the applications executed inside
protection relays without the need to take equipment out of service [7].

7.3.2  Fault circuit indicator

A fault circuit indicator (FCI) is a device that is designed to provide visual or remote
indication of a fault on power system. It is normally used in DNs to automatically
detect and identify faults and consequently help in reducing the outage time. FCls
are installed on overhead lines as well as underground cables. Overhead FCls are
used to visualize the occurrence of an electrical fault on an overhead line, while
underground FClIs are used to locate faults on underground cables.

(i) Operating principles of FCIs
When a fault occurs on a conductor of a grounded system, the FCI senses the
magnetic field produced by the fault current flowing through a conductor [9].
Consequently, the FCI “trips.” The trip status can be shown by the FCI either
by changing the state of a mechanical flag, an LED (light emitting diode)
display flashing, or by a remote indication device.

The operating principle of FCIs used for ungrounded systems is based on
sensing the sum of the currents flowing through the three phases. It operates if
the sum is higher than a threshold value that is normally caused by an
imbalance condition due to a fault on one or more of the three phases.
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(i) Intelligent fault circuit indicator for Smart Grid applications
A key requirement to achieve the full benefit and functionality of conventional
FCls is the availability of maintenance staff along distribution feeders to check
the mechanical flag change or LED flashing display to find out the fault
location. The procedure can be laborious, particularly, for situations whereby
FCls are smudged because they are not periodically cleaned. Therefore, to
maximize the benefits of FCIs and to reduce fault-location time by reporting
fault status back to control center, which in turn would lead to significant
and immediate improvement in reliability and hence improve the electricity
service supplied to customers, a ZigBee-/communication interface-based
intelligent FCI that suits Smart Grid applications has been proposed [10-12].

ZigBee is one of many types of wireless networks. It is a low-speed low-rate
wireless area personal network (LR-WPAN), which is based on the IEEE 802.15.4
standard. ZigBee was chosen because the protocol it uses is a general-purpose
protocol with low-cost and low-power-consumption wireless communication.

Figure 7.1 shows a schematic diagram of the ZigBee-based intelligent FCI
[10,11]. It basically consists of three main components: fault current detecting
module, ZigBee module, and microcontroller unit (MCU) module. The RF trans-
ceiver used in the ZigBee module is microchip MRF24J40MB, which is compatible
with the IEEE 802.15.4 standard and has the transmitting range up to 4,000 ft
(1,219.2 m). In the MCU module, the microchip PIC18LF4620 is used, which
features 10 MIPS (million instructions per second) performance, C compiler opti-
mized RISC (reduced instruction set computer) architecture, 8 x 8 single cycle
hardware multiply, lower idle power consumption, 13 ADC channels with 10-bit
resolution and 100k samples per second, Serial Peripheral Interface (SPI), and
inter-integrated circuit (I12C) peripheral.

The fault current detecting module is made of two magnetic reed switches and an
LED-based alarm. If the two magnetic reed switches are called SW1 and SW2 with
high and low rated interrupting currents, respectively, then SW1 is used to detect
abnormal currents flowing through a distribution feeder, while SW2 is used to detect
normal currents of the feeder. Generally, the value of the high rated interrupting current

To the control << >>
center /R

ZigBee module

MCU module

Fault current
detecting module

Figure 7.1 Hardware architecture of the ZigBee-based fault circuit indicator

[after 11]
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is set approximately to the value of the rated short-circuit current of a distribution
feeder, typically 600 A or 1,000 A, while the value of the low rated interrupting current
is set to the minimum recovery current. This is typically equal to 12 A. Three modes of
operations, normal, fault, and restoration modes, can be identified depending on the
position status of SW1 and SW2 as explained below:

7.4

Normal mode: If the magnitude of feeder current on which the intelligent FCI is

installed is smaller than that of the rated interrupting current of SW1, then SW1
remains in its OFF position, that is, open circuit. This corresponds to the normal
mode of operation of the intelligent FCI. It will be noted that the status of SW2
in this mode of operation is not important and, therefore, may be ignored.

Fault mode: When the magnitude of the current of the feeder on which the

intelligent FCI is installed becomes greater than that of the rated interrupting
current of SW1, the later assumes ON position, which indicates the occur-
rence of a fault on the feeder. Consequently, the fault condition is detected
by the external interrupt of the MCU module related to SW1. The infor-
mation related to the fault is then transmitted, by the wireless network
represented by the ZigBee modules, to the rear-end processing system. This
includes parameters such as feeder number and location. The MCU also
enables the LED-based alarm built into the fault current detecting module
and the external interrupt for SW2. The intelligent FCI then assumes the
restoration mode.

Restoration Mode: As mentioned earlier, after the occurrence of a fault the

intelligent FCI assumes the restoration mode. When the power of the feeder
section under consideration is restored following the clearance of the fault,
the magnitude of the feeder current will obviously be less than that of the
rated interrupting current of SW1 but higher than the magnitude of the rated
interrupting current of SW2. Consequently, the latter assumes ON position.
This condition is detected by the external interrupts of the MCU module for
SW2, which is transmitted to the rear-end processing system. The LED-based
alarm is then turned off, which leads the intelligent FCI to return back to the
normal mode.

Smart Grid communication infrastructure that suits
protection requirements

A Smart Grid communication infrastructure that satisfies protection requirements
should have the following characteristics: security, dependability, time, and
reliability. The definitions of these characteristics are given below [1].

Security: It is the ability of the communication system to refrain from an
incorrect operation or misinterpretation of data. This should not be mixed up
with cyber security. Because cyber-security breach can lead to data corruption.
However, the system itself should have the ability to deal with corrupted data
and act on it correctly.
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o Dependability: It is the ability of the communication system to operate or
deliver data whenever requested.

o Time: It is the time period a signal/message takes to travel starting from its
initiation at its origin until its actual delivery to its final destination. Require-
ments are normally based on the total time, which may be made up from
several sub-time parts. When the architecture varies or problems exist,
sub-time parts become important.

o Reliability: It is the capability of communication system to consistently deli-
ver the requirements of the above three characteristics.

7.5 Smart Grid requires smarter protection

Under Smart Grids environment, abundant and precise information is made avail-
able with the help of introduction of nonconventional instrument transformers
(NCIT) [13], IEC 61850, advanced metering infrastructure (AMI), WAMS, etc.
The information and communication technologies that are specifically developed to
support Smart Grid make it possible for protection devices to use and process such
abundant information, which in turn enables protection devices to make correct
decisions more easily [14].

However, Smart Grid environment poses new challenges to protection devices
due to excessive employment of controllable devices, such as FACTS and HVDC,
as well as use of centralized and distributed renewable energy sources (RES), and
energy storage systems. This necessitates protection devices to be smarter. Their
performance must be high in terms of their speed of operation, security, and
sensitivity. They might be described by being 3s protection devices.

Recently a special attention has been given for investigating and developing
smarter protection capable of meeting the new challenges imposed by Smart Grid
environment by innovatively taking advantage of abundant information. This goal
can be achieved by adopting the following three approaches [14]:

(1) Efficient use of information at the local bay level
(i) Integration of substation information
(iii)) Use of integrated wide-area information

(i) Efficient use of information at the local bay level
Currently the operation of most existing protection devices is based on the
information obtained at local bay. For example, a distance relay operates using
current and voltage signals that are measured locally, and a line-differential
relay operates using current signals that are obtained from the terminals of the
line. Using information at the local bay independently from other bays and/or
other stations provides several benefits including fast response and high
security. The introduction of microprocessor relays has enhanced the perfor-
mance of protection devices using local bay information. Microprocessor
relays make it possible to use the wide-frequency spectrum of local signals.
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This in turn has led to improve the performance of protection relays in terms
of their speed, reliability, and sensitivity. An example of such relays is the
traveling wave-based relays [15], which are characterized by being of ultra-
high-speed operation and immune from swings, CT saturation, and fault
resistance, and it becomes possible to develop and apply new mathematical
tools, protection principles, and algorithms that proved to be useful in
extracting more useful information from the measured signals. An example is
the protection principles based on superimposed components [15] and sec-
ondary disturbance components [16,17].

Under Smart Grid environment, performance of protection devices can be
further enhanced by smarter utilization of local bay information by devel-
oping novel protection principles and algorithms. An example of such prin-
ciples is the development of fast power swing unblocking element for
distance protection [14]. Application of NCIT can also maximize extracting
the information embodied in local bay signals. NCIT has no magnetic core
and, therefore, has much better linear characteristics compared to con-
ventional CT. This enables NCIT to truly scale down primary current and
voltage signals without losing any of their properties. This in turn makes
them capable of handling very large frequency bandwidth signals, and
therefore, they are very suited to traveling-wave-based protection relay
applications.

Integration of substation information

Information integration as applied to power system is considered as one of
the main features of Smart Grid that has led to many advantages. This is
particularly true at the substation level. The extensive use of the standard
IEC 61850 inside the substation makes information sharing within the whole
substation much more reliable, fast, and economically feasible. Part 9-2 of
the standard, that is, IEC 61850-9-2, specifies the mapping of analog sam-
pling over bidirectional bus type serial link, which allows the multiuse of
data, changing the parameters of electronic current and voltage transformers/
transducers, and transmission of supervision data, commands, and trip
signals. The defined GOOSE communication can be used to coordinate
several IDEs to realize special applications such as interlocking and trip
commands.

Use of integrated wide-area information

The continued integration of distributed energy resources (DERs), dis-
tributed generation (DG), storage systems, and electric vehicles into elec-
trical networks, in recent years, has increasingly led to operating power
systems in flexible as well as complex manner. This in turn raised the need of
having highly flexible and adaptive protection systems. Successful operation
of such protection systems is highly dependent on the information fed to
them. Recent advancements in information and communication technology
as well as advance standard and communication such as wide-area
measurement and control systems (WAMACS) have enabled the creation
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of wide-area information integration (WAII) for protection systems.
Such information integration has opened huge opportunity for protection
improvement as WAII makes it possible for protection to recognize changes
in operation as well as fault conditions as soon as it happened. This has led
to introducing new concepts such as “network protection” and “wide-area
protection.” Protection systems designed based on these new concepts make
it possible not only protecting individual power system components but also
the network.

Similar to information integration inside a substation, the information collected
within WAII about the network is an invaluable tool that enables protection
systems to recognize the precise picture of all changes to which the network is
subjected to and consequently adapt themselves in terms of maintaining their
maximum sensitivity and selectivity that suit the most up-to-date operating condi-
tion of the network.

7.6 Architecture of Smart Grid protection system

Architecture of SGPS must be based on the efficient use of the computing power of
the IEDs located at different locations and connected to each other using a high-
speed communication network [6]. It is important to ensure maximizing the per-
formance and flexibility of SGPS. This can be achieved by distributing various
tasks and functions to various IEDs, in other words, applying “distributed intelli-
gence.” This approach can be implemented using the IEC 61850 standard [18,19]
as a framework, which provides a consistent way to handle the protection and
automation system information. By applying the well-defined object-oriented data
model of the IEC standard, it is possible to enable interoperability between devices
from different vendors.

It will be noted that the IEC 61850 standard was initially developed aiming at
substation automation. However, new data models have been developed to extend
the application possibilities of the standard. One such model is the part IEC 61850-
7-420, which defines the object models related to DERs [20].

The functional elements are considered as the lowest level of functions in the
standard. They are represented as logical nodes (LNs). LNs are located in certain
physical devices (PDs). The latter are commonly constituted from IEDs. An IED
normally contains several LNs. The actual protection or control function can be
formed from a number of LNs. The LNs used to form a single function can be
distributed among several PDs. This is achieved by defining logical connections
(LCs) between the LNs so that they can communicate with each other and act as a
single unit. LC between different PDs uses either one or multiple physical con-
nections (PCs).

In this hierarchical object model, the distributed intelligence can be applied so
that the physical location of each LN in a function is carefully selected among the
involved IEDs. However, in some cases it may be more convenient to take part of
the measurement from a distant IED, while in other cases it is necessary to operate
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a circuit breaker LN (XCBR) by an IED from other location. More advanced
functionalities would be achieved by processing the measurements at various
locations and transmitting only the processed data from various locations to the
protection function making the final decision. These examples should serve giving
some idea of the practical meaning of distributed intelligence.

SGPS need to be adaptive. In order to meet the adaptability requirements,
some control functions must be provided to initiate the necessary actions in
response to changes of the grid state. The aim of these “master” functions is to
continuously monitor the grid status and accordingly adjust the action of other
functions following predefined rules. The basic role of these master functions
is to:

e Activate and deactivate protection functions and
e Adjust the settings of protection functions.

Additional task may be allocated to master functions that may involve adjusting
the available functions in case there is indication of any malfunction in the Smart
Grid system. For example, a failure of communication system as SGPS heavily
depends on the communication.

It will be noted that the IEC 61850 standards focus on definition of the com-
munication and data encapsulation and do not provide any basis for specifying
functions. Therefore, it is not possible to rely only on these standards to develop
applications where the active functions, such as the master functions mentioned
above, have a central role. This can be resolved with the help of the IEC 61449
standard, which is specifically developed for function block definitions [21]. Using
the IEC 61449 standard together with IEC 61850, it is possible to create flexible
and adaptable protection and control systems.

(1) Application of multiagent technology
Distributed intelligence-based applications can be realized by employing auto-
mated agent technology, which is commonly known as multiagent system [6].
A multiagent system is a combination of several agents that communicate
with each other to achieve a common goal. In this context, an agent is basically
an autonomous software entity that operates without human intervention, and it
is also able to react to changes that occur in their environment. Multiagent
systems are characterized for being proactive, which means that they may take
initiatives in order to achieve the goal. Recently multiagent systems are repla-
cing SCADA system to control and monitor the operation of electric power
systems. Their capabilities have led to successfully apply them for Smart Grid
control [22].

(i) Multiagent systems and IEC 61850
The LNs defined in the IEC 61850 standard can also be considered as intelligent
agents [23]. Using this approach, an application is presented as an agent system
that approximately resembles an IEC 61850 object model. The aim is to give
generic description of protection system functionalities without having possible
limitations of IEC 61850. The basic unit (BU) of the protection system, in this
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Figure 7.2 Basic unit of the proposed protection system [after 6]

approach, is defined as consisting of a circuit breaker (CB) together with the
associated measurement devices and an IED. This is illustrated in Figure 7.2,
which consists of a primary system represented by a feeder section, an IED, and
measuring devices represented by current and voltage transformers. The IED
has several agents. For the case under consideration, this includes measurement
agents MA1 and MA2, a control agent CAl1, a function management (FM)
agent FM1, and protection agents PA11, PA12, and PA13. In the same figure,
the thick vertical line represents the data bus that is extended beyond the IED
boundaries by the telecommunication links. The figure also shows the interface
between the primary system and the IED.

The function of measurement agents is to process the raw measurement data
received from the measuring device and send it to the other agents requiring the
data, while the function of control agents is to control the actions performed by the
primary system, for example, opening and/or closing the breaker. Referring to
Figure 7.2, it can be seen that within an IED there are several protection agents
whose role is to perform the actual protection functions. Finally, FM agents are
used to achieve the required adaptability. This is done by:

Monitoring the system state and accordingly.
Adjusting the protection functions in response to the changes taking place in
the system.

The adjustment of the protection functions involves activation and deactivation
of specific protection functions and specifying suitable protection settings as well
as adjusting the associated communication between involved agents. Obviously,
the number and roles of the needed FM agents depend on the system design. A
general principle could be that a single FM agent is allocated to take care of a basic
protection function, for example, an overcurrent, in a single protection zone.
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It is important to note that the structure and components of the BU depends on
its location in the power system, However, it usually consists of at least a CB and
an [ED capable of controlling it. This is to ensure the necessary functionality of the
primary system represented by disconnecting the faulted section and switching the
backup connections. In addition to these two basic components, the BU includes
both current and voltage measuring devices as shown in Figure 7.2. Under certain
circumstances, such as the need to synchronize islanded part of the network back to
the main grid, two voltage devices are installed one at each side of the CB.

Figure 7.3 shows a section of an electric DN that contains several BUs. Three
different types of nodes are used in this network. These are as follows:

Switch station feeding a satellite distribution substation
Distributed generator
e Line breaker

Figure 7.3 also shows the communication system alongside electric DN. The key
nodes used for the communication system are either routers or Ethernet switches. In
situations where several BUs are located in one place, such as the switching station
shown in this case, the arrangement shown in this figure is considered the most
suitable one. In cases where there is only one BU located at one location, it might be
possible integrating the communication interface and the BU together.

7.7 Examples on development of smart adaptive
protection systems

In this section two examples related to development of adaptive protection systems
will be discussed. The first example is specifically developed for microgrids
applications while the other one suits medium-voltage smart DN applications.
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7.7.1 Smart adaptive protection for microgrids

Perhaps a good example that shows the development of smart protection using
wide-area information integration is the development of adaptive protection sys-
tem dedicated to microgrids application [24]. A microgrid is a low-voltage DN into
which small-scale (micro-sources) DERs, such as solar, wind, hydro and storage
systems, are integrated [24,25]. A microgrid may be defined according to the U.S.
DOE [22] as an integrated energy system consisting of interconnected loads and
DERs which as integrated system can operate in parallel with the grid or in an
intentional island mode.

Therefore, microgrids can be operated either connected to medium-voltage
DN, that is, grid-connected or in islanded mode. The large number of scenarios a
micorgrid can be operated due to the connection and disconnection of micro-
sources and its operation in grid-connected and/or isolated modes poses huge
challenges to protection systems, in terms of their selectivity and sensitivity. This is
due to the following reasons:

e Isolation of the microgrid from the main grid due to a fault condition on the
main grid could lead to substantial drop in the value of the short-circuit level
available to protection devices installed within the microgrid. When this hap-
pens, it would greatly undermine the sensitivity of these protection devices.

o Changes in connection status of micro-sources would, obviously, affect currents’
magnitude and direction throughout the network. This in turn would affect both
sensitivity and selectivity of protection devices within the microgrid.

e In certain circumstances sub-islands might be created due to abnormal events
within the microgrid, which in turn could cause mal-operation of protection
devices.

It is obvious that the dynamic operation of microgrids described above requires
a dynamic and smart approach to the settings of protection devices capable of
making their settings adaptable to the operating changes of the microgrid. This
example will be used to explain how this can be achieved.

7.7.1.1 Definition of the problem

Consider Figure 7.4, which shows a typical microgrid network consisting of
two radial feeders connected to a medium-voltage DN [24]. As the figure shows,
several DERs are integrated into the network. The DERs may include wind,
photovoltaic (PV) panels, fuel cells, and batteries. The microgrid network is formed
when the circuit breaker CB1 is opened. Operating this network in this way
presents huge challenges to protection devices due to the following factors:

e  Magnitude of short-circuit current in islanded microgrid mode of operation can
be very much less than its value in grid-connected operation, which adversely
affects the sensitivity and selectivity of protection relays.

e Short-circuit current required for the operation of overcurrent (OC) relays
highly depends on the connection point and feed-in of micro-sources. Conse-
quently, short-circuit currents can vary both in the magnitude and the direction.
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Figure 7.4 Typical microgrid network consisting of two radial feeders connected
to a medium-voltage distribution network [after 24]

e Due to the intermittent nature of micro-sources using wind and solar and
periodic variation of load, the operating condition of microgrid is constantly
changing.

e Certain types of renewable energy-based generators, for example, photo-
voltaic, are interfaced to the grid via power electronic (PE) devices. These
devices can limit the magnitude of short-circuit current during fault conditions,
which could pose challenges to protection devices, particularly, in islanded-
microgrid operation mode.

e In order to meet losses minimization and other economic targets, the topology
of the network needs to be changed regularly.

o Island networks of different size and content might be formed as a result of
faults on the main grid or within the microgrid.

Any of the above factors or combination of them makes generic OC protection
with single setting unable to function properly and also could lead to loss of relay
coordination. In order to accommodate the consequences due to the factors listed
above, in terms of available short-circuit current, generation level, network
topology, formation of islands, and load variation, a new protection philosophy
based on dynamically adaptive settings need to be contemplated as a viable solu-
tion to protection of microgrids.

7.7.1.2 Solution

In order to equip the microgrid shown in Figure 7.4 with a protection system that
features dynamically adaptive settings capable of automatically changing its relay
settings in response to any changes in the status/operating condition of the networks or
any of its components, the network needs to be equipped with a centralized adaptive
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protection system (CAPS) having the following main components: (i) a microgrid
central controller (MGCC), (ii) a communication system, and (iii) sensors installed on
all CBs with all associated relays must be of numerical type equipped with commu-
nication capabilities. Figure 7.5 shows the microgrid shown in Figure 7.4 equipped
with a centralized adaptive protection system and communication system. The CAPS
works as follows: Data are polled from individual protection devices that enable
MGCC reading electrical parameters and the status of individual CBs. The obtained
information is used by a dedicated unit in the MGCC to decide whether changing the
settings, that is, the tripping characteristics, of a particular relay is needed or not. The
tripping command is decided by each relay locally independent of MGCC.

When a CB is tripped in response to an abnormal condition, the MGCC
updates the topology of the network and consequently activates its dedicated unit
responsible for periodical checking, which eventually leads to modification of relay
settings if it is needed. The relay settings that suit the most up-to-date topology of
the network are obtained either from off-line fault analysis or from on-line fault
analysis.

Off-line fault analysis: An event table is generated by conducting off-line
fault analysis that covers a wide range of scenarios that considers all
possible configurations including both network topology and feeding-in
states of DERs. This is followed by calculating relay settings for every
considered scenario that ensure proper operation of protection devices for
the scenario under consideration. The resultant relay settings are then
tabulated in an action table that has the same dimension as that related to
the event table.

T

e

Communication bus

(6)
Microgrid central
controller Microgrid

Figure 7.5 The microgrid shown in Figure 7.4 equipped with a centralized
adaptive protection system and communication system [after 24]
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If the MGCC during its periodical checking detects a change in the config-
uration of the network, the information related to the new configuration is
used to construct a status record that has the same dimension as that of the
event table. The corresponding relay settings are then retrieved from the
action table and uploaded them into the effected protection relays.

On-line fault analysis: As the name implies, the process of updating relay
settings in response to changes in network configuration is carried out in
real time. If the real-time measurements obtained from the MGCC period-
ical checking reveal the need to update the relay settings as a consequence
of network configuration changes, an online fault analysis is carried out and
the results obtained are used to determine the corresponding new relay
settings.

7.7.2  Adaptive protection for smart distribution networks

In this context it is important to remember the differences between conventional
DN and its smart DN counterpart. Compared to conventional DN, smart DN is
particularly characterized by being [6] (i) able to accommodate different types of
DG with various output powers. (As stated previously, this resulted in bidirectional
flow of power. This in turn remarkably affects the operation of protection system.),
(ii) able to perform self-healing (This implies that the system has the capability of
continuing the power supply following any kind of disturbances. In the case under
consideration, one possibility to achieve the self-healing functionality is to switch
over to island operation when a fault occurs somewhere in the network. As far as
protection is concerned, when this happens, protection devices must have the
ability to adapt protection configuration that suits the new system state.), and (iii)
able to automatically perform backup connections, which also helps in achieving
self-healing feature. This is done by intelligently rerouting the supply in the event
of certain fault cases. For the case related to the commonly radial operated dis-
tribution feeders, they usually have open points (switches or line CBs) designated
as backup connections as shown in Figure 7.6. Under fault conditions these

Normally opened point
(backup connection)

DG = Distributed generation B : J' Possible island area 2

=

Figure 7.6 Typical distribution feeder equipped with BUs and a backup
connection point, where DG is distributed generation [after 6]
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switches/CBs need to be automatically closed, but at the same time, the faulted
section must be isolated from both sides.

7.7.2.1 Definition of the problem

Consider the distribution feeder shown in Figure 7.6, which is supplied from a grid.
It contains a DG that may consist of several generating units and a single backup
connection point. The feeder is assumed to be divided into several segments using
CBs connected along the line. The figure also shows some loads that are in real life
represented by distribution substations supplying several customers. Figure 7.6 also
shows that this network is equipped with the necessary BUs, which are connected
to a fast communication network that allows communication between all the
devices in the electric network. Each BU may contain several different protection
agents that are all controlled by FM agents. The FM agents continuously monitor
and assess the state of the network and consequently change the settings of different
agents and their operating status according to predefined set of rules.

The rules are usually created beforehand to match all possible network changes
and faults to achieve the best condition that suit the connection status of the net-
work. When an FM agent detects a change in the system that matches one or more
of these rules, it triggers the corresponding settings for the protection agents.

The FM agents control the agents that are active and consequently control the
protection settings that are in use. In this example, some of the basic functionalities
of the protection system will be demonstrated.

It is assumed that the feeder is subjected to a fault on the section between BU1
and BU2 as shown on Figure 7.6. The task of the protection agents is to clear the
fault and disconnect the smallest possible part of the network. After the isolation of
the faulted BU1-BU2 section, the remaining healthy part of the network may
operate using one of the following scenarios:

e Scenario No. 1: Maintain the operation of BU2-BU3 section, which contains
both load and generation in synchronism with the main grid by closing the
normally open point (backup connection) at BUA4.

e Scenario No. 2: Operate the healthy network as an islanded network or a
microgrid, which is supplied from DG.

In both scenarios, associated protection systems need to be adaptive as dis-
cussed below.

Scenario No. 1

When a fault is detected, the protection agents compare fault directional informa-
tion to decide the faulty section. The sequence of detecting the faulty section in this
example may be summarized as follows:

e BUI (refer to Figure 7.6) detects the fault in the forward direction of its
location and consequently sends this information down the feeder to all other
BUs over the line.
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e Additionally, the fault information is sent to the DG together with interlocking
command for a short duration necessary to clear the fault.

e BU2 detects the fault in the backward direction of its location and by com-
paring the directional information received from BU1 and, accordingly,
determines that the fault must be between BU1 and BU2. Consequently, BU1
and BU2 disconnect the faulty BU1-BU?2 section from the network.

e Additionally, a command is sent to BU4 to close the backup connection point
to maintain the healthy part of the network connected to the main grid.

e The interlocking of generating units is cancelled following the clearing of the
fault.

o The information related to the events described above is sent to FM agents,
which make them aware of network topology changes.

e Accordingly, FM agents respond by requesting the associated protection
agents to change their settings taking into account the new network topology
reality.

Scenario No. 2
Operate the healthy network as an islanded network or a microgrid, which is sup-
plied from DG installed at BU2-BU3 section.

As mentioned previously, a possible way to achieve self-healing in Smart
Grids is operating in a controlled island mode of operation. Therefore, in the
example under consideration, an islanded network or a microgrid may be formed
from the healthy part of the network that contains DG. The size of such an island
is determined by the amount of generation available and the load connected.
In other words, the balance between the generation and load consumption must be
ensured when creating an island. The information required to create an island
consists of the power flow at the CBs, which define the boundary of such an
island and are also used to disconnect the island from mains. Therefore, the task
of agents is to determine the power flow at various BU locations and, accordingly,
dynamically change the possible island size, using collected data, until the gen-
eration-load consumption balance criterion is maintained. In the example under
consideration, there are two possible island areas. The first area is spanning from
BU2 to BU3 while island area 2 can be formed between BU2 and BU4 as shown
in Figure 7.6.

7.8 Protection system architecture based on IEC 61850

The ability of IED devices to handle multiple protection and control functions on
one hand and the recent development of IEC 61850 standard, which makes it
possible for IEDs, supplied by different vendors to communicate with each other
and therefore exchange high-level data between them, has opened the way to
innovatively redesign substation protection systems compared to existing practices.
This has led to a new protection system architecture based on IEC 61850 [26]. One
of important features of the new protection system architecture is to optimizing the
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cost/performance ratio without scarifying redundancy and reliability requirements,
which can be achieved by reducing the number of protection IEDs required to
perform protection and control functions as specified by existing practices. The
benefit gained from such an exercise is major cost saving. The way to realize this is
by selectively activating required protection functions within each bay IED. The
latter is achieved by combining substation protection and bay level protection in a
decentralized system.

7.8.1 Traditional practices

Traditionally, the standard practice adopted by utilities is to keep bay control
functions separated from protection systems. Consequently, the multifunctional
capability of the numerical protection relays was not fully exploited in the pro-
tection and control scheme applications. This in turn has led to allocating separate
IEDs for main 1 and 2 functions [26]. However, the improvement in reliability has
led to combining protection and control functions as an integrated function in the
bay control IED. Examples of control functions include CB fail, OC, synchronizing,
and delayed auto reclosing (DAR). Generally, busbar protection is kept as a
standalone system using either high- or low-impedance principles.

7.8.2  New opportunities offered by the introduction
of IEC 61850 standard

International standard IEC 61850 describes the concepts for substation commu-
nications covering protection, control, and metering functions [27]. It facilitates the
interoperable exchange of communication between IEDs from different vendors.
Its introduction, therefore, has opened the opportunity for utilities to make use of
modern technology to redesign their secondary protection system while maintaining
reliability and redundancy. Such a move requires the revision of the currently adopted
specifications to take advantage of new developments and therefore to reduce the
cost, maintenance routines, and spares [26]. It has also provided guidelines for future
developments as how to move from traditional systems to the next generations
of “computer” relays. This in turn makes it possible to embed a large number of
protection functions in a single IED device. Consequently, as soon as analog inputs
and plant status information are made available to an IED, customized solution for a
particular application can be worked out, which can be communicated with IEDs
from other manufacturers [26].

The experience gained from various IEC 61850 projects worldwide has shown
the benefits utilities can have in terms of simplicity, flexibility, and standardized
engineering. Such benefits include shorter commissioning times, higher avail-
ability, efficient diagnosis and service, and easy expandability, which are con-
sidered as important factors that can lead to reduction in overall costs of an
installation over its lifetime.

To demonstrate the benefits gained from using multifunction capability of
IEDs and interoperability based on communication protocol IEC 61850, four types



Power system protection under Smart Grid environment 139

of protection and control system architecture have been considered [26]. They are
labeled as simplified protection and control system architecture type 1, type 2,
type 3, and type 4. Station protection and bay level protection in a decentralized
arrangement were utilized. To compare the saving of hardware between the pro-
posed new protection and control system architecture and conventional system, a
study was conducted using a typical substation that consists of four overhead line
feeders, three transformers, two bus couplers, and one bus section. The comparison
is made between conventional approach and the proposed architecture type 4. The
outcome of the study shows the following solution:

1.

Solution based on conventional approach
The hardware are as follows:

4 x Line Protection Type 1

4 x Line Protection Type 2

3 x Transformer Protection Type 1

3 x Transformer Protection Type 2

10 x Bay Control Units

1 x Centralized BBP

Disturbance Recorder

Solution based on the proposed approach
The identified hardware are as follows:

e 10 x Bay Unit Supplier 1

10 x Bay Unit Supplier 2

1 x Central Unit Supplier 1

1 x Central Unit Supplier 2

Integrated Disturbance Recorder

Additionally, the advantages that can be gained from adopting the proposed

protection system architecture include the following:

1.

2.

W

SO

Decentralized system of individual bay unit ensures fast clearance of faults
and reliable fault isolation within the bay.

The total number of IEDs can be reduced by half. This in turn means overall
reduction in cost, spare parts, hardware, engineering, commissioning, main-
tenance, space, copper cable, etc.

The number of CT core requirements is reduced.

Reliability and availability are enhanced due to continuous self-supervision of
individual bay unit and central unit.

Securing integrated disturbance recording for optimal fault evaluation.
Securing integrated event recording for optimal fault evaluation.

Spares stocking levels are reduced due to adaptation of modular design.
Software is the main factor that defines functionality.

The total project cost and execution time is reduced.

The availability of the complete system can be improved due to maintaining
the redundancy of source, application, and communication.
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7.9 Summary

Development of the Smart Grid concept could profoundly affect the way the
relaying and protection of power systems are implemented. This chapter is there-
fore devoted to discuss power system protection under Smart Grid environment.
Initially, an overview of the protection prior to the Smart Grid era is given. This is
followed by discussing relaying protection under Smart Grid environment high-
lighting the expected benefits. The operating concepts of Smart Grid protection
relays and intelligent fault circuit indicator for Smart Grid applications are then
covered. This is followed by discussing the communication infrastructure that suits
protection requirements. How Smart Grid requires smarter protection is then
explained. This is followed by discussing the architecture of Smart Grid protection
system highlighting the application of multiagent technology and the relationship
between multiagent systems and IEC 61850. Examples on development of smart
adaptive protection systems are then given. These include smart adaptive protection
for microgrids and adaptive protection for smart DNs. The chapter is concluded by
presenting protection system architecture based on IEC 61850 under which two
topics were covered: smart adaptive protection for microgrids and new opportu-
nities offered by the introduction of IEC 61850.
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Chapter 8

Application of Smart Grid concept
to distribution networks

8.1 Introduction

As stated in Chapter 2, conventional electrical power system normally comprises
generation, transmission, distribution, and consumers’ load subsystems (networks).
The conventional role of distribution network is to transfer electrical power supply
from generation and transmission subsystems to consumers’ loads. It is this direct
connection between a distribution network and consumers that makes distribution
network directly responsible to guarantee the quality and reliability of the electrical
supply [1]. It is, therefore, expected that by transforming conventional distribution
network to a Smart Grid, the quality, reliability, and security of electrical power
supplied to customers would be directly affected.

This chapter presents a comparison between conventional and smart distribu-
tion networks, discusses the reasons behind the need for smart distribution net-
works, and covers the basic components (building blocks) of a smart distribution
network, the path that has been followed to transfer conventional distribution net-
works into smart distribution networks.

8.2 Smart distribution networks versus conventional
distribution networks

A conventional distribution network (DN) is characterized as being [2]: (i) passive,
(i1) the power flow through it is unidirectional, whereby the power flows from
transmission network to consumers’ loads, (iii) the focus is placed on feeder auto-
mation, i.e., improving energy availability or continuity, which means ensuring—
(a) medium voltage (MV) fault location when a feeder is subjected to a fault
condition, (b) reconfiguration of distribution network as required by network’s
condition, (c) ensuring MV distribution loop management, and (iv) no interaction
between the network and consumers connected to it.

In contrast, a smart distribution network (SDN) is characterized as being:
(1) active [2], (ii) has the ability to give access to distributed energy resources
(DERs) including renewable energy sources (RESs), (iii) the power flow through it
is bidirectional due to the integration of DERs [2], (iv) automation of its feeders
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getting smarter, compared with those of conventional DN, in terms of the ability to
[2]—(a) locate MV faults under multidirectional power flow as well as the ability
to monitor the power flow and (b) perform energy demand management in terms of
LV load management and monitoring transformer temperature overload—and (v)
capable of providing the environment for consumers to interact with it and with the
market [1].

8.3 Why distribution networks need to be smart?

In recent years, several developments have been made that affected directly the
way distribution networks should operate. This in turn makes the application of
Smart Grid concept to these networks necessary. Such developments include:

(i) Liberalization of the electricity market [3],

(ii)) Continued trend of integrating distributed energy resources, including
renewable energy sources, into distribution networks which has led to
transforming these networks form being passive into active. This in turn has
led to fundamental shift in distribution network management from passive to
active management [3], and

(i) Development of intelligent domestic appliances.

These developments have fundamentally changed the functionality of dis-
tribution networks. It has been identified that the functionality of future distribution
network needs to be smart at four levels as follows [4]:

(i) Distribution network level: This level involves equipping the network
with (i) more automated MV distribution networks with self-healing
capabilities, (ii) monitoring and controlling L'V networks, and (iii) support-
ing the network with information and communication technology (ICT)
infrastructure.

(i) Integration level: This level concerns with efficiently integrating distributed
energy resources, including renewable energy sources, electric vehicles, and
electricity storage and aggregation into distribution networks.

(i) Energy management level: This level concerns with the management of
end-use energy efficiency, aggregation, and retail.

(iv) Customers level: Distribution network should have the capability of hand-
ling smart customers which would be aware and actively participating in the
operation of distribution network.

8.4 Basic building blocks of a smart distribution network

In addition to conventional distribution network and the associated information and
communication system (ICS), several components or devices need to be incorpo-
rated to them to be able to obtain a working smart distribution network. In this
section, we shall give a brief description of such components or devices that form
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the building blocks of a smart distribution network. This will also facilitate the
discussion of the remaining of this chapter. The building blocks include:

8.4.1 Agents

In the context of smart distribution networks, an agent is a device that can be either
a physical entity or a virtual entity, that is, with no physical existence [5]. The
physical entity agent acts in the environment whereby it is designed to directly
control a distributed energy resource. The virtual entity agent is essentially a piece
of software that makes bids to the energy market or stores data in a database.

8.4.2 Characteristics of agents

The main characteristics of agents are as follows:

Autonomy: Agents have a certain degree of autonomy. This means that they
can take decisions without the interference of a central controller or com-
mander. This is achieved by driving them by a set of tendencies. For example,
a tendency for a battery system could be “to charge the batteries when the
price for the kWh is low and the state of charge is low too.” Thus, the mul-
tiagent system decides when to start charging the battery based on its own rules
and goals and not by an external command. In addition, the autonomy of every
agent is related to the resources that it possesses and uses. For example, these
resources could be the available fuel for a diesel generator, the wind for a
wind-turbine generator, or the sunlight for a photovoltaic generator.

Capable of acting in their environment: This means that agents have the ability
of perceiving the changes in the environment in which they are found within
and consequently they respond to such changes with their own actions when-
ever necessary. For instance, by altering the power production of a generator,
the set points of the other local units are consequently changed.

Have proactive ability: This means that agents have their own goals and do not
just act in response to changes that have occurred in their environments. They
also initiate actions to try to achieve their goals. In multiagent systems, an agent
has certain behaviors and tends to satisfy certain objectives using its resources,
skills, and services. An example of these skills could be the ability to produce or
store power, and an example for the services could be the ability to sell power in
a market. The way that the agent uses the resources, skills, and services char-
acterizes its behavior. Consequently, the behavior of every agent is decided by
its goals. An agent that controls a battery system whose goal is to supply unin-
terruptible power to a load will have different behaviors than a similar agent,
whose primary goal is to maximize profits by bidding in the energy market.
Have social ability: This means that agents can communicate with each
another via agent communication language (ACL). This may be considered as
part of their capability for acting in the environment. As an example, let us
consider a system that includes a wind-driven generator and a battery system:
the battery system uses power from the wind generator to be charged when
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wind blows, while it is discharged when wind stops blowing. In order to optimally
achieve this operation, two agents are needed to exchange many messages. This is
considered as a social type of action because, with the two agents communicating
with one another, the environment is essentially altered in a different way than if
the two agents were acting without any kind of coordination.

e Have partial or no representation of the environment: For example, the agent of
a generator, in a power system, knows only the voltage level of its own bus
and, possibly, it can estimate what is happening in certain specific buses.
However, the agent does not know what is happening in the whole system.
This is the core of the multiagent system technology, since the goal is to
control a very complicated system with minimum data exchange and minimum
computational demands.

8.4.3 PowerMatch

As the name implies the PowerMatch is a concept whose implementation leads to a
close match between the electrical supply and demand. It is also considered as a
market-based control concept for supply and demand matching (SDM) in electricity
networks with a high penetration of distributed generation [6]. The main objective of
SDM is to optimize the difference between electrical supply and demand, which is
achieved by using the expected electricity generation and devices’ consumption, to
alter their operation in order to increase the overall match between electricity produc-
tion and consumption. PowerMatcher is implemented such that each device is repre-
sented by a control agent, which tries to operate the process associated with the device
in an economical optimal way. The electricity consumed or produced by the device is,
respectively, bought, sold by the device agent on an electronic exchange market.

8.4.4 E-terra trade

The E-terra trade is a family of energy software [7,8] developed by industry that is
geared to both market players and market managers, such as independent system
operators (ISOs), distributed system operators (DSOs), and transmission system
operators (TSOs)/regional transmission organizations (RTOs) [7]. This software,
which is designed to help suppliers formulate and submit bids, is normally inte-
grated into standard energy management systems. Tools suitable for ISOs, DSOs,
and TSOs/RTOs include secure HTML-based visualization systems, enabling
markets to be evaluated from different points of view, plus a trademarked market
clearing system.

8.4.5 E-terra control

E-terra control is a software platform developed by industry. It may be defined as a
network-based distributed system that implements simple, reliable, high-performance
SCADA across a wide area network (WAN) [9]. It has an infrastructure built using the
latest web-based technology. Its purpose is to support standard SCADA system and to
integrate multiple enterprise functions and view real-time data across the entire business.

E-terra control is focusing on flexibility to adapt [10]. It is anticipated that
application of Smart Grid concept would lead to getting involved with an
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unprecedented number of acquisition devices, including remote terminal units
(RTU), intelligent equipment devices (IED), and ever growing number of smart
meters. The key to the solution would be a scalable SCADA, with capabilities to
manage a wide diversity of equipment which e-terra control would provide.

A SCADA system that would suit a Smart Grid environment needs to be more
than reliable and scalable, and changes to the system must be integrated quickly
without affecting the performance or availability of the system. E-terra control is
designed such that it allows for changes to occur online to both the database and
displays, while the system is running and performing critical SCADA functions.

In addition to the fundamental SCADA functions, e-terra control offers a wide
range of advanced functions, while keeping fast learning curve. This includes the
following [9]:

Real-time data viewing and processing
Alarm processing and filtering

Alarm acknowledgment and deletion
Equipment and device tagging
Flexible calculation package
Windows-based powerful user interface
Network topology processor

Abnormal state and tagging summaries
Event and alarm logging

Audible alarm annunciation

Real-time trending

8.5 Evolvement of distribution networks into Smart Grids

Both USA and Europe have led the way to transform existing distribution networks
to be smart through initiating appropriate projects led by electricity industry with
participation from stake holders including academia, manufacturers, and regulatory
bodies. Two such projects which are initiated by EU, namely FENIX [11] and
ADDRESS [12] will be briefly discussed in the following sections.

8.5.1 Flexible Electricity Networks to Integrate the eXpected
Energy Evolution (FENIX)

It has been recognized that one way to achieve the reduction in greenhouse gas
emissions and the dependency of many industrialized countries on fossil energy
imports is by using distributed energy resources (DER) units including local
renewable energy sources (RES). Until recently, the adopted policy used for con-
necting DER/RES units is generally based on a so-called fit-and-forget approach.
The continued deployment of these units in large scale has made such an approach
not sustainable because it:

e Adversely affects the deployment rates of DER/RES units,
o Increases the costs of investment and operation of the electric power system, and
e Affects the integrity and security of the system.
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It has been suggested that the way forward to address these problems is by
ensuring that DER/RES units take their share in providing the flexibility and con-
trollability necessary to support secure system operation together with large con-
ventional power plants. Historically, transmission system operators (TSOs) have
been responsible for the security of the electric power system. With integration of
DER/RES units, which usually occurs at distribution networks, it becomes vitally
important that distribution system operators (DSOs) must operate their network
actively using local resources. This represents an important shift from traditional
central control philosophy, which until recently, used to control typically hundreds
of generators to a new distributed control concept applicable for the operation of
possibly millions of generators and controllable loads. DER/RES units are too
small and numerous to be visible or manageable on an individual basis.

The solution of this problem is suggested by introducing the concept of a
virtual power plant (VPP) by clustering DER/RES units into a portfolio that has
similar characteristics to transmission-connected generation.

8.5.1.1 The concept of VPP

The concept of VPP was introduced as a mechanism that enables the integration of
DERS/RESs units into electrical distribution networks [14]. Using this concept,
individual DERs/RESs units can gain access and visibility across energy markets,
and benefit from VPP market intelligence to optimize their position and maximize
revenue opportunities. Additionally, the operation of distribution networks can
benefit from optimal use of all available generation capacity connected to them, as
well as ensuring an increased efficiency of operation. The VPP also makes DERs/
RESs units visible to the system operator and presents a resource that can be used
for active control of electricity networks.
The concept of virtual power plant is defined as [11,13,14]:

A Virtual Power Plant (VPP) aggregates the capacity of many diverse
DERs, it creates a single operating profile from a composite of the para-
meters characterizing each DERs and can incorporate the impact of the
network on aggregate DERs output. A VPP is a flexible representation of a
portfolio of DERs that can be used to make contracts in the wholesale
market and to offer services to the system operator. There are two types of
VPP, the Commercial VPP (CVPP) and the Technical VPP (TVPP). DERs
can simultaneously be part of both a CVPP and a TVPP.

Figure 8.1 illustrates the concept of VPP whereby a 132 kV/33 kV/11 kV
distribution network together with its integrated distributed energy resources and
the loads connected to it, shown within the loop of Figure 8.1(a), are aggregated
together and represented as an equivalent single generator/load system connected at
400 kV transmission voltage point as shown in Figure 8.1(b). It is important to keep
in mind that the characteristics of the equivalent single generator/load system
should be the same as the overall original 132 kV/33 kV/11 kV distribution
network together with its integrated distributed energy resources and the loads
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Figure 8.1 The concept of virtual power plant [after 11]

connected to it. Such characteristics include (i) output, (ii) reserve, (iii) response,
and (iv) cost characteristics.

Distributed generators and responsive loads cannot be fully integrated into
system operation and market-related activities due to their size and huge number.
This problem can be overcome by introducing the VPP concept, whereby indivi-
dual characteristics from a portfolio of DERs are aggregated, so that it can be used
in a manner similar to transmission-connected generation.

Similar to any large-scale generator, the VPP can be used to facilitate DER
trading in various energy markets and can also provide services to support trans-
mission and distribution system management. Market participation and system
management and support activities are described, respectively, as “commercial”
and “technical” activities, corresponding to the concepts of commercial VPP
(CVPP) and technical VPP (TVPP) [11].

8.5.1.2 Commercial virtual power plant and the commercial benefits
of VPP aggregation
The commercial virtual power plant (CVPP) is a representation of a portfolio of
distributed energy resources that can be used to participate in energy markets in the
same manner as transmission-connected generating plant. CVPP is characterized
by an aggregated profile and output which represents the cost and operating char-
acteristics of the DER portfolio. It is important to note that the impact of the dis-
tribution network is not considered in the aggregated CVPP profile. However,
having DER in the portfolio reduces imbalance risk associated with individual
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market participation and provides the benefits of diversity of resource and
increased capacity achieved through aggregation. By adopting CVPP, distributed
energy resources can benefit from economies of scale and market intelligence to
maximize their revenue opportunities.

Functionality of CVPP includes: (i) trading in the wholesale energy market,
(i1) balancing of trading portfolios, and (iii) provision of services that are not
location-specific to the system operator. The operator of a CVPP can be any third
party or balancing responsible party with market access, such as an energy supplier.

In systems allowing unrestricted access to the wholesale markets, CVPPs can
represent DERs from any geographical location in the system. However, in markets
where energy resource location is critical, the aggregated portfolio is restricted to
include only DER from the same location (i.e., distribution network area or trans-
mission network node). Under such circumstances, a CVPP can still represent DER
from various locations, but aggregation of resources must occur by location,
resulting in a set of DER portfolios defined by geographical location. Figure 8.2
summarizes the inputs to and output from CVPP activity [11].

8.5.1.3 Technical virtual power plant and system management
perspective of VPP

Technical virtual power plant (TVPP) tackles aggregation of distributed energy
resources units with respect to services that they can offer to the grid [14]. It con-
sists of distributed energy units located at the same geographic area. It is repre-
sented by an aggregated profile which includes the influence of the local network
on the portfolio output and also represents the DER cost and operating character-
istics. The functionality of TVPP includes: (i) local system management for DSO
and (ii) providing system balancing and ancillary services to TSO. The operator of
a TVPP requires detailed information about the local network, which makes DSO
the best candidate to take this role. The TVPP makes energy resources connected to
the distribution network visible to the system operator and therefore makes it
possible for distributed generation and demand to contribute to transmission system
management. The TVPP can also facilitate the use of distributed energy resource
capacity in the distribution networks if active network management is required.

DER inputs CVPP
e Operating parameters CVPP
e Marginal cost CVPP
® Metering data o Aggregate capacity from ?gg lz:lliinorward
e Load forecasting data DER units
- o Optimizes revenue from . cDoélIt;Z(::t]iedules

Other inputs contracting DER portfolio " d,

e Market intelligence, e.g., output and offering D o

costs for TVPP

price forecasts services
e Location of
data/network modeling

Figure 8.2 Inputs to and output from CVPP activity [after 11]
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TVPP aggregates and models the response characteristics of a system con-
taining distributed generation, controllable loads, and networks within a single
geographical grid area. In essence TVPP provides a description of subsystem
operation. A hierarchy of TVPP aggregation may be created to characterize sys-
tematically the operation of DER at low, medium, and high voltage regions of a
local network. However, at the distribution—transmission network interfaces the
TVPP presents a single profile representing the whole local network (see
Figure 8.1). This technical characterization is equivalent to the characterization that
the transmission system operator has of transmission-connected generation.

8.5.1.4 Large-scale VPP

Large-scale VPP (LSVPP) can be defined [11] as an aggregation of a large number
of DER units that may include different DER technologies, responsive loads, and
storage devices which, when integrated, would led to a system that has a flexibility
and controllability similar to large conventional power plants. In this context, DER
technologies include wind turbine generator (WTG) systems, photovoltaic (PV)
systems, hydroelectric power (Hydro) stations, and combined cooling, heating, and
power (CCHP) systems.

The concept of LSVPP can be used to fully integrate DER and demand-side
participation. In order to achieve this, distributed control approach needs to be
implemented. This in turn requires the design of appropriate distributed control
system architectures as well as developing communication and information
infrastructures.

Additionally, an appropriate market and commercial structure need to be put in
place to support the exchange of services among all actors including TSOs, DSOs,
and VPPs. For this reason, the EU in its project FENIX has initiated three inter-
dependent subjects of research to establish the basis for the operation of future
highly decentralized electricity supply systems. These include the development of:

e The distributed system control architecture,
e The information and communication architecture, and
e The supporting market and commercial structure.

8.5.1.5 Practical implementation of CVPP

According to the study outcome conducted under the EU project FENIX [11], a
practical CVPP consists of the following components (see Figure 8.3):

e An e-terra trade software tool such as Areva e-terra trade together with an
intraday process optimization (IPO) that can manage the CVPP as an entity in
the market. This tool can be responsible for maintaining bilateral trade posi-
tions, generation capacity and schedules, and market bids and offers.

e An e-terra control software platform that provides a flexible and scalable
SCADA (a real-time data acquisition software platform) server such as Areva
e-terra control that can manage the SCADA system of the DERs that are
integrated into distribution network.
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CVPP system

FENIX village
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Figure 8.3 Illustration of the components used in Northern Scenario FINEX
CVPP system [11]

e A PowerMatcher for aggregating the DERSs to a composite unit for e-terra trade
and disaggregates instructions back to the DERs. Such tools consist of a
market specific VPP Agent interface, core Matcher Agent for aggregation/
disaggregating, and individual agents for different types of DER.

Smart meters at DERs

DER interface boxes referred to in Figure 8.3 as FENIX box (FB) that are
installed at each DER whose function is to facilitate remote access for mon-
itoring and control.

8.5.2 Active Distribution network with full integration of Demand
and distributed energy RESourceS (ADDRESS)

In the Smart Grids context a large-scale R&D Project coded as ADDRESS was
initiated and cofounded by the European Commission in 2008 under the Seventh
Framework Programme [15,16] aiming at the “Development of Interactive Dis-
tribution Energy Networks.”

ADDRESS for Active Distribution network with full integration of
Demand and distributed energy RESourceS. The aim of the project is to develop
a comprehensive commercial and technical framework for the development of
“Active Demand” and the market-based exploitation of its benefits. In this context,
“Active Demand” (AD) means the active participation of domestic and small
commercial consumers and prosumers, that is, both consumers and producers of
electricity, in the electricity markets and in the provision of services to the other
electricity system participants. AD involves all types of equipment that may
be installed at the consumers’ premises. This includes electrical appliances
(“pure” loads), distributed generation, such as PV or microturbines, and thermal or
electrical energy storage systems.
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In order to enable interoperability among participants in data exchanges, var-
ious methods, tools, and international standards were used in the ADDRESS
project. ADDRESS is considered the first European project that used IEC-CIM
information model to define semantic exchanges between ADDRESS actors [16].

8.5.2.1 ADDRESS architecture

Figure 8.4 shows a simplified representation of the ADDRESS architecture [12,16].
The top box contains the consumers and prosumers that provide AD. Examples of
these include domestic loads (refrigerators, washing machines, electric cookers,
etc.), electric vehicles, microcombined heat and power generators, microwind tur-
bine generators, PV generation units, and electrical energy storage systems. The
AD providers are interfaced with the aggregator, represented by the left-hand side
box underneath the AD box, by energy management boxes (EB). However, as the
figure shows, the aggregator is also interfaced to the “Market and Contractor,”
represented by the middle box placed under the AD box. In addition to the aggre-
gator, the “Market and Contractor” is also interfaced to other electricity market

Consumers providing
AD C:2X2

@ © PV
¢ @

[ W | mE Electrical
EB EB EB connection

Different levels of
optimization and

MV-LV
transfos

aggregation Energy ADDRESS [" gub
supply adaptation | station
and DMS
provision
of

services

<4— link to be adapted specific aspect to be developed
where
AD = Active demand PV = Photovoltaic generation unit
DG = Distributed generation RES = Renewable energy source
DMS = Distribution management system Transfos = Transformers
EB = Energy management box TSO = Transmission system operator
MYV = Medium voltage WCHP = Microcombined heat and power
LV = Medium voltage generation unit

Figure 8.4 Simplified representation of ADDRESS architecture [12]
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players, including DG and RES, retailers, traders, balancing responsible party,
central electricity’s produces, DSOs, and TSOs.

In the ADDRESS architecture, the aggregator is considered a central player. It is
defined [12] as a deregulated participant whose main function is to mediate between
consumers/prosumers, who offer their “demand flexibilities” for sell, and the markets
where the aggregators offer (sell) these flexibilities for the use of the other electricity
system players. In other words, it may be said that the aggregator purchases con-
sumers’/prosumers’ flexibility, packages it into tradable AD products, and then sells
these products on the markets to electricity system participants. In this context,
“demand flexibility” is equal to modifications in consumes’ consumption and/or
prosumers’ electricity production. Consequently, this implies that an aggregator [12]:

e Acts as the gateway to consumers and prosumers for managing their flexibility,
Must have a very good knowledge of consumers and prosumers at all levels, and
Must have the ability to manage the risks associated with AD. More precisely
these risks are related to price and quantity.

8.5.2.2 ADDRESS concepts

Apart from the aggregator being a central player, the ADDRESS is based on the
following main concepts [12]:

(i) Interaction between the power system participants:

Such an interaction is based on the exchange of real-time price signals
and volume signals (mainly power-based signals). In this context, “real
time” means a time scale of 20—30 minutes ahead or longer, which could be
an hour ahead, a day ahead, etc. These signals may additionally be modu-
lated by geographical/topological information or other type of information
whenever is needed. It is important to note that as far as this concept is
concerned, direct load control by DSO is not considered but load limit must
be observed to insure the security of the grid operation.

(ii) Demand approach (in contrast to “generation” approach):

It is important to develop an appropriate approach that deals with domestic

and small commercial consumers. Such approach would involve:

e Development of appropriate technologies at consumers’ premises.

e The services are “requested” through appropriate price and/or volume
signal mechanisms and provided on a voluntary and contractual basis.

e Dealing with societal and behavioral aspects is based on the results
obtained from studying the accompanying measures.

(iii) Provision of distributed intelligence and local optimization
Such a provision is needed to:

e Deal with topologically dependent services.

e Allow the participants to optimize their real-time response according to
the real-time signals.

It is important to highlight that the challenge related to this concept is to put the
“right amount” of intelligence at the “right place.”
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8.5.2.3 ADDRESS participants and the AD services provided to them

With reference to Figure 8.4, it can be seen that in addition to aggregators and
consumers, the following two types of participants can be identified [12]:

e Regulated participants: These include DSOs and TSOs.
e Deregulated participants: These are the competing participants and may be
divided into the following three main categories:

o  Electricity producers: Include central electricity producers, decen-
tralized electricity producers, and producers with regulated tariff and
obligations (reserve, volume, curtailment, etc.)

o Intermediaries: These include retailers, production aggregators, electricity
traders, electricity brokers, and balancing responsible parties (BRPs).

o  Consumers: These include large consumers.

In order to identify and describe the possible services that AD can provide to
the participants, the needs and expectations of all the participants with respect to
“active demand” must be analyzed on the basis of their functions and stakes. Based
on this process, 24 different AD services for the nine deregulated players and seven
different AD services for DSOs and TSOs have been identified.

In order to formulate these identified services, standardized AD products and
AD services must be first defined.

AD products

AD products are what an aggregator provides, i.e., sells, to the players and which
the players use to create the services [12]. It is a specific “power against time”
demand response shape to be provided by an aggregator during a specific period of
time. In the context of AD and ADDRESS, the aim is to change the consumption
pattern of groups of consumers. In other words, “re-profiling” the demand via the
circulation of appropriate price and volume signals is broadcasted by aggregators.

AD services

AD services are AD products that are acquired and used by a player [12]. It is a
specific example of the use of basic active demand products. The terminology
here means that the services actually refer to the fulfillment of specific needs of the
players.

A thorough consideration of those services has led to the identification of three
basic AD-based products as summarized in Table 8.1 [12].

Table 8.1 shows the identified AD products, namely scheduled reprofiling
(SRP), conditional reprofiling (CRP), and bidirectional conditional reprofiling
(CRP-2). The table also shows that SRP and CRP products imply single specific
unidirectional volume, which could possibly be a volume range. However, the CRP-2
can be considered as the combination of two separate CRP with the appropriate
associated demand reduction and increment.

Reference use cases
Once the main relationships between the different ADDRESS players have been
clarified, the use cases for the different AD services identified can be defined.
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Table 8.1 AD products and their main characteristics

AD product Conditionality Typical example

Scheduled Unconditional The aggregator has the obligation to provide a
reprofiling (obligation) specified demand modification (reduction or
(SRP) increase) at a given time to the product buyer.

Conditional Conditional The aggregator must have the capacity to provide a
reprofiling (real option) specified demand modification during a given
(CRP) period. The delivery is called upon by the buyer of

the AD product (similar to a reserve service).

Bidirectional Conditional The aggregator must have the capacity to provide a
conditional (real option) specified demand modification during a given
reprofiling period in a bidirectional range [—y, —x] MW,
(CRP-2) including both demand increase and decrease. The

delivery is called upon by the buyer of the AD
product (similar to a reserve service).

The use case for a service may be defined as all the interactions represented on
a timeline that take place between the players involved in the provision of the
service (including those involved in the technical verification), along with their
internal processes. Therefore, the use cases for the AD services are considered very
important for the development of the technical and commercial architectures in the
ADDRESS project.

By taking the services provided to the retailer and the DSO as a basis, four
reference use cases have been defined, two for SRP products and two for CRP
products. It has been found that by introducing only minor changes, the use cases
for the retailer could be adapted for all deregulated players. It was also noted that
the use cases for the DSO are very similar to those for the TSO. In fact, the pro-
cedure that accompanies the usage of an AD service generally involves the fol-
lowing processes:

(1) Internal optimization: Potential AD buyer must first determine the best
option available that meet their needs. This step involves comparing the
available options. For example, AD product such as SRP and CRP and
energy-based products such as forward energy contracts that are available to
the AD buyers. The AD buyer then decides how much and which AD pro-
ducts are needed and the maximum price it is willing to pay. The AD buyer
may buy from standardized marketplaces such as a power exchange and
over-the-counter markets or negotiate a bilateral contract which allows the
AD buyer to include specific conditions that meet additional requirements.

(ii)) External optimization: This subprocedure is performed by counterparties,
that is, aggregators and authorities, that is, market operators, which facilitate
commercial transactions and supervise the safe operation of the power sys-
tems. It is important that system operators such as DSOs and TSOs must be
consulted for technical feasibility of commercial transactions. Final results of
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the transactions are announced only after the verification of technical feasi-
bility. Under certain technical constrains, an AD buyer may not be able to
obtain the whole amount of AD service it intends to consume originally.

(iii) Execution: The transaction is executed when the aggregator(s) commu-
nicates with its consumers, which are considered the ultimate active demand
providers, through their energy box. In response to the signals they receive,
the consumers submit their demand response.

(iv) Settlement: As the name implies, this process involves settling any amount
due among the parties involved in the transactions. To promote good per-
formance, rewards may be given to consumers/aggregators for over-perfor-
mance while penalties are imposed otherwise.

8.5.2.4 ADDRESS interoperability of data exchanges

The methods and tools adopted in the ADDRESS project to insure interoperability
in data exchanges include the following [16]:

e Definition of a service-oriented architecture (SOA) for ADDRESS,

e Description of some ADDRESS use cases in UML (activity diagrams,
sequence diagrams),

e Description of the ADDRESS information model in UML as an extension of
the IEC TC57 CIM model. The information model allows users to have a
common semantic among ADDRESS partners and to define message payload
types,

e Description of some ADDRESS message payload types in XML XSD (XML
Schema), and

o Simulation of ADDRESS message payload types using web services (WS) or
an enterprise service bus (ESB).

A methodology was proposed to be implemented for ADDRESS’ SOA to
specify data interchanges between ADDRESS actors from UML use case modeling
down to message exchange interface deployment.

Specifying use cases for the different business domains covered within
ADDRESS project, that is, transmission, distribution, market, customer, and
aggregator, is also considered important. Use cases are specified for:

o Internal processes: This covers specific business functions related to the
internal behaviors of ADDRESS actors.

o External processes: These processes focus on interactions between actors to
ensure the exchange of external data required to process internal business
functions of actors.

The use cases that describe external processes and the supporting data
exchanges are important because they are essential requirements for interoper-
ability among different organizations, that is, ADDRESS actors or data exchange
participants, through the proposed SOA approach.

Immediately after the external use cases are finalized, they are received as an
input in order to specify data interchange format corresponding to the external
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Figure 8.5 Single semantic for data interchanges among ADDRESS actors
[after 16]

interactions between ADDRESS actors. The content of those data is called message
payload. The specification of the format of those data exchanged among actors
leads to the specification of application interfaces which have to be implemented
by each actor participating in the ADDRESS business processes.

Communication interoperability between ADDRESS actors is implemented
using a single common semantic for external data interchanges, which is based on
international standards from IEC TC57, such as the CIM, as well as SOA standards
for the implementation of those interfaces. The objective is illustrated in Figure 8.5.

In order to fully benefit from the use of SOA interfaces between actors, XML
Schema Definition (XSD) has been used for the specification of the message pay-
load and Web Service Description Language (WSDL) for the specification of the
interface implementation. This is illustrated in Figure 8.6.

Each defined message payload is expressed using XSD as syntax. The resulting
XSDs are then embedded into a service interface based on WSDL standard. From
those web services definitions, application programming interface (API) code for
each interface can be generated in a contract first way. This means that the basic
code API structure is generated automatically from the WSDL definition which is
acting as an interface contract between applications.

The generated API code is then integrated and plugged into an ESB to facil-
itate communication and routing of data.

Interested readers are advised to refer to [16] for more information as how to
build XSD syntactic representation of ADDRESS message payloads from the use
cases defined by business experts and the steps to be followed to go from use case
modeling down to message payload syntactic generation for the implementation of
the web service interfaces.
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Figure 8.6 Building application interface API based on SOA for message payload
exchanges [after 16]

8.6 Summary

An overview of the application of Smart Grid concept to distribution networks is
covered in this chapter. It begins by outlining the main differences between con-
ventional distribution networks and their counterpart smart distribution networks in
Section 8.2. This is followed by explaining as why distribution networks are needed
to be smart in Section 8.3. The basic building blocks from which a smart dis-
tribution network consists of are then covered under Section 8.4. Finally, the
evolvement of conventional distribution networks into smart distribution networks
is discussed in Section 8.5. In this context and in order to achieve this objective two
EU projects namely, FENIX and ADDRESS have been initiated which are briefly
covered respectively in Sections 8.5.1 and 8.5.2.

In FENIX project the concept of a VPP has been introduced as way forward to
ensure the flexibility of distribution networks with regard to the integration of
DER/RES units. The aim of ADDRESS project is to develop a comprehensive
commercial and technical framework suitable for the development of “Active
Demand” and to exploit its market-based benefits.
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Chapter 9

Smart Grid enables the integration of
electric vehicles

9.1 Introduction

It has been reported that transportation in 2013 accounted for more than 30% of the
world’s energy consumption and approximately 72% of global oil demand [1].

Factors, such as volatility in oil prices, political instability in oil-producing
countries, and environmental damage due to carbon emission caused by internal
combustion engines, have led to contemplating electric transport by introducing
electric vehicles (EVs) to ensure economic growth, energy independence, and
greenhouse gas reduction.

Consequently, the interest and investment in EVs by many car manufacturers
worldwide started in late 2010s and continued to grow since then. The level of such
interest is reflected, for example, in the pilot EV programs launched in the USA and
the commitment of over $30 billion of both public and private investments to
EV-related products and projects.

Several business, technical, and regulatory challenges need to be addressed to
ensure the success of the electrification of transportation. An example of such
challenges is charging systems and related infrastructure that need to be put in
place. In order to achieve this goal, several bodies including utilities, regulators,
providers of EV charging stations, which are also known as EV supply equipment
(EVSE), and other parties must join their efforts to simplify permitting processes,
establish business and billing models, and tackle regulatory issues.

An important issue that must be resolved is the impact of EVs on the grid.
Charging a single EV using a fast charger can double a home’s peak load. It is
therefore vitally important for utilities that they should manage EV charging effi-
ciently. The solution can be achieved by devising “smart” EV charging. The key to
this is the Smart Grid, whereby the vision and control required to protect compo-
nents of the distribution network can be easily provided. This ensures that
components such as transformers are not overloaded by EVs as well as that elec-
tricity-generating capacity is used efficiently. Using Smart Grid can help utilities to
efficiently manage EV charging by enabling them to decide when and how EV
charging occurs while sticking to customer preferences, collect EV-specific meter
data, apply specific rates for EV charging, engage consumers with information on
EV charging, and collect data for greenhouse gas reduction credits.
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Types of electric drive vehicle

Electric drive vehicles may be divided into three types as follows [2]:

(@)

(i)

(iii)

Hybrid electric vehicles

Hybrid electric vehicles (HEVs) are powered by an internal combustion
engine or other propulsion source that runs on conventional or alternative
fuel and an electric motor. The latter uses energy stored in a battery. The idea
of using an electric motor is that the extra power provided by it results in a
smaller engine. This in turn results in better fuel economy while maintaining
the performance. HEVs combine the benefits of high fuel economy and low
emissions with the power and range of conventional vehicles.

Note that HEVs do not require a plug to charge the battery. Instead, they
charge using regenerative braking power and the internal combustion engine.
They capture the energy normally lost during braking by using the electric
motor as a generator, storing the captured energy in the battery. The energy
from the battery provides extra power during acceleration and auxiliary
power when at standstill.

Plug-in hybrid electric vehicles

Plug-in hybrid electric vehicles (PHEVs) are equipped with an electric motor
operated by energy stored in a battery, in addition to an internal combustion
engine or other propulsion source, which uses conventional fuels. The ben-
efits offered by PHEVs include using electricity from the grid to charge the
battery that costs less if charging is done during certain time and reduces
petroleum consumption compared with conventional vehicles. PHEVs can
also reduce emissions, depending on the electricity source.

PHEVs are equipped with larger battery packs compared with HEVs. This
makes it possible for current PHEV models to travel about 10—40 miles using
only electric power. This is commonly referred to as the all-electric range of
the vehicle.

PHEYV batteries can be charged either by (i) an external electric power source
or (ii) the internal combustion engine, or (iii) regenerative braking power. If a
PHEV is driven using only its internal combustion engine, its fuel economy
will be comparable to that of an HEV of a similar size. However, if an PHEV is
fully charged, the obtained stored electric energy can be used to drive it for
only a shorter distance compared to its all-electric range (see (iii) below).
All-electric vehicles
Electric vehicles are equipped with only an electric motor. These types of
vehicles use a battery to store the electrical energy that drives the motor. EV
batteries are charged by plugging the vehicle into an electric power source.
Some agencies, such as the U.S. Environmental Protection Agency (EPA),
consider EVs as zero-emission vehicles even though generation of the elec-
tricity they use may contribute to air pollution. This is because EV motors
produce no exhaust and therefore no emissions. Also EVs are considered to
help reducing petrol consumption because they use no other fuel.
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9.3 Benefits of transportation electrifications

Several benefits can be gained from the electrification of transportation. The most
important of these is the expected significant reduction of greenhouse gas (GHG)
emission as a result of replacing internal combustion-based vehicles by electric
vehicles. In this context, it has been reported that, for example, the total USA carbon
emissions can be potentially reduced by as much as 27% through vehicle elec-
trification, utilizing off-peak power generation and energy delivery capacity to
charge plug-in electric vehicles [3]. Other benefits include (i) peak load shaving by
feeding back the energy stored in EVs to the grid when peak load occurs. This
process is referred to as “vehicle to grid” (V2G), (ii) support the frequency of the
grid as advocated by some researchers, and (iii) take the full advantage of off-peak
load renewable energy-based generation (REBG), such as wind and solar, whereby
the batteries of EVs are charged using this type of generation instead of traditional
fossil fuels. This in turn would lead to maximizing the potential GHG reduction
benefit of vehicle electrification by effectively eliminating carbon emissions which
does not exists in case of EV transportation [3]. However, it is important to note that
such benefits can only be realized in conjunction with Smart Grid.

9.4 The driving factors toward transportation electrification

It has been reported [1] that three factors, in particular, are driving transportation
electrification worldwide. These are as follows:

(1) Volatility and high prices of oil
Over the past decade (2000-2010), the price of oil has been highly volatile. It
raised from roughly $25 a barrel in 2000 to $75 in 2006 and soared to its
highest value of $147 a barrel in 2008 before it settled down to around $80 in
early 2010 [1]. Consequently, petrol prices have fluctuated widely as well.
Additionally, it has been observed that every recession happened during the
past 35 years (1975-2010) has been preceded by or concurrently occurred
with a high increase in the price of oil. In contrast, electricity prices have
been relatively stable. For example in the USA, the price of electricity
remained in the range of $50-75 per MWH, while retail rates raised by an
average of less than 2% per year.
(ii)) Energy independence and security

The emergence of new economies in countries such as Brazil, India, and
China has led to the growth of competition for oil worldwide. This in turn has
created economic risks for the USA and Europe. However, relying on
importing oil from volatile oil-producing countries in Middle East, Africa,
and South America has created concerns over security and oil availability. In
order to reduce the total dependence on oil imported from such countries,
several initiatives were taken by western countries. The most important of
these involves the exploitation of renewable energy sources which fits well in
the transportation electrification program as it will become apparent later on.
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(iii) Environmental benefits

As stated earlier, transportation is considered as a major contributor to the
emission of carbon dioxide. It has been reported that inherently clean electric
vehicles are more than three times as efficient as their counterpart petrol-
based vehicles. Therefore, it is very likely that transport electrification will cut
greenhouse gases significantly. It has been reported [4] that even if EVs were
initially powered by electricity generated solely from conventional power
plants, carbon emission would still be reduced compared to petrol-based
vehicles. Additionally, powering EVs solely from existing off-peak generating
capacity means that utilities could initially support EV charging without the
need to add generating capacity. The environmental benefits of EVs are further
enhanced because most utilities nowadays use a mix of renewable and non-
renewable energy sources to generate electricity. Excess and expensive to store
renewable wind power over night is a growing natural source that can be
utilized for charging EVs during night to be used for the following day.

9.5 Challenges to EV adoption

There are several challenges that prevent or delay EV adaptation [1]. Such chal-
lenges need to be first overcome by ensuring the success of EV-related industries
which include car manufacturers, electric utilities, and governmental agencies.
Beside the major challenge of integrating charging stations into the electric grid,
these challenges may be classified into (i) challenges faced by customers and (ii)
challenges faced by utilities as discussed in next sections.

9.5.1 Challenges faced by customers

The challenges facing consumers that must be addressed include:

(1) High cost

EVs can be more expensive compared with traditional petro-powered vehi-
cles. This depends on the size of the battery used. Hybrid EVs, including
PHEV, are likely to be more expensive than petro-powered vehicles because
they have both an electric motor and an internal combustion engine as
mentioned previously. For example, it has been estimated [5] that in 2015 the
cost of a PHEV with a range of 40 miles is $11,800 more than a standard car
with a petro-fueled internal combustion engine, while the cost of an EV with
a range of 100 miles is $24,100 more.

The measures taken by car manufacturers regarding pricing initial models
of EVs and governmental subsidies could help bridging the initial gap by
making EVs cost competitive. For example, Nissan decided that its all-
electric LEAF with a base price of $32,780 in the USA translates into
$25,280 to buyers after tax credits. Similarly, Mitsubishi announced its
i-MiEV all-electric vehicle is priced at less than $30,000 in the USA.
Regarding the governmental subsidies it has been reported [5] that, for
example, buyers in the USA are eligible for up to $7,500 in federal tax
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credits, which are scheduled to start phasing out as each manufacturer sells
200,000 EVs. According to the same reference China has planned to cover
$8,800 of the cost of each EV purchased for more than a dozen of its large
city government and taxi fleets. However, it has been argued that while these
pricing measures and governmental subsidies would definitely help jump-
start the market for EVs, they are not sustainable in the long term.
Potentially long charging times

The charging time of EVs may take long time. It may take from half an hour
to a day or even more depending on battery capacity, state of its charge, and
the type of charging infrastructure or EVSE used. There are three levels of
charging technologies with different capabilities of supplying power. These
are AC Level 1 (L1) charging, Level 2 (L2) EVSEs, and DC Fast Charging.
L1 and L2 are designed to suit individual residences, multidwelling units,
and similar structures, while DC Fast Charging is designed for the use of
commercial installations, such as commercial charging stations.

L1 charging is designed such that the consumer plugs into a traditional
110 V plug at 12 A, charging at 1.3 kW. This level of charging is relatively
slow. However, Level 2 EVSEs need to be permanently mounted and wired to
an electrical panel at 220 V. L2 is specified at between 208 and 240 V with
charging current between 12 A and 80 A. However, most vehicles are designed
to suit L2 charge at no more than 30 A, which corresponds to 6.6 kW.
Anxiety due to unavailability of public rapid charging infrastructure
Lack of public rapid charging infrastructure causes anxiety for being aban-
doned, which in turn causes a concern to potential EV buyers. However,
studies [5] have shown that drivers who already have EVs mostly commute
within the range of their planned EV or are otherwise able to avoid public
charging. This problem is gradually being resolved with participation from car
manufactures. For example, Nissan makes charging points available across the
UK to charge its LEAF car. Their locations can be found by visiting [6].
Inconvenience due to long waiting time to get L2 chargers installed
In case of traditional cars, consumers normally buy a car and drive it home. For
EVs, consumers are expected to take the advantage of the convenience of the
faster L2 chargers. However, this requires permits and must be installed by a
licensed electrician. For L2 EVSEs, consumers may need to wait 1 or 2 months
before their charger is installed at their home. Obtaining a permit may involve
one or more utilities, which must be contacted and informed about the required
additional power. Obviously, this causes inconvenience to potential EV buyers.

9.5.2 Challenges faced by utilities

Utilities will face many challenges as a result of accommodating EVs. Examples
of the key challenges include (i) the high costs of upgrading the infrastructure of
utilities’ systems, (ii) impact of peak load due to uncontrolled charging,
(ii1) impact on local distribution system due to clustering of EVs, (iv) impacts due
to additional administrative burden, and (v) billing issues related to charging
electric vehicles.
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9.5.2.1 High costs of upgrading the infrastructure
of utilities’ systems

Consumers are expected to bear the cost of installing their residential EVSEs.
However, utilities will be responsible for the other related EV infrastructure costs.
Such costs include upgrading distribution networks, as equipment such as trans-
formers, substations, and extra line capacity are needed to support the expected
increased load from EVSEs. Some chargers may draw electrical load equivalent to
a house. For example a typical L2 charger load is 6.6 kW compared to a typical
residence of approximately 7 kW. Consequently, utilities are required to invest in
updating their distribution networks and possibly they may also be required to add
generation and transmission capacity.

9.5.2.2 Impact of peak load due to uncontrolled charging

Perhaps the most serious challenge faced by utilities is their ability to deal with
peak load impacts of uncontrolled charging. This requires putting in place a load
management mechanism that enables utilities when EVSE load is applied to
their grid. Absence of such mechanism is likely to cause a de-stabilizing effect on
the grid. This situation may result as a consequence of a high percentage of con-
sumers charge their EVs simultaneously when they get home back from work.

9.5.2.3 Impact on local distribution system due
to clustering of EVs

Investigations dealing with analyzing current demographics of hybrid vehicle
owners expect that EV early adopters are likely to emerge in neighborhood clusters.
Consequently, utilities need to be prepared to deal with multiple customers con-
nected to the same transformer who charge their EVs overnight. Just one or two
active L2 chargers could overload a transformer, creating reliability problems.
Based on data from EPRI of the USA, it has been shown that if two customers
connected to the same transformer decided to switch on their L2 chargers, 6.6 kW
each, during the peak load time, their load could exceed the emergency rating of
roughly 40% of today’s distribution transformers [1].

9.5.2.4 Impacts due to additional administrative burden

No matter who installs, operates, or owns charging infrastructures, utilities repre-
sent the authority that deal with facilitating the permitting process and therefore
they are the ones who plan and allocate the fund for the necessary network
upgrades. If it is decided that upgrades are required, for example, for L2 EVSE
installation, the consumer will not be able to install the EVSE until the utility has
ensured the grid is capable of supporting the additional demand. This process will
obviously place an additional administrative burden on utilities and create sig-
nificant pressure on them to avoid being a bottleneck to EVs accommodation.

9.5.2.5 Billing issues related to charging EVs
Utilities are urgently required to embark on developing business models for pro-
viding charging services. This raises many questions for which answers need to be
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found out. For example, how utilities are compensated for the power used by
charging stations that are owned and operated by third parties? What happens if a
driver charges at a public station? What method a utility should use to keep track of
which resident in an apartment complex plugged into a charging station and bill
them accordingly? Is there any requirement by utilities to develop transfer pricing
agreements similar to what is currently used by mobile phone operators, to
accommodate “roaming” concept and/or develop parking meter-like pay stations
to accommodate “unit price” transactions per battery charge?

However, integration of EVSE is complicated further by the rules that define
who is or is not a utility and who owns what part of the electrical network infra-
structure as they vary between regulated and deregulated markets. Additionally, the
emergence of charging providers who own EVSEs and resell electricity for char-
ging raises the issue of whether these companies need to be regulated.

9.6 Types of EV charging systems

Development of an EV market requires reliable interface infrastructure. This means
that enough pairing residential plugs and public charging stations must be devel-
oped in large scale to meet the fast growing demand resulting from the continued
increase in EVs penetration [7].

In general EV charging systems/stations, or EV supply equipment (EVSE),
may be classified into three types. They are described by their charge “level” as
Level 1 (L1), Level 2 (L2), or Level 3 (L3) as outlined in next sections [1,8].

9.6.1 LI AC charging systems

L1 charging systems use a standard 110/120 V outlet and takes 11-20 h to charge a
fully discharged EV. L1 charging systems are designed to be portable and are
suitable for on-road emergency situations, whereby an EV” battery charge runs low
and it is needed to plug its charger into a readily available outlet. L1 charging
systems are relatively slow.

9.6.2 L2 AC charging systems

The operating voltage of L2 stations is specified at between 208 and 240 V and will
charge between 12 A and 80 A. This is usually takes place at home when the driver
is having rest or sleeping [8].

Some Charging Stations, such as AV’s EVSE-RS+, include robust commu-
nication capability and can be “plug in” to the Smart Grid.

9.6.3 L3 DC Charging stations

L3 charging stations are DC fast charging systems, specifically designed for com-
mercial installations such as auto plants, airports, and retail distribution centers.
Charging time of these stations is in minutes instead of hours. They are ideal for
public charging infrastructure that can be used for charging large vehicles with
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large size batteries such as those used for buses and commercial or service fleets
with very little recharging downtime.

9.7 Smart Grid enables smart charging

As it has been mentioned earlier, even low levels of EV integration can have a
significant impact on the grid (see, e.g., Section 9.5.2). Such impact can be man-
aged effectively by enabling smarter charging using Smart-Grid technologies.
A Smart Grid, which is normally equipped with intelligent monitoring, distributed
control and communications capabilities, enables utilities to carefully manage the
charging process of EVs, by effectively transforming it into “smart charging.”
Smart charging enables utilities to perform several smart actions. This includes
(i) decide when and how EV charging occurs, (ii) collect EV-specific meter data,
(iii) apply specific rates for EV charging, (iv) implement demand response (DR)
programs, (v) engage consumers with information on EV charging status and bill
impacts, and (vi) collect data for greenhouse gas credits.

However, Smart Grid has the potential to enable EVs to be used in the future as
distributed storage devices, feeding electricity stored in their batteries back into
the system when needed, a process referred to as “vehicle-to-grid, or V2G, sup-
ply” [9]. This obviously would help reducing electricity system costs by providing
a cost-effective means of providing regulation services, spinning reserves, and
peak-shaving capacity.

In order to effectively support EVs smart charging, the following capabilities
must be provided by the associated Smart Grid:

9.7.1 Robust, reliable, and secure connectivity

Provision of a robust connectivity to residential EVSE chargers is vital for remote
support as it helps eliminating unnecessary onsite service calls. For example, in
case a customer encounters a problem with an EVSE device, a good communica-
tions infrastructure would help in remotely troubleshoot the faulty device and
accordingly advise the customer to take appropriate actions without having to make
an onsite Vvisit.

Communicating with the EVSE may be made either over the neighborhood
area network (NAN) or home area network (HAN). However, communicating over
NAN provides the same security as other utility meters, better range and propa-
gation characteristics eliminating the need for HAN repeaters, peer-to-peer com-
munications between an EVSE and other Smart-Grid devices, which ensure
multiple communications paths for higher reliability, robust device monitoring, and
remote upgrade capabilities.

9.7.2 Integration of EV charging infrastructure into demand
side management (DSM) system

It is important that a utility back office must have the ability to support, integrate,
and optimize EV charge management as part of an integrated DSM operation. This
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approach helps not only in managing EV charging but also in optimizing it against
other DR programs and tying to utility energy procurement and dispatch. Tying to
the electric grid topology can also help in enhancing the reliability of the grid by
conducting localized management of charging for individual residents, such as
coordinating the load on particular electric circuits.

9.7.3  Provision of distributed intelligence

As it has been discussed in the previous chapters, the virtue of Smart-Grid concept
is that intelligence and communications are embedded into all devices of genera-
tion and distribution systems. This should ensure a comprehensive management of
EV charging. For example, equipping transformers with monitors, software, and
communications could empower these devices to communicate directly with
EVSEs. Consequently, a transformer can be made to control the time at which
connected EVs charge and therefore avoid being overloaded which may lead to its
failing.

Smart Grid enables tying EV smart charging to nearly all its elements. This in
turn makes it possible for utilities to efficiently manage EVs over a common Smart-
Grid platform.

9.7.4  Provision of a separate meter at the EVSE
integrated into AMI

Providing a separate or a secondary meter in an EVSE infrastructure that is
integrated into a back-end advanced metering infrastructure (AMI) system capable
of supporting EVSE meters enables utilities to separate EV charging from the
primary meter. This in turn makes it easy for utilities to bill EV charging at a
separate rate.

This kind of arrangement would also make it easy for utilities to track and
report EV charging usage for greenhouse gas credits. Additionally, AMI data can
be used by utilities to predict local reliability issues. For example, it is possible for
a utility to compare the peak load on a single transformer before and after the
installation of an EVSE and consequently determine whether the transformer needs
to be replaced or upgraded. Having separate EVSE metering makes it easier to
differentiate EV charging loads from normal loads, which helps in managing EV
loads and in forecasting future demand.

9.7.5 Integration of EV charging infrastructure into DR system

Under Smart-Grid environment, DR programs enable utilities to shape the elec-
tricity load by switching of certain loads such as thermostats or air conditioners as
required. The same can be applied to control switching on/off EV charging
equipment. A Smart Grid that integrates EV load management with other DR load
controls makes it easy for utilities to fully optimize the demand side of the elec-
tricity equation which enables them to efficiently manage electricity supply
requirements.
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9.7.6 Integration of EV charging infrastructure into distributed
automation (DA) system

Utilities can achieve greater flexibility in managing reliable delivery of electric
power if EVSE is integrated into distributed automation. This includes the planning
or extension of circuits required to accommodate EV demand. EVSE-DA integra-
tion also helps utilities in maintaining power quality as such integration enables
them to increase renewable energy-based generation.

9.7.7 Coordination with renewable energy-based generation

By properly managing EV charging, utilities can reduce peak demand impacts,
optimize generation from intermittent renewable energy sources such as wind, and
coordinate such generation with EV charging.

Therefore, it can be concluded that utilities that plan in advance supporting
smart charging will avoid disruption of their network and have greater visibility and
control over any required infrastructure upgrades. A robust Smart-Grid infra-
structure also enables utilities taking an active role in managing EV charging and
also benefiting from electrification of the transport.

9.8 Load management of EVs using Smart-Grid technologies

9.8.1 The difference EVs make to electricity load

The continued growth of the deployed number of EVs will have a significant
impact on the need for investment in the associated grid capacity and Smart-Grid
technologies. EVs could account for a substantial percentage of total electricity
consumption particularly peak load. This depends on their rate of penetration. The
higher the percentage of EVs electricity consumption, the larger the potential
benefits from Smart-Grid technologies that improve the ability of utilities to man-
age load whereby charging is scheduled as much as possible outside peak load
hours. This in turn would reduce the need to build additional generating stations
and also reinforce the capacity of the transmission and distribution system to meet
the resulting high peak load.

However, it has been reported [10] that there are several barriers which limit the
widespread commercialization of EVs. The most important of them is the high
overall cost of EVs and limited distance between charges. This has led to the con-
clusion that the deployment of EVs and, therefore, their associated load demand is
likely to remain relatively modest in most countries for at least the next two decades.

9.8.2 Optimizing scheduling of EV charging using

Smart-Grid technologies
Smart-Grid technologies can be used to optimize scheduling of EV charging,
whereby EV charging is performed during off-peak load periods, thereby flattening
the daily load curve. This would significantly reduce the need for reinforcement of
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both generation and network systems. This would also help in minimizing CO,
emissions caused by electricity generation from fossil fuels.

A key to this is the use of AMI, which enables a two-way flow of information,
provides customers and utilities with real-time data, and enables customers to
schedule charging in a manner that ensures minimizing costs to customers as well
as the utility to which they are connected. AMI has the ability to collect, store, and
report customer consumption data for any required time intervals, including in real
time. Such information can be used to send price signals to the consumer, providing
an incentive to avoid charging during peak load periods when electricity prices are
at their highest values. It will be noted that sophisticated algorithms and commu-
nication protocols are needed to handle the telemetry necessary to deal with such
information flows.

By using AM], it is also possible to perform remote connect or disconnect
operations. Such capability enables grid operators, for example, to partially dis-
connect by remote control a certain number of EVs while they are recharged if the
grid capacity is saturated. Such arrangement is known as “direct load control.”
Alternatively, automated charging equipment may be installed to allow customers
to schedule charging at off-peak load periods.

Similar Smart-Grid technologies can be used for public battery-charging
locations in urban areas, such as those being installed in several European and
American cities. Such charging facilities can be used by commuters to recharge
their EVs while at work and leave them to charge throughout the day, extending the
commuting range which should give them a peace of mind.

9.8.3 EVs can help in meeting peak load

Vehicles are usually parked for long time, up to an average of 95% of the time. This
has led to the possibility of using EVs, in the future, as distributed storage devices
with the help of Smart-Grid technology. The stored energy in EVs batteries can be
either fed back to the grid, that is, vehicle-to-grid (V2G) when it is needed or may
be used within the home or office, that is, vehicle-to-home (V2H). Using V2G
feedback can help in reducing electrical system costs as such arrangement leads to
a cost-effective means of providing regulation services, spinning reserves, and
peak-shaving capacity. The stored energy in EVs batteries would be particularly
useful in handling sudden, very short surges in load, such as those happening during
television breaks or just after major sporting events. For such arrangement to work,
there must be incentives to EV owners, for example, the price of the power they
sale to grid is attractive. Obviously to go along this route, a separate meter needs to
be installed for this purpose.

9.8.4 Management of intermittent renewable energy-based
generation using EVs

As previously explained, using Smart-Grid technologies may help EVs’ batteries to
have dual functionality, (i) as a type of storage capacity and (ii) as a source of
variable load. This in turn could support more widespread deployment of intermittent
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renewable energy-based generation such as wind and solar. Theoretically, the energy
stored in EVs’ batteries could be used as back-up energy to compensate for
unpredictable and sudden fluctuations in wind and/or solar-based power generation.
This is made possible by initially storing excess energy generated during windy and/
or sunny periods, whereby the energy fed from the grid-to-vehicle (G2V) and later
on, during peak-load periods or when wind and/or solar-based generation is low for
weather-related reasons, the stored energy in aggregate fed back into the grid (V2G).
In this way, the variability of wind and/or solar generation can be compensated for.
This obviously could lead in savings on investments necessary to provide the
required generation capacity using fossil fuel-based power plants.

Additionally, by improving the management of EV-charging load, Smart-Grid
technologies can help in ensuring a better temporal match between EV-charging load
and available renewable energy-based generation. This is particularly important
where the market penetration of renewable energy-based generation is very high.

9.8.5 Elffect of regulation, electricity pricing business models
for EVs charging stations on load management of EVs

o Effect of regulation
It is extremely important that the adapted regulatory frameworks should
include, among other things, incentives for EV owners to schedule charging
their EVs intelligently and to participate in V2G supply if economically viable.
It is possible to make V2G supply economically viable by providing flexibility
in pricing and other contractual terms.

In order to achieve economically efficient solutions, regulation must also
evolve in response to varying market conditions, technology, and consumer
behavior.

o Effect of electricity pricing/tariffs
The timing of EVs charging/discharging will be strongly influenced by the
applied tariff structure. It is therefore important that pricing arrangements,
supported by Smart-Grid technologies, must be designed to discourage G2V at
during peak load periods while encouraging V2G to support the grid during the
same periods and also during other times when ancillary services are required.

It has been argued that the most appropriate pricing structure depends on how
consumer behavior evolves as well as the type of Smart-Grid technologies used.
One way is to apply what is called “time-of-use (TOU)” tariffs. Such tariffs can
vary by intra-day periods, day of the week, and season depending on the average
cost of generating and delivering power during the period under consideration.
TOU rates are typically notified well in advance and are based on static peak and
off-peak rates that reflect the average cost of generating and delivering power
during those periods.

The second approach is referred to as “dynamic tariffs” that takes into account
real-time changes in actual operating conditions. Dynamic tariffs vary on a day-
ahead or real-time basis. With dynamic tariffs, customers are encouraged to adjust
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their consumption patterns according to the cost of electricity provided at a parti-
cular time, which is directly related to load levels, reliability concerns, and critical
events. The way dynamic tariffs work is as follows [11]:

(i) Real-time prices (RTP): Such prices fluctuate hourly to reflect the wholesale
price of electricity and are typically notified on a day-ahead or hour-ahead
basis.

(i) Critical peak prices (CPP): They mix TOU and RTP features. TOU is
maintained under normal operating conditions while a higher price is applied
under predefined conditions such as when system reliability is compromised
or fuel prices jump.

(iii) Peak time rebates: This approach rewards customers for reducing their
demand instead of penalizing them for their consumption during specific
periods.

Dynamic tariffs can be employed where direct load control is used to automatically
reduce EV load. This is usually done using remote control and communications
technologies, whereby pre-programmed customers preferences are taken into
account. Passive programs may also be used but in this case they rely on the end-user
to manually reduce consumption based on individual preferences and dynamic rates.

o Business models for EVs charging stations

Charging of EVs can be made either from home or using public charging stations.
Home charging of EVs can be made using customer’s existing electricity supplier,
which may be either the local distribution company or independent retailer. How-
ever, public charging stations, which are important for reassuring EV users espe-
cially in the early stages of market development, may be developed using several
models [9]. Such stations may be operated by the local electricity distribution
company or by a separate entity which can be either private or public, that may be
responsible for running the station or for selling the electricity as well [12]. There is
a possibility that existing service stations selling conventional oil-based transport
fuels introduce electricity charging facilities alongside their fuel pumps.

In this context, a work conducted on business models for solar-powered
charging stations to develop infrastructure for EVs [13] proposes models that
include models for nonprofit organizations such as universities, industries like
single businesses and shopping centers, utilities, public parking, and parking for
government offices. Workplace charging has been given particular attention due to
length of time and frequency of charging.

9.9 Flexibility of electric vehicles and their
integration into Smart Grid

In addition to the availability of a power source such as the grid, electric cars must
be equipped with a charging interface for their internal battery. The existing grid
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may be used as a source of power for electric cars and also as a platform for using
renewable energy sources for charging. Using existing grid for this purpose is not a
straightforward because the capacity of the grid was originally neither designed for
the additional load by EVs nor for the simultaneous integration of renewable
energy-based generation.

However, it is well known that an average vehicle is most of the time parking
and therefore can potentially be connected to the grid [14]. This makes an electric
vehicle flexible regarding the charging time schedule. Such flexibility can be best
accommodated in the Smart-Grid context.

The challenge to the distribution network due to the increase in power demand
caused by the continuing growth of number of EVs was identified in 1998 [15].
This in turn has led to the early development of a load leveling strategy in the
presence of EVs to avoid the inevitable creation of higher peak load levels in the
power demand curve [16].

The problem is even more aggravated by the large share of renewable energy-
based generation (REBG) due to their intermittent nature and the consequent
fluctuating of their supply. This makes electrical supply from this type of gen-
eration less predictable and less flexible than conventional methods. Ultimately the
growing share of REBG manifested itself in decreasing the reliability of the gen-
eration and consequently has raised the need for making the grid more flexible and
to the necessity of managing demand side more efficiently. This and other con-
siderations such as the desire to keep investments into grid reinforcements as low
as possible have led to the concept of Smart Grid, as discussed in details in pre-
ceding chapters.

The way forward that has been considered to manage the energy flow between
the grid and the batteries of EVs is development of “energy storage systems (ESS).”

9.9.1 Definition of flexibility in relation to EV

In the context of a system, “flexibility” may be defined as a variable which mea-
sures the degree of freedom of the system [15]. This means that successful opera-
tion of system’s primary task is not affected by the value chosen for the variable.

However, utilization of flexibility depends on the variable value. Applying this
to a passenger car, the flexibility results from the fact that the vehicle is used less
frequently than it could be used.

A good example related to “the flexibility of the charging process” is an
overnight charging process, when the time needed for charging is usually shorter
than the parking time. Charging is basically equal to the energy £ supplied to the
battery during the charging period #; to #,. This in turn equals to the integration of
power over the charging period as described in (9.1):

t1
E= J p(t)dt ©.1)

2

This implies that the distribution of the power over time does not affect the final
result. Consequently if the end of the charging time period, that is, ¢, is known, the
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energy acquired by EV battery, E, as a result of the charging process can be defined
within the boundaries determined by the rated power of the supply and the batteries
charging capability. Therefore, the flexibility of an EV may be defined as the
scheduling of charging its battery to take place within its boundaries. In order to
utilize the flexibility based on this definition, car drivers need to be encouraged
using incentives [17] to charge their EVs whenever they are parked.

9.9.2 Components related to EV-Smart-Grid integration

Figure 9.1 shows the components that are related to EV-Smart-Grid integration
[15]. These components include (i) EV battery system and its management, (ii)
charging systems which include on-board and off-board charging systems, (iii)
power quality at the grid connection point, (iv) communications system, which
consists of (a) communication between vehicle and charging station, (b) commu-
nication between charging station, and (c) the central system and communication
grid connection point, and (v) renewable energy-based generation including
photovoltaic and wind. A brief discussion of these components is given below:

e EV battery management system
Currently, the most widely used type of energy storage system (ESS) in EVs
are batteries. Such system must have the ability to simultaneously coup with

Figure 9.1 EV components related to EV-Smart-Grid integration. Legend.: 1,
battery management system; 2.1, on-board charger, 2.2, off-board
charger; 3, power quality controller at the grid connection point; 4.1,
communication between vehicle and charging station; 4.2,
communication between charging station and the central system; 4.3,
communication grid connection point; 5.1, photovoltaic power
generation (Smart Grid challenge); 5.2, wind power generation
(Smart Grid challenge) [15]. Reproduced by permission of IEEE
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several requirements including (i) high energy density, (ii) high power density,
(iii) operating at wide range of temperature, (iv) low self-discharge, (v) high
number of charging cycles, and (vi) low acquisition costs [15].

The objective of battery management system (BMS) is to make the battery
safe, reliable, and cost efficient. This in turn ensures keeping the battery sys-
tem operating within its intended range. The specific characteristics and needs
of the Smart Grid and EVs, such as deep charge/discharge protection and
accurate state-of-charge (SOC) and state-of-health (SOH) estimation, make it
necessary to have an efficient BMS. It is also important that the BMS should
have accurate algorithms to measure and estimate the functional status of the
battery and, at the same time, be equipped with state-of-the-art mechanisms to
ensure the protection of the battery from hazardous and inefficient operating
conditions [18]. To achieve this, a BMS is required to perform safety measures
such as the prevention of power flow in a damaging direction. An effective tool
for realizing BMS is the application of indirect measurement to the state of
charge (SOC), which is considered of high importance. This is usually deter-
mined based on a battery model which is fed by measurable values. This task,
together with the safety management, constitutes the main task of the BMS.
Currently, this is subjected to ongoing investigation because chemical pro-
cesses are difficult to observe and every new battery technology requires a new
model as well as new indirect measurable quantities. A good overview of the
ongoing research on BMS can be found in [18].

Charging systems
Charging systems that an EV can be equipped with are of three types. These are
(i) off-board charger, (ii) on-board charger, and (iii) integrated on-board charger.

Off-board charger

Figure 9.2(a) shows the topology of an off-board charger. It is an external
unit, rather than a component of the EV. Additionally, voltage output of an
off-board charger is a high DC voltage. Consequently, the BMS must have
the ability to charge the battery using this voltage. Being an external unit and
not integrated into the EV represents a major drawback of this topology. This
makes it impossible for the battery of an EV to be charged unless an
appropriate charger that provides the needed high DC voltage is made
available onsite.

On-board charger

The on-board charger is equipped with a combination of AC/DC rectifier and
DC/AC inverter which makes it bidirectional and therefore enables vehicle-
to-grid (V2G) charging capability [19]. Figure 9.2(b) shows the topology of
an on-board charger. The charger in this case constitutes a component of the
EV. This makes it possible for EV to be charged almost everywhere using a
single-phase and three-phase supply.

Integrated on-board charger

Figure 9.2(c) shows the topology of an integrated on-board charger. The
main feature of this type of charger is that it is integrated into the existing AC
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propulsion machine (p.m.) inverter. Consequently, all power electronics
devices are accommodated in one unit. Such design makes it the most effi-
cient approach of implementing a charger in an EV. This topology satisfies
its main objectives related to minimizations of manufacturing costs, main-
tenance costs, and weight of the EV.

o Power quality controller at the grid connection point

When an EV is interfaced with an electrical grid, an AC to DC or DC to AC
conversion systems are, respectively, required to perform G2V or V2G actions.
These conversion systems are either integrated in the car or in the charging
station. Since these systems are power electronic-based devices, they introduce
harmonics which affect the power quality of the grid supply. As the number of
EVs continues to grow, power quality is expected to be problematic [20-25],
and therefore special measures need to be taken to resolve it. Details of a
proposed solution to mitigate the power quality degradation can be found in
[20,26].
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e EV communication system
As explained previously, communication system constitutes an integral and
important part of Smart-Grid infrastructure. As far as EV applications in the
context of Smart Grid are concerned, different types of information need to be
exchanged. For example, this includes energy prices, switching commands,
billing data, and/or authentication data for invoicing SOC [27].
Communication link related to EVs application may be divided into two
sections; the first one is between the vehicle and charging station and the
second section is between the charging station and the central system. How-
ever, data transmission channel may be divided into a physical component and
a logical encoding component. The physical component consists of wired and
wireless systems. With regard to user interface, in addition to car-based or
charging station-based approaches, mobile phone-based interfaces have also
been proposed [28].

9.9.3  Management of the flexibility provided
by EVs stored energy

The flexibility provided by the integration of EVs into Smart Grid needs to be
efficiently managed to maximize the benefits gained from such integration. The
benefits obtained as a result of such management include (i) load shaping aiming to
maximize grid capacity utilization [29]-[31] and (ii) alleviation of peak load
increases [31].

9.9.3.1 Load shaping aiming to maximize grid capacity utilization
Deployment of large-scale intermittent renewable energy-based generation such as
wind is very likely to introduce stability problems due to wind fluctuations. It has
been shown [29] that by using household appliances and electric vehicles it is
possible to generate a flexible load that can be applied to smooth out fluctuating
wind power. Based on this, the future potential for creating residential load con-
trolled capacities with different electric vehicle penetrations and charging levels
has been examined. Also it has been shown that communities with more than 20%
of households owning electric vehicles have the flexibility to smooth wind farm
fluctuations.

9.9.3.2 Alleviation of peak load increases

As mentioned previously, charging EVs at home could substantially go beyond the
home nominal peak lead. If the charging process is made at the same time by
several customers connected on the same distribution transformer, this will
remarkably affect the grid, that is, the peak load of the transformer as a con-
sequence of simultaneously EVs charging can substantially be greater than its
nominal rated value. This phenomenon represents a challenge as well as an
opportunity to Smart-Grid operation. The way forward to significantly alleviate
peak load increases due to residential vehicle charging at home is by adopting
intelligent control strategies for the charging process. Additionally, car batteries
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that are connected to the grid can be exploited to provide grid services, particularly
the stored energy in these batteries may be fed back to the grid to help coping with
peak demands due to, for example, household appliances.

A simulation study has been conducted to assess the optimal car battery dis-
charging, that is, V2G, scheduling to achieve peak shaving and reduction of the
variability (over time) of domestic load connected to a local distribution network
[31,32]. In this study, a three-feeder distribution network feeding 63 houses has
been considered. Three scenarios have been contemplated on. This includes (i)
V2G without using any intelligent charging. This scenario is referred to as “busi-
ness-as-usual (BAU)” which is used as reference compared to the results of other
two scenarios, (ii) intelligent local charging optimization without V2G, and (iii)
charging optimization with V2G. It has been concluded that non-V2G optimized
charging obtained from (ii) can reduce the peak demand by 64% compared to BAU
case. However, according to scenario (iii), if intelligent charging is applied to V2G,
it is possible to achieve peak demand reduction ranging from 29% up to 70%
compared to a BAU scenario [32].

9.10 Coordination of multiple plug-in electric vehicle charging
in Smart Grids using real-time smart load management
(RT-SLM) algorithm

It has been recognized that charging activities of multiple domestic plug-in electric
vehicles (PEVs) that are connected to a Smart Grid without proper coordination
could introduce several problems to the distribution network to which they are
connected [33]. Such problems include potential stresses, performance degrada-
tions, and overloads that may occur to the distribution network to which PEVs are
connected. Uncontrolled and random PEV charging can also cause increased power
losses, overloads, and voltage fluctuations, which are all detrimental to the relia-
bility and security of the associated Smart Grid.

In order to resolve these problems, a real-time smart load management
(RT-SLM) control strategy has been proposed and developed aiming at coordi-
nating PEV charging based on real-time performed every 5 min, minimization of
total cost of generating the energy and the associated grid energy losses. This is
enabled by using the Smart-Grid bidirectional communication infrastructure, which
provides an excellent opportunity to manage this problem. This approach proved to
reduce generation cost by incorporating time-varying market energy prices and
PEV owner preferred charging time zones based on priority selection. To practi-
cally achieve this goal, an RT-SLM algorithm has been specifically developed that
appropriately considers random plug-in of PEVs and at the same time uses the
maximum sensitivities selection (MSS) optimization. Using this approach makes
it possible for PEVs to start charging as soon as possible considering priority-
charging time zones while complying with network operation criteria, such as
losses, generation limits, and voltage profile. This algorithm will be discussed in
the following subsections.
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e Background and assumptions
e RL-SLM coordination algorithm
e Automation of scheduling PEVs charging using RT-SLM algorithm

9.10.1 Background and assumptions

The proposed RT-SLM algorithm has been developed in the context of Smart Grid,
whereby it is assumed that communications infrastructure can be used to send and
receive signals to individual PEV chargers, which means that PEV charging control
would be scheduled automatically and PEV owners have no control whatsoever in
this process [33].

In the course of development of the RT-SLM algorithm, the following
assumption has been made:

(i) Load profiles
To model the domestic load variations in the absence of PEV at each house
over a 24-h period, the typical residential load curve shown in Figure 9.3 is
used. It is based on actual measurements made on a distribution transformer
[33]. It is also assumed that the average peak load per house is equal to 2 kW
with a power factor of 0.9.

(i) Charging zones and preferred charging periods
It is possible to minimize the cost of purchasing or producing the energy
required for charging PEVs by defining time zones that corresponds with
utilities interest in minimizing generation when the peak load occurs. The
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Figure 9.3  Assumed daily residential load curve [33]. Reproduced by permission
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way to achieve this is by allowing PEV owners to indicate their preferred
charging time zone. Then at each time interval with 5 min length, the RT-
SLM algorithm calculates the accommodation of these preferences and at the
same time executes the minimization of the cost function subjected to system
constraints of (9.2), (9.3a), and (9.3b) (see Section 9.10.2.1), respectively.
For the purpose of this study, the following three charging zones, shown in
Figure 9.4, have been considered:
e High charging zone extending from 18:00 to 22:00
The time of this zone mostly coincides with the period when the peak
load occurs. It is also designated as a “high priority” for PEV owners
who want to charge their PEVs as soon as they arrive home back from
work in order to have their vehicles ready for use later in the evening.
Obviously PEV owners who desire charging their vehicles during this
period of high load demand will be charged a higher tariff rate.
e Medium charging zone extending from 22:00 to 01:00
This zone is designated as a “medium priority” that suits consumers who
prefer charging their vehicles at partially off-peak load periods and
therefore pay a lower tariff rate.
e Low charging zone extending from 01:00 to 08:00
The time of this is the zone coincides with the off-peak load period
whereby tariff rate is at its cheapest value. This in turn encourages most
consumers charging their vehicles during this zone to ensure their vehi-
cles are fully charged and ready for use throughout the next day. This
zone is therefore termed as a “low priority” zone.

1600 h 2100 h 0200 h 0600 h 1000 h 1500 h
Time of day

Figure 9.4 Subscription options of charging time zones for PEV owners and
variable short-term market energy pricing [33]. Reproduced by
permission of IEEE.
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9.10.2 RL-SLM coordination algorithm

Figure 9.5 shows the basic components of the RL-SLM coordination algorithm.
These are (i) a reading routine for reading the parameters of the grid and recognizing
the arrival of a PEV as soon as it is connected to the grid, (ii) an optimization
algorithm dedicated to minimize generation and losses during PEVs charging, and

Input system parameters: daily load curve, PEV priority group (High, Medium, and Low
corresponding to high, medium, and low priorities, respectively, see Figure 9.4), Charging
times zones (High: 18:00-22:00, Medium: 22:00-2:00, Low: 2:00-8:00), Charging
duration/hours, D V..and V__ . Set time interval, i.e., Az =5 min.
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(iii) load flow program for assessing the state of the grid to which PEVs charging
equipment are connected. The state of the grid is expressed in terms of bus/node
voltages, losses, power flows. The purpose of this program is to check that voltage
magnitudes remain within their specified boundaries, check the losses sensitivities to
PEV charging and that the grid is not subjected to overloading.

9.10.2.1 Formulation of the optimization algorithm to minimize
generation and losses during PEVs charging
The problem related to minimization of generation and losses during PEVs charging,
which is embedded within the RL-SLM algorithm for coordinating PEV charging, is
formulated as an optimization problem. Mathematically, as it is the case for any
optimization problem, it consists of an objective function and number of constraints
functions as outlined below. Details of mathematical formulation will not be covered
in this book. Readers who are interested in such details should refer to [33].

The objective function

The aim of the objective function (F,) of the coordination algorithm, related to
automatically scheduling of PEV charging, is to minimize the total cost of pur-
chasing or producing the energy required for charging PEVs as well as minimizing
the associated grid energy losses. This is because the Smart-Grid economy largely
depends on the cost of energy, some of which is normally consumed as losses in
cables and transformers carrying the energy to PEVs. The objective function takes
the following form:

Min(F,) = Total generation cost (Fgen cost)

-+ Total system losses cost (Floss cost) ©-2)

Subjected to the following system constraints:

(a) Voltage magnitudes of nodes should remain within their limits
This constraint needs to be included to ensure that voltage magnitudes at all nodes
of distribution network remain within the statutory limits adopted by utilities.
Therefore, this constraint takes the following form: Voltage at any node:

Vmin S |Vk| Z Vmax»k = 1723' - n (933)

where k and » are the node index and total number of nodes, respectively. V;
is voltage of kth node, Vi, and V.« are the lower and upper statutory limits,
respectively.

(b) Total maximum peak load of distribution network should not exceed its limit
This constraint is required to ensure that the total maximum peak load of

distribution network, within the interval time, Az, should remain either equal
or below a ceiling limit. This can be expressed as follows:

Prota,ar = The sum of powers at all nodes < Diax ar (9.3b)

where P 4, 1S the total power consumption at time interval Af within the
24 h, Dmax.a: 1s the maximum demand level at A¢ that would normally occur
without having any PEVs are connected to distribution network.
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It is important to note that the above algorithm is repeatedly executed during
the 24 h of the day at intervals of 5 min length.

Assessing the state of a Smart Grid which is subjected to PEV charging

A modified Newton-based load flow routine is used to assess the state of the Smart
Grid, which is subjected to PEV charging, the generation status, voltage profile, and
power losses necessary for the objective function (9.2) and examine whether the
constraints represented in (9.3a) and (9.3b) are maintained. In this routine, all loads
are modeled as constant power loads whereby their real and reactive powers are
updated using the daily load curve. The load flow is performed for each time interval.

9.10.2.2 Maximum sensitivities selection (MSS) optimization
technique for RT-SLM algorithm

Since the solution of the optimization problem represented by (9.2) and (9.3) needs
to be found during each and every step with a short duration of 5 min, it is important
that the selected algorithm to be used for this purpose must be computationally
efficient and suits real-time applications. Hence, the maximum sensitivities selection
(MSS) optimization technique [34-36] has been selected to solve the optimization
problem represented by (9.2) and (9.3) embedded in the RT-SLM algorithm.

What the MSS algorithm does? It calculates the objective function sensitivities,
in terms of system losses due to PEV charger loads connected to the Smart Grid at a
given time step. This is done by temporarily activating the load flow program by
considering all PEV charger nodes and assuming the load of each of them is equal to
5% more than its nominal power rating. The results obtained are then put in the
queue at the current time step. By subjecting individual PEV charger nodes to small
load power perturbations, the sensitivities of system losses due to each PEV node
candidate are determined and stored in the MSS vector. The MSS vector prioritizes
the selection of a PEV charging. It is arranged such that the PEV which contributes
the lowest loss sensitivity is given the high priority to be charged first, that is,
scheduled to be charged first. Therefore, the PEV coordination solution is designed
based on scheduling first PEVs that result in minimum impact on system losses.

It is possible to compute the sensitivities of the objective function (9.2) to the PEV
location and power consumption using the following partial derivatives [34-36]:

P
MSS,; = 0 a}fs

(9.4)

where MSS; is the sensitivity of PEV at j node, Pio is total power loss and P is the
power consumption of PEV. Partial derivatives of Pj,s can be computed from the
Jacobian matrix of the load flow as follows:
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where OP,0Q,6, and |V] are active power mismatch, reactive power mismatch, bus
voltage phase angle, and its magnitude, respectively.

9.10.3  Automation of scheduling PEVs charging using
RT-SLM algorithm

Random and unpredictable activities of domestic PEVs could lead to deviation in
voltage magnitudes beyond their statutory limits, overloads, and excessive power
losses, which would undermine the security and reliability of distribution network
to which PEVs are connected. The way forward to solve this problem is by
developing a fast and adaptable real-time coordination strategy, represented by
real-time smart load management (RT-SLM) that takes into account the time pre-
ference of PEV owners at which they charge their vehicles in addition to ensuring
the security and reliability of distribution network.

(i) Operating principles of RT-SLM algorithm
The RT-SLM algorithm facilitates the automation of scheduling PEVs char-
ging by communicating individual PEV chargers using Smart-Grid commu-
nications infrastructure.

The first step taken by RT-SLM is solving the optimization problem, which
consists of the cost function and system constraints represented by (9.2),
(9.3a) and (9.3b), respectively. As mentioned previously, the optimization
technique used for finding the solution of this problem is maximum sensi-
tivities selection (MSS) algorithm. Additionally, load variations and energy
pricing over a 24-h cycle with PEV owner preferences for charging time zone
and priority are included (see Section 9.7.1(ii)). This is followed by the sec-
ond step in which the load flow program is executed. The results obtained
from these two steps are used by RT-SLM to assign charging schedules for
individual PEVs that ensure maximizing the operational performance of
Smart Grid, as discussed previously (see Section 9.7.2.2).

(1) Implementation of RT-SLM algorithm

Figure 9.5 shows the details of executing the PEV scheduling the RT-SLM
algorithm which was implemented using the MATLAB® platform. As shown
in the figure, the algorithm begins by first reading the input parameters such
as impedance data of buses and branches, the nodes at which PEVs are con-
nected, specified priority time zones, load profiles of PEV chargers and
residential loads as well as system constraints. This is followed by performing
initialization including selecting the highest priority group, time zone, and
a PEV.

The algorithm then adds the randomly arriving PEVs to the “PEV Queue Table”
followed by sorting the priority of the table from high to low. The queue also
includes PEVs from previous time intervals that have not been charged due to
constraints violation. PEV coordination is continuously performed during the 24 h
of the day at time intervals of 5 min length each. At every time interval, the
RT-SLM checks the current state of the Smart Grid, that is, load level, losses,
determines MSS vector using (9.4) and (9.5) and consequently rearranging the
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“PEV Queue Table” according to the obtained MSS values. PEV chargers are then
activated starting from the top of the queue.

9.11 Summary

This chapter is devoted to discussing how the integration of electric vehicles is
enabled by the Smart Grid. It started by highlighting the benefits gained from the
electrification of transportation and the factors that drive toward transportation
electrification. The challenges to EV adoption faced by both customers and utilities
are then discussed. This is followed by discussing the types of EV charging sta-
tions, which is also known as EV supply equipment (EVSE). Smart charging
enabled by Smart Grid is then covered. The load management of EVs using Smart-
Grid technologies was then discussed. Under this title, several topics were covered
including (i) the difference EVs make to electricity load, (ii) optimizing EV char-
ging scheduling using Smart-Grid technologies, (iii) using EVs to meet peak load,
and (iv) management of intermittent renewable energy-based generation using EVs
and effect of regulation, electricity pricing business models for EVs charging sta-
tions on load management of EVs. This is followed by discussing the flexibility of
electric vehicles and their integration into Smart Grid, whereby the definition of
flexibility in relation to EV was introduced followed by discussing the components
related to EV-Smart-Grid integration and then the management of the flexibility
provided by EV-stored energy was covered. Finally, automatic charging scheduling
of multiple PEV to be connected to a Smart Grid using real-time smart load man-
agement (RL-SLM) algorithm was discussed. Among other things covered under
this title include (i) the basic components of the RL-SLM algorithm, outlining the
formulation of the optimization algorithm used to minimize generation and losses
during PEVs charging and (ii) automation of scheduling PEVs charging using the
RT-SLM algorithm, whereby the operating principles of the RT-SLM algorithm
and its implementation were explained.
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Chapter 10
Smart Grid and energy storage systems

10.1 Introduction

Historically, electrical energy storage (EES) systems have played three important
roles [1]: (i) they reduce electricity costs by storing electricity obtained during off-
peak load at which the electricity price is low, to be used during peak load times
instead of buying electricity whose prices then are high; (ii) they are used to
improve the reliability of the power supply, whereby EES systems support users
when, for example, an electrical network is subjected to disruption due to natural
disasters; and (iii) they maintain and improve power quality, frequency, and voltage.

EES systems are expected to play an important role in solving problems related,
for example, to excessive power fluctuation and unstable power supply which are
particularly associated with the high penetration of renewable energy-based
generation. EES systems are also expected to play significant role in the off-grid
domain, that is, transport and mobility. For example, electric vehicles use batteries
as EES, as discussed in Chapter 9. The idea is to replace the electricity generated
using fossil fuels by that generated from renewable energy sources.

It is expected that dispersed EES systems will be used for load leveling, fluc-
tuation smoothing, uninterruptible power supply (UPS), and emergency power
source. Their introduction is considered essential to control the future complicated
energy utility networks [2].

Demand side management (DSM) is another area, which is connected to mass
EES. The aim is to reduce peak demand and optimize off-peak usage. By combing
EES and demand side, whereby the “storage” operates from the supply side while
the demand side operates from the “DSM” could potentially lead to operation
generation plants (both traditional and renewable) in a more cost-effective way.

As with regard to Smart Grid, EES is considered as one of the key elements
that can help in the development and realization of the Smart Grid concept.

10.2 Characteristics of energy storage devices/systems

Energy storage devices are characterized by the following two factors [3]:

(i) Energy density
Energy density is the energy magnitude per unit weight, measured in Wh/kg,
a storage device/system can supply. Accordingly, this factor can be used to
define the quantity of energy that a device/system can store and deliver.
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(i) Discharge time
Discharge time of a storage device/system is the period of time over which it
releases its stored energy. This is obviously related to the rating of the device/
system measured in kW or MW.

Energy storage systems (ESSs) may be classified according to the operating
range of their discharge times as (a) very short-term where the discharge time is
less than 1 minute, (b) short-term where the discharge time is less than 2 hours,
(c) long-term for which the discharge time is between 2 and 8 hours, and (d) very
long-term for where the discharge time can be from a day to weeks [4].

The energy rating, which is expressed either in kWh or MWh, is considered as
an important factor in determining how long a device/system can supply energy for,
while the power rating is an important factor in determining how much energy can
be released during a fixed time. For example, a 1,000 kWh device rated at 50 kW
can supply an output of 50 kW for 20 hours (i.e., 50 x 20 = 1,000 kWh).

10.3 Types and characteristics of EES systems

EES systems may be classified according to the form of energy used. Figure 10.1
shows that EES systems are classified into mechanical, electrochemical, chemical,
electrical, and thermal energy storage (TES) systems [1].

It will be noted from Figure 10.1 that hydrogen (H,) and synthetic natural gas
(SNGQ) are classified as chemical ESSs. These gases are secondary energy carriers

Electrical energy storage systems

Electrochemical

Double layer capacitor
(DLC)

Secondary batteries:
Lead acid/NiCd/NiMH/Li/NaS

Pumped hydro (PHS)
Compressed air
(CAES)
Flywheel (FES)

Flow batteries:
Redox flow/hydro flow

Superconducting
magnetic coil (SMES)

Hydrogen:
Electrolyzer/Fuel cell/SNG

Sensible heat storage:
Molten salt/A-CAES

Figure 10.1 Classification of electrical energy storage systems according to
energy form [after 1]
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but can be utilized to store electrical energy. This, for example, is achieved by
producing H, via electrolysis of water. The H, can then be used as fuel for fuel cells
to generate electricity. This combined electrolysis—fuel cell process can be con-
sidered as an electrochemical EES.

Figure 10.1 also includes TES systems despite the fact that electricity, in most
cases, does not constitute a direct input to such storage systems. However, with the
help of TES, the energy from renewable energy sources can be buffered which
makes it possible to produce electricity on demand. Examples of such TES include
hot molten salts in concentrated solar power (CSP) plants and the storage of heat in
compressed air plants using an adiabatic process to gain efficiency.

A brief discussion of each of these types will be given in the following
subsections.

10.3.1 Mechanical storage systems

The most common mechanical storage systems include pumped hydroelectric
power plants or pumped hydro storage (PHS), compressed air energy storage
(CAES), and flywheel energy storage (FES).

(i) Pumped hydro storage

The basic structure of a conventional PHS system consists of two water
reservoirs which are built at different elevations. During off-peak time, the
water is pumped from the lower to the upper reservoir, a process described as
“charging.” The process is reversed, when it is required, by allowing the
water to flow back from the upper to the lower reservoir. The flow of water is
used to power a turbine with a generator to produce electricity, which is
described as “discharging.”

PHS power plants represent approximately 99% of worldwide installed
electrical storage capacity, which is almost 3% of global generation capa-
city [1,5].

(ii) Compressed air energy storage

The CAES technology has been used for different industrial applications
since the nineteenth century. Due to its availability, air is used as storage
medium. Initially air is compressed and stored in either an underground
structure or an above-ground system of vessels or pipes using electricity.
When it is required latter on, the compressed air is mixed with natural gas,
burned, and expanded in a modified gas turbine to generate electricity.

The main advantage of CAES is its large capacity. Its disadvantages are
low overall efficiency and the limitation of geographic locations.

(iii) Flywheel energy storage

The basic idea of storing energy in FES is that rotational energy is stored
in an accelerated rotor, a massive rotating cylinder. The main components of
a flywheel structure consist of a rotating body/cylinder, which comprises of a
rim attached to a shaft, in a compartment, the bearings and the transmission
device. The latter comprises of motor/generator mounted onto the stator. The
energy stored in the flywheel is maintained by keeping the rotating body at a
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constant speed. The amount of energy stored can be increased by increasing
the speed.

However, electricity can be extracted from the system by the same trans-
mission device by reducing the rotational speed of the flywheel.

10.3.2 Electrochemical storage systems (batteries)

Under this section, several types of batteries will be covered. Only a brief discus-
sion will be given here. Readers who are interested in a detailed discussion of the
subject are advised to refer to [1,5]. They may be classified as secondary battery
types and flow battery types. The batteries under secondary battery types include
lead acid, nickel cadmium/nickel metal hydride (NiCd/NiMH), lithium-ion, metal
air, sodium sulfur, and sodium nickel chloride, while those under flow battery types
include a redox flow batteries and hybrid flow batteries.

10.3.2.1 Secondary batteries

(@)

(i)

(iif)

Lead acid (LA) battery

LA batteries are considered the world’s most widely used battery type.
They have been around since approximately 1890. They are used in both
mobile and stationary applications. Their typical applications include emer-
gency power supply systems, stand-alone systems with PV, and battery
systems for mitigation of output fluctuations from wind power and as starter
batteries in vehicles. In the period from 1910 to 1945, many LA batteries
were used for storage in grids. Stationary LA batteries are expected to meet
far higher product quality standards than starter batteries. LA batteries have
the disadvantage of decreasing its usable capacity when high power is dis-
charged. They also sever other drawbacks including lower energy density
and the use of lead, which is a hazardous material prohibited or restricted in
various jurisdictions. Their advantages include a favorable cost/performance
ratio, easy recyclability, and a simple charging technology. Research and
development conducted on LA batteries aimed to improve their behavior for
microhybrid electric vehicles.

Nickel cadmium and nickel metal hydride battery

NiCd batteries have been available since nearly 1915. However, NiMH
batteries were introduced about 1995. In comparison to LA batteries, nickel-
based batteries have a higher power density, a slightly greater energy density,
and the number of cycles is higher. NiCd batteries are considered a very
successful battery product. They are the only batteries that have good per-
formance even at temperatures as low as —20 to —40°C.

A major application of NiMH batteries is in hybrid vehicles, whereby
sealed NiMH batteries are almost exclusively used to operate these vehicles
available on today’s market.

Lithium ion battery (Li-ion)

Since around the year 2000 Li-ion batteries have become the most important
storage technology in the areas of portable and mobile applications such as
laptops, cell phones, electric bicycles, and electric cars. They are characterized
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by having high cell voltage levels of up to 3.7 V nominal which means that
the number of cells in series with the associated connections and electronics
can be reduced to obtain the target voltage. Consequently, it is possible to
replace three NiCd or NiMH cells which have a cell voltage of only 1.2 V by
one Li-ion cell. Li-ion batteries have several advantages including (a) their
high gravimetric energy density, and the possibility of large cost reductions
via mass production; (b) generally, they have a very high efficiency, typi-
cally in the range of 95%98%; and (c) they are characterized by the
possibility of realizing almost any discharge time ranging from seconds to
weeks which makes them very flexible and universal storage technology.

The main problem of Li-ion battery technology is the safety issue. This
is because most of the metal oxide electrodes are thermally unstable and
can decompose at elevated temperatures, releasing oxygen which can
lead to a thermal runaway. A way forward to minimize this risk is to equip
Li-ion batteries with a monitoring unit to avoid over-charging and over-
discharging.

Li-ion battery technology is currently under further research and devel-
opment, and there is considerable potential for further progress. The attention
is currently focused on the development of cathode materials.

Metal air battery

A metal air (Me-air) electrochemical cell is made of a pure metal anode and a
cathode, which is connected to an unlimited supply of air. Only the oxygen in
the air is needed in order to have electrochemical reaction. The most
attractive Me-air battery is the lithium air battery because of its high theo-
retical specific energy which is equal to 11.14 kWh/kg, excluding oxygen.
This corresponds to almost 100 times more than other battery types and even
greater than petrol which is equal to 10.15 kWh/kg. It should be pointed out
that oxygen is not stored in the battery. Since the high reactivity of lithium
with air and humidity can cause fire, this represents a high safety risk.

Presently, the only technical feasible Me-air batteries are zinc air batteries,
with a theoretical specific energy of 1.35 kWh/kg excluding oxygen. These
batteries have some properties of fuel cells and conventional batteries,
whereby the zinc is the fuel. The reaction rate can be controlled by varying
air flow, and oxidized zinc/electrolyte paste can be replaced with fresh paste.

Rechargeable zinc air cells are difficult to design because zinc precipita-
tion from the water-based electrolyte needs to be closely controlled.
An acceptable electrically rechargeable ME-air system can potentially offer
low materials cost and high specific energy. However, there is still some time
to go before it reaches to market stage.

Sodium sulfur battery (NaS)

Figure 10.2 shows the basic components of NaS battery. It consist of a
positive electrode made of liquid sulfur, a negative electrode made of liquid
sodium and an electrolyte separating the two electrodes made of a solid beta
alumina ceramic. In order to keep the electrodes in a liquid state (melted), the
battery temperature must be kept between 300 and 350°C. The typical life
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with permission from IEC White Paper, Electrical Energy Storage—
White Paper © 2011 IEC Geneva, Switzerland. www.iec.ch.)

cycle of NaS batteries is about 4,500 cycles and its discharge time is from
6 hours to 7.2 hours. They have an AC-based round-trip efficiency of about
75% and have fast response. This makes NaS batteries economically viable
to be used in combined power quality and time shift applications with high
energy density. The main drawback of NaS batteries is the requirement of a
heat source to maintain the operating temperatures. Such a source uses the
battery’s own stored energy, resulting in partially reducing the battery
performance. Normally, the temperature of the battery can be almost main-
tained by just its own reaction heat, by ensuring appropriately dimensioned
insulation.

NasS batteries are suitable for applications with daily cycling. NaS battery
technology is likely to be very attractive and interesting for both utilities and
large consumers because the response time of NaS batteries is in the range of
milliseconds and they also can meet the requirements of grid stabilization.
Sodium nickel chloride battery (NaNiCl)

The NaNiCl battery is classified as a high-temperature battery, similar to
NaS battery. Its operating temperature is around 270°C. It is better known as
the ZEBRA (Zero Emission Battery Research) battery [1,6]. It has been
commercially available since around 1995. Its positive electrode is made of
nickel chloride compared to sulfur in case of NaS batteries. NaNiCl batteries
have the ability to withstand limited overcharge and discharge. Compared to
NaS batteries, NaNiCl batteries have potentially better safety characteristics
and a higher cell voltage. They have the tendency of developing low resis-
tance when faults occur. The advantage of this is the loss of the voltage from
only one cell, instead of premature failure of the whole system, when cell
faults in serial connections occur. These batteries have been successfully
implemented in several electric vehicle projects such as Think City and
Smart EV. This makes them an attractive opportunity for fleet applications.
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Current research is focusing on developing advanced versions of the ZEBRA
battery with higher power densities that suits hybrid electric vehicles appli-
cations, and also high-energy versions suitable for storing renewable energy
for load-leveling and industrial applications.

10.3.2.2 Flow batteries

A flow battery is an electrochemical device that converts the chemical energy in the
electroactive materials directly to electrical energy, similar to a conventional battery
and fuel cells [7]. Unlike conventional secondary batteries, whereby the energy is
charged and discharged in the active masses of the electrodes, the energy in a flow
battery, which is also a rechargeable battery, is stored in one or more electroactive
species that are dissolved in liquid electrolytes. Normally, the electrolytes are stored
externally in tanks and pumped through the electrochemical cell that changes chemical
energy directly to electricity and vice versa. The power is determined by the size and
design of the electrochemical cell, while the energy depends on the size of the tanks.
This characteristic makes flow batteries suitable to a wide range of stationary
applications. Flow batteries are initially developed by NASA in the early 1970s as EES
for long-term space flights. Currently, they are becoming attractive for storing energy
for durations extending from hours to days with a power of up to several MWs [1].

Flow batteries may be classified into two namely: redox flow batteries (RFBs)
and hybrid flow batteries (HFBs).

(1) Redox flow battery
Redox stands for “reduction/oxidation” [7,8]. RFBs are systems in which all
the electroactive materials are dissolved in a liquid electrolyte. Figure 10.3
shows a schematic diagram of a RFB system, whereby a renewable power
source (wind/solar) is used to charge an RFB and when required the stored
energy is supplied (discharged) to consumers.

Basically a RFB contains two liquid electrolyte dissolutions containing
dissolved metal ions as active masses, which are pumped to the opposite sides
of the electrochemical cell. The electrolytes at the negative and positive
electrodes are called anolyte and catholyte, respectively. During charging and
discharging, the metal ions stay dissolved in the fluid electrolyte as liquid,
that is, no phase change of these active masses takes place. Anolyte and
catholyte flow through porous electrodes, separated by a membrane which
allows protons to pass through it for the electron transfer process (see
Figure 10.4). During the exchange of charge, a current flows over the elec-
trodes, this is supplied by a battery-powered source as shown Figure 10.4.
During discharge, the electrodes are continually supplied with the dissolved
active masses from the tanks; once they are converted the resulting product is
removed to the tank. Theoretically, an RFB can be “recharged” within a few
minutes by pumping out the discharged electrolyte and replacing it with
recharged electrolyte. For this reason, RFBs are becoming attractive for
mobile applications. However, the energy density of the electrolytes is still
too low to be adopted for electric vehicles applications. Several redox pairs
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have been investigated and tested in RFBs including Fe-Ti system, Fe—Cr
system, and poly S—Br system (Regenesys installation in the UK with 15 MW
and 120 MWh). The vanadium redox flow battery (VRFB) has been devel-
oped the furthest. It has been piloted since approximately 2000 by companies
including Prudent Energy in Canada and Cellstrom in Australia. In the
vanadium system, V2 is oxidized to V' at the anode, and V™ is reduced to
V™ at the cathode [7]. Thus, the VRFB uses a V>*/V** redox couple as
oxidizing agent and a V>*/V*" redox couple in mild sulfuric acid solution
as reducing agent. The main advantage of this battery is the use of ions of the
same metal on both sides. It has been recognized that crossing of metal ions
over the membrane cannot be prevented completely, which is the case for
every RFB. In case of VRFBs, the only result is a loss in energy. For other
RFBs, which use ions of different metals, the crossover causes an irreversible
degradation of the electrolytes and a loss in capacity. It should be pointed
out that the VRFB was pioneered at the University of New South Wales,
Australia, in the early 1980s. SEI has been recently installed a VRFB storage
system of up to 500 kW and 10 hours in Japan. The same company has also
used a 3 MW, 1.5 seconds VRFB in power quality applications.
(i) Hybrid flow battery

A HFB is defined by one or more electroactive species being deposited as a
solid [9]. Hybrid flow cells combine features of conventional secondary bat-
teries and RFBs, whereby one of the active masses is internally stored within
the electrochemical cell, while the other remains in the liquid electrolyte and
is stored externally in a tank. The capacity of the battery depends on the size
of the electrochemical cell. Examples of a HFB include zinc—cerium (Zn—Ce)
[10] and zinc-bromine (Zn—Br) systems. The anolyte in these examples
consists of an acid solution of Zn®" ions. During charging Zn is deposited at
the electrode, whereas at discharging Zn®" returns back into solution.
A microporous polyolefin material is used for the membrane and for most of
the electrodes carbon—plastic composites are used. Many companies are
investing on the commercialization of the Zn—-Br HFB, which was originally
developed by Exxon in the early 1970s. ZBB Energy and Premium Power, in
the USA, sell trailer-transportable Zn—Br systems with unit capacities of up to
1 MW/3 MWh for utility-scale applications. Systems of 5 kW/20 kWh for
community energy storage are in development as well.

10.3.3 Chemical ESS

Chemical energy storage covered under this section includes H, and SNG as sec-
ondary energy carriers. These two gases have the ability to store electrical energy in
large quantities. This can be achieved by using the “surplus” electricity, generated
particularly from renewable energy sources, to produce H, via water electrolysis.
Once the H, is produced, then it can be used as an energy carrier in various ways,
for example, as pure H, or as SNG. Chemical energy storage is the only concept
that allows storage of large amounts of energy, in the range of TWh, and for large
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periods of time, even as seasonal storage. This is despite the low overall efficiency
of H, and SNG compared to other storage technologies such as PHS and Li-ion
chemical energy storage.

H, and SNG as universal energy carriers have additional advantage. They can
be used in different sectors, such as transport, mobility, heating, and the chemical
industry.

(i) Hydrogen
A H, storage system typically consists of an electrolyzer, a H, storage tank,
and a fuel cell. An electrolyzer is an electrochemical converter whose function
is to split water with the help of electricity into H, and oxygen. It is an endo-
thermic process, which means that for the reaction to take place heat must be
supplied. Once H, is produced, it is stored under pressure in gas bottles or
tanks, which can be done practically for an unlimited time. To generate elec-
tricity using H,, both H; and oxygen (normally taken from air) are supplied to a
fuel cell, where an electrochemical reaction which is the reverse of water
splitting, takes place. In this process, the reaction between the H, and oxygen
produces water, heat, and generation of electricity. It will be noted that due
to economical and practical reasons, oxygen produced from electrolysis is
normally released, and not stored. However, in the process of electricity
generation, the required oxygen is taken from the surrounding atmosphere.
In addition to fuel cells, gas motors, gas turbines and combined cycles of gas,
and steam turbines are under consideration for electrical generation. Genera-
tion plants based on H, systems with fuel cells, which is less than 1 MW and
gas motors with rating under 10 MW, can be adopted for combined heat and
power generation in decentralized installations. However, gas and steam tur-
bines with up to several hundred MW could be used as peaking power plants.
As with regard to the storage of the H, different methods are used. It can be
stored either as a gas under high pressure, a liquid at very low temperature,
adsorbed on metal hydrides, or chemically bonded in complex hydrides. How-
ever, for stationary applications, the most popular approach is gaseous storage
under high pressure. For smaller amounts of Hj, they are normally stored in
above-ground tanks or bottles under pressures up to 900 bar. However, for
larger amounts of H,, they are stored in underground piping systems or even salt
caverns with several 1,00,000 m> volumes under pressures up to 200 bar.
During the last 25 years, many R&D projects were initiated. They have
successfully demonstrated the feasibility of H, technology. One such project
is the PURE project in Unst, Shetland, Scotland, and the UK [11]. Other
examples include the self-sufficient project in island of Utsira, Norway, and
the hybrid power plant from Enertrag in Germany [12]. The common feature
of these projects is the use of wind energy to produce H, via electrolysis, if
the generated electricity cannot be consumed locally or directly it is fed into
the grid. On demand, the stored H, is either converted back to electricity
using fuel cells or as in case of hybrid power plant in Germany the H, is
added to the biogas to be used to run a gas motor.
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(ii) Synthetic natural gas

The alternative option to H, to store electricity as chemical energy is to
synthesis methane, which is known as “synthetic natural gas (SNG).” In this
case, after splitting the water into H, and oxygen in an electrolyzer, additional
step is needed to produce methane in a methanation reactor in which H, and
carbon dioxide (CO,) react. Similar to the H,, the produced SNG may be
stored in pressure tanks, underground, or fed directly into the gas grid. The
CO, required for the methanation process can be obtained from many sources
including fossil-fuel-based power stations, industrial installations, or biogas
plants.

Transport of CO, and H, gases from their sources, that is, the CO, source
and the electrolysis plant, respectively, to the methanation plant must be
avoided in order to minimize energy losses. Accordingly, it is preferred that
the production of SNG is done at the locations where both CO, and surplus of
electricity are available. The use of CO, from biogas production processes is
particularly promising because it is a widely used technology. In any case,
onsite storage of the gases is needed, because the methanation is a con-
tinuously running process.

Figure 10.5 shows a comprehensive overview of the concept of the com-
bined use of H, and SNG as chemical energy storage.
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Figure 10.5 A comprehensive overview of the concept of the combined use of H,
and SNG as a chemical energy storage/carriers [after 1]
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10.3.4  Electrical storage systems

Double-layer capacitors (DLCs) and superconducting magnetic energy storage
(SMES) will be covered under this section as follows.

(i) Double-layer capacitors

The technology of electrochemical DLCs, which is also known as super-
capacitors, has been around for more than 60 years [1]. DLCs have properties
that are intermediate between those of batteries and the classical capacitors,
which are widely used in electronics [13]. This is due to their almost unlim-
ited cycle stability, extremely high power capability, and their energy storage
capability, which are several orders of magnitude higher than that due to
traditional capacitors.

However, the two main characteristics of DLCs are (i) their extremely high
capacitance values, which could be in the order of many thousand farads, and
(ii) their capability of very fast charge and discharge because of their extra-
ordinarily low inner resistance. They have other advantages including
durability, high reliability, no maintenance requirements, long lifetime, and
operation over a wide temperature range and in different environmental
conditions including hot, cold, and moist conditions. Their lifetime can reach
1 million cycles, which is equivalent to 10 years of operation without any
degradation. The only problem is the solvent used in the capacitors, which
deteriorates in 5 or 6 years irrespective of the number of cycles.

DLCs are environmentally friendly and easily recycled or neutralized.
Their typical efficiency is about 90% and discharge times are in the range of
seconds to hours. Their specific power density can reach approximately
10 times more than that of conventional batteries. Exception to this is the
very-high-power lithium batteries whose specific power density can be almost
the same as that of DLCs. However, the specific energy density of DLCs is
almost 10 times lower than that due to conventional batteries.

With regard to application of DLCs, they particularly suit the applications
that have large number of short charge/discharge cycles, where their high-
performance characteristics can be used. DLCs, however, are not suitable for
the storage of energy over longer periods of time, due to their high self-
discharge rate, their low energy density, and high investment costs.

Since almost 1980, DLCs have been widely applied in consumer electro-
nics and power electronics. They have also been identified to be ideally suited
as UPSs to bridge short voltage failures.

An emerging application of DLCs is electric vehicles, whereby they can be
used as a buffer system during the acceleration process and regenerative
braking [6].

(ii) Superconducting magnetic energy storage
The principles used by SMES systems to store energy are based on electro-
dynamics [1]. An SMES system stores the electrical energy in the magnetic
field within a cooled superconducting coil [14]. The magnetic field is gen-
erated by the flow of direct current in a superconducting coil [1], which is
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cryogenically cooled beyond its superconducting temperature of —269°C [14].
The resistance of the material to electric currents, at this temperature, col-
lapses, and accordingly the resulted small electrical resistance helps in
achieving very high efficiencies of up to 97% in addition to enabling storage
almost indefinitely [14].

The main component of SMES systems is a coil made of superconducting
material in addition to power conditioning equipment and a cryogenically
cooled refrigeration system. Their main advantage is their very fast response
time, that is, the required power can be obtained almost instantaneously. They
have also very high power output which can be provided for a short period of
time. SMES systems have no moving part. However, their overall reliability
crucially depends on the refrigeration system. Theoretically, the energy can
be stored indefinitely as long as the cooling system is in good operating
condition. However, storage for long time is limited by the energy demand of
the refrigeration system. Currently, large SMES systems with rated power
greater than 10 MW are mainly used in particle detectors for high-energy
physics experiments and nuclear fusion. Up till now only a few and rather
small SMES systems are commercially available, which are mostly used for
power quality control in manufacturing plants such as microchip fabrication
facilities [15].

10.3.5 Thermal energy storage systems

TES systems store available heat in an insulated repository using different methods.
The stored heat is then used in various industrial and residential applications
including space heating or cooling, hot water production, or electricity generation.
Similar to other storage systems, the purpose of deployment of TES systems is to
overcome the mismatch between demand and supply of energy, which in this case
thermal energy. Accordingly these systems are important for effective integration
of renewable energy sources.

TES may be classified into three technologies [1] including storage of sensible
heat, storage of latent heat, and thermochemical storage, which include adsorption
heat storage and reversible chemical reactions [16]. Figure 10.6 shows an overview
of major technique of storage of solar thermal energy [17].

(1) Sensible heat storage

Sensible heat storage (SHS) is considered as one of the mature, best-known,
and most widespread technologies. Example of this technology is the
domestic hot water tank. The storage medium can be a liquid such as water
or thermo-oil, or a solid such as concrete or the ground [1]. Thermal energy
is mainly stored due to the change of temperature of the storage medium.
The capacity of a storage system is defined by the specific heat capacity and
the mass of the medium used.

Thermal energy is stored in SHS by raising the temperature of a solid or
liquid. During the process of charging and discharging, SHS system utilizes
the heat capacity and the change in temperature of the material. The amount
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Heat of reaction

of heat stored depends on the specific heat of the medium, the temperature
change, and the mass of storage material as shown in (10.1) [17]:

T
= C,dT, or
e JTI " (10.1)

0= mcp(TZ - Tl)

where Q is the amount of heat charged/discharged to a SHS system, C, is
the specific heat capacity of the storage material, m is the mass of storage
material, 7} is the initial store temperature, and 75 is the final store temperature.

Water is considered as the best SHS liquid available due to its high spe-
cific heat and also because it is inexpensive. However, above 100°C, oils,
molten salts, and liquid metals, etc. are usually used. However, rock bed type
storage materials are preferred for air heating applications.

Latent heat storage

Latent heat storage (LHS) is realized by utilizing phase change materials
(PCMs) as storage media. The available PCMs that can be used for LHS
system include organic materials such as paraffin and inorganic materials
such as salt hydrates [1].

The principles of LHS are based on the heat absorption or release when a
storage material is subjected to a phase change from solid to liquid or liquid
to gas or vice versa [17]. Latent heat is also known as “hidden” heat, because
the temperature does not change during energy transfer. The ice cooler is
considered as the best-known latent heat, or cold, storage system in which ice
is used in an insulated container or room for maintaining the low temperature
of food during hot climate conditions [1].

Presently most PCMs use the solid-liquid phase change. For example,
in concentrated solar power (CSP) plants molten salts are used as a thermal
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storage medium [18]. LHS has the advantage of its capacity to store large
amounts of energy in a small volume and with a minimal temperature change,
which allows efficient heat transfer [1].

The storage heat capacity of an LHS system with a PCM medium [17] can
be found as follows:

Tm TZ
0= J mCpdT + may,Ah, + J mCy,dT, or
T T (10.2)

0 =m|Cy(Ty — T1) + amAhy + Cpp(To — T

where Q is the storage heat capacity of an LHS system, m is the mass of
heat storage medium (kg), a,, is the fractional melted factor, C,, C,, and Cp,
are the specific heat (J/kg K), the average specific heat between 7; and
T,, (kJ/kg K), the average specific heat between 7,, and 7, (J/kg K),
respectively, T,,, Ty, and T, are the melting, initial, and final temperatures,
respectively, and A#,, is the heat of fusion per unit mass (J/kg).

Sorption (adsorption, absorption) storage systems

Figure 10.7 shows the operating principle of a closed-cycle desorption/
adsorption heat storage [19]. Desorption is also termed as “absorption.” This
figure shows a closed sorption system utilizing water as adsorbate (adsorp-
tive). During the process of desorption, an adsorbent such as silica gel or
zeolite is heated up by heat from a high-temperature source. A working fluid,
such as water vapor, is desorbed from the adsorbent and condensed in a
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condenser at low temperatures. The resulting heat of condensation is with-
drawn from the system. It is possible to store the dried adsorbent and the
separated working fluid as long as desired. Desorption mode stops when
the adsorbent is dried out. This depends on the heat magnitude supplied to
the adsorber, that is, adsorbate is condensed in the condenser, or when the
adsorbent and adsorbate are separated.

During the process of adsorption, adsorption heat must be discharged from
the adsorber. This occurs when the working fluid takes up low-temperature heat
in an evaporator. Subsequently, the vapor of the working fluid adsorbs on the
adsorbent and heat of adsorption is released at high temperatures. If this does not
happen, this means that sorption process has reached its thermodynamic equi-
librium and the flow of water vapor stops. When the adsorbent is saturated with
water vapor, the process ends and the tank is discharged. When this happens, it
needs to be recharged again (desorption). The temperature of the released heat
can reach up to 200 °C depending on the adsorbent/working fluid pair, while the
energy density may reach up to three times that of SHS with water. Sorption
storage systems (SSSs), however, are more expensive due to their complexity.

10.4 Benefits of ESSs

Energy storage can potentially provide several benefits to the future Smart Grid that
will enhance its performance, operability, and security as well as reducing the cost
of energy production, and delivery. The potential benefits of energy storage include
[20,21]:

offset additional need for peak generating capacity,

enhance optimal operation of existing generation facilities,

provide ancillary services such as load following, area regulation, and spinning
reserve,

reduce transmission congestion,

defer transmission and distribution upgrades and provide an alternative to
inflexible lumpy transmission, and distribution capacity additions,

support and enhance demand response resources,

improve power quality,

help in peak shaving and load leveling,

reduce reverse power flows,

minimize network losses,

help in restoration of power after the occurrence of a fault,

support the network when subjected to islanding conditions,

help in meeting regulatory requirements, and

instrumental in facilitating the integration of intermittent renewable energy
sources-based generation plants and the growth of its penetration into grid.
This is particularly important as energy storage can be used to reduce the
power fluctuation caused by the intermittent renewable energy sources-based
generation plant.
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Energy storage can also be used to time shift renewable energy-based gen-
eration from off-peak to on-peak times. This in turn would lead to reduction in
potential transmission bottleneck by storing the energy close to the end user or by
using underutilized transmission paths at night.

10.5 Applications of ESSs

Applications of ESSs may be broadly divided into two areas, namely (i) electrical
network energy storage and (ii) transport/mobility energy storage [14].

Figure 10.8 shows time versus power operational range of the different energy
storage technologies [22]. The same figure also shows suitability of various ESSs
for both electrical networks (utility) and transport applications. It can be seen from
the figure that time and power ranges for transport applications are from seconds to
hundreds of minutes and from tens of kilowatts to tens of megawatts, respectively,
while those related to utility-scale applications are from tens of minutes to hours
and from MWs to GWs.

It will be noted that key performance criteria used in case of electrical net-
works and integration of renewable energy are energy storage capacity, power
output, and life cycle. Due to their long life cycle, storage systems that are based
on reversible physics such as CAES or pumped hydro have been preferred in
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Figure 10.8 Time versus power operational range of different energy storage
technologies [22]. Reproduced with the permission from IEEE
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comparison to electrochemical batteries that suffer from ageing problems and are
difficult to recycle.

In case of transport applications, the key performance criteria are portability,
scalability, and energy and power densities. Because of their modularity and port-
ability, batteries are considered the most viable option for transport applications,
despite many restrictive issues, including limited life.

10.5.1 Electrical network energy storage applications

Applications of electrical network energy storage involve systems/devices that are
suitable for power quality applications, energy management applications or for
both. Figure 10.9 [14] shows the typical capacity of several ESSs plotted against
discharge time to identify which of them are suitable for power quality application
and which are suitable for energy management.

10.5.2 Transport and mobility energy storage applications

It has been recognized that energy storage can be an attractive option for reducing
fuel consumption, or for providing an alternative form of motion power to the
gasoline-fueled internal combustion engine.

Application of energy storage to the transport and mobility sector can lead to
improvement in system efficiency as well as reduction in greenhouse gas emission.
Several storage systems have been considered for transport purposes, including
batteries, super capacitors, H,, and flywheels. It will be noted that there is an
overlap between the storage systems that have potential applications in the trans-
port area with those that are used in electrical network. Table 10.1 shows an
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inventory of energy storage technologies that have potential use for both transport
and electrical network energy storage applications [14].

10.6 Energy storage systems and integration of wind
power-based plants

In this section, the application of ESSs to facilitate effective and efficient integra-
tion of wind power-based generation (WPBG) into Smart Grid distribution net-
works will be discussed in detail. This will include (i) mitigation of power
fluctuation caused by WPBG and (ii) improvement in low-voltage-ride-through
(LVRT) capability

10.6.1 Mitigation of power fluctuation

It is well-known that power output of WPBG is fluctuating in response to wind
speed variation [23,24]. Fast fluctuations of wind generators power output that falls
in the time range of up to a minute can cause network frequency and voltage
variations, particularly in isolated power systems which in turn lead to the dete-
rioration of the power quality [25,26]. The effect of power fluctuations can be
mitigated by using ESSs. Storage technologies that are suitable for mitigating
power fluctuations are characterized by having high ramp power rates and high
cycling capability. This is due to the requirements of fast power modulation and
continuous operation. Such requirements can be met by ESSs including batteries
(apart from conventional LA batteries), flow batteries, and particularly short time
scale energy storage such as super-capacitors, flywheels, and SMES, which are
considered very suitable for this kind of application.

Doubly fed induction generators (DFIGs) are widely used in generating elec-
tricity from wind power due to its various favorable characteristics including
the flexibility features of variable speed operation, reduced converter size, and the
ability to control the real and reactive power outputs [27]. In this context, it has
been proposed by many researchers that ESS may be integrated into the DC-link of
wind turbine-driven DFIG to improve, among other things, their power output
fluctuations [26—30]. This is achieved by using the storage element to smooth the
generator’s power output by injecting real power (using the stored energy) during
low wind conditions while storing energy during high wind conditions [27].

Figure 10.10 shows a typical configuration of a wind turbine-driven DFIG
equipped with a super-capacitor-based ESS [29]. The high-speed DFIG is driven by
a low-speed wind turbine through a gearbox. The DFIG is a wound-rotor induction
machine. As the figure shows the DFIG is connected to the grid at both stator and
rotor terminals. The stator is directly connected to the grid, while the rotor is fed
through a variable-frequency converter. The latter consists of a rotor-side converter
(RSC) and a grid-side converter (GSC) connected back to back through a DC link.
The converter usually has a rating which is a fraction (25%-30%) of the DFIG
nominal power. Consequently, the wind turbine generator (WTG) system rotates at
a speed in the range of £(25%-30%) around its synchronous speed, and its active
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Technology System Efficiency Development Deployment Illustrative Current Advantages Disadvantages Suitability for
type energy  of economic investment
density  recovery costs
EU Rest of Energy Power Trans-
world manage- quality port
ment
Advanced battery systems
Super- 0.1-5 85%-98% Developing Widespread 2002: 3.6M€ Unknown Long life cycle,  Low energy Vv vV VY
capacitors Wh/kg (small scale)  200-1,000 under high efficiency density Toxic and
(E/kW) Joule IIT corrosive com-
FP4 pounds
Nickel 20-120  60%-91% Available Limited 200-750 High-power and ~ Ni-Cd: cadmium vV vV Vv
batteries Wh/kg (€/kWh) energy densities  Highly toxic
Good efficiency ~ Ni—Zn, NiMH and
Na-NiCl, require
recycling
Lithium 80-150  90%— Available Growing for  150-250 SME under USA, High power and ~ High cost Lithium v'v/ Vv v
batteries Wh/kg 100% small-scale (€/kWh) [high FP6 Japan, energy densities  oxides and salt
applications energy, Taiwan High efficiency require recycling
industrial Polymer solvents
application] and carbon must
be made inert
Lead-acid 25-45 60%-95%  Available Widespread 50-150 Low capital cost  Lead requires 44 vV Vv
batteries Wh/kg (€/kWh) recycling
Zinc— 37 75% Early Limited 2 MWh High capacity Low energy vV Vv
bromine Wh/kg phase of battery density
flow commerciali- (1.8m€)
batteries zation
Vanadium 85% Early phase Limited 1,280 €/kW High capacity Low energy 444 44
flow of commercia- density

batteries

lization




Metal-air 110420 ~50% Electrically Limited High energy Poor electrical v v
batteries Wh/kg rechargeable  (large scale) density recharge ability
cells — Low cost Short recharge
developing Environmentally  lifetime

benign
Sodium— 150-240 >86% Available Mainly 170 €/kWh Japan High power and  High production v v
sulfur Wh/kg in Japan energy densities  costs Na requires
batteries High efficiency Recycling

High production

costs

Na requires

recycling
Fluid storage
Pumped N/A 75%—-85%  Available Widespread—  140m€— Limited Limited High capacity, Disturbs local Vv x
hydro- 90 GW world- >680m€ for relatively low cost wildlife and water
electric wide a 1,000 MW per unit capacity  levels

plant
Compressed N/A 80% Available Limited, one 400 €/kWh at Limited Planned High capacity, Problematic in 44 x
air energy (Alabama site in the plant in testing 2.7 GW relatively low cost obtaining sites for
systems plant) USA and one  Alabama (Italy) Plant per unit capacity  use: Norton, Ohio
in Germany (Norton, site is experien-
Ohio) cing several legal
proceedings
Mechanical systems
Flywheels 30-100  90% Available 3,000-10,000 High power Low energy Vv v
Wh/kg (€/kW) density

(Continues)



Table 10.1 (Continued)

Technology System Efficiency Development Deployment Illustrative Current Advantages Disadvantages Suitability for
type energy  of economic investment
density  recovery costs
EU Rest of Energy Power Trans-
world manage- quality port
ment

Electromagnetic systems

Supercon- 97%-98% Developed up In power 350 €/kW Japan, High power Health impacts for v/ vvvooox
ducting to 10 MW, quality appli- USA large-scale sites
magnets potential to cations,

increase this to potential for
2,000 MW diurnal storage

H,
H, fuel cell N/A 25%-58% Research/de-  Limited 6,000-30,000 H, and Freedom  H, can be stored Expensive cata- vy Y vV
(system veloping/ €/kWh fuel cell CAR for long term lysts or processing
outputs marketed technology (USA) Range of cell often required
<1 kW- platform types for different
3 MW) applications
H, internal ~ N/A N/A Developing Limited BMW Ford/ v v vV
combustion California

engine (ICE)

*Values are representative of stationary and transport applications.

Key: v'v'v' = Suitable; v'v' = Partially suitable; v/ = Limited suitability; x = Unsuited
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Figure 10.10 A typical configuration of a wind turbine driven DFIG equipped
with a super-capacitor-based ESS

and reactive powers can be controlled independently. The ESS shown in
Figure 10.10 consists of a super-capacitor bank and a two-quadrant DC/DC con-
verter that is connected to the DC link of the DFIG converters. The way ESS is
designed is to act as either a source or a sink of real power and therefore contributes
to the control of generated real power output of WTG. The capacitance of the
super-capacitor bank can be calculated as follows:

(10.3)

where Cggg is the capacitance of the super-capacitor bank in farads, P; is the rated
power of the DFIG in watts, V¢ is the rated voltage of the super-capacitor bank in
volts, and T is the desired time period in seconds that the ESS can supply/store
energy at the rated power (P;) of the DFIG.

An ESS is installed in each WTG rather than a large single central ESS for the
entire wind farm. This is because (i) this arrangement ensures a high reliability as
the failure of a single ESS unit does not affect the ESS units in other WTGs and
(i1) installing an ESS in each WTG ensures the reinforcement of the DC bus of
the DFIG converters during transients and consequently enhancing the LVRT
capability of the WTG [31].

The super-capacitor is equipped with a control which interacts with WTGs and
other controls in order to optimize the net power delivered to the external grid by
the entire system. A two-layer constant power control (CPC) scheme is used, which
consists of a high-layer wind farm supervisory controller (WFSC) and low-layer
WTG controllers. The function of the high-level WFSC is to generate the real
power references for the low-layer WTG controllers of individual DFIG wind tur-
bine in response to the real power demand from the grid operator. Low-layer WTG
controllers accordingly regulate each DFIG wind turbine to generate the desired
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amount of real power. The difference between the available wind energy input and
desired active power output is supplied or absorbed by the ESS [29].

10.6.2 Improvement in LVRT capability

10.6.2.1 Grid codes requirements for wind power plants
to withstand voltage dips

The voltage of renewable energy-based power plants which are connected to a
smart distribution network may be subjected to voltage dips due to various reasons
such as faults that occur on the network. In order to maintain the stability of the
smart distribution network to which renewable energy-based power plants are
connected, it is vitally important to be able to control the voltage of these plants at
the common coupling point (CCP) with the network. To achieve this objective grid
codes make it a requirement that wind power plants must withstand voltage dips
down to a certain percentage of the nominal voltage (0% in some cases) and for a
specified duration [31]. These requirements are commonly known as “Low-voltage
ride through (LVRT) requirements”. ESS may be applied to improve LVRT cap-
ability. Similar to mitigation of power fluctuation case, the suitable ESSs that can
be applied to this case are those with high ramp-up rates, which enable a fast power
modulation. Therefore, the most suitable ESSs for this application include batteries,
flow batteries, and short time scale energy storage such as super-capacitors,
flywheels, and SMES.

10.6.2.2 How an ESS can help improving LVRT capability

To explain how an ESS can help improving LVRT capability, let us consider the
wind turbine driven DFIG shown in Figure 10.10. As discussed in the previous
section, this figure shows an energy storage device is integrated into the DFIG’s
bidirectional DC/DC converter, which is coupled with the DC bus. In this
topology, the DC bus voltage is controlled by either the GSC or the storage
converter. However, the RSC is used to regulate [32] the storage power stored in
the ESS.

During normal operating condition when the machine run at super-synchro-
nous speed, the power flows from the rotor windings to the converter, whereby
some energy is stored in the ESS while the remainder is exported onto the grid via
the GSC. However, when the DFIG operates at subsynchronous speed, there is a
deficiency in the power generated by the generator and the difference between the
required and generated powers is obtained from the ESS by discharging its stored
energy.

When a fault occurs on the grid to which DFIG is connected, the magnitude of
the voltage at the terminals of DFIG drops to a value that depends on the severity of
the fault. Under this condition, the power output of DFIG delivered to grid is
reduced. This in turn leads to unbalanced between the input and output powers of
DFIG. The difference between the two powers causes the acceleration of DFIG,
which could lead to its isolation from the grid even if the fault is properly cleared.
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Figure 10.11 Typical LVRT characteristics [after 32]

In order to minimize transients upon reclosing or reestablishment of system con-
nection, it is preferred to maintain the speed constant at its pre-fault value.

Figure 10.11 shows a typical LVRT characteristic [33] that dictates the voltage
profile for which a DFIG must remain connected to the system. To be able to meet
this requirement, the control system and the hardware need to be modified to
manage the energy produced by the WTG during the low-voltage event, otherwise
without such management, the power produced by the DFIG under fault conditions
will remain within the electric machine, resulting in an increased mechanical speed
as stated earlier.

The options that can be used to handle the energy that cannot be delivered to
the grid during low-voltage events are as follows [32]:

1. Dumping the energy in a resistor, which is normally connected to the dc bus, to
regulate the dc bus to within £10% of its nominal value.

2. Shorting the rotor windings through a resistor to operate the machine as a
conventional induction machine.

3. Dumping the energy in an electrical storage device such as super-capacitor,
SMES, and batteries.

The third option is of particular interest as it is very relevant to our discussion
related to the application of ESS to improve LVRT. In this context, it is important
to work out the size of the storage device that must be able to absorb the energy
produced under the worst conditions, which is represented by a three-phase fault.
If such fault is assumed to occur time at t =0 (refer to Figure 10.11) and cleared
at t=t,, that is, its duration = ¢, then the approximate required energy storage
capability, E, can be determined such that:

E; =V -t = t; per unit (p.u.) (10.4)

where V is the p.u. voltage.



218  Smart Grid: concepts, technologies and evolution

However, the precise energy of the storage device required to determine the
precise size of energy storage capacitance can be calculated as equal to the area
above the LVRT curve and below 0.9 p.u. line as given in (10.5):

Ervrr = Prase {(09 — Vmin)tl + (1/2)(t2 — ll)(09 — Vmin)} (10.5)
where Vi, 11, and ¢, are the parameter shown in the LVRT profile curve shown in
Figure 10.11.

The energy Epvrr basically equal to the amount of energy that must be man-
aged during the fault. If the maximum voltage across the storage device is equal to
Vbco, then the required value of the capacitance can be determined as follows:

2E1vRT

Cgss = (10.6)

2
VDCO

10.7 Summary

This chapter is devoted to ESSs. The characteristics of energy storage devices/
systems are discussed in Section 10.2. This is then followed by discussing types and
characteristics of EES systems in Section 10.3. The types covered include
(i) mechanical storage systems, (ii) electrochemical storage systems (batteries),
(iii) chemical ESSs, (iv) electrical storage systems, and (v) TES systems.
Section 10.4 is devoted to highlight the potential benefits to Smart Grids in terms of
enhancing its performance, operability and security as well as reducing the cost of
energy production and delivery. Applications of ESSs are then introduced in
Section 10.5. Such applications may be broadly divided into two areas: (i) electrical
network energy storage and (ii) transport and mobility energy storage. The appli-
cation of ESSs to facilitate effective and efficient integration of WPBG into Smart
Grid distribution networks is discussed in detail in this Section 10.6. The discussion
has focused on (i) mitigation of power fluctuation caused by WPBG and
(i1) improvement in LVRT capability.
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Chapter 11

Smart transmission grid

11.1 Introduction

Much of the work done on Smart Grids in recent years was mainly focused on
distribution networks and the consumer interaction with the grid [1]. However,
transmission system is considered as the backbone of electric power system, which
is used to transfer electricity from generation system to consumers via distribution
networks. Therefore, it is important to recognize that the smart transmission grid
(STG) resulted from transforming conventional transmission system must deal with
more diversified challenges than ever before [2]. These challenges are due to
unpredicted uncertainties caused by high penetration of renewable and variable
energy sources, limited investments in transmission assets, and an ever higher
demand for a more secure supply of electric energy at the lowest possible cost [1].

In this context, the term “Smart Transmission Grid” is a collective term that
includes the physical network as well as the controls and devices supporting the
function of the physical network [2]. This makes the work related to STG fall in
line with the ongoing Smart Grid initiative.

This chapter will be dedicated to discuss research activities currently under-
way, particularly in Europe and the USA, aiming at the development of STG.

STG is considered as an integrated system that consists of three interactive
smart components. These are smart control centers, smart transmission networks,
and smart substations [2].

11.2  Why transmission grids need to be smart?

Although current conventional transmission system is well equipped in terms of
automaton, protection, and control compared to conventional distribution networks,
it can be further improved to make it as integral part of Smart Grid. The aim is to
make the power system operating more reliable and efficient. It is also anticipated
[3] that time synchronized measurements will be ubiquitously available in the
future at all high-voltage substations at very high rates. The information obtained
from such measurements can be utilized more effectively for real-time operation as
well as for subsequent decision making. However, it has been recognized that the
current transmission system is not capable to handle future real-time data. Thus, it
has been contemplated that an information infrastructure is needed to store and
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communicate the data. Therefore, the requirements for realizing such infrastructure
that can handle ubiquitous phasor measurements, taking into consideration the huge
volume and rate of data that makes it impossible to store all the data centrally, as it
is currently practiced, have been investigated and identified [3].

This in turn has opened the opportunity to the introduction of new and
improved applications, which may be classified into two categories. The first one is
the set of automatic wide-area controls and the second one is the set of control
center energy management system functions with particular attention to the state
estimator.

11.3 Challenges and requirements of future STG

The challenges and requirements of future smart transmission system may be
classified into four aspects as follows [2].

11.3.1 Environmental challenges

Future smart transmission systems face several environmental challenges; some of
which are similar to those faced by other parts of electric power system, for
example, smart distribution network. Such challenges include the necessity to
reduce carbon oxide emission. This may be achieved by making smart transmission
systems more adaptable to manage renewable energy sources (RESs) and therefore
less dependable on fossil energy resources. Other important environmental chal-
lenge that faces future smart transmission systems is its ability to cope with natural
disasters such as hurricanes, earthquakes, and tornados that can easily destroy the
transmission systems. Continued shortage of suitable lands to be used for building
the future of transmission systems poses further challenge to these systems.

11.3.2 Market/customer requirements

To ensure the transparency and liberty of a competitive market, a fully technolo-
gically based operated system together with power market policies must be
developed. It is also important that customer satisfaction with electricity con-
sumption should be improved. This may be achieved by providing high-quality/
price ratio electricity as well as customers’ freedom to interact with the transmis-
sion system.

11.3.3 Infrastructure challenges

Infrastructure challenges are imposed due to the aging of existing transmission
systems and sometimes due to lack of investments. The situation is made even worse
due to the pressure caused by increasing load demands and network congestion.
A way forward to overcome these types of challenges is by equipping future smart
transmission systems with the necessary tools that are required to improve their
reliability. Such tools include fast online analysis tools, wide-area monitoring,
measurement and control systems, and fast and accurate protection systems.
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11.3.4 Adaptation of innovative technologies

An efficient and a proactive adaptation of innovative technologies is considered
one of the challenges that faces the development of smart transmission systems.
Innovative technologies include the state-of-the-art technological advances in the
areas of sensing, communications, control, computing, and information technology.
The effort so far made in making transmission systems to be more intelligent and
therefore transforming them to “smart systems” has been demonstrated in several
projects including IntelliGrid, GridWise, FutureGrid.

11.4 The essential aspects of the STG

In the context of enabling a practical “Smart Grid” implementation in the European
power system, an emphasis is placed on three essential aspects of the STG. These are
[1] (i) integration of synchrophasor measurement technology into transmission sys-
tem operation and control, (ii) compatibility of the Information and Communication
Technology (ICT) infrastructure, and (iii) operational and coordination issues.

11.4.1 Integration of synchrophasor measurements technology
into transmission system operation and control

Conventionally, transmission system operation and control depend on performing
most of the monitoring and control actions within an Energy Management System
(EMS), which makes use of a supervisory control and data acquisition (SCADA)
system [1]. However, it has been recognized the need for a real-time wide-area
monitoring, protection, and control (WAMPAC) system [4]. The backbone of this
system is the synchronized measurement technology (SMT). The SMT is a collective
term that includes the set of phasor measurement units (PMUs) and their enabling
information and communication infrastructures [1]. SMT has several advantages:
(i) it is possible to synchronize the measurements obtained from widely dispersed
locations to a global positioning system (GPS) clock; (ii) it is possible to directly
measure voltage phase angles, which was technically not feasible; (iii) multiply the
improvement of the accuracy and speed of EMS applications (e.g., state estimation).

Synchrophasor system provides the opportunity to extensively apply the time-
stamped measurement data and higher resolution provided by PMUs in transmis-
sion system.

It is important that STG should make use of this data to take the advantage of
all the available “observability” and “controllability” in a power system through
closed-loop feedback control and to coordinate system control with protection. This
in turn would result in STG behaving as a “self-healing” system or at least utilizing
the system more securely through increased awareness. It will be noted that all
measurement devices should have the ability of producing synchronized and high-
resolution time-stamped data that capture the dynamic behavior of the power sys-
tem and can provide system observability.

In order to achieve these objectives, STGs need to be equipped with more than
the high-resolution measurements provided by PMUs. Figure 11.1 illustrates
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Figure 11.1 The concept of a “centralized model” for a smart transmission grid
[5]. Reproduced with permission from Springer.

the concept of a “centralized model” for an STG. This figure shows that the syn-
chronized measurements for STG are taken at transmission substations through
time synchronized measurements not only from PMUs but also from other highly
accurate measurement systems retrieving data from controllable devices and pro-
tective device, which may be termed as “information sets”, that is, all available
information from within a protective relay. The obtained huge amount of data is
sent via communication networks to a decision and control support system whose
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task is to determine appropriate preventive, corrective, and protective measures that
need to be taken. Such support system is considered as the foundation that enables
STGs using synchrophasor data. In such support system, it is expected that the
newly developed analysis techniques will produce “smarter” decisions, leading to
operate the power system under consideration more securely, efficiently, and reli-
ably. It is also envisaged that the decisions produced by this support system are
used to support operators at control centers to take “smarter operator control
actions” or even device “smart-automatic control/protective actions.”

It will be noted that beside the centralized model shown in Figure 11.1, it is
possible to have more decentralized models for STGs. It has been proposed that a
“decentralized model” of an STG is based on dividing the system into “focal area”
systems with different operational functions and a “wide-area” system [1,5]. For
example, some of these systems might not include a focal area control center,
which means that in such systems only specific functions are executed that require
only small amount of data with perhaps lower quality of service (QoS).

11.4.2 Compatibility of ICT infrastructure

The ICT infrastructure constitutes a fundamental requirement that need to be met in
order to realize Smart Grid as well as STG, as it has been previously established.
However, not every ICT system can adequately meet all the requirements of power
systems. Also methods that cater for the interdependence between power systems and
ICT infrastructures are not commonly available, which creates an overarching research
challenges. Some of such challenges that require further investigation to make ICT
infrastructure compatible to power systems include [1] (i) market model implications,
(i1) ICT impact on observability and controllability, (iii) optimal information exchange,
(iv) agent-based distributed control, and (v) real-time performance in WAMC.

Resolving these issues would lead to an optimized use of ICT infrastructure,
which in turn ensures cost-efficient deployment of STGs.

11.4.3 Operational and coordination issues

Prior to electricity market liberalization era, generation, transmission, and dis-
tribution systems usually belong to same company and therefore have the respon-
sibility to maintain and operate these systems as one entity. This type power system
structure has facilitated the means to make the necessary investment decisions
based on a coordinated planning. In other words, generation investments are
usually coordinated with necessary transmission system reinforcements. Therefore,
generation investments used to be mainly based on adopting traditional large gen-
erating units following the principle of economy of scale. This kind of structure has
also enabled system operators to control all aspects of the power system operations
such as generation dispatch, coordinating the operation of transmission system by
deciding which line(s), capacitor(s) to be switched on/off, etc. to ensure controlling
system’s power flows and therefore avoid line overloads.

After electricity market liberalization, which led to the break of power systems
into independent entities including generation system, transmission system, and
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distribution systems, each owned and managed by completely independent orga-
nization/company. Transmission system operators (TSOs) continue to make the
investment decisions and manage their own transmission system. However, under
the new deregulated structure they faced new challenges and experienced several
limitations. For example, generation investments are no longer coordinated with
transmission system expansion as they are performed by different organizations.
However, the newly installed generation capacity is often of a different type than it
was before. For example, generation from RES has become a commonplace.
Additionally, small-scale generation such as CHP (combined heat and power) has
emerged. These kinds of generation units are not only unpredictable; they are also
not under the control of the operator. This has led to unpredictable power injection
pattern, which in turn has led to a higher uncertainty of the energy flows in the
system. Further instability in the energy flows, particularly cross-border, has been
caused by the liberalization of electricity market.

TSOs are still able to control transmission system to manage its power flows.
However, redispatching generation is more difficult and costly. Due to the increase
in variable energy flows, the limited investments in transmission system, and the
reduced control options for the system operator, the operation of transmission
system is becoming closer and closer to its limits. This in turn has led to potentially
serious consequences for the security of transmission system.

Therefore, new and more advanced operating principles are needed to control
transmission systems, through interzone coordination and implementation of
enhanced security measures.

11.5 Vision of future STG

Figure 11.2 shows a vision of STG proposed by [2]. This vision has been developed
following the identification of the challenges and requirements of future smart
transmission systems. Based on this vision, the major smart characteristics and
performance features required to deal with new challenges have been identified.

According to this vision, the STG is considered as an integrated system that
functionally consists of three main interactive components as shown in Figure 11.2.
These are (i) smart transmission networks, (ii) smart substations, and (iii) control
centers.

11.5.1 Characteristics of future STG

The characteristics of future STG that enable such a grid to deal with the identified
challenges and requirements of future smart transmission systems discussed in
Section 11.3 according to this vision, include digitalization, flexibility, intelligence,
resilience, sustainability, and customization as discussed below [2].

11.5.1.1 Digitalization
STG will be characterized by extensively using digital technologies, which is
considered a fundamental characteristic that will facilitate the realization of
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Figure 11.2 Vision of smart transmission grid [2]. Reproduced with permission
from IEEE

the other smart features. This ensures fast and reliable sensing, measurement, com-
munication, computation, control, protection, visualization, and maintenance of the
entire transmission system. Digitalization is featured with user-friendly visualization
for sensitive situation awareness and a high tolerance for man-made errors.

11.5.1.2 Flexibility

The second characteristic of STG is flexibility. This is exhibited in four aspects: (a)
expandability in terms accommodating the penetration of renewable energy-based
generation and other innovative and diverse generation technologies, (b) adapt-
ability to various geographical locations and climates, (¢) ability to accommodating
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multiple control strategies to ensure the coordination of decentralized control
schemes between various substations and control centers, and (d) seamless com-
patibility with different market operation styles and plug-and-play capability to
ensure accommodating progressive technology upgrades that have hardware and
software components.

11.5.1.3 Intelligence

STG will be characterized by being intelligent. This is achieved by incorporating
and embedding intelligent technologies into future STG. This in turn makes self-
awareness of the system operation state available with the help of online time-
domain analysis such as voltage/angular stability and security analysis. It will also
make it possible to achieve self-healing feature which will help to enhance the
security of transmission grid through coordinated protection and control schemes.

11.5.1.4 Resiliency

Resiliency is the characteristic whereby STG has the capability of securely and
reliably delivering electricity to customers, while the grid is subjected to external or
internal disturbances or hazards. This is achieved by STG fast self-healing cap-
ability, which enables it to dynamically reconfigure itself in such a way that makes
it possible to recover from attacks, natural disasters, blackouts, or network com-
ponent failures. In terms of practical implementation, online computation and
analysis can be used, for example, to enable fast and flexible network operation and
control such as executing an intentional islanding in the event of an emergency.

11.5.1.5 Sustainability

In the context of STG, the sustainability is perceived as sufficiency, efficiency, and
environment-friendly. Practically this means that the growth of electricity demand
must be met with the implementation of affordable alternative energy resources,
increased energy savings via utilization of appropriate technology that manages the
electricity delivery and system operation and mitigation of network congestion.
It also means that the criteria of using innovative technologies are based on such
use should lead to reduction in pollution or emission and decarbonization that
considers the environment and climate changes.

11.5.1.6 Customization

This is the characteristic whereby STG is client-tailored for the operators’ con-
venience while maintaining its functions and interoperability. It is expected that
STG will also meet the needs of customers who are looking for more energy con-
sumption options that satisfy a high quality/price ratio. It is also expected that STG
will further liberate electricity market by increasing the transparency and improv-
ing market competition.

11.5.2 Basic components of STG

The STG consists of three main components as shown in Figure 11.2. These are
smart transmission network, smart control center, and smart substations as dis-
cussed below.
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11.5.3 Smart transmission network

Development of smart transmission network is based on the reinforcement of
existing transmission networks with the emerged new technologies. Such technol-
ogies include advanced materials, power electronics, sensing devices, communication
information and technologies, signal processing, and computing. Application of
these technologies helps in transforming existing transmission networks to be
smart, which should lead to increase in the utilization, efficiency, quality, and
security of existing systems.

11.5.3.1 Characteristics of smart transmission network
The expected characteristics of smart transmission network are outlined below [2].

High-efficiency and high-quality

This is achieved by using ultra-high-voltage (UHV), high-capacity transmission
corridors, controllable high-capacity alternating current (AC) and direct current
(DC) facilities, advanced conductors, including high-temperature composite
conductors for overhead transmission and high-temperature superconducting
cables. These conductors have the properties of greater current-carrying
capacity, lower voltage drops, reduced line losses, lighter weight, and greater
controllability.

Flexible controllability, improved transmission reliability,

and asset utilization

This is achieved by utilizing advanced flexible AC transmission systems (FACTS),
high-voltage DC (HVDC) devices, and other power electronics-based devices.
FACTS devices enable providing a flexible control of the transmission network and
increase power transfer levels without having to build new transmission lines.
These devices also improve the dynamic performance and stability of the trans-
mission network.

Self-healing and robust transmission of electric power

This is achieved by extensively incorporating smart transmission networks with
advanced sensing equipment, signal processing devices, and communication tech-
nologies that assist in real-time monitoring of operating conditions of transmission
lines, transformers, and circuit breakers. For example, it has been suggested [6] that
it is possible to install a cost-effective distributed power line condition monitoring
system, which is based on a distributed power line wireless sensor net in which
each distributed intelligent sensor module is incorporated with advanced signal
processing and communication functions. Such system should have the capability
to perform several useful tasks including (a) continuously measuring line para-
meters and (b) continuously monitoring line status in the immediate vicinity of the
sensor that are critical for line operation and utilization. This includes measurement
of overhead conductor sags, estimation of conductor temperature profile, estima-
tion of line dynamic thermal capacity, detection of vegetation in the proximity to
the transmission line, detection of ice formation on lines, detection of galloping
lines, estimation of mechanical strength of towers, prediction of incipient failure of
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insulators and towers, identification of the critical span limiting line capacity, and
determination of fault location on the line.

Provision of advanced transmission line maintenance

and diagnostic technologies

Future smart transmission networks will be equipped with advanced line main-
tenance and diagnostic technologies such as live-line maintenance to clean and
deice conductors, clean and lubricate moving parts that open and close, replace
spacer/dampers, tighten or replace bolts, and install sensors and measuring devices,
without having to take out the line out of service. Introducing advanced main-
tenance and transmission line condition monitoring technologies also allows for
prioritized equipment ranking, condition-based maintenance, prevention programs,
smart equipment replacement programs, and right-of-way maintenance. This in
turn reduces disastrous failures and maintenance costs and improves the overall
reliability of the transmission system [7].

Extreme event facility hardening system

Extreme event facility hardening technologies encompasses devices used for (i)
detecting potential extreme contingencies that cannot easily detected from a single
cause; (ii) diagnosis; (iii) containment; (iv) mitigation; (v) restoration; (vi) devel-
opment of various extreme event scenarios that include floods, extreme weather,
tsunamis and the like; and (vii) development of modular equipment designs for
lines, substations, and novel configurations to manage failures and enable rapid
system restoration under catastrophic events [7].

11.5.4 Smart transmission substations

Existing comprehensive automation technologies currently applied to substations
are used as basis to achieve the smart substation concept. The smart concept related
to transmission substation is expected to enhance the reliability and efficiency of
monitoring, operation, control, protection, and maintenance of equipment and
apparatus installed in the substation. As far as the operation is concerned, a smart
substation should quickly respond and must provide a high level of operation
safety. This requires that a smart substation must have the major characteristics
discussed in the following subsection.

11.5.4.1 Characteristics of a smart substation
The major characteristics of a smart substation are as follow.

Fully equipped with advanced digital technologies

A smart transmission substation will be fully equipped with advanced digital
technologies. This provides a platform for fast and reliable sensing, measurement,
communication, control, protection, and maintenance of all the equipment and
apparatus installed in the substation.

Autonomous
The smart substation operates independently from control centers and other sub-
stations, that is, it is autonomous. However, it has the ability to communicate with
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each other to enhance the efficiency and stability of power transmission. Individual
components within the smart substation also operate independently to ensure fast
and reliable response, particularly, under emergency conditions.

Coordination and communication capability

The smart substation will be characterized for having the capability to easily
communicate and coordinate with other substations and control centers. It is also
important that in order to improve the security of the entire power system, adaption
of protection, and control schemes should automatically be carried in coordination
with control centers.

Self-healing capability

This is the characteristic by which a smart substation has the ability to dynamically
reconfigure itself to recover from attacks, natural disasters, blackouts, or network
component failures.

11.5.4.2 Example of a practical smart substation

The practical smart substation example discussed in this section is related to a 500 kV
substation that was installed in Chinese transmission system, which was commis-
sioned in 2011 [8]. It consists of ten 500 kV lines, sixteen 220 kV lines, and four
1,000 MVA transformers. It is considered as a milestone on the road to transform
Chinese electricity transmission system to a Smart Grid.

The substation is considered as a fully digital high-voltage substation. The
concept of digital substation is based on utilizing intelligent primary equipment and
networked secondary devices, to share digital information and realize distributed
protection and control functions via common Ethernet network.

Intelligent primary devices include (i) electronic CT/VT (also called non-
conventional instrument transformers—NCITs) and (ii) intelligent circuit breakers.
The electronic CT/VTs are connected to the intelligent electronic devices (IEDs)
through merging units. The latter are used to convert analog signals to International
Electrotechnical Commission (IEC) 61850-9-2 digital format. Time synchroniza-
tion has been achieved in this project using IEEE 1588 version 2 [8].

In this context, the main aspects that will be covered regarding this example
include (i) the architecture of IEC 61850 substation automation system (SAS) using
station and process buses, (i) IEEE 1588 standard for precise time synchronization,
and (iii) the communication network within the substation.

Architecture of IEC 61850 SAS using station and process buses
Figure 11.3 shows the conceptual architecture of an IEC 61850 compatible SAS [8].
The aim of this figure is to show the logical view of IEC 61850 substation archi-
tecture rather than the actual topology of the substation. According to this figure,
the substation has four levels: (i) Level 0: process intelligent switchyard, sensors,
I/Os; (ii) Level 1: bays IEDs; (iii) Level 2: substation SAS; and (iv) Level 3:
dispatch center.

The IEC 61850 standard includes two busses based on the Ethernet technology.
These are (i) the station bus and (ii) the process bus. It can be seen from Figure 11.3
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Figure 11.3 Conceptual architecture of an IEC 61850 compatible substation
automation system using station bus and process bus [after 8]

that the networks for the station and process buses are physically separated from
each other and the IEDs are connected to both networks via independent network
interfaces. However, it is possible that station and process buses are connected to
the same physical network and sharing a common set of Ethernet switches.

As illustrated in Figure 11.3, the IEC 61850 station bus is used to interconnect
all bays to the station supervisory level and also to transfer control information such
as measurement, interlocking, and operations. It will be noted that several benefits
can be gained from using station bus including the use of GOOSE messages
ensuring the speedy transfer of critical protection information. The reason for using
GOOSE in this project is to exchange interlocking and blocking signals between
IEDs. The use of Ethernet network greatly helps in reducing copper wiring tradi-
tionally used for exchanging binary information between relays.

Figure 11.3 also shows that the IEC 61850 process bus is used to interconnect
the IEDs that belong to a bay. These IEDs transfer sampled values (SVs) of
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protection real-time measurements. Compared to the station bus, the process bus
goes a step further as it provides digital link to the primary equipment such as
switchgear and instrument transformers. In doing so it reduces copper wiring
within the switchyard. Additionally it eliminates high-voltage signals. This in turn
makes the maintenance of IED panels in the control building a lot safer and easier.
Also the relay panels, which have much less wiring, can help standardize the design
of the interfaces between secondary and primary systems. It can also result in
having less effort for drafting, installation and testing of such system.

IEEE 1588 standard for precise time synchronization

Smart substation precise time includes time synchronization and application data
transmission time delay or time performance of intelligent equipment. The precise
time ensures a stable and safe operation of power system. Time deviation and data
transmission time delay are usually introduced by IEDs and communication networks,
which lead to unsafe operation of substations. It is, therefore, extremely important to
take these factors into account when designing a smart substation to ensure precise
time synchronization. The most popular time synchronization technologies used in
smart substation applications include [9] pulse per second (PPS), inter-range instru-
mentation group-B (IRIG-B), network time protocol (NTP), and precise time protocol
(PTP) (IEEE 1588). Table 11.1 summarizes the main features of these technologies.

The IRIG-B time protocol is widely used by electric utilities, industrials, and
others to ensure precise time synchronization of power system devices, such as
breakers, relays, and meters [10]. It requires special type of cables for time syn-
chronization. The time accuracy can reach up to 10 us and it employs point-to-point
directional synchronous technology [9].

The NTP is considered as the most popular time transfer protocol of Internet.
The simplified version of NTP, which is called as simple network time protocol
(SNTP), has been adopted by IEC61850 standard. The drawback of NTP is its
inability to meet the high-precision device requirements of substation. However,
NTP/SNTP is considered an easy network technology that can be easily imple-
mented. Currently, they are used at smart substation to perform time synchroniza-
tion at the station level.

The PTP is considered the most up-to-date network time protocol of Internet [9].
It is named as IEEE 1588 standards by IEEE standard committee at the end
of 2002. It employs hardware and software technologies to implement time

Table 11.1 The most popular time synchronization technologies and their main
features [9]

Characteristic Type of time synchronization technology
IRIG-B NTP PTP
Accuracy Ms Ms Ns
Channel Special Network Network
Time synchronized mode Single Double Double

Calibration Fixed Dynamic Dynamic
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synchronization between master clock and slave clock. Hardware is used to mark
time tag, while the software is used to calculate time offset and time delay. It has
the capability to dynamically calibrate time based on calculation result. Following
the approval of IEC61588 standards, there is a possibility that these standards
together with IEEE 1588 standards might be used at smart substation to perform
time synchronization at bay level and process level.

In the example under consideration IEEE 1588 version 2 is preferred to be used
because it allows submicrosecond time accuracy and also because it uses common
Ethernet network for distributing the clock signal to all devices in the substation [8].
One of the benefits of using IEEE 1588 version 2 is the elimination of the extra
cabling requirements of 1PPS or IRIG-B to propagate highly accurate timing signals.

IEEE 1588 can also handle process bus applications better than SNTP as it has
the ability to guarantee microsecond accuracy required for synchronized IEC
61850-9-2 SVs. IEEE 1588 is similar to SNTP in providing time synchronization
over a user datagram protocol (UDP) packet [11] in Ethernet network. However,
the two are different from each other in that IEEE 1588 allows for hardware
assisted time stamping.

One of the fundamental problems of time synchronization addressed by IEEE
1588 is path delay, which is the time required by a message to propagate from the
grandmaster to the slave. The delays that are introduced on the path include cable
delay, encoding, and decoding of symbols on the wire, switch fabric latency, store,
and forward of switches and most troublesome, queuing from switches.

The path delay is corrected by IEEE 1588 using one of two methods: end to
end (E2E) or peer to peer (P2P). Path delay correction is carried by E2E method
based on measuring the delay across the entire path from master to slave. However,
path delay correction used by P2P is performed by measuring the multiple delays
between each hop between network nodes (i.e., switches and devices). It will be
noted that P2P has an important advantage over E2E in an Ethernet local area
network (LAN) where the measured path delay does not change from message to
message due to network topology change.

Communication network inside the substation
The communication network inside the substation was realized using IEC 61850
standard. It consists of two separate Ethernet networks: one for process bus and
another for station bus as shown in Figure 11.3. To ensure time synchronization,
a time synchronization signal needs to be propagated to all devices through the
network using IEEE 1588 version 2 in the process bus and SNTP protocol in the
station bus. To ensure simultaneous connection to both networks related to station bus
and process bus, the IEDs as well as time clocks are equipped with dual Ethernet cards.
The devices connected to process bus include:

139 x Ethernet switches with IEEE 1588 in the process bus
Electronic CTs and VTs

IEEE 1588 master clocks with GPS

Merging units

Protection and control IEDs
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The electronic instrument transformers CTs and VTs as well as merging units
are used to publish sampled measured values (SMV) data streams in accordance
with I[EC 61850-9-2LE (Light Edition) [12] frame format at sampling rate of 80
samples per cycle. The SMV traffic is received by protection and control IEDs
according which they generate GOOSE messages containing switching commands
to intelligent breaker controllers connected to the process bus. Manufacturing
Message Specification (MMS) traffic are not used in the process bus. The IEDs are
dynamically subscribed to the SVs multicast traffic using GMRP protocol [13].

11.5.5 Smart control centers

11.5.5.1 Review of control centers development

In this review, the development of power systems control centers will be covered
under four periods namely: (i) during the 1950s, (ii) during the 1960s, (iii) during
the 1970s and 1980s, and (iv) during the 1990s as discussed below [14].

Development of control centers during the 1950s

In the 1950s, real-time data of power outputs from generation plants as well as
power flows over tie-lines were collected employing analog communication tech-
nologies. These data are passed to control centers operators to perform load
frequency control (LFC) and economic dispatch (ED) [2]. System frequency is used
as indication of power balance between generation and load within a control area.
When generation exceeds the load, the frequency of system goes beyond its nom-
inal value, and when the load exceeds generation, the frequency goes below its
nominal value. Thus, an LFC is used to control generation in order to maintain
system frequency and interchange schedules between control areas. However, an
ED is used to optimize the minimum total cost of the system while meeting load
demand. This is achieved by adjusting the power outputs of generators at equal
incremental cost. Transmission losses are taken into account by introducing penalty
factors to compensate such losses using the loss formula. This is considered as the
introduction or the first step toward the development of modern control center.

Development of control centers during the 1960s

The 1960s have seen the introduction of digital computers. This has led, among
other things, to the development of remote terminal units (RTUs), which are
employed to collect real-time measurements of voltage, real, and reactive powers
and status of circuit breakers at transmission substations. These measurements are
sent to a central computer that has the capability to perform necessary calculation
for automatic generation control (AGC). An AGC is basically a combination of
LFC and ED. This has led to the introduction of SCADA system through which
command signals are remotely sent from the control center to control generation
levels and the switching operation of circuit breakers. Real-time operations of the
interconnected power systems have greatly benefited from the extensive and
effective application of digital computers, particularly after the USA northeast
blackout of 1965.
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Development of control centers during the 1970s and 1980s

In the 1970s, the capability of control centers has been further improved by intro-
ducing the concept of system security, covering both generation and transmission
systems. Security of a power system is defined as the ability of the system to
withstand disturbances or contingencies, such as generator or transmission line
outages. Nowadays power system reliability is preferred to be used instead of the
traditional power system security to avoid confusion, since security gives the
impression “security against intrusion,” which is not necessary the case.

The security control system may be defined as the system responsible for
monitoring, analysis, and real-time coordination of the generation and the trans-
mission systems. It works by first processing the real-time measurements received
from SCADA, which are passed through a state estimator to eliminate possible
measurements and communications errors. The output of the state estimator is then
processed by the contingency analysis system to answer “what-if” questions.
Contingencies are defined as the disturbances to which generators or transmission
lines are subjected to such as generator failure or transmission line outages. Con-
tingency analysis is carried out using a steady-state model of the power system, that
is, power flow calculations. Optimal power flow (OPF) programs, which are effi-
cient algorithms for large nonlinear programming problem, have been developed
specifically for transmission-constrained ED, preventive control, and security-
constrained ED (SCED).

The daily and weekly variations in load demands make it necessary to schedule
the start-up and shutdown of generators beforehand to ensure that there is always
adequate generating capacity online at minimum total costs. This is achieved by
optimization routines, known as unit commitment (UC) programs, specifically used
to perform such scheduling.

Control centers are also equipped with state estimation and other network
analysis software, called advanced application software, in addition to the genera-
tion control software, called EMSs.

The computers used in the early control centers are specialized computers used
to be offered by vendors whose business was mainly tied up with the utility
industry. However, later on, general purpose computers ranging from mainframe to
mini were used to perform SCADA, AGC, and security control.

Minicomputers were gradually replaced by a set of UNIX workstations or PCs
running on an LAN in the late 1980s. At the same period, SCADA systems were
installed in substations and distribution feeders, which are equipped with dis-
tribution management systems (DMSs). As time progresses, more functions were
added to these DMS.

Development of control centers during the 1990s

The second half of the 1990s has seen the restructuring or deregulation of the
electric power industry. This has led to unbundling of vertically integrated utilities
and consequently the separation of generation, transmission, and distribution sys-
tems from each other. The restructuring principles are based on the idea that
a competitive market is more efficient in overall allocation of resources.
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Thus, competitive generation markets have emerged as a new phenomenon, which
replaced regulated monopolies. However, transmission system remained largely
regulated.

Two types of markets have been introduced to cover the restructured power
industry. The first one is the bilateral contracts between suppliers and consumers,
while the second one is an auction market in which generators submit bids to a
centralized agent which determines the winning bids and the price. Different
schemes are used to determine the price. For example in the USA, the price is
determined using what is called a uniform pricing scheme, which is based on the
highest bid price that is deployed to serve the load, while in the UK the price is
determined using a nonuniform pricing scheme, which is based on the bid price,
that is, pay-as-bid. To facilitate transactions, a market operator is needed to run the
auction market. The role of market operator may be dedicated to an independent
system operator (ISO), a regional transmission organization (RTO), or other enti-
ties with similar functions. With the introduction of electricity markets, some
control centers such as those belong to an ISO or an RTO have assumed the
responsibility of running market operation in addition to maintaining system
reliability. The two aspects are usually run separately but with close coordination.

It is important to note that the sale of electricity is subjected to the condition
that the balance between electric power generation and load has to be maintained
at all times. This requirement has made market structure rather complex. Conse-
quently, most electricity markets run different types of markets including a day-
ahead energy market, a real-time balancing market, and an ancillary service
market. The day-ahead market is the market in which hourly clearing prices are
calculated in advance for each hour of the next day based on generation and
demand bids, and bilateral transaction schedules. Thus, in cases where the most
economical generation is conflicting with the reliability of the transmission sys-
tem, which lead to transmission congestion, congestion management needs to be
initiated.

One of the options to execute congestion management is based on the pricing
differences between the nodes of the network, which is called location marginal
prices (LMPs). The LMPs are obtained from the nodal shadow prices of an OPF or
SCED. The day-ahead market makes it possible for participants to purchase and
sell energy at these binding day-ahead LMPs.

As far as bilateral transactions are concerned, a security-constrained unit
commitment (SCUC) is usually conducted, based on the bids submitted by the
generators, to schedule the star-up and shutdown of generators in advance.
The transmission customers may schedule bilateral transactions at binding day-
ahead congestion charges based on the difference in LMPs at the generation and the
demand sides.

Figure 11.4 shows the principles of control centers in electricity market
environment. The market clearing prices, which are represented by a new set of
LMP, under real-time energy market environment, are calculated using SCED
every 5 min or so based on revised generation bids and the actual operating con-
dition from state estimation.
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Any generation, load, or bilateral transaction that deviates from the day-ahead
schedule must pay the balancing market LMP. There are number of measures that
can be executed to ensure reliable delivery of electricity to consumers. For example,
possible generator failure and/or sudden load increase is taken into account by
making available additional generation capacity reserve. Such generation reserve is
standby to be used immediately as the situation arises.

In order to maintain voltage at an acceptable level for proper operation of the
system, adequate reactive power resources are needed. Such resources are all
grouped under the term ancillary services. An ancillary service can either be self-
supplied by users of the transmission system or system-wide management by the
ISO/RTO. Markets have also established mechanism to manage ancillary services.

Restructuring of electrical industry has introduced two major changes to the
structure of the control centers. According to the first one, functions of control
centers have been widened to include business management of electricity market in
addition to their traditional energy management function. The second major change
is the transformation of traditional centralized utilities’ control centers that differ
only in size to a variety of control centers run by different entities including ISOs or
RTOs, transmission companies (Transcos), generation companies (Gencos), and
load serving entities (LSEs) whose market functions are different from each other.

Control centers that are designed to operate under electricity market environ-
ment are structured hierarchically in two levels, as shown in Figure 11.4. In this
figure, the ISO/RTO control center that operates the electricity market of a region
coordinates the LSE and other control centers for system reliability provided that
market requirements are satisfied. Market participants are the entities including ISO,
RTO, LSE, and Genco. In order to perform market functions, control centers of these
entities are usually equipped with business functions. The part of control center
functions that performs business applications is called business management system
(BMS). The ISO and RTO are usually functioned as market operators. Therefore,
their BMS is also called market operations system (MOS). EMS and BMS are
closely interacted with each other. For other types of control centers that do not
operate a market, a BMS is added to the traditional EMS to interact with the market.
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11.5.5.2 Vision of functions for future smart control centers

The envisaged future smart control centers is expected to be equipped with facil-
ities that have the capabilities of collecting data in a much wider and faster scale
compared with ones that are currently employed. This in turn enables smart control
centers to have much expanded applications both in power system operations and
business operations [14]. The infrastructure of the future smart control center is
expected to consist of large number of computers and embedded processors, for
example, IEDs, spread out all over the system, and a flexible communication net-
work in which computers and embedded processors interact with each other using
standard interfaces. It is also envisaged that the data and data processing, as well as
applications, will be distributed and therefore ensuring cooperative processing at
local and global levels. Being a distributed system, locations of hardware, software,
and data will be transparent to the user.

The vision of future smart control centers is developed based on advancement
of the existing control centers, which are originally developed several decades ago.
The new functions that are expected to be incorporated into smart control centers
include monitoring/visualization, analytical capability, controllability, and com-
munication facilities that facilitate the interaction with electricity market [2].
A brief discussion of these functions is given below.

Monitoring/Visualization
The monitoring system currently utilized in control centers depends mainly on state
estimators, which are based on data collected using SCADA systems and RTUs. The
information collected at system level of the imagined smart control center is
assumed to be obtained from the state measurement modules based on PMUs. It is
anticipated that PMU-based state measurements are more efficient than the current
state estimation method, because synchronized phasor signals provide the informa-
tion related to state variables, particularly, voltage angles. A drawback of the current
state estimation method is its requirement for additional running time and being less
robust. This is because the data collected from the RTUs is not synchronized which
requires significant effort to be made for topology checking and bad data detection.

As with regarding visualization, the existing visualization technology displays
the system configuration using one-line diagrams that can illustrate interconnec-
tions among buses without matching it to the geographic location. Additionally,
only buses in the control area, together with some boundary buses, are normally
displayed by the monitoring system. Whereas in the future, it is expected that the
results obtained from state measurement are combined with a wide-area geo-
graphical information system (GIS) for visual display on the screens of the smart
control center. It is anticipated that the wide-area GIS will cover a vast region
including the control center’s own service area as well as all interconnected areas.
This obviously helps in increasing the situational awareness across a broad scope
and consequently prevents improper operations compared to the situation where a
neighboring system is not fully known.

As the visualization and monitoring technology that suit smart control centers
applications are expected to cover a much broader scope, an increased information
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exchange is required. The existing technology employed for interarea commu-
nications uses a mix of obsolete and current technologies, such as telephone lines,
wireless, microwave, and fiber optics. This obviously needs to be changed and
updated. Future communication channels are expected to be more dedicated. For
example, they employ a fiber optic network for communications with QoS imple-
mented, which requires using a unified protocol to ensure better communications
among different control areas.

Analytical capability
Online analytical tools currently used in existing control centers normally perform
steady-state contingency analysis. For example, power flow analysis programs are
utilized to determine line flow violations when a contingency event occurs. It is
expected that online time-domain-based analysis, such as voltage stability and
transient angular stability, will be incorporated in the future smart control centers.
Existing analysis tools are based on predefined generator and transmission
models, which do not represent the real-time dynamic characteristics of the system.
It is therefore important that future online analysis tools incorporated in the future
smart control centers should have the capability of performing dynamic model
updating and validation. Using such tools together with an updated and validated
data to perform, for example, online stability analysis should give accurate results
compared to the ones obtained from existing practices. The currently employed
online security analysis for the next operational time interval is conducted for, say
every 5 minutes. This does not cover possible short- to midterm system variations,
that is, within 1 hour. Security online analysis applications to be designed for future
smart control centers is expected to have look-ahead simulation capability so that
future system conditions can be considered.

Controllability

The ultimate control action of existing control centers, such as switching on/off
operations, is performed based on offline studies. In order to improve the utilization
of dynamic system conditions, control tools designed for future smart control
centers should have the capability of performing system switching operations in
real time. Similarly, restoration actions are currently performed based on offline
studies. This needs to be replaced by online restorative actions.

Another important aspect in this context is related to the protection and control
systems. Currently the settings of such systems are fixed whose values are deter-
mined based on offline studies. In the future, determination of these settings needs
to be made in real time in a proactive and adaptive approach (see Chapter 7). This
helps in improving the utilization of generation and transmission assets when the
system is not stressed while improving protecting the system when it is subjected to
extremely stressed conditions.

Also coordinations of protection and control systems calculated using existing
tools are far from perfect. Under this scenario, each component takes actions based
on its own decision. Such uncoordinated control actions can lead to an unnecessary
action under the present contingency plan such as unnecessary tripping of certain
power system components. Therefore, it is extremely important that future smart
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control centers should be equipped with appropriate tools that have the capability of
coordinating multiple control devices distributed over the system such that optimal
coordination can be achieved simultaneously to ensure better controllability.

Electricity market interface
As it has been discussed in Chapter 3, the electricity market constitutes one of the
basic components of the future Smart Grid.

The continuous change to which electricity market is subjected to requires
control centers that has the ability to be adaptable to the dynamic nature of elec-
tricity market. Normally the control center associated with a market actively
interacts with other control centers, existing market participants, and new entrants
as discussed previously. Consequently, it is important that modern control centers
should have the ability to cope with the changing business architecture. This
requires that more sophisticated tools should be incorporated into the control
centers to make it possible for system operators to efficiently monitor and manage
electricity market.

Additionally due to continuous interest in utilizing RESs as well as controllable
loads to meet future demand, future smart control centers should have the flexibility
to include such energy resources into the unit dispatch. This in turn requires that
market clearing algorithms must be robust enough to accommodate the volatile nature
of certain renewables such as wind generators with finer forecasting and scheduling
methods. It is also important that demand-side participants should have access to the
market through certain communications, control, and information channels.

Another important characteristic of future smart control centers is its ability to
have congestion management. Accordingly control centers must be able to forecast
and identify potential congestions in the network and accordingly put in place the
necessary measures to alleviate them using wide-area GIS systems.

11.6 Current research activities on STG

As it has been stated previously in this book, Smart Grids have attracted significant
attention in recent years. However, most of the attention has been focused on
networks at distribution level and the consumer interaction. In this section, the
discussion will be focused on research activities that are currently underway in
Europe, the USA, and China aiming at the development of STG.

11.6.1 Smart transmission grid research in Europe

As it has been stated previously much of the attention related to Smart Grid
activities was focused on the distribution networks and the consumer interaction.
In Europe, the STG has remained in the background. However, synchronized
PMU, their supporting ICT infrastructures, and PMU data applications are
remarkable exception, despite that they are less common in Europe than in the
USA [1].

However, there are several important improvements at transmission level that
can be achieved through visionary and careful intelligent grid design and
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implementation. Such improvements are essential for the operation of future power
systems that will face challenges due to unpredicted uncertainties caused by high
penetration of renewable and variable energy sources, limited investments in
transmission assets, and an ever higher demand for a more secure supply of electric
energy at the lowest possible cost.

Many of the required improvements are not ready to be immediately imple-
mented in the current conventional system. This is due to a specific need for
research on some key aspects of the smart transmission system which are con-
sidered essential for the full development and utilization of the future grid.

In Europe, three essential aspects have been emphasized regarding the
development of STG [1]. These are (i) the evolution of synchrophasor mea-
surement technology and the limitations related to its full integration into power
system operation and control. In order to achieve this full integration, it is
extremely important to test and integrate any proposed solution in an open and
transparent environment; (ii) the IT, data and communication systems; and
(iii) the key questions that are open to the transmission system operators parti-
cularly related to the coordination within the pan-European power system and its
security.

11.6.1.1 Pan-European transmission grid research activities
The targets for the future European energy system were declared in the 2030 policy
framework for climate and energy proposed by the European Commission on 22
January 2014 [15]. It has been recognized that the decarbonization of energy supply
with an increasing share of electricity generation from intermittent RESs presents
European transmission and distribution grid operators with a number of research
and development (R&D) challenges. Such challenges have been addressed at the
European level via the European Electricity Grid Initiative (EEGI), including the
European Association of Transmission System Operators (ENTSO-E), together
with the European SmartGrids Technology Platform. An R&D roadmap, together
with an implementation plan and a strategic research agenda, has been developed
based on these initiatives. They are also used to coordinate the R&D activities to
efficiently develop the technologies, tools, and competences necessary to imple-
ment the pan-European grid.

The focus has been on smart electricity transmission grids. This includes the
interactions with distribution grids. The R&D activities are covered under seven
subthemes as follows.

Subtheme 1: grid architecture

The objective of this subtheme is to devise a set of validated methods aiming at
developing future network infrastructures and to analyze pan-European grid
expansion scenarios to assess, for example, the impact of offshore grids or of
HVDC networks on the operation of the whole system. It is important that the new
pan-European grid should have the ability to host massively expanded RESs while
coping with new uses of electricity, increased cross-border market flows, demand
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growth, and maintenance costs beyond 2020. The R&D tasks specifically identified
under this subtheme include the following:

o Developing a planning methodology for the pan-European electricity network
scenarios for the period 2020-2050.

e Developing dedicated simulation software that helps TSO to analyze pan-
European grid expansion scenarios.

e Assessing novel and known technologies to be used for the cross-border
connections.

e Evaluating the impact of offshore grids, HVDC networks that operate along-
side the existing infrastructure, as well as extra- and UHV AC solutions.

o Developing a suitable method that can be used to assess the social and envir-
onmental impact of grid development, including the public acceptance of new
technologies and grid expansion measures.

Subtheme 2: power technologies

The main objective of subtheme 2 is to address the affordability and technical
performance of emerging technologies that can significantly improve transmis-
sion systems. Other aspects that are considered under this subtheme include new
sensors, storage technologies, and developing the expertise in hybrid AC/DC
power systems and in advanced power technologies, examples of which are
listed below:

e Power transfer capacity: HVDC and high-voltage AC cable, AC/DC converter,
multiterminal and vendor-independent HVDC voltage source converter (VSC),
superconducting, gas insulated line (GIL) and “low-sag” conductors.

e Power control devices: FACTS, phase-shifting transformers, HVDC back-to-
back.

e Monitoring devices and systems: PMU, wide-area monitoring systems
(WAMS), real-time thermal rating (RTTR), and combined digital fault
recording and PMU devices.

e Control devices and systems: PMU data concentrators (PDC), wide-area con-
trol systems (WACS), wide-area protection systems (WAPS).

Subtheme 3: network operation

The continued increase in cross-border electric power flows and the large share
of variable RES generation, operational planning, and online operation of the
power system is changing. The main objective of this subtheme is to operate the
transmission system as close to its physical capacity as possible and maintain
high security and reliability at reasonable costs. The specific aims include the
following:

e Development of new simulation techniques that improve observability and
controllability.

o Development of new methodologies that improve the flexibility of the system.
Such methodologies should increase controllability, while coping with possible
stability-related issues.
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o Development of interfaces and tools that enable operators evaluating network
status, make real-time decisions, and coordinate their operations across control
zones.

e Improving methodologies for forecasting the amount of renewable electricity
generation, particularly from wind and solar powers.

e Improving and developing training methodologies for operators, especially
those related to cross-border coordinated responses to major contingencies.

Subtheme 4: market design

It is important that wholesale market designs must be analyzed to ensure that they
can cope with the variability of renewable energy-based generation, as well as with
demand-side management and energy storage. Hence the aim of subtheme 4 is to
create simulation platforms and demonstrations for new market mechanisms, such
as price signals and mobilization of flexible resources for balancing and reserve
purposes. This in turn will be used to support the design of new markets for bal-
ancing and ancillary services at the transmission level, the analysis of cross-border
interactions, and a more efficient congestion management. Therefore, the R&D
activities here include:

o Development of large-scale market simulation tools that takes into considera-
tion RESs, demand side response, and storage systems at the transmission
voltage level.

e Analysis of cross-border interactions, including more efficient congestion
management and allocation of transfer capacities.

e Designing new markets for balancing and ancillary services at the transmission
voltage level and with a European dimension.

Subtheme 5: scaling-up and replication activities

Normally large-scale deployment of successfully demonstrated innovations requires
scaling-up and replication. This must be done within a technical risk coverage that
satisfies both regulated and free-market players. Thus, R&D activities under this
subtheme are designed to bridge the gap between demonstration and industrial
application. The aim is to address potential problems in advance. For example,
numerical modeling techniques are used to evaluate uncertainties and subsequently
propose solutions prior to industrial deployment of a technology. This also serves
addressing the concerns of, especially regulators, regarding the following:

o The possibility of economic risk of deployment is not under control, although
ensuring the technical risk being under control (lack of economic scaling).

o The conflict between satisfying regulatory environments in control zones. For
example, the regulatory environment, which may be favorable in one control
zone (economic scaling is then managed), may no longer be favorable in
another control zone (lack of replication potential).

Subtheme 6. asset management
The aim of asset management is to maintain robust and cost-effective network
infrastructures with reliable performances. This in turn requires understanding and
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predicting of the deterioration of main grid components to be able to determine
failure probability and manage maintenance, replacement and investments, in order
to ensure the reliability of power systems. This can be achieved by adopting
improved monitoring of grid’s health status and improved preventative main-
tenance decisions that are suited to local network conditions. R&D activities in this
area include:

e Validation of new monitoring concepts for primary and secondary components
in terms of scheduling maintenance that maximizes network flexibility.

e Utilization of conditional maintenance to enhance network flexibility.

e Invention of novel maintenance methodologies for new power technologies
such as HVDC links, AC/DC converters, underground cables.

e Better understanding of how a network’s working conditions impact the ageing
of critical components, using subsequent analysis of assets that have been
removed from the grid.

Subtheme 7: transmission/distribution grid interactions
This subtheme deals with issues related to interaction between transmission and
distribution networks. For example, changes in the architecture of the transmission
grid such as using HVDC can also affect distribution network. However, active
components employed in the distribution networks, for example, power electronic
converters, can provide services to the transmission system, such as virtual power
plants (VPP) or “aggregators” organized at the distribution system level (see
Chapter 8).

Therefore, the overall aim of this subtheme is to develop complementary roles
of TSO and DSO together with the necessary methods and tools to jointly manage a
power system that have an increasing number and share of generation units con-
nected to distribution networks. The proposed R&D activities include:

e Developing short- and long-term forecasting tools and designing a commu-
nications infrastructure in line with the relevant feedbacks from TSO and DSO
that ensure better coordination of system operations.

o Investigating the behavior of customers connected at the distribution system
level and integrating them to ensure their active participate in system
management.

e Developing and identifying a set of relevant ancillary services shared by the
DSO and the TSO that allow the deployment of emerging technologies. For
example, integration of electric vehicles and microgeneration.

e Improving the current TSO/DSO interface with respect to protection and
restoration processes.

e Developing a common framework for interoperability in the field of Smart
Grids. This includes communication protocols, information models, semantic
models, and connection requirements.

The priority areas that have been identified are the observability and control
of the grids that also support the increased flexibility of future grids through
new technologies. Such technologies include information and communication
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technologies, and new market mechanisms. The EEGI has identified the integration
of the many different technological elements, stakeholders, and business models
represented in the new panorama offered by Smart Grids as the main technological
challenge. Challenges related to system integration include validation of technol-
ogies for real-time operations, for market architectures, and for long-term planning.
In order to achieve a truly pan-European grid, it is important to ensure a close
coordination among transmission operators.

11.6.2 Smart transmission grid research in USA

To facilitate the discussion of this section, the definition of the following ter-
minologies needs to be introduced first [16].

11.6.2.1 Balancing authority

Balancing authority (BA) is the responsible entity that integrates resource plans
ahead of time, maintains demand and resource balance within a BA area, and
supports interconnection frequency in real time.

11.6.2.2 Balancing authority area
BA area is the collection of generation, transmission, and loads within the metered
boundaries of the BA. The BA maintains load-resource balance within this area.

11.6.2.3 Reliability coordinator

Reliability coordinator (RC) is the entity that is the highest level of authority who is
responsible for the reliable operation of the bulk electric system, has the wide-area
view of the bulk electric system, and has the operating tools, processes, and pro-
cedures, including the authority to prevent or mitigate emergency operating situa-
tions in both next-day analysis and real-time operations. The RC has the purview
that is broad enough to enable the calculation of interconnection reliability oper-
ating limits, which may be based on the operating parameters of transmission
systems beyond any transmission operator’s vision.

Recently progress has been made in phasor measurements techniques which
led to the generation of voluminous data at high-voltage substations. However,
relevant applications for handling such data are not yet fully developed. Thus, the
idea of developing an “Information infrastructure” is considered as an important
step toward the realization of the STG. The aim of developing such infrastructure
is to efficiently gather, move, and process the data generated by phasor
measurements.

The measured data at high-voltage substations are of two types: (i) change of
the open/close statues of switches and (ii) analog variables, the most important of
which are the measurements the currents and voltages sampled at a rate more than
100 times a second synchronized to an absolute time standard and thereby termed
as “synchronized phasor measurement.” Currently, the amount of data being
gathered at a substation is so huge that most of it cannot be transmitted out of the
substation at the rates at which they are gathered, and therefore very little is used.
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The approach used is to determine how substation collected data can be orga-
nized locally for local as well as for global applications uses. Local use of the data at
substations is mainly for protection and control. As far as protection is concerned,
fast sampling of data is required to enable relays clearing faults milliseconds time
range. With regard to control, the most common local control is voltage control
which is usually slow. Additionally some local calculations are made and stored
separately for certain applications such as digital fault recording (DFR) and
sequence of events (SOE). A subset of all the substation data is also collected at the
RTU which makes it available to the control center over communication channels.

Second the same data is considered from the viewpoint of monitoring and
operating the grid. The aim is to determine which data is needed, where and for
what purpose. Currently, the only real-time data that exist in a substation through
the RTUs are collected at the control center where the SCADA-EMS can display
and further analyze the data for the operator to take manual (supervisory) control
actions. According to the USA practices, the only closed-loop control done at the
control center is AGC.

However, if the synchronized phasor measurement data increasingly available
at the substations become available for broadcast, they will not be needed to be all
collected centrally at the control center. Instead, the present-day control center
functions and any expected new ones must be considered in terms of their data
needs and accordingly the communication system has to be designed to transfer
only the necessary data to the appropriate functions which may not all reside at a
central control center.

11.6.2.4 Existing information infrastructure

The existing information infrastructure uses the SCADA system to collect all the
data by polling the RTUs located at various substations as shown in Figure 11.5
[17]. As the figure shows this system is based on star communication with round-
robin polling that centralizes all data from all substations at the control center. The
rate of collecting such data is rather slow. It is done every 2—10 s. Additionally, the
data at the RTU does not necessarily cover all the measurements that are taken at
the substation.

It is not difficult to recognize that the existing information system would be
completely overwhelmed by the huge volume of data that is being collected at
substations today. This would be true even if the microwave communication cur-
rently in use would be replaced with all high-speed fiber.

Recently a parallel communication configuration has been used to collect data
from PMUs as shown in Figure 11.6. As it can be seen from this figure, this con-
figuration is also a star. It is used to collect all the PMU data from a utility to a
single PDC and then the data from all PDCs are sent to a super-PDC. It is now
acknowledged that this system is already overwhelmed with data, although the total
number of PMUs in any of the large interconnections is significantly below 100.
It is anticipated that the PDC configuration becomes useless when the total PMUs
in each substation becomes, which is very likely to happen, more than 100 PMUs.
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Poll every (2-10) s

RTU 1 RTU 2 LA RTUn

RTU = Remote terminal unit

Figure 11.5 The existing supervisory control and data acquisition (SCADA)
configuration according which substations data are collected at the
control center [after 17]

Super PDC

PDC PDC J PMU J

PMU J PMU J PMU J PMU PMU

PDC = Phasor data concentrator
PMU = Phasor measurement unit

Figure 11.6 Existing arrangement of phasor measurement unit (PMU) data
concentrators (PDCs) used to collect the data from PMUs [after 17]

The data obtained from all substations are used by the control center to per-
form several functions which may be separated into three classes of applications:

1. Monitoring of the system by the operator, which requires various displays
(visualization) and alarms.

2. Analysis of how vulnerable the grid is to contingencies which requires state esti-
mation, contingency analysis, and optimal power flow (OPF) (EMS applications).

3. Automatic controls such as AGC.
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Figure 11.7 The proposed configuration of a real-time information infrastructure
for smart transmission grid [17]. Reproduced with permission from
IEEE

The existing EMS applications are geared to the data rates currently used by
control centers. There will be opportunities to enhance these applications as will be
discussed in the next section.

Similarly conventional AGC controller is characterized by being slow. It
matches the existing slow information collection data system. Again there will be
many new opportunities for improving such AGC as will be discussed in the next
section.

11.6.2.5 Future real-time information infrastructure
Figure 11.7 shows the proposed future generic communication architecture that
connects all substations to an information network. This is based on the assumption
that the latest technologies of computers and communications become available at
HV substations and up through the hierarchy.

Figure 11.7 shows the proposed communication infrastructure as a two-level
hierarchy, that is, low and high levels. Each substation has its own high-speed LAN
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broker 1
QoS QoS
broker 2 broker 3
Subscriber 1
Publisher 1 leaf QoS leaf QoS leaf QoS
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Subscriber 2

Figure 11.8 Detailed configuration of the proposed information infrastructure
showing the management of the router network, including some
pathways between publishers and subscribers [17]. Reproduced with
permission from IEEE

which brings together all the measurements and local applications. Each substation
also has a server that connects to the high level communication network through a
router. Therefore, all applications that require data from more than one substation,
that is, applications that are not local, have to use the high level network for col-
lecting inputs and sending outputs.

The high level network shown in Figure 11.7 is a network of routers that feed
all the wide-area applications of which the most important and common application
is the control center (SCADA-EMS). Although the network of routers shown in
Figure 11.7 is configured as one level, it has no hierarchies. Each substation will
have at least one router and all of them are connected in a network of high-speed
communication lines. If the transmission corridors between substations also have
fiber optic cables, these may provide convenient channels although other channels
may also be used. Additionally, certain applications such as the control center may
not be at the same location as a substation and therefore may have its own router(s).

Figure 11.8 shows a detailed configuration. This figure shows that the routers
may be grouped for management purposes. The figure also shows that a hierarchy
of computers may also be created to control the actual movement of the data. They
are shown as QoS brokers. The grouping of routers can be made by jurisdiction
such as control area or BA area. It is not recommended to channel all the data that
belong to a single area through one router as it is the case for existing information
infrastructure, whereby all the data are channeled through the area’s control center.
The reason is to avoid the introduction of significant latency to the communication
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paths. Instead, it is proposed that all routers in all areas are to be kept at the same
level and the QoS brokers will find the most efficient path as shown in Figure 11.8.

The router network described above does not exclude setting up functional
hierarchies. For example, it is possible to set up an RC control center that can have
higher level functions than that of the BA control centers. Obviously this requires
different sets of information, but all these control centers can be supported by the
same router network.

In the information system proposed in Figure 11.7, the concept of the RTU,
currently used in existing systems, has been replaced by the server—router that can
access all substation data through the substation LAN. Also in order to resolve the
difficulty of handling the expected huge volume of data by existing system, the star
configuration used by existing system, is replaced by the network configuration
shown in Figure 11.7 and polling, used by existing system, is replaced by a
publisher—subscriber system that only moves data from substation to application
and vice versa as required.

The configuration of the proposed communication infrastructure shown in
Figure 11.7 is also expected to have the ability to handle the high demand for
information movement. For instance, a fast wide-area controller (WAC) or special
protection scheme (SPS) may require only a small number of synchrophasor inputs
from a few different substations and may send out a small number of output control
signals to different substations. This can be achieved by using routers to route the
data under consideration directly from substations to the controller instead of the
controller having to look for some central storage to deal with this fast sampled data.

The advantages expected from adopting the proposed communication infra-
structure include:

The new configuration will provide many opportunities for improving AGC.
The new configuration will provide further opportunities to enhance EMS
applications. Similar to the AGC, these applications can also be separated from
the operator monitoring in terms of data requirements as long as the results are
channeled to the operator.

e The new configuration will be ideally suited to handle monitoring as well as
WAC/SPS applications as long as they are separated as shown in Figure 11.7,
whereby the data specifically used for monitoring at the control center is sys-
tem wide and usually at slow rates, whereas the data specifically used for
WAC/SPS are exactly reversed, are fast sampled data (synchrophasors measure
at rates up to 100 per second), and are sourced from only few measurements.

11.6.3 Smart transmission grid research in China

China has undertaken ambitious efforts to provide the energy services demanded by
its growing economy while mitigating China’s contribution to climate change. The
Chinese government is committed to (i) reduce the carbon intensity of its GDP by
40%—45% in 2020 in comparison to its level in 2005 and (ii) increase nonfossil
energy to 15% of primary energy consumption by 2020 [18]. Both of these com-
mitments require introduction of substantial changes to China’s electric power
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system. Accordingly, China has decided to replace its traditional energy intensive
power grid by Smart Grid [19]. This is particularly emphasized in China’s “12th
Five-Year Plan of the Electricity Industry,” where the development of renewable
energy and Smart Grids is highlighted.

The first step toward implementation of Smart Grids in China was made by the
East China Power Grid (ECPG). ECPG has carried out its first feasibility study on
Smart Grids in 2007 in which advocated promoting deployment of power systems,
constructing digital substations, and building a unified enterprise data platform.
The aim is to improve security and management of power grid [19]. This is
followed by investigating the key technologies required to build Smart Grid, which
was undertaken by the National Science and Technology Board, Chinese Academy
of Sciences, and Chinese Academy of Engineering.

11.6.3.1 Smart Grid pilot projects

Some regions in China such as Jiangsu and Shanghai have launched Smart Grid
pilot projects as early as the 1990s [19]. The aim is to introduce Smart Grid
technologies. They began by their pilot constructing a pilot project related to
power information collection system encompassing loading management and
meter reading technologies. They have also accumulated a lot of practical
experience on demand side automatic meter reading, interoperation, and demand
side response.

During the period 2010-2011, the State Grid Corporation of China (SGCC) has
launched 228 pilot projects covering 21 technological categories. This has led to a
breakthrough in six areas, including smart substation, automatic power distribution,
power consumption information collection, electric vehicle charging infrastructure,
technical supporting system on Smart Grid deployment, and power fiber to the
home (PFTTH).

The construction of the Integrated Demonstration Project of Smart Grid in Sino-
Singapore Tianjin Eco-City has been completed in 2011. It is considered as the most
complete pilot project, which has a wide coverage. Table 11.2 shows some Chinese’
Smart Grid pilot projects related to power transmission, distribution, and substations.

11.6.3.2 Transmission system projects
The majority of natural resources in China are distributed in the western regions of
the country, while most of the electricity consumption is in developed cities located
in the eastern region of the country such as Beijing and Shanghai. This spatial
imbalance of energy sources has presented a challenge for energy planners in China
as, “How to redirect the electrical energy generated in remotest provinces to
power-hungry cities in the east?” The way forward to overcome this challenge was
by initiating an Electricity Transfer Project by which much of the electricity con-
verted from new energy source and/or traditional power plants located in the west
are transferred to the heavy power users in the east [20].

Accordingly, a project to build a nationwide transmission system with
an approximate cost of USD 100bn (CNY 612bn) has been embarked on.
This involves the construction of 20 UHV transmission lines. Upon the completion
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of the country’s west-to-east and north-to-south electricity transmission projects,
the SGCC should be able to transmit 450 GW of electricity nationwide by 2030.
However, the National Energy Administration (NEA) has planned to complete
12 UHV transmission projects in 2017.

Table 11.2 Pilot projects of Smart Grid in China [19]

Year

Location

Pilot project description

2010

2011

2011

2012

2012

2012

2012

2012

2012

2012

Yangzhou

Tibet
Tianjin

Fujian

Shandong

Jiangsu

Liaoning

Guangxi

Xinjiang

Shanxi

Yangzhou city of Jiangsu Province was selected as the first “Smart
Grid industrial base” by Chinese National Science and Technology
Ministry in its “Torch Program” in August, 2010.

This project is related to the Qinghai-Tibet cross DC networking
engineering, which was completed at the end of 2011.

Construction of the Integrated Demonstration Project of Smart Grid
in Sino-Singapore Tianjin Eco-City has been accomplished.

This pilot project involves 13 Smart Grid programs including
distribution network, charging infrastructure for electric vehicles
and smart community. Additionally it also involves the construc-
tion of 17 smart substations and putting into operation 4 smart
substations. According to the same project 1.78 million smart
meters have been installed. The aim is to realize a full-scale
automatic information collection process.

Installation of online monitoring devices to observe the performance
of transmission lines and transformers operating at 220 kV and
above. Additionally the project involves accelerating the con-
struction of 6 existing charging stations and the construction of
17 new ones.

This project was executed between 2012 and 2015, according to
which 580 smart substations operating at 110 kV and above, and
more than 13,500 km transmission lines were constructed in
Jiangsu province.

Building an automatic, interactive Smart Grid equipped with a highly
sophisticated information system. The Smart Grid is developed
such that it is adaptive to the large scale access to nuclear-,
thermal- and wind-based power plants, and also meeting the
requirements of AC/DC power transmission.

This project known as “Guangxi Grid.” It is dedicated to
modernization of rural power grids. It involved building up a set of
demonstrating projects in counties, power supply administration
projects, and substations with Smart Grid distribution system,
digital and unattended substations, and remote meter reading
systems. A 184 demonstration projects have been initiated under
this project.

This project was executed under the Chinese 12th Five-Year Plan. It
involves building thousands of kilometers of transmission lines to
connect hydro- and thermal-based power plants to the grid.

This project is related to smart substation, power consumption
information collection, smart community, charging infrastructure
for electric vehicles, and PFTTH. Under this project it is planned to
install 1.2 million smart meters.
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Also, in an effort to improve transmission system, the following transmission
lines were planned to be completed by the end of 2009 [18]:

e 640 km of 1,000 kV UHV, AC transmission lines with a total capacity of
6 GVA,

o 1,438 km of 800 kV UHV DC transmission lines with a total capacity of
2.5 GVA,
1.388 km of 750 kV transmission lines with a total capacity of 16.5 GVA,
1,21,868 km of 500 kV transmission lines with a total capacity of 628 GVA,
and

e 2,55,657 km of 220 kV transmission lines with a total capacity of 945.6 GVA.

11.7 Summary

This chapter concerns with the development of STG. The reasons for the need of
STG are discussed in Section 11.2. This is then followed by discussing the chal-
lenges and requirements of future STG in Section 11.3 which include environmental
challenges, market/customer requirements, infrastructure challenges, and adaptation
of innovative technologies. The essential aspects of the STG are then highlighted in
Section 11.4. These include integration of synchrophasor measurements technology
into transmission system operation and control, the necessity of having compatible
ICT infrastructure, and resolving the operational and coordination issues.

The vision of future STG is then discussed in Section 11.5. Topics covered
under this section include the characteristics of future STG, basic components of
STG, smart transmission network, smart transmission substations, and smart con-
trol centers. An example of a 500 kV practical smart transmission substation is
given. The discussion covered includes (i) the applied architecture of IEC 61850
SAS using station and process buses, (ii)) IEEE 1588 standard for precise time
synchronization, and (iii) the communication network used inside the substation.

The smart control centers are discussed under Section 11.5.5. It started by giving
a review of the development of the control centers over the period expanding from
the 1950s till the 1990s. Then the vision of functions that future smart control centers
should have was highlighted. Such functions include (i) monitoring/visualization, (ii)
analytical capability, (iii) controllability, and (iv) electricity market interface.

Finally, this chapter is concluded by Section 11.6 which is devoted to dis-
cussing research activities that are currently underway in Europe, the USA, and
China aiming specifically at the development of STG.
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