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  PREFACE


  


  When we published our internal auditor online courses on Adviseras eTraining website, we soon realized that there is a huge demand for this topic. And, although the students are quite satisfied with the courses, it became obvious that many were in need of some written materials that would take them through the internal audit.


  This is why I have written this shorter book, a part of the handbook series, which is focused solely on how to perform the internal audit. I have written this book in such a way so that it is perfectly acceptable for any management system, including ISO 9001, ISO 14001, ISO 27001, ISO 20000, ISO 22000, OHSAS 18001, ISO 13485, and IATF 16949.


  This book, ISO Internal Audit: A Plain English Guide, is based mostly on the above-mentioned internal auditor online courses, and has been edited with only a few smaller details. So, if you compare the curriculum from the internal auditor courses, youll see the same sections here, with almost the same text  as I mentioned, the text was adapted in a way that it is readable from any ISO standard point of view.


  So, why have two learning materials with almost the same text? Because I wanted to provide a quick, written reference for people who are performing the audit, who might not have the time to join the course each time they want to remind themselves of some detail. I would say that both attending the internal auditor course and reading this book will give you a perfect combination of learning through visual media, and referring to textual media for details.


  You might also be puzzled by the fact that this book is rather short, whereas there are other books on ISO audits on the market that are much more lengthy and detailed. Is it really possible to explain such a complex subject in a short book like this? Well, there are three answers for this:


  First, this book is focused on internal audits only, which are much simpler than certification audits; second, this book is written for internal auditing in smaller companies  therefore, I have intentionally simplified the steps so that your auditing can be done rather quickly, and left out most of the elements that would be needed only for larger companies.


  Third, and most important, I followed my company mission: We make complex frameworks easy to understand and simple to use. In other words, it is easy to complicate things, but it is difficult to make things easy to understand. So, when you start reading this book youll notice I eliminated all the hard-to-understand talk, all the unnecessary details, and focused on what exactly needs to be done, in a language understandable for beginners with no prior experience in ISO internal audits.


  So, rest assured: if you are an auditor in a smaller organization, by using this book you will be able to perform your first internal audit  it will take you step by step through the whole process, without stress.
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  1
 INTRODUCTION


  


  Why is the internal audit so important for management systems, and how can it be useful for the company? What will you find in this book? And, is this book the right choice for you?


  Note: This book covers the internal audit process for all ISO management standards – ISO 9001, ISO 14001, ISO 27001, ISO 20000, and ISO 13485, but also OHSAS 18001 and IATF 16949 (former ISO/TS 16949) – so when I refer to “ISO standard” or simply “standard,” by this I mean any of these standards. Also, when I mention “management system,” I mean the system that is compliant with any of these standards – e.g., Quality Management System according to ISO 9001, Information Security Management System according to ISO 27001, etc.


  


  1.1 Why companies need internal audits


  From my experience as a certification auditor, the sad truth is that most organizations perform internal audits just to satisfy the certification body.


  Such internal audits usually uncover a few minor nonconformities, which do not get deep into the real problems of the company’s management system. And this is very unfortunate because this is a waste of time – if companies have invested the time of their internal auditors to perform such jobs, they should gain some benefits out of it.


  The point with internal audits is that they should discover problems that would otherwise stay hidden and would therefore harm the business. Let’s be realistic – it is human to make mistakes, so it’s impossible to have a system with no errors; it is, however, possible to have a system that improves itself and learns from its mistakes. Internal audits are a crucial part of such a system.


  On the positive side, as a certification auditor I did see some organizations performing internal audits in the right way, and for the right reasons. Although their employees did feel a little uncomfortable about the internal auditor checking their activities, very soon they saw the benefits of such an approach – problems became transparent, and were resolved rather soon.


  How are these benefits of the internal audit achieved? Here are some tips:


  1) The management should view the internal audit as one of the best tools to improve the system, not only as a means to get certified.


  2) The internal auditor should be the right person for the job – this means he/she must be qualified, but also motivated and trained to perform this job.


  3) The internal audit should be performed in a positive way – the aim should be to improve your system, not to blame the employees for their mistakes.


  In this book I’ll explain how to achieve all this.


  


  1.2 ISO 19011 – A standard focused on auditing


  There is an ISO standard that describes how to perform the audits – it is called ISO 19011. It describes the auditing principles, how to manage the audit program, the required activities during the audit, and the necessary knowledge for auditors.


  The principles of ISO 19011 can be used for any type of auditing – a certification audit, an audit of suppliers, and of course, the internal audit.


  In this book I included all the main principles of ISO 19011, and scaled them down for the purpose of the internal audit – because the internal audit is not as complex as a certification audit, I have simplified many of the guidelines from ISO 19011 to make them easy to use when performing the internal audit in a small company.


  


  1.3 Who should read this book?


  This book is written primarily for beginners in internal auditing and for people with moderate knowledge about internal audits – I structured this book in such a way that someone with no prior experience or knowledge about internal audits can quickly understand how the whole audit process works, and what the steps are for its successful completion.


  On the other hand, if you do have experience with internal audits, but you feel that you still have gaps in your knowledge, you’ll also find this book helpful.


  


  1.4 How to read this book


  This book is written as a step-by-step guide for auditing, and Chapters 2 to 5 should be read in the exact order they are written, because this sequence represents the best way of planning and performing an internal audit.


  Here are some additional features of this book that will make it easier for you to read it and use it in practice:


  
    	Some sections contain tips for free tools and for documents that are to be used during the internal audit.


    	At the ends of the most important chapters, you’ll see a section called “Success factors,” which will emphasize what you need to focus on.


    	At the end of this book you’ll see a chapter that will help you decide whether you want to pursue your career in becoming a certification auditor.

  


  


  1.5 What this book is not


  This book is about the internal audit process; it is not about how to certify your company or how to implement the standard – the implementation process is quite lengthy and involves a lot of steps that are outside the scope of this book.


  This book won't give you finished templates for internal audit policies, procedures, and plans; however, this book will explain which documents you will need to perform an internal audit, and how to structure those documents.


  This book is not a copy of any ISO standard – you cannot replace reading the standard by reading this book. This book is intended to explain how to interpret the ISO clauses about the internal audit, and describe best practices when performing the internal audit.


  Because this book is focused on internal auditing, it does not explain other elements of ISO standards like document management, risk management, operations, measurement, etc.


  


  1.6 Additional resources


  Here are some resources that will help you, together with this book, to learn about internal auditing:


  
    	ISO online courses – free online trainings for ISO 9001, ISO 14001, and ISO 27001 internal auditors.


    	ISO 27001 free downloads, ISO 9001 free downloads, and ISO 14001 free downloads – a collection of white papers, checklists, diagrams, templates, etc.


    	Conformio – a cloud-based document management system (DMS) and project management tool focused on ISO standards that can be used for auditing purposes.


    	ISO 9001 Internal Audit Toolkit – a set of all the documentation templates that are required for performing the internal audit; similar toolkits exist for other ISO standards.


    	Official ISO webpage – here you can purchase an official version of any ISO standard.

  


  


  


  2

  BASIC THINGS ABOUT THE INTERNAL AUDIT


  


  In this chapter I’ll give you an overview of the internal audit in the ISO world – its main purpose, how it is different from external (certification) auditing, the exact requirements of ISO standards, how you should select an internal auditor, the main outputs of the internal audit job, etc.


  


  2.1 Internal vs. external audit


  As mentioned earlier, ISO 19011 is a standard that describes how to perform audits – this standard defines an internal audit as “conducted by, or on behalf of, the organization itself for management review and other internal purposes.” This basically means that the internal audit is performed by your own employees, or you can hire someone from outside of your company to perform the audit on behalf of your company.


  On the other hand, the external audit is done by a third party on their own behalf – in the ISO world, the certification audit is the most common type of external audit done by the certification body.


  You can also understand the difference between internal and external audit in the following way: the results of the internal audit will be used only internally in your company, while the results of the external audit will be used externally as well – for example, if you pass the certification audit you will get a certificate, which will be used publically. On the other hand, the focus of the internal audit will be on how to improve your management system, as I’ll explain in the next section.


  


  2.2 The main purpose of the internal audit


  Unfortunately, the purpose of the internal audit is very often misunderstood – it is usually perceived as a bureaucratic activity with no real benefit. However, the main purpose of the internal audit is to help improve the way your system is managed in your company – this improvement is possible because the auditor is in the perfect position to see what’s going wrong, and by having this deeper insight, he or she can help resolve these problems.


  The benefits of the internal audit are manifold. In addition to the improvement of your management system, the internal audit is the key source of information for the management review. Also, a very important aspect is that through internal audit the employee awareness is raised for, e.g., quality issues in your QMS (Quality Management System) or information security issues in your ISMS (Information Security Management System), as well as their participation in improving the management system.


  To be able to achieve all this, the internal auditor must approach this whole job in a positive way – this means she cannot insult people if she sees that they have made a mistake; rather, she should explain the mistake in a very diplomatic way, and help them improve the way they do things.


  I’ll explain how the auditor can achieve this in the following chapters.


  


  2.3 Internal audit requirements in ISO standards


  The latest revisions of ISO 9001, ISO 14001, ISO 27001, ISO 22301, ISO 13485, and IATF 16949 are aligned and their requirements for the internal audit are basically the same:


  
    	Internal audits must be performed at planned intervals – typically, once a year every department within the scope of your management system must be audited.


    	The auditor must check out whether your activities are compliant with the standard, as well as with your own policies, procedures, and other documentation.


    	The auditor must also check if the system is properly maintained, meaning that all the documentation is up to date, that all the KPIs are monitored, that corrective actions are performed, etc.


    	The company must write the audit program – I’ll explain later what this document stands for.


    	The company must define the scope of the audit – that is, which departments, processes, or activities will be covered. Typically, you have to cover the whole scope of your management system within one year.


    	You also have to define the audit criteria – that is, against which requirements will your management system be audited. Typically, the audit will be made against the standard, against your own documentation, and against some third-party requirements for your management system (for example, this could be some legislation in your country, working instructions given by your partners, etc.).


    	The internal auditors may not have any conflicts of interest – this means that if an auditor is working in department A, he can audit all the other departments; however, some other auditor should audit this department A.


    	The auditor must write the audit report and present it to the management – more details about this report will be discussed further on in the book.

  


  


  2.4 Skills, competences, and qualifications for internal auditor


  There are many skills, competencies, and qualifications that can help a person become an internal auditor, and it is a commonly held belief in the business community that a combination of all three can help an auditor become effective. So, besides avoiding conflicts of interest, here are the other desirable attributes:


  Formal training. Whether provided externally or internally, formal auditor training can assist in giving your auditor a foundation for becoming an effective internal auditor. There are many training options available, but it pays to research your training provider to ensure the quality of training offered is of an acceptable standard in your industry.


  Education. Though not considered mandatory for a position like this, people with qualifications in certain disciplines may prove more effective auditors than others – think accountants, financial planners, or warehouse managers, for example – the disciplines and education gained to attain these jobs may be more conducive to auditing skills than others.


  Competencies. Employees with certain skills, again, may be more effective auditors than others. People who perform stock counts or design complex products may have a superior eye for detail compared to individuals who work in more creative fields, for example. It may pay to take this particular personality trait into account when considering a candidate for internal audit training.


  Personality. As indicated above, certain people may have better personalities than others for this task. In addition to a strong attention to detail, it pays to have an internal auditor who is curious and questions things. The auditor also needs to be personable and an effective communicator, too, as this function will undoubtedly require a great deal of contact with other employees and other stakeholders.


  Related knowledge. Obviously, having knowledge of the particular ISO standard is vital to the internal audit function in terms of ensuring your management system meets all your legislative and standard compliances. Also, the internal auditor will be much more effective at this element if he/she has knowledge of the internal process, and all related inputs and outputs.


  Experience. It stands to reason that experience with the internal audit function, company processes in general, and similar elements in previous roles can help the auditor be effective. An experienced employee will tend to have an edge over a new employee when analyzing the critical issues for examination at internal audit.


  Insight into your industry. This is particularly important if you’re hiring someone from outside of your company – for instance, if you are a construction company, and this person has no idea how the construction industry operates, then you won’t have much use for this auditor.


  Finally, your company must have the records to prove all this – for instance, if your candidate holds a certificate from an internal auditor course, it will prove that he knows the standard and that he has the skills to perform the internal audit; to prove his experience in the industry, the CV of an auditor will be enough, etc.
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  2.5 Audit findings: Nonconformities and observations


  Essentially, the internal audit can produce two outcomes: nonconformities and observations. These results are also called the “audit findings.” These outcomes must be documented in the internal audit report, as I’ll explain later on.


  Nonconformities. The definition of a nonconformity is actually very simple: a nonconformity results when a certain requirement is not complied with. Nonconformities are raised when the auditor has found evidence that some aspects of the operations of the company are not aligned with the written procedures (policies, instructions etc.) or with the requirements from the standard. In the context of ISO standards, the requirements (also called audit criteria) might be the following:


  
    	The ISO standard itself – a company must comply with all the requirements written in the standard. So, for example, if corrective actions or management reviews are not documented, this is a nonconformity.


    	Legislation – of course, a company must comply with all the local laws and regulations that are relevant for their management system. For example, with the information security/ISO 27001 implementation, the applicable legislation is usually related to personal data protection, cryptography, intellectual property rights, e-services, classified information, etc.


    	The organization’s own policies and procedures – this means a company must also comply with its own internal rules. For example, setting the objectives must be performed in the way that is described by a top-level policy or some other document.


    	Requirements of interested parties – for example, an interested party could be a partner or a client, and you have to comply with their demands as well.

  


  So, the point is, if a company is not complying with any of these four types of requirements, then an auditor must raise a nonconformity.


  But, there is also another important point here: if there is no requirement, then a nonconformity cannot be raised. For example, the auditor may believe that management review should be conducted twice a year instead of once; however, if there is no such requirement, the auditor cannot raise a nonconformity.


  Observations. On the other hand, observations can be raised in different situations, and they can be either positive or negative. A negative observation would be raised when the auditor identifies some kind of deviation from the normal operations, or some practice that could become a nonconformity in the future. An observation might also be raised when there is some isolated case of not following the company policies and procedures, but which does not influence the effectiveness of the management system – for example, the management review procedure states that the management review meeting is performed at the end of the year, but this year the management review was performed at the beginning of January because the top management was not available earlier.


  Also, positive observations can be raised when the auditor identifies an opportunity for improvement; i.e., the auditor thinks that some activities could be done in a better way, although there is no requirement for something like that – for example, the auditor may conclude that internal trainings could be done online instead of holding classroom-type courses, because this would be quicker and more cost-effective.


  Additionally, observations can also be used in a more positive way – such as the auditor taking note of a good implementation of some part of the management system, so that this positive example can be used as a role model for other parts of the organization. For example, some departments might demonstrate a much higher level of awareness for environmental protection, so their experience in raising awareness can be used throughout whole organization.


  


  2.6 Major and minor nonconformities


  Classification of nonconformities into “major” and “minor” is mandatory for certification audits; however, it does not have to be used for internal audits. In certification audits, a major nonconformity means that a big problem exists, and that the certificate cannot be issued. However, if you want to, you can classify the nonconformities you have raised during the internal audit as major if you want to emphasize certain problems – that way, those nonconformities will be resolved more quickly.


  Now, let’s see how the certification bodies distinguish between major and minor nonconformities.


  So, what is considered to be a major nonconformity? This would be a nonconformity that has any of these characteristics:


  
    	If a company completely failed to fulfill a certain requirement – e.g., it didn’t perform management review at all, although this was required by the standard.


    	If your process has completely fallen apart – e.g., your procedure required you to perform backup once a day, whereas the backup was performed only a couple of times per month, randomly.


    	If you have several minor nonconformities that are related to the same process or to the same element of your management system – e.g., you have several minor nonconformities related to your Human Resources department: some of the training records are missing, not all employees are trained as they should be, some of the employment records are missing, etc. – this becomes a major nonconformity because there is obviously something very wrong with this department.


    	If a certification mark is misused – e.g., you claim to your customers that your product is ISO certified (certification of ISO management standards covers only the processes and management systems, not the products themselves).


    	If a minor nonconformity raised during the previous audit was not resolved before the deadline – this minor nonconformity automatically becomes a major one.

  


  The definition of a minor nonconformity is easy: this is any nonconformity that is not major; for example, a minor nonconformity could be that the required daily backup was performed every day except one day of one particular month.


  So, to conclude, if you don’t think that a nonconformity should be classified as major, then it is a minor nonconformity.


  Again, using this classification of major and minor nonconformities is not mandatory for internal audits, but you can use it if you feel it will help your company resolve the problems in a better way.


  


  2.7 Internal audit vs. risk assessment


  Quite often, I see people searching for checklists for performing the internal audit; however, it’s clear that they are interested in finding out about what potential problems could happen to their operations, their systems, etc.


  The problem is – these kinds of things are not part of an internal audit; this is part of the risk assessment.


  The purpose of risk assessment is to find out which incidents can jeopardize your management system – consequently, risk assessment needs to be done at the beginning of the ISO project, while the internal audit is done only after the implementation has been completed.


  How is the internal audit different? The internal audit, on the other hand, is nothing more than listing all the internal rules and ISO requirements, and then finding out if those rules and requirements are complied with.


  When performing an internal audit, you need to check if each and every rule and requirement was complied with, in the whole scope of your management system.


  The main differences between the two. So, I would say that one of the main differences is in the mindset: risk assessment is thinking about the (potential) things that could happen in the future, while the internal audit is dealing with how things were done in the past.


  The second major difference is that the internal audit focuses on compliance with various rules and requirements, while risk assessment is nothing more than analysis that provides a basis for building up certain rules.


  The third difference is that the risk assessment is done before you start applying the processes and controls, while the internal audit is performed once these are already implemented.


  


  2.8 Internal audit vs. gap analysis


  If you are thinking of implementing a management system according to any of the ISO standards, you will likely have heard the term “gap analysis.” This term is often used interchangeably with internal audit, and although they use similar skills when gathering data, the focus for each is very different. Here is a bit more about these differences.


  Gap analysis. Even if there is no formal management system established, every company has some, e.g., quality management processes in place to interact with customers, take orders, plan and create products or services, and deliver these to customers in order to be paid. If these processes were not in place, a company would not last long. It is this set of processes that is usually being assessed during a gap analysis.


  A gap analysis is mainly done at the beginning of the project to assess what is currently in place against the set of requirements that are going to be used for the implementation. In the case of ISO 9001, you would take each requirement, compare it to what is currently being done, and assess where there is more required for the process currently in place.


  Internal audit. By comparison, an internal audit is used to assess a process against the procedure that it is supposed to follow, as well as checking that the process complies with the requirements of the standard. The audit will gather audit evidence and compare it to the criteria for the process to see if the criteria are fulfilled. In other words, if your process says you will do something, do you have the evidence to show that you do? This evidence could come in the form of records, statements of fact, or by observing personnel doing the job. This internal audit assessment is done on-site, whereas the gap analysis is commonly done much more superficially through a questionnaire, document review, or similar tool.


  Different, but similar. While both the gap analysis and internal audit involve comparing a process with a set of requirements, the focus of each is very different. The gap analysis is focused on what is missing in the processes compared to a set of requirements (typically before an implementation takes place), while an internal audit is centered on verifying that the process conforms to the requirements and is effective after the process is already in place per the ISO requirements. A gap analysis deals with identifying missing components of a process, but an internal audit concerns maintaining an effective process once it is in place. Both are very useful and have their place, but it is important to use each when it is appropriate.


  


  


  


  3
 ORGANIZING AN INTERNAL AUDIT


  


  This chapter will explain what options you have for the internal audit and how to prepare before you begin, including creating the internal audit program and internal audit plan.


  Organizing the internal audit includes defining the internal audit process, as well as creating the procedure together with all necessary documents. This stage is very important because you will define all activities of the internal audit, the content of the records used during the audit, and the necessary competence of the auditors.


  


  3.1 Options for performing the internal audit and top management role


  There are a few ways to perform an internal audit:


  a) Employ a full-time internal auditor. This is suitable only for larger organizations who would have enough work for such a person (some types of organizations  e.g., banks  are obliged by law to have such functions).


  b) Employ part-time internal auditors. This is the most common situation  the organizations use their own employees to perform internal audits, who do so when required (e.g., a couple of times a year) alongside their regular work. One important thing to pay attention to: in order to avoid any conflict of interest (auditors cannot audit their own work), there should be at least two internal auditors so that one could audit the regular job of the other.


  c) Employ an internal auditor from outside of the organization. Although this is not a person employed in the organization, it is still considered an internal audit because the audit is performed by the organization itself, according to its own rules. Usually, this is done by a person who is knowledgeable in this field (independent consultant or similar).


  The selection of the above options depends, of course, on whether you have already implemented any ISO standard, and which profile of internal auditor you have. You should also study the legislation, because some industries (e.g., financial) have special rules regarding internal audits.


  Your top management must get involved here  from selecting the most appropriate option and appointing the internal auditor, to approving the key documents mentioned in the next section. These activities should not be delegated to lower levels in the hierarchy, because this could bring the internal auditor into a conflict of interest, and besides, some important information might not find its way to the top.


  And, most important of all, top management should make a conscious decision that they will accept and support the internal audit as something that is useful for the business.


  


  3.2 Three key documents for organizing the internal audit


  Lets see what you need in order to organize and plan your internal audit. Youll basically do this through three documents: internal audit procedure, audit program, and audit plan. Out of these three, ISO standards require you to document only the audit program, but it is common to write all three because they are all quite helpful for performing the internal audit.


  With the internal audit procedure, your company will define the responsibilities for internal audit, the audit process, the main rules, etc. With the audit program youll determine when you will perform each audit  normally, this program is written for a period of one year. Finally, with the audit plan youll determine the details of each audit.


  Now lets see how to write each of these three documents.


  


  3.3 Internal audit procedure


  ISO standards do not specify what you should write in the internal audit procedure; however, it would be useful to include the following:


  
    	The purpose of the internal audits, and what your company should achieve when performing those audits.


    	Who is in charge of the internal audit planning, and in which cases an internal audit must be performed.


    	The criteria for selecting the internal auditors, and who is in charge of appointing the auditors.


    	The mandatory steps and mandatory documents when performing the audit.


    	And, finally, how to report the internal audit results, and who is in charge of the follow-up based on these results.

  


  Of course, because the requirements of ISO management standards are the same, you can write one procedure that will be used by different management systems; further, if you have skilled auditors in several standards, this means you can perform the audit of more management systems at the same time.


  Later on Ill explain the steps of performing an internal audit and how to report the internal audit results, so then youll be able to develop this procedure fully.


  As mentioned before, ISO standards do not require this procedure to be actually written down  you can agree verbally with your colleagues about all these rules, but it will be easier if they are documented.


  
    
      	
        [image: img2.png] Documentation tip: (non-mandatory) A procedure that describes the internal audit process, usually called the internal audit procedure.

      
    

  


  


  3.4 Annual audit program


  As opposed to the internal audit procedure, ISO standards do require you to write the audit program, and you should include the following elements in this document:


  
    	For which period you are planning the audits  typically one year, but in some cases this could be three years.


    	When the individual audits will be performed within this period  for a smaller company, only one audit that covers the whole scope of your management system will be enough; for a mid-sized company that has 10 main departments, you might want to plan 10 audits within this one-year period.


    	The scope of each audit  define precisely what each audit will cover. For example, the scope can be defined by taking into consideration the location of the audit  so the scope might only include two out of the companys 10 locations; the scope can include only a few processes  for example, the scope might only include the sales process and manufacturing process (have in mind that the sales process is not same as the sales department, although the sales department is the main actor in the process, while other functions and departments are also involved in the sales process, such as management, technical experts, etc.)


    	The audit criteria/objectives  as mentioned in the previous chapter, your audit criteria might be the ISO standard, your own documentation, and some third-party requirements for your management system. These audit criteria are very often referred to as audit objectives  e.g., the internal audit objective is to check the systems compliance with ISO 14001.


    	Which methods will be used for auditing  typically, these will be reviewing the documentation, interviewing the employees, and observation of the activities  Ill explain these techniques later on.


    	And, finally, who will be performing the audit  will this be done by one person only, or by several persons? If more than one, who will be their team leader?

  


  When creating this audit program, it is very important to place an emphasis on those parts of your company that are more important for your management system, and also on those with the biggest risks. For example, in an ISO 27001 audit you might focus on:


  
    	the IT administrator, as the person responsible for implementation and maintenance of the technical controls related to information security,


    	the customer database, as the most sensitive collection of information as identified by the risk assessment,


    	the sales representatives, as employees who handle sensitive data (client information and prices),


    	etc.

  


  Also, you have to take into account previous audit results  if you performed audits for each of your 10 departments during the previous year, and department number 3 had the biggest number of nonconformities, then you might plan several audits for just this one department, or one audit that is more detailed than those used for the other departments.


  
    
      	
        [image: img2.png] Documentation tip: (mandatory) A document that describes a series of internal audits, usually called internal audit program.

      
    

  


  


  3.5 Audit plan for an individual audit


  ISO standards do not specify what you should write in your audit plan, but typically the following is included:


  
    	A list of all the departments or other elements of the management system you are going to audit in this individual audit. Basically, you have the option to organize the audit department by department, or process by process, or clause by clause of the standard  for example, if you choose the clause-by-clause approach you might review the top-level policy first, followed by control of documented information, identification of legal requirements, etc.


    	Timing for each of these items  for instance, you might plan to visit the Human Resources department at 9 AM, the production facility at 11 AM, etc.


    	Contact persons for each of these items  this is important because this way, those people will be able to plan their time for you.


    	If you have more than one auditor, then you should specify who the team leader is, and which auditor will audit what.


    	Finally, you can copy the audit objectives, criteria, and method from the audit program.

  


  As I mentioned earlier, the audit plan is not a mandatory document, but if you dont have much experience in auditing, or if you are planning to perform a rather complex audit, this kind of a document could prove to be quite useful.


  
    
      	
        [image: img2.png] Documentation tip: (non-mandatory) A document that describes the details of one audit, usually called the internal audit plan.

      
    

  


  


  3.6 Success factors


  In summary, if you want your internal audit to be organized properly, you have to do the following:


  
    	Decide the best method for your company to use when organizing the internal audit.


    	Although they are not all mandatory, write down the three key documents for the internal audit: internal audit procedure, annual audit program, and audit plan for each individual audit.

  


  


  


  4
 STEPS IN THE INTERNAL AUDIT PROCESS


  


  This chapter will guide you through the main activities that need to be performed in order to conduct a successful internal audit. All the steps  from document review to corrective action follow-up  will be explained in detail, and all these steps must be taken in order to conduct an effective internal audit.


  


  4.1 Seven steps for performing the internal audit


  The internal audit consists of the following seven elements or steps, which should be performed in this sequence:


  
    	Document review  in this step you should review all the policies and procedures and check whether they are compliant with your ISO standard; also, this step is crucial for creating the work documents (i.e., the checklist) in the next step.


    	Creation of the internal audit checklist  based on the insight from reading all the documentation, you should prepare your notes in the form of a checklist, which will help you remember what you need to do during the main audit.


    	Writing the internal audit plan  as explained in the previous chapter, the internal audit plan will help you plan the detailed timing, people you will talk to, and so on.


    	Conducting the main audit  this is the most important part of your internal audit, which you will have to perform on-site, where the actual activities are taking place. During the main audit youll need to talk to people, look for records, and observe whether everything is compliant with the standard, with the company documentation, and with other requirements.


    	Writing the internal audit report  in this step you have to document your audit findings.


    	Writing the corrective action requests  this is where you have to initiate the process of resolving the nonconformities you have found.


    	Conducting the follow-up on corrective actions  in this step you have to make sure all the nonconformities have actually been resolved.

  


  As you probably noticed, these seven steps are logically related one to each other, and youll have to perform all seven of them if you want your internal audit to be successful.


  In this chapter Ill explain how to perform steps 1), 2), 5), 6), and 7). For details on writing the internal audit plan, please see the previous chapter, while the next chapter is dedicated to the main audit.


  


  4.2 Performing document review


  The purpose of the document review is twofold:


  
    	to check whether the policies, procedures, and other documentation are compliant with your ISO standard and other requirements from interested parties, and


    	to get to know the company better and prepare the audit checklist and the audit plan.

  


  Basically it works like this: you have to take all the documents and read them one by one in some logical sequence, and determine whether all the requirements from the ISO standard and from interested parties are met. It is also advisable to take some of the most important records, like list of legal, regulatory and contractual requirements; corrective actions; and management review minutes; and check them during this step. You should also check the most important records for particular management systems, e.g., incident log for the EMS and ISMS, and customer complaints for the QMS.


  If you do not have much experience in auditing, the best option would be to read the documentation in the same sequence as the standard is written  start with the documents related to clause 4, then move on to documents related to clause 5, etc.


  When you read the documentation, you have to take two types of notes:


  
    	Notes about what you will need to check during the main audit  for example, check if authorized employees have access to particular reports, or check if the responsible person is performing specific trainings as prescribed by the companys training procedure  these notes should be part of your internal audit checklist.


    	Notes about nonconformities  if you find that something is not compliant with the standard or with other requirements, you have to formalize these findings through the internal audit report.

  


  You can perform the document review on-site, in the department youre auditing, or off-site in your own office; it doesnt really matter where you do it  both approaches are fine. If you need any explanations from the auditee, you can call the responsible person, so there is no need to be in the same location.


  


  4.3 Creation of the internal audit checklist


  As mentioned before, the purpose of the internal audit checklist is to remind you of what you have to do during the main audit  the biggest problem during the main audit is that youll have to speak to lots of people, look for various types of evidence, think of various clauses of the standard, and have in mind many internal policies and procedures, and all of that is almost impossible without having some kind of a reminder.


  As mentioned in the previous section, youll create this checklist during the document review  as you are reading the internal documentation, learning what internal rules the company has and which records need to be produced, you must take notes on what youll need to check. So, for example, check if all interviewees have access to the document management system where the entire documentation is stored, check if all the records are produced as prescribed by particular documents, etc.


  So, obviously, such a checklist has many benefits; however, it also has its disadvantages  the biggest problem with a checklist is that it might drive you in one direction during the main audit and cause you to miss some newly discovered leads that havent been planned for in your checklist. For example, while checking whether the corrective actions have been performed correctly, you might have heard that the top management did not invest enough resources into resolving the nonconformities, but because it wasnt on your checklist you didnt pursue that lead any further.


  Therefore, when creating the checklist you have to remember that it is only a helping tool; it is not something you must follow 100%.


  There are various approaches to writing the checklist, but probably the best one is where you use a document with four columns:


  
    	Reference  this would contain, e.g., the clause number of the standard, or section number of a policy, etc.


    	What to look for  this is where you write what it is you would be looking for during the main audit: whom to speak to, which questions to ask, which records to look for, which facilities to visit, which equipment to check, etc.


    	Compliance  this column you fill in during the main audit, and this is where you conclude whether the company has complied with the requirement. In most cases this will be Yes or No, but sometimes it might be Partially or Not Applicable.


    	Findings  this is the column where you write down what you have found during the main audit: names of persons you spoke to, quotes of what they said, IDs and content of records you examined, descriptions of facilities you visited, observations about the equipment you checked, etc.

  


  In such a document you use only columns 1 and 2 for creating the checklist, while columns 3 and 4 are used during the main audit for recording the findings. In the following chapter Ill explain how to fill out columns 3 and 4.


  Heres an example of an internal audit checklist that is focused on ISO 27001 clause 4.2 (Understanding the needs and expectations of interested parties); the data filled out in the third and fourth columns are only examples of what an internal auditor might write during the main audit.


  
    
      	
        Reference

      

      	
        What to look for

      

      	
        Compliance

      

      	
        Findings

      
    


    
      	
        ISO 27001 clause 4.2

      

      	
        Did the organization determine interested parties?

      

      	
        Yes

      

      	
        The company has listed all the interested parties in the List of interested parties.

      
    


    
      	
        ISO 27001 clause 4.2

      

      	
        Does the list of all requirements from interested parties exist?

      

      	
        Partially

      

      	
        Only the laws and regulations are listed, but the requirements of partners and customers are not listed.

      
    

  


  Figure: Example of internal audit checklist


  During the document review you can also create some other work documents for your internal audit (e.g., forms in which you will collect the information), but in most cases the internal audit checklist, in the form that is described above, will be enough.


  
    
      	
        [image: img2.png] Documentation tip: (non-mandatory) Informal notes made by the internal auditor, usually called the internal audit checklist.

      
    

  


  


  


  4.4 Writing the internal audit report


  The internal audit report is a mandatory document according to ISO standards, which is quite logical  how would you be able to communicate the results, if not in written form? More importantly, these results need to be remembered for at least a couple of years, so writing a report is the only way to do it.


  Generally speaking, this report has three parts:


  
    	The general part where you have to fill out the dates, name(s) of the auditor(s), which part of the company you audited (audit scope), audit criteria, audit objectives, and other general information.


    	Audit findings  nonconformities you have found and your observations.


    	Audit conclusions  your general opinion on how much the company is compliant with the standard, and how well the management system fulfills its objectives.

  


  The biggest part of this report will be a list of nonconformities and observations (see also section 2.5 for a general description), and the best way to describe the nonconformity is to write down these four elements for each nonconformity:


  
    	An exact reference to a clause of the standard or to the section of a document against which you found the nonconformity  e.g., ISO 9001 standard clause 7.2 d).


    	A short description of the requirement that was not complied with  e.g., The standard requires the existence of evidence of trainings.


    	A description of what you have found  e.g., The training records for induction trainings were not kept in the HR department, although those trainings were important for the QMS.


    	An exact reference to the evidence  e.g., HR department archive on February 12, 2017, did not contain any records on induction trainings.

  


  Observations are usually in a non-structured form: a couple of sentences where you describe what is good or what could be better will suffice  for example, The QMS trainings could include more time for handling customer complaints because in some cases, the reaction to a complaint was not quick enough.


  You do not have to make this report too detailed, but it does need to be very precise.


  
    
      	
        [image: img2.png] Documentation tip: (mandatory) A document that describes the results of the internal audit  usually called the internal audit report.

      
    

  


  


  4.5 Initiating corrective actions


  Corrective action requests or reports (usually referred to as CARs) are a formal way to ask the company to resolve a nonconformity. These CARs are written based on the internal audit report, and in many cases they are written by the internal auditor  although it is not mandatory for the auditor to write them. Sometimes the corrective action requests will be written by persons who are in charge of certain areas  for example, if a nonconformity related to training records is found, then the head of the HR department might write the CAR. Once you submit your internal audit report you should agree with your boss as to who should write the corrective action requests.


  ISO standards require companies to establish a process for handling corrective actions (and write a procedure if they find it appropriate), so the internal auditor must write this corrective action request according to the established process/procedure in the company. In any case, such corrective action must define exactly who is in charge of resolving the nonconformity, the deadline, the cause, etc.


  
    
      	
        [image: img2.png] Documentation tip: (mandatory) Records that show what the nonconformities are in order to start the corrective actions, usually called the Corrective Action Requests (CARs).

      
    

  


  


  4.6 Corrective action follow-up


  The internal audit job does not stop with writing the corrective action requests  internal auditor needs to make sure that nonconformities are really resolved.


  This is done by looking at the corrective action form that should be filled out by the person who will complete the corrective action  these forms provide insight to the internal auditor on what has been done.


  Using this information, the internal auditor needs to make sure that this particular corrective action has been performed, and if it has really resolved the root cause of the nonconformity. So, in fact, this follow-up will be a kind of small audit, focused only on this nonconformity  the internal auditor should use all the internal audit techniques; the only difference is that the scope in this follow-up will be smaller.


  


  4.7 Success factors


  In summary, to make your audit process succeed, take care of the following:


  
    	Be careful not to skip any of the seven steps in the internal audit process.


    	Thoroughly perform the document review to prepare yourself for the audit.


    	Create your own internal audit checklist that will guide you throughout the main audit.


    	Make your internal audit report short and precise.


    	Initiate all the corrective actions to make sure that responsible persons will see them.


    	Consider your job finished only after you verify that the corrective actions have been resolved.

  


  


  


  5
 PERFORMING THE MAIN PART OF THE AUDIT


  


  This chapter will explain how the on-site audit is to be performed: youll learn about the most common mistakes the auditors make, as well as the techniques for finding evidence, how to sample the records during your audit, and how to record the evidence you gathered during your internal audit. And, at the end, youll see the interviewing techniques and best practices for performing an on-site audit.


  


  5.1 Making assumptions: The biggest auditor mistake


  Having preconceptions and making assumptions is the biggest mistake an auditor could make. For instance, the auditor might expect that a company must have a documented procedure for corrective actions; however, ISO standards do not require such a procedure to be documented  ISO standards require that corrective actions should be a managed process. Therefore, regardless of whether a documented procedure exists in 90% of the companies, the auditor cannot demand that every company has it.


  So, do not assume that something is required  you have to do your homework first, and determine what the real requirements are. And this is usually done in the document review phase.


  Therefore, my main point is this: during the audit you have to keep an open mind  when you see something, at first sight it might seem wrong to you, or at least strange, but think twice before you raise a nonconformity. Just because something is different from what you usually see, doesnt mean that it does not comply with the requirements. In my auditing career, very often Ive thought to myself: How could the auditee make such a big mistake?  only to find out later that their solution was much better than the one I thought to be right.


  


  5.2 Purpose of the opening meeting


  The opening meeting is a meeting between the auditor and the top management of the company, at the very beginning of the main audit. Its purpose is to ensure that the auditee clearly understands the audit objectives, timing, roles and responsibilities, outputs from the audit, etc.


  This opening meeting is not mandatory for an internal audit (it is mandatory for a certification audit), and in most smaller companies it is usually not performed because the top management is already informed about the audit. However, in larger companies it might make sense to arrange this meeting, especially if the management of a department that is to be audited doesnt know much about it.


  Besides providing a description of the audit process and other key features of the audit, the opening meeting is a good occasion to discuss whether an audit guide will be needed  an audit guide is a person who stays with the auditor the whole time, and takes the auditor through the company according to the audit plan and any requests by the auditor.


  Obviously, an audit guide is very useful if the auditor doesnt know the company well, but if the internal auditor is a long-time employee who knows almost everything about the company, then this guide is not necessary.


  


  5.3 Techniques for finding evidence during the on-site audit


  As mentioned before, the auditors job is not guessing  he or she has to find evidence. There are basically three methods for finding evidence when performing the on-site audit:


  
    	reviewing records and documents,


    	interviewing the employees, and


    	observing the activities or facilities.

  


  Lets see how to accomplish these…


  Reviewing the documents and records is done by asking the auditee to provide them, and then reading them thoroughly. This is the best kind of evidence, so you should always look for it  in many cases you wont find documents, simply because they are not mandatory, but very often you will find records of some kind. So, for example, if you want to find out how the training process is done in a company, then youll ask for their training procedure; if you want to find out which trainings have been done for a particular employee, youll look for her training records. It doesnt matter if you dont know where those documents and records are located  you should ask the auditee to bring them to you, and it is their responsibility to find them.


  If there are no records, then interviewing the employees is very often the only method to find out whether a process is carried out as required. Because speaking to only one person is not reliable enough to be solid proof, you should speak to a couple of employees who are part of the same process to see if their statements match. So, for example, if you ask a few employees how they handle electronic waste, and all of them give you the same or very similar answers, then this is proof that this process is done in a defined way; on the other hand, if you receive very different answers, then this would be proof that the process has not been defined, or that the employees are not trained for it.


  In some cases, you will have to observe the activities and/or facilities, together with other methods (reading the documents and records, and interviewing the employees). For example, you might want to visit the server room to see how access control is implemented and how the facility is equipped. This way, you will find evidence showing whether the management of the server room is compliant with the procedures, and whether the procedures match the statements of the employees.


  Later on Ill explain how to take records while you collect the evidence.


  


  5.4 Sampling the records


  When reviewing the records, sometimes it is not possible to read them all. For example, if a company has 1000 employees, it wouldnt be possible for you to check the training records of each and every one of them; on the other hand, if a company has only 20 employees, then it is probably a good idea to check all their training records.


  If it is not feasible to check all the records, you have to find those that are the most relevant  therefore, you should focus on those records that are the most important, or those where the possibility of finding a nonconformity is the biggest. So, for instance, if your company has thousands of employees and your most critical records are the ones containing personal data of your clients, then you should check primarily the training records of employees who are handling this kind of data; further, you should focus primarily on new employees records because there is a higher chance that those employees are not properly trained when compared to employees who have been with the company for a longer period of time.


  And another important tip: you shouldnt let the auditee provide you the records of their choice  the decision on which records to choose should be yours alone.


  


  5.5 Recording the evidence during the audit


  The internal audit is one of the processes where records need to be produced. As mentioned before, the internal audit report is a mandatory document that has to be created as a consequence of performing the audit; however, such a report wouldnt be possible if you didnt write down all the evidence you found. The point is, during the audit youll examine hundreds of documents and records, speak to dozens of people, visit several facilities  it is simply impossible to remember all of them.


  Therefore, it is crucial to write down everything you see and hear. For documents, you should write down the exact name of the document together with its version number and date of publishing; for records, you should note the exact name of the record together with its date and serial number; for interviews, you should write down the name of the person you were speaking to, his job title, the date and time, and exact quotes that are relevant; for observation of facilities and processes, you should write down the exact rooms where these are located, the date and time, and the description of the items you noticed.


  The best practice is to write all this evidence in the internal audit checklist I mentioned earlier, especially if you made that checklist in such a way that on the right-hand side you have all the items that need to be checked, and on the left-hand side the space where you write your findings.


  Audio and video recording is not a common way of recording the evidence; neither is copying the documents and records, nor asking for written statements  as said earlier, you should keep your audit records accurately so as to be able to find this same piece of evidence later on if needed. Once you write the audit report, you should keep your records because they might be needed months, sometimes even years after the audit has been finished.


  Of course, you need to keep all those records confidential  you might record some sensitive information, or someones opinion that might be unpleasant for other employees in the company. So, if protecting the confidentiality of audit records is not already addressed through the internal audit procedure or some other documents, make sure you discuss how to protect the audit records with someone from the top management.


  


  5.6 Interviewing techniques for the audit


  Interviewing the people is probably the most difficult way to find the evidence, but at the same time, its the best way to find out how things are really done in a company.


  First of all, how do you get people to start talking? To do this, you should use a technique called open-ended questions  for example, you should ask: Please describe to me how you control the access to your IT system, or Please describe how you decide which trainings should be provided to new employees. This technique allows the auditee to start talking, and by doing so, to reveal lots of things about how the company operates  in reality, this is how you get most of your leads, or the things you need to check out because they might prove to have nonconformities. Probably the best open-ended question is: Please describe what you do in the company.


  On the other hand, closed-end questions should be avoided  examples of such questions are: Is your job title Office manager? or Is this the room where you store electronic waste?  those closed-end questions can provide only Yes or No answers, and are not really helpful if you want to find out more about company operations.


  There is one exception when closed-end questions are useful  this is when you want to confirm that you found evidence. For example, you might ask: Are you sure that you didnt send employee XYZ for training on personal data protection? When you get a straight answer, this will be your evidence.


  The second important thing is to find out the root cause of the problem  that is, why the nonconformity has happened. To achieve this, you can use the Five Whys technique. With Five Whys, you should ask the question Why as many times as necessary to find out why something has happened  quite often, you have to ask this question five times.


  For example, you might have found the nonconformity where new employees are not provided the training for personal data protection. So, you should ask the auditee, in this case the Human Resources manager: Why werent they sent for training? And, she might answer, Because we didnt know they would be handling personal data. Then you should ask: Why didnt you know this? And, she could say, Because their line manager didnt tell us all the work they would be doing. Then you should go to the line manager and ask him: Why didnt you provide this information to the Human Resources manager? And, then he might answer, Im sorry, I simply forgot to include this part of the information when I sent the report to the HR department. And, then you might ask: Why is it possible that you could forget this piece of information? And, he might answer, Actually, I dont have a system that could remind me about what items I should include in my report. And, finally, you might ask: Dont you have some kind of a checklist of all the information you need to send to the Human Resources department once you get a new employee? And, he might answer, No, we have no such checklist. So, in this case the root cause of the problem is that there is no checklist of all the information needed.


  


  5.7 Closing meeting


  A closing meeting is typically scheduled at the end of the main audit, with the purpose of formal presentation of the audit findings. Most of this meeting should be about nonconformities that the auditor has found, and also about observations.


  Similarly to the opening meeting, the closing meeting is not mandatory for internal audits and is not common for smaller companies; however, it might make sense in larger companies where the communication needs to be more formalized.


  


  5.8 Success factors


  To summarize, here is what you need to do to make your on-site audit successful:


  
    	Avoid making any assumptions: be open to any new ideas.


    	Make sure you use all three techniques for collecting evidence: documents and records, interviews, and observations.


    	You must be the one to decide which records to look at, no one else.


    	You should make a record of every detail you see, hear, or read during the audit  this will be your basis for writing the report.


    	While interviewing people, you should ask open-ended questions.

  


  


  


  6
 BONUS CHAPTER: DEVELOPING AN AUDITING CAREER


  


  Some of you probably see auditing as a career opportunity  that is why I included this chapter, to show you how to move forward and become not only an internal auditor, but also lead auditor for certification bodies.


  


  6.1 How to become a certification auditor


  Many people think that just by attending the Lead Auditor Course for a particular ISO standard they have become a certification auditor. Well, this is not entirely true.


  If you want to become a certification auditor and work for a certification body, here is what is required:


  1) Prior experience  You need to have prior experience in a relevant industry; for example, for ISO 27001 you need to have at least four years of experience in information technology, of which at least two years is on a job related to information security.


  2) Pass the exam  The Lead Auditor Course lasts five days, and on the fifth day you need to pass the written exam. Therefore, you need to invest considerable effort, not only by studying for the exam, but also by attending the full five days of the course (if you miss a single day, you will not be permitted to take the exam).


  3) Find a certification body  You need to find a certification body that needs a certification auditor; that may prove to be a difficult task, because most of the certification bodies already have their auditors.


  4) Go through the trainee program  When you find a certification body that is interested, this doesnt mean youll start auditing from the first day. First you have to go through a trainee program (or similar), during which you will attend real certification audits (done by more experienced colleagues) where you will learn how to perform such audits. Usually, this trainee period lasts 20 audit days, after which youll be entitled to perform certification audits as part of the audit team.


  5) Gain audit experience  To become the Lead Auditor, i.e., to lead a team of auditors performing certification audits, you need to have experience in at least three complete certification audits.


  


  6.2 What do the Lead Auditor Course and Lead Implementer Course look like?


  Both the Lead Auditor and Lead Implementer courses last for five days, and on the fifth day you have to pass an exam; both courses are quite intense, and normally you have to attend 40 hours in five days.


  On the first day of the course, you will take a detailed look into each clause of the standard and a tutor will teach you how to interpret the standard, as well as the underlying logic. After this first day, the Lead Auditor course will focus mainly on auditing techniques of the particular standard, while the Lead Implementer course will explain the best methods for implementation.


  Most of the courses are quite interactive  e.g., the courses I delivered had about 15 workshops during these five days, which gave students a perfect opportunity to learn while working as a team; of course, there are also lectures, and a good tutor will encourage discussion and applicability of the standard to real situations.


  You do not need any special knowledge to enroll in the course  if you go for the ISO 27001 course, it is enough to have average knowledge of IT, and no prior knowledge of information security is needed.


  


  6.3 Lead Auditor Course vs. Lead Implementer Course  Which one to go for?


  The main differences. Lead Auditor courses can (and should) be accredited (i.e., a third party has verified that the course provider has developed and delivered the course in a satisfactory way), while the accreditation for the Lead Implementer course is not that important.


  However, the main difference between these two courses is in their focus. If you want to focus your career on auditing, you should definitely go for the Lead Auditor course; if you are a practitioner who is focused on implementation, you should go for the Lead Implementer course. If you are in a consulting business, you should probably go for both, because this is how youll learn not only the implementation techniques, but also the certification auditors criteria; not to mention that the more certificates you have as a consultant, the more valuable you are.


  Which training provider to choose? These courses are usually provided by the certification bodies, but specialized training organizations also deliver them. You should just search the Internet for the certification bodies in your country, and chances are that youll find such courses locally.


  When choosing a training provider, you should look for Lead Auditor courses that are accredited by IRCA, Exemplar Global, or PECB  this means that, once you pass the exam, this certificate will be accepted by any certification body if you choose to work as lead auditor for them.


  Accreditations for Lead Implementer courses are not that widespread, so your first criteria when choosing a course should be the tutor  if this person has a good reputation, chances are you will attend a high-quality course.


  Invest time in your education. Being absent from work for five whole days may sound inconceivable to you, so if you do not see ISO standards as your career opportunity, you should go for one- or two-day courses.


  However, if you seriously plan to have a career in ISO standards, these five days will be a crucial investment for you. Believe me, not only will you get the certificate (which is a must if you want others to recognize you), but you will also learn the essence of these standards  something you wont be able to do just by reading the standard from time to time.
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  ISO Internal Audit: A Plain English Guide


  A Step-by-Step Handbook for Internal Auditors in Small Businesses


  Think and act like an experienced auditor with this comprehensive, practical, step-by-step guide to performing internal audits against ISO 9001, ISO 14001, ISO 27001, or any other ISO management standard.


  Auditor and experienced consultant Dejan Kosutic shares his knowledge and practical wisdom with you in one invaluable book. You will learn:


  
    	Internal audit requirements in ISO standards


    	Skills, competences, and qualifications of internal auditors


    	Which documentation is necessary for performing the internal audit


    	7 steps for performing the internal audit


    	How to develop the internal audit checklist


    	How to collect the evidence and perform interviews


    	How to write nonconformities and internal audit reports


    	All this, and much more…

  


  Written in easy-to-understand language, ISO Internal Audit: A Plain English Guide is written for people who are performing an internal audit for the first time and need clear guidance on how to do it. Whether youre an experienced ISO practitioner or new to the field, its the only book youll ever need on the subject.
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